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Abstract—TFifth Generation (5G) technology is an emerging
and fast adopting technology which is being utilized in most
of the novel applications that require highly reliable low-latency
communications. It has the capability to provide greater coverage,
better access, and best suited for high density networks. Having
all these benefits, it clearly implies that SG could be used to satisfy
the requirements of Autonomous vehicles. Automated driving
Vehicles and systems are developed with a promise to provide
comfort, safe and efficient drive reducing the risk of life. But,
recently there are fatalities due to these autonomous vehicles
and systems. This is due to the lack of robust state-of-art which
has to be improved further. With the advent of 5G technology
and rise of autonomous vehicles (AVs), road safety is going to
get more secure with less human errors. However, integration
of 5G and AV is still at its infant stage with several research
challenges that needs to be addressed. This survey first starts with
a discussion on the current advancements in AVs, automation
levels, enabling technologies and 5G requirements. Then, we
focus on the emerging techniques required for integrating 5G
technology with AVs, impact of 5G and B5G technologies on AVs
along with security concerns in AVs. The paper also provides
a comprehensive survey of recent developments in terms of
standardisation activities on 5G autonomous vehicle technology
and current projects. The article is finally concluded with lessons
learnt, future research directions and challenges.

Index Terms—Autonomous vehicles, Security in AV, B5G tech-
nology, 5G technology, Road safety, Vehicular communications.

I. INTRODUCTION

With the emergence of new technologies such as high-speed
networks, decentralised storage platforms, edge computing
and others, driving a car without human intervention or very
less intervention has become possible. Autonomous vehicles
(AVs), also known as driverless car or autonomous cars, are
the vehicles where the operation of the vehicle occurs without
the direct driver input and driver is not expected to monitor the
roadway constantly [1f], [2]. With better safety measures [3]
and improved energy efficiency resulting in lower environmen-
tal impact [4], the AVs seems to be promising technology. For
the same very reason, major car manufacturers are expanding
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TABLE 1
SUMMARY OF IMPORTANT ACRONYMS
[ Acronym Definition
2G Second Generation
3G Third Generation
4G Fourth Generation
5G Fifth Generation
S5GNR 5G New Radio
ACVs Autonomous and Connected Vehicles
AD Autonomous Driving
BS Base Station
B5G Beyond 5G
CAN Controller Area Network
CL Cooperative Localization
CR Cognitive Radio
CVs Connected Vehicles
DMM Distributed Mobility Management
EC Edge Computing
eMBB enhanced mobile broadband
121 Infrastructure-to-Infrastructure
ITS Intelligent Transportation System
ITU International Telecommunication Union
MEC Multi-access Edge Computing
MIMO Massive Multiple-Input-Multiple-Output
mMTC massive machine-type communications (mMTC)
mmWAVE millimeter-Wave
NFV Network Functions Virtualization
NS Network Slicing
PLS Physical Layer Security
ProSe Proximity Service
QoE Quality of Everything
RL Reinforcement Learning
SAE Society of Automotive Engineers
SDN Software-Defined Networking
THz Terahertz
TIS Traffic Information Systems
V21 Vehicle-to-Infrastructure
v2v Vehicle-to-Vehicle
V2X Vehicle-to-Everything
UAV Unmmaned Aerial Vehicles
URLLC Ultra-reliable Low-Latency Communications
V2P Vehicle-to-People

their fleets with AVs [1]]. For example, one of the major car-
manufacturer company Mercedes—Bean] recently announced
its intention to launch autonomous driving technology in its
S-class model. Similalry, Tesl has already come up with a
advanced hardware and software technology to make driving
completely autonomous. However, to make driving completely
autonomous, high-speed networks such as 5G or beyond 5G
technologies will play a key role.

With the emergence of fifth generation (5G) technology that
can offer speed upto 10 Gbps with incredibly low latency of
1 ms (for everyday cellular users), the realisation of AVs has
been made possible. Initiated by ITU in the year 2015, 5G
new radio (NR) is a new cellular communication standard
with the potential to support massive delay-sensitive appli-
cations through three key use-cases in 5G. These three use-
cases include enhanced mobile broadband (eMBB), massive

Uhttps://www.bbc.com/news/business-56332388
2https://WWW.tesla.com/en_CA/autopilot, Accessed:Nov.09,2021.
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TABLE II
SUMMARY OF RELATED SURVEYS ON 5G-BASED AUTONOMOUS VEHICLES
Reference Theme of the survey Integration of 5G  Security Concerns Overview of Technical as- Projects and
in AVs in AVs 5G pects in AVs Standardisa-
tion activities
171, 2019 Pedestrian behaviour using AVs Not Covered Not Covered Not Covered Not Covered Not Covered
18], 2020 Role of Al in supporting the primary applications ~ Not Covered Not Covered Not Covered Partially Cov-  Not Covered
in AVs ered
9], 2021 Comprehensive study of AV technologies Partially Covered Not Covered Not Covered Partially Cov-  Not Covered
ered
[10], 2020 Study on interaction among: IoV, 5G, and V2X Partially Covered Not Covered Partially Cov- Partially Cov- Not Covered
ered ered
[11], 2020 Study on significant use cases expected for 5G Partially Covered Not Covered Fully covered Partially Cov-  Not Covered
ered
[12],2021 State-of-the art CAV attacks and countermeasures Not Covered Fully Covered Partially Cov- Not Covered Not Covered

ered

This study,2022  Study on integrating 5G and AV technology Fully Covered

Fully Covered Fully Covered Fully Covered Fully Covered

machine-type communications (mMTC) and URLLC. Ultra-
reliable low-latency communication (URLLC) [5]] is designed
to support services for the delay-sensitive applications such
as remote surgery and autonomous driving requiring very less
error-bit rates. Similarly, the focus of eMBB is to improve
the latency requirements by providing more bandwidth and
achieve the speed in Gigabits to supprt applications such as
virtual reality (VR). Finally, the focus of mMTC is to improve
connectivity between billions of devices transmitting very
short packets (not done adequately in cellular communications
due to human nature type of communication) [6].

As the integration of 5G technology with other existing
technologies will open doors to thousands of other use-cases,
it will be interesting to understand how its integration with
autonomous driving will be beneficial. To the best of our
knowledge, this is the first comprehensive review paper that
addresses several aspects of integrating 5G technology in
AVs. Table [lI| presents a comparative analysis of this work
with the existing studies. The contributions of this work are
summarised as follows:

« We have provided a comprehensive overview on AVs.

« Different technical aspects for the successful integration
of AVs with 5G technology are enumerated.

« State-of-the-art on integrating AVs with 5G is conducted.

o Security concerns in AVs are identified and explored.

« Key projects and standardisation activities on 5G au-
tonomous vehicles are highlighted.

o Future research challenges and directions are identified
and explored.

The remaining paper is organised as follows: Section I high-
lights the features of AVs and provides theoretical framework
to achieve inter-vehicular connectivity using 5G technology.
Section II discusses on the technical requirements for AVs to
realise their full-potential and how 5G fulfils those require-
ments. Section IV explores the impact of other technologies
on AVs alongwith 5G. Security concerns in AVs are discussed
in Section V. Section VI highlights the key research projects
and standardisation activities. Future research directions are
discussed in Section VII. Section VIII finally concludes the
article.

II. INTRODUCTION TO AUTONOMOUS AND CONNECTED
VEHICLES

The recent era is witnessing a rapid growth in the urban
life and this growth has brought the need for high mobil-
ity and drastic changes in the transportation technologies.
The Autonomous and Connected Vehicles (ACVs) plays one
among the major components in the innovative solutions for
promoting Intelligent Transportation System (ITS) [13]]. ITS
is one in which numerous vehicles communicate with one
another with the utilization of a communication infrastructure
for exchanging critical information like traffic, congestion and
road conditions. This section discusses about the background
of ACVs, architecture, key enabling technologies and various
requirements for Beyond 5G (B5G).

A. Evolution of Autonomous and Connected Vehicles

ACVs are characterised by two major properties namely
capability of automation and connectivity [14]. This property
portrays them as unique when compared to the conventional
vehicles that are connected with each other. The concept of
self-driving cars are not completely new. The experiments
on the self-driving cars started early during 1930s and the
first modern control system played a major role. The modern
cruise control system which was developed in 1948 paved the
motivation for the development and evolution of autonomous
vehicle. In 1966, mechanical anti-lock braking was installed
in a car which was under standard production. Next came the
electronic cruise control in the year 1968. In 1987, BMW and
Bosch invented the electronic stability system. Later in 1995,
Mitsubishi Diamante introduced the adaptive cruise control
which was laser based. Nissan introduced lane departure warn-
ing system in 2001. In 2003, a pre-crash mitigation system
was tested by Toyota Harrier. Later came many significant
developments like traffic sign recognition (2009), Google car
(2010), Mercedes S-class (2013), autopilot (2015) in Tesla
cars, and intelligent speed adaptation (2022). A comparative
analysis of ACVs with all other vehicles starting from con-
ventional vehicles are illustrated in the Table These ACVs
are expected to have a high impact on the urban society
and in future smart city applications. The connectivity among
the autonomous vehicles are realized using the technology
called vehicular networks or vehicular ad-hoc networks [|15]].



Before we explore the features of ACVs, it is worth while to
discuss briefly the concept of CVs and their limitations which
motivated the researchers to focus on ACVs. CVs are designed
to support better connectivity by utilizing various levels of
communication which include Vehicle-to-Vehicle (V2V) and
Vehicle-to-Infrastructure (V2I) [16]. Since the communication
levels are heterogeneous, various issues arise on scalability
aspects and coverage area. An ACV is an autonomous vehicle
which has connectivity with all the levels of communication
channels and retrieves information from vehicle to everything
(V2X) communication level [17] to provide a complete field
view and hence optimize the autonomous driving of other road
users. Due to this characteristic, apart from providing better
safety and improved performance than autonomous vehicle,
ACVs also improve the throughput of traffic and economy of
fuel by optimizing the route and cooperative driving.

B. Features of Autonomous and Connected Vehicles

The salient features of ACVs which paves a way for fully
autonomous transportation system are as discussed below.

Management and Organization: The fundamental feature
of ACV is the organization and management. The basic inten-
tion is to free the human from keeping track of the schedule
of maintenance related operations and to provide a platform
which is available 24/7 with peak performance. ACVs would
assist the vehicles in adjusting the operations when software
failures occur and adapt to the dynamic environment. ACVs
will help in monitoring the self usage and updates of software.
Apart from this, ACVs are expected to detect the malicious
activity of a specific autonomous vehicle and isolate the same
away from the network. The ACVs also provide an alternative
solution in case of malicious activity to the passengers in a
very least time.

Optimal Configuration: For optimal functioning of the
ITS, the complex system has to be configured error free. But
since the system is a large scale configuration, it is error prone
and time consuming. The feature expects the ACVs to adapt
and accommodate all the third party components like transport
policies, traffic control authorities and road users’ policies.

Optimized Resource Allocation: The ACVs have the
capability to tune the performance and behaviour of the system
using numerous factors as illustrated in the Table For
instance, this feature can support the system to allocate the
resource based on the mobility of the vehicle. This also assists
in tuning of performance parameters.

Self-Protection: This feature is oriented towards self-
protection and assists in providing security to the ACVs
from malicious attacks. The hardware as well as software
are protected from various attacks. Once a failure occurs, the
system should be having the capability to mitigate the rigorous
effect and hence avoid the failure of the entire network of
systems.

C. Levels of Automation

As per the guidelines provided by Society of Automotive
Engineers (SAE) [18], there are six levels of automation for
driving the vehicles autonomously as illustrated in the Fig.

[I] The levels are depicted based on the depth of automation
utilized.

o Level 0: This level is considered as no automation level
since almost all the tasks and operations with respect to
driving a vehicle is taken care and controlled by human.
Decisions regarding driving and road usage is done by
human intervention.

o Level 1: The level is focused towards automating only
selective functionalities of driving and provides assistance
to human in driving to a limited range. Few examples of
level 1 automation are lateral and longitudinal control of
motion.

o Level 2: This is oriented towards automating the driving
task by combining two or more controls. Examples in-
clude adaptive cruise control, lane maintaining assistance.

o Level 3: This is a kind of automation which facilitates
conditional driving. The driver is assisted while driving
the vehicle for sometime in between the whole drive for
performing some other activity and then he resumes his
driving.

o Level 4: The automated system takes care of the entire
driving mechanism including monitoring the current envi-
ronment for detection of dynamic changes and controlling
of motion as per the changes. The system also allows
the driver to take control of the entire system at critical
situations.

o Level 5: This is the highest level of automation where
the system controls the driving mechanism as well as
monitors the current environment and the surroundings
nearby by concept called cooperative driving. There is
no intervention of human at any point of time. All the
failures and dynamic decisions are also controlled by the
system throughout the trip.

D. Architecture

ACVs refer to an integrated domain of various technologies
which help in achieving the inter-vehicular connectivity for
providing various services in applications like traffic safety,
assistance on roadsides, driving efficiency, remote monitoring,
traffic congestion avoidance, maintenance, and system failures.
To achieve these, the ACVs are configured with wide range
of sensors deployed onboard which communicate among them
through Controller Area Network (CAN) bus, infrastructures
related to communication and other vehicles. ACV is a bloom-
ing technology that is focused by both academicians and
industrialists. The motto for moving towards this technology
is to provide better safety for road users, better flow of traffic,
reduction in fuel consumption and cost of travel. The basic
infrastructure required for implementation and deployment
of the ACVs to provide ITS is illustrated in the Fig.
As per the illustration, the entire network could be grouped
into two major type of nodes namely vehicles which have
on-board sensor units and the other communication based
infrastructures along the roadsides. The channels which help
in the communication within the networks are Vehicle-to-
Vehicle (V2V), Infrastructure-to-Infrastructure (I2I), Vehicle-
to-Infrastructure (V2I), Vehicle-to-People (V2P) and Vehicle-



TABLE III
COMPARATIVE ANALYSIS —FROM CONVENTIONAL VEHICLES TO AUTONOMOUS CONNECTED VEHICLES.
Features Technologies

o0

.5

= - 5

= @ =] 7] = = =

g sls|&|E 2 s12|8 | £ | E

S i) > | £ | =z z 3] S| & | <& g = 3 S

Z | .2 & | 2|8 |%Z S = S| e8| 8|l £ 8 | ©
2 || Z E | A | 2 3 w | 2 S| w| B2 | 3 |2 = A 7] b )
ElS | 2|2 |s|& || E|~-|E|s|<|2]|E|¢ ° 5 3 g
2|28 (S|elz|ElE|ElElEls|&al&llelr|S|E
Elg 2|2 E|S |2 |S|B|S|E|E|s < |2 | & E

= o = » o 2 —

g4 S E|2| & | £ 5151813583

A 2|S| 5|2 |z ERRAP: S| 5|8

@) || = |~ | & ) 3

2

O
Conventional Vehicles N N L H L | M| N N N N N N H N N NA | NA | NA | NA
Connected Vehicles M | N L | M L | M| N L N | M| M| L H N N A NA A NA
Advanced Connected Vehicles M| L | M L L | M| N L L M| M| M| H N N A NA A NA
Self-driving Vehicles L L/ M| M| M|H| N M| M| M| L |M|H|N|L NA | NA A A
Autonomous Vehicles M| M| H L H H| M| H H M| M| M| M| M| M A A A A
Connected Autonomous Vehicles H H H L H H H H H H H H L | M| H A A A A

Lower Level: This feature does not play a vital role and is not given importance while manufacturing.
Medium Level: This feature is taken into account while manufacturing but not wide coverage.
High Level: This feature plays a vital role and is given higher importance while manufacturing.

Not Available.

¢ Environment Awareness
e Lateral Control
e Longitudinal Control

e Adaptive Cruise Control
e Scenario based Automation
Limited

e 100 % Driver Involvement
e Automation of Safety
Features

Fig. 1. Levels of Automation in Autonomous Vehicles.

to-Everything (V2X). The vehicles’ on-board units comprise
of sensors which help in detecting the objects as well as
obstacles within their dedicated range. The frequently used
sensors, their range of sensing and possible applications in
which they are used are tabulated in the Table [V]

The general architecture of ACVs can be illustrated as in
Fig. B] The architecture consists of three layers which are
grouped based on the functionalities performed by the ACV.
The first and foremost layer is the perception layer which
is responsible for gathering the raw information from the
environment with the help of sensors mounted over the vehicle.

Not Applicable.

Applicable.

/e Failure Decisions
e Monitoring Driver

ie Monitor Driving
/ e Environment Awareness
e Alert Driver

The sensor data collected is utilized and utilizing sensor fusion
techniques the local and global location parameters are calcu-
lated by the perception layer and a map of the environment
is generated [21]. The next layer is the planning/processing
layer which plays a major role in determining the global
route that suits best as per the current position and the
requested destination. For determining the best possible route,
the layer utilizes the remote data of road and traffic. Based
on the environment map generated by the perception layer,
the trajectory planning and tracking is computed [22]. The
final layer is the control layer which concentrates on providing



Fig. 2. Tllustration of Autonomous Connected Vehicles, Infrastructure, Environment and Communication.

TABLE IV
FACTORS FOR OPTIMIZED RESOURCE ALLOCATION [[19].

TABLE V
ON-BOARD SENSOR TYPES, RANGE AND USAGE [20]

appropriate commands to control the various actuators of the
ACV like steering wheel, gas pedal and brake pedal [23].
Apart form these major functionalities, the perception layer
also shares the perceived information of the environment with
the other users of the road and hence the planning layer
supports co-operative driving with the help of the inter-
connectivity along with the other road users. Decision making
is the major functionality of the planning layer where decisions

Factors | Parameters Examples of Optimization
R Ability to migrate the load Sensor Type|Range |Example Usage
System Oriented - o :
Technical Improve System Security Proximity Sm Ultrasonic sensor Detects nearby obstacles
Network Oriented |Availability of Signal to Noise Ratio Sensors Parking assistance
Vehicle Oriented  |Better Power utilization Short range |30 m Forward camera Recognition of traffic
Physical Speed and Velocity|The vehicles’ speed of motion Sensors Backward camera signs
v . |Whether the vehicle is moving in urban, Short range radars | Detection of blind spots
Pattern of Motion I . "
suburban, village or highway Alerting cross traffic
Total Duration Thé total duration for which a service is Lane detection
available Medium 80-160 m | LiDAR Detection of pedestrians
Temporal 75 Certain servi aiTable only during d < e P
me ertain services are available only during day range Medium range radars |Collision avoidance
Frequency Frequency at which user need the application Sensors
Economy Price ] The cost pf transmission as Well as reception Long range|250 m Long range radars Support adaptive _cruise
Subscribe Subscription costs for a specific service Sensors control
Utilization Information exchange, broadcasting information Information collection at
Others due to emergency hich speed
Preference Service need and preferred application &1 Sp

with respect to control of servo motor as well as control of the
actuator is taken. For such high level and critical decisions,
the connectivity among the vehicles, among the infrastructure
and the road users plays a major role which increases the
complexity in deployment of the ACVs.

E. Key enabling technologies

The current traditional methodologies which are proved in
real-time may not be suitable for implementing and deploying



the various salient features of ACVs. But, recently there are
many innovative technologies and approaches in the field
of sensors, cloud computing and artificial intelligence which
can help in developing and designing intelligent ACVs that
can show various benefits. This subsection discusses about
the recent technologies that could support the deployment of
ACVs in real-world.

1) Sensing Environment: Vehicular networks are those
which focus mainly on sensor networks of either single type
or homogeneous sensors whereas ACVs focus on various
sensors which are heterogeneous in nature. The frequently
used sensors for ACVs are broadly classified into three types
[19] as illustrated in the Fig. 4] The detection sensors are those
which are usually mounted on the vehicle for identifying the
various features in and around the environment. These sensors
can also help in the process of monitoring the working as
well as inner condition of the vehicle. Ambient sensors are
those which generally monitor the environment and gather all
the sensitive legacy data. The gathered data is transferred to
the corresponding authorities by these sensors. Back-scatter
sensors are specially built for usage in all kinds of objects
and helps in providing better perception of the outer world
including trespassers, bicyclists, etc.

2) Accessing Data: The ACVs generate a large amount
of data in the form of signals which are emitted by the
sensors mounted in, on and around the vehicles. The generated
data need to be accessed by the authorised authorities, other
vehicles in the network, other infrastructures in the vehicular
environment for the purpose of taking decisions at the right
time. For the purpose of storing temporarily or archiving and
hence accessing, very high end resources as well as servers
are required. Recently, the cloud computing technology has
solved the data access challenge by providing virtual resources
whenever required and is provided as a service [25]. This
would allow the ACVs to communicate among themselves,
infrastructures, things, and everything in the environment
with better performance. Apart from cloud based technology,
recently there are other key technologies like fog, edge and
roof which also support in accessing the huge vehicular data.
Also, few vehicular fog nodes are developed recently which
function based on fog computing technology. These nodes
provide better information about the environment as well as
helps in inter as well as intra-vehicular communication. These
gathered data can be processed further by the fog nodes and
analytic can be performed on the crowd sourced data from
the ACVs. There are various algorithms for optimizing the
performance of the fog nodes further.

3) Vehicular Communication: Almost all functionalities of
the ACVs are dependent on the data perceived by the various
heterogeneous sensors and their reception. For the purpose of
improving the performance, the communication bandwidth has
to be higher to an extent of giga-bits-per-second. To achieve
high performance and better communication, millimeter-wave
(mmWave) is being utilized for ACVs. These can be used for
V2V, V2I and for intra-vehicular communications as well. The
mmWave V2V links can help the vehicles to gather and share
the raw information from and to the neighbouring vehicles in a
particular environment. The mmWave V2I links are utilized by

the ACVs in road safety based applications. These links help
in gathering the data sensed from thee vehicles and forwarding
further to the cloud resource for archiving or decision making.
The higher data rate mmWave links are utilized by the ACVs
for downloading real-time maps and streams of dynamic
environment. Various communication bands can be utilized by
ACVs for mmWave. To list out a few, 5G banks like 28 GHz
and 28 GHz, unlicensed band like 60 GHz and automotive
radar bands like 24 GHz and 76 GHz.

4) Security: Security plays a major role in case of any type
of vehicular communications. This is a very critical challenge
which is to be handled when the environment includes both
legacy as well as autonomous vehicles. In such scenarios, if the
security is not handled properly, there can be a chaos [17]. To
handle the vehicular communications and also to maintain the
security and privacy, recently physical layer security (PLS) has
been designed as a replacement for cryptography. Numerous
studies have shown that PLS can be utilized for improving the
performance of secrecy and for employing jamming techniques
among the source and destination [26]. Also PLS can be
employed for restricting the vehicles from broadcasting any
false data. Recently block-chain techniques are being used
in most of the applications for building a trust model for
ACVs. These trust models are usually built by providing some
additional policies and certificates.

F. 5G and Beyond Requirements for Autonomous Vehicular
Communication

5G is a recent emerging platform which is developed for
not only supporting the existing applications but also to
support and leverage the upcoming novel applications that
require communication at a very low latency. This technology
provides building blocks for supporting the existing traditional
platforms like 2G, 3G, 4G, and WiFi. Apart from this, it
also leverages greater connectivity and coverage for handling
higher network density. It is best suited for vehicular com-
munication. This section discusses about the various building
blocks required for using the 5G and beyond techniques for
ACVs.

1) Proximity Service: The most important feature of the
5G communication is the Proximity Service (ProSe). The
ProSe is a service which aims in providing awareness to the
vehicles about the devices, infrastructure and other objects in
the environment along with the locality information. The most
significant feature of ProSe is that it provides spontaneous
communication and interactions within a certain locality. For
example, ProSe is best suited for discovering the moving
vehicles on the road. Apart from this, it can be used as a
communication service for scenarios like public safety.

2) Multi-access Edge Computing: The key feature of 5G
enabled vehicular communication is the low latency (upto 100
ms) utilized for safety measures and ultra-low latency (upto 1
ms) utilized in ACVs. One of the methodologies for achieving
such low latency is to move the basic and core functionalities
towards the user or the customer. This is considered to be the
edge. Multi-access Edge Computing (MEC) plays a significant
role in bringing all kinds of services to the concerned network
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Fig. 3. General architecture of autonomous connected vehicles

locations. Every edge includes a multi-vendor environment
which helps in hosting most of the mobile edge applications.
These services can be achieved through a technology called
network functions virtualization (NFV). There are various
kinds of access technologies like WiFi, 802.11p and 5G which
could be used by the vehicles for their communication. Though
MEC is suitable for communication among the ACVs, it might
be crucial in case of Traffic Information Systems (TIS) where
the requirement of latency is flexible. The reason behind is
that TIS do not demand any hard and fast rule on the latency.
Hence even a small improvement in latency by using MEC
can give a better user experience.

3) Network Slicing: As discussed in the previous sections,
5G supports all the existing access technologies by providing
a wider range. Since there are numerous networks utilizing
different access technologies, managing all of them under a
single roof named 5G is the key challenge. Network slicing
helps in solving this challenge by separating the networks
logically. For instance, in case of ACVs the networks can be
sliced based on the applications and requirements. To name
a few, safety applications, infotainment applications, mission
critical system applications. Each application can be logically
separated as a network slice. Safety applications require low
latency but reliable message transmission. Infotainment appli-
cations aim at high bandwidth. Mission critical systems require
very fast and spontaneous information exchange especially
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during disasters. Network slicing also helps in maintaining
the integrity as well as security in vehicular networks.

III. TECHNICAL ASPECTS OF AUTONOMOUS VEHICLES

TABLE VI
TECHNICAL ASPECTS OF 5G
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Low: Less important in performing the functionality.
Medium: More important in performing the functionality.
High: Most important in performing the functionality.

In recent years, both the academia and industry have shown
great interest in the development of autonomous driving, which
will liberate drivers physically and mentally, greatly improve
traffic safety and energy efficiency, as well as make better
use of public resources. Universities and research groups are
actively involved in autonomous driving competitions and
technical challenges. Some of the universities, automobile
companies and Internet auto companies have joined the ranks
of autonomous vehicle manufacturing and research. The de-
velopment of light detection and ranging, Radar, camera,
and other advanced sensor technologies inaugurated a new
era in autonomous driving. However, due to the intrinsic
limitations of these sensors, autonomous vehicles are prone
to making erroneous decisions and causing serious disasters.
Hence, this section, provides an overview of technical aspects
of autonomous vehicles as illustrated in Table [VI] and also
discusses the networking and communication technologies that
can improve autonomous vehicle’s perception and planning
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capabilities as well as realizing better vehicle control. The
summary of this section is shown in Table

A. Navigation and Path Planning

1) Introduction: AV are going to revolutionize the future
of road transportation. In future, ordinary vehicles would be
replaced by smart vehicles which are capable of making deci-
sion, choosing the shortest path and planning the optimal travel
route. Inorder to achieve these objectives, latest advancement
in communication technologies like 5G can be used in local
perception for controlling the short range vehicles with respect
to the safety, traffic control and energy management parame-
ters. There are more functions developed to take the control
of individual driving function to fully autonomous system.
Navigation is one of the key tasks in AV which automatically
calculates the route from source to destination. The data of the
road network should be available to the vehicle to design the
route for destination point in advance. Autonomous navigation
includes path planning, obstacle detection, obstacle avoidance
and finding the optimal path for safe as shown in Fig. [3]

2) Existing Challenges/Limitations: Autonomous naviga-
tion depends on these technologies like localization, planning
and control. Maintaining a reliable localization along the
planned path is a basic requirement in AV. Autonomous robots
in UAV and UGV has gained its importance in AV which
provides more stable and robust system. Specifically in UAV
applications, the initial trajectory path will be provided to the
system for initial guidance and further the navigation will be
guided based on the waypoints of the trajectory.

Localization can be classified based on GPS and Laser
Range Finder. Even though GPS based system have proved
good for outdoor environments, still signals are unreliable in
indoor or dense urban environments. Whereas LRF performs
better in both indoor and outdoor applications. In unstructured
and complex environments, the LRF readings is the key factor
for planning the path to minimize the localization errors or
exposing the vehicle at risk of failure. In [27], authors have
proposed the path planning for AV based on Localizability
Constraint (LC) using the Laser Range Finder (LRF) sensor
model of the vehicle. LC is maintained throughout the path
planning and also it reduces the overall localization error.
Finally, path planned with and without LC and the influence
of LRF in the model is compared and also simulated. The
proposed method ensures effective localization performance

and rich environmental information when compared to existing
techniques.

Navigation and path planning under uncertainty is a very
tedious task for AV such as UAYV, drones and self-driving cars
[28]. Probabilistic methods can be used for optimization and
modeling problems to capture the uncertainty prevailing in the
dynamic environment. Rather than processing with traditional
time-consuming methods like Monte-Carlo methods, proba-
bilistic decision engine is designed to provide the navigation
of AV under uncertain dynamic environment. Probabilistic
decision engine can be implemented in the real-time FPGA
hardware. Navigation algorithms can be combined with motion
control algorithms and other path planning algorithms. Authors
in [29] have proposed generalized and stable Robust Model-
Predictive Control (R-MPC) technique to design the optimal
path or trajectory by solving a convex quadratic program. This
technique implements the constraints and detect the obstacles
within the bounded uncertainty. It works well in two scenarios:
military UAV vehicle flying over the target and assistive care
robot to safely navigate through cluttered home.

Recently, commercial and military applications have gained
high demand for UAV. Vision based technique using optical
flow is proposed [30] for obstacle detection and Collison
avoidance for autonomous navigation in quadrotor UAVs. For
initial path, map based offline path planning is developed
followed by trajectory points for the flight guidance. Onboard
camera is used during the navigation to analyze the monocular
images for environment perception. Basically vision based
technique can be divided into three categories such as monoc-
ular visual cues that depends on the properties of the sequence
of image acquired from which the image is classified as
obstacle or non-obstacle. Second method, stereo vision based
approach uses multiple cameras for depth computation and
stereo matching. Third approach is using motion parallax
combined with the camera motion. Autonomous navigation
for marine environment is highly required as they often fail in
their mission due to harsh environments. Deep reinforcement
learning [31] can be used for autonomous navigation in
Unmanned Surface Vehicles (USV). Long short-term memory
networks are used to remember the ocean environments values.

The technologies are developed by the researchers to trans-
form from semi-autonomous driving to full autonomous driv-
ing. These AV technologies should support the realistic road
scenarios including the complex driving situations. It also
should have an effective warning system to avoid collisions
and accidents. So, high speed navigation path must be planned
for both structured and unstructured roads. Many studies are
constructed for structured roads whereas for unstructured roads
free-form navigation method like motion planning algorithm
is required to produce global path towards the destination.
While planning for structured road, it implicitly provides the
preferred path and thus planning in unstructured road is less
constrained, complex and computationally expensive problem.
To find a primitive the authors in [32] have used graph based
search algorithm and discrete kinematic vehicle model to avoid
collision and accidents.

The decision in AV are taken based on the planner which
creates the collision free waypoints to reach the destination.



This planner module is capable of finding optimal solution
by reducing the computational cost and the distance travelled
by the vehicle. The planner module in navigation is divided
global and local planner. Global planner considers the prior
knowledge of the environment and static obstacles whereas the
local planner regulates the path by considering the dynamic
obstacles. The authors in have developed Time Elastic
Bands(TEB) method for local planning and Dijkstra algorithm
for global planning. They collect the information from all
the task in navigation process and provide these solutions as
input to the global and local planner algorithm. The main two
components in planner are sensor analytics and Path finder.
Former combines the uncertainty of all sensors and evaluates
the positioning and performance for a given location and time.
Path finder utilizes the performance of sensor and defines
the optimal and shortest path [34] to achieve the safety on
road. AV navigation is highly influenced by uncertainties in
data which leads to a high risk of accidents and it could be
life threatening situation. These uncertainties could be from
static sources which do not vary over time like an AV driving
through the tunnel. The other one is from the dynamic source
like weather condition that varies from with location, time and
severity. For example, the quality and noise of image depends
on the amount and the intensity of rain. These uncertainties in
sensor must be considered while designing global planner to
modify the plan accordingly. The authors in have designed
a fuzzy logic based uncertainty indicator and formulating the
cost function for selecting the optimal routes with the lowest
sensor uncertainty and thus ensuring the safe navigation on
road.

3) How B5G help (with Related work): Devices used for
receiving signals in AV are sensors, radar, lidar and camera.
Some of the challenges faced in these devices are further
discussed. Camera devices are not able to detect objects when
the climatic conditions are poor. In radar, the main problem is
to differentiate objects type because of its longer wavelength.
Lidar is useful to detect the objects surrounding the vehicle
but the laser beams does not provide the accurate results
in bad weather conditions like fog and snow. Also, it is so
expensive compared to radar and camera. Next challenge in
AV is constructing the maps based on the inputs received from
lidars and cameras which is a difficult process and a time
intensive process. With respect the safety parameter, the main
issue is that it is not able to predict the agent behaviour. It is
very hard for AV to sense the behaviour of other objects and
infrastructure on road specifically predicting the human error
and behaviour is a tedious task. The other legal issues like who
is going to take the responsibility in case of an accident? So
the basic challenge in AV without using 5G are summarized
as follows

« Detecting objects in poor climatic conditions Differenti-
ating the type of objects

« Fails to provide accurate results in fog or snow

« Constructing maps from the signals received from devices
is a time consuming task.

« Unable to predict the agent behaviour on roads

o Legal issues related to accident
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Summary: The main challenge in autonomous navigation
is detecting the localizing the obstacles at specific time and
adjusting the path accordingly to avoid the accident and navi-
gate to the destination safely. Also, it requires an efficient, fast
and dynamic object detection and path planning algorithms to
have safe and accident free navigation of vehicles on road.

B. Object detection/ Collision Avoidance

Autonomous vehicles generate massive amounts of data,
such as video streaming, sensor data, object detection, and lane
condition. Providing cloud services to autonomous vehicles
is considered as a major challenge in terms of latency and
security. In [36]], the authors of proposed a software-defined
networking architecture at the network edge for 5G-enabled
vehicular networks in order to overcome the latency problem.
Later, the study presented a computer vision application to
perform object detection and lane detection for autonomous
vehicles. Fig. |6 depicts object detection in autonomous vehi-
cles. The lane detection algorithm performs operations such
as vehicle position and path detection with high accuracy.
Gaussian filter techniques are used to reduce granularity in
order to estimate the correct lane with greater accuracy. The
object detection algorithm detects the object; however, the
authors used a limited set of traffic signals and objects in this
work. The authors used Haar feature-based cascade classifiers
for object classification and detection. The experimental results
show that the proposed 5G-enabled vehicular network has a
round trip time of 49.2 ms to transfer a message from the
vehicle to the server. However, based on our observations, the
authors did not demonstrate an accuracy rate in detecting the
object and lane. Localization is one of the most important
aspects of autonomous vehicles for avoiding collisions and
ensuring safe navigation. Although GPS provides an accurate
position, its accuracy is limited to 10 metres higher or lower.
The precise position of autonomous vehicles must be no more



than 5 metres. The use of 5G communication technology
for cooperative localization (CL) provides an accurate vehicle
position. The work in [37] introduces a CL approach for multi-
modal fusion between autonomous vehicles. The proposed
model’s main contribution was the introduction of a Laplacian
Graph Processing framework, in which all vehicles act as ver-
tices in a graph and communication paths act as edges. Using
the Laplacian Graph Processing framework, the experimental
results show that the proposed model has a faster response time
and a higher GPS accuracy rate. The Intelligent Transportation
System (ITS) is a combination of manual and self-driving ve-
hicles. The ITS faces some challenges in autonomous vehicles,
particularly in object detection and accurate path prediction.
These obstacles raise safety and traffic concerns. Furthermore,
autonomous vehicles share information with signals and act
adaptively based on the situation, whereas humans in manual
vehicles act more appropriately based on the situation. To
address the issues associated with the mixture of manual and
autonomous vehicles, the authors in [38|] proposed a deep
learning model in a 5G enabled ITS. During this process, a
natural-driving dataset and a driving trajectory dataset are fed
into long short term memory networks. The softmax function
computes the probability matrix of each lane change intention.
The final lane change intention probability is then assessed in
the decision layer at an accuracy rate of 85%.

To detect nearby circumstances, AVs rely primarily on
radar sensors, as well as light detection and ranging sensors.
However, the reliability of such high-end sensors is limited
over longer distances or when a vehicle enters an area with
low visibility. One alternative solution is to enhance data
exchange between vehicles by using roadside equipment.
However, there are some risks associated with data sharing,
such as when a malicious vehicle intentionally sends fake
data in order to manipulate the receivers or when faulty
sensors communicate incorrect data. The AVs will be trapped
if they trust the data provided by the source vehicle, causing
them to switch lanes or accelerate faster. As a result, there
may be significant risks to human life. Because the decision-
making process of autonomous vehicles is highly dependent
on shared data and sensors, it is essential that the vehicle
detect and filter out incorrect information. Motivated by such
challenges, [|39] introduced a novel approach to support a host
vehicle in verifying the motion behavior of a target vehicle and
then the truthfulness of sharing data in cooperative vehicular
communications. Initially, at the host vehicle, the detection
system recreates the motion behavior of the target vehicle by
extracting the positioning information from the V2V received
messages. Furthermore, the next states of that vehicle are
predicted based on the unscented Kalman filter. Unlike prior
studies, the checkpoints of the predicted trajectory in the
update stage are periodically corrected with a new reliable
measurement source, namely 5G V2V multi-array beamform-
ing localization. If there is any inconsistency between the
estimated position and the corresponding reported one from
V2V, the target vehicle will be classified as an abnormal one.

Summary: Autonomous vehicles generate massive amounts
of data 5G-enabled vehicular networks helps to overcome
the latency problem. The lane detection algorithm performs

operations such as vehicle position and path detection with
high accuracy. The use of 5G communication technology for
localization provides an accurate vehicle position with optimal
latency and reduces the communication overhead. Some of the
risks associated with data sharing, as the malicious vehicle
intentionally sends fake data to manipulate the receivers. The
AVs will be trapped if they trust the data provided by the
source vehicle, causing them to switch lanes or accelerate
faster. As a result, there may be significant risks to human life.
Because the decision-making process of autonomous vehicles
is highly dependent on shared data and sensors, it is critical
that the vehicle detect and filter out incorrect information as
quickly as possible.

C. URLLC

1) Introduction: URLLC is specifically designed to handle
the stringent requirements on reliability and latency of critical
packet transmission for autonomous driving in connected
vehicles. In one-way, highway vehicular network performance
is enhanced by using the joint resource allocation of the eMBB
and URLLC traffics.In AV, vehicles are interconnected with
each other to transfer information. To achieve these transfer
of information among vehicles and infrastructure present on
the road, these connections need to be dynamic with ultra-low
latency and ultra high reliability.

2) Existing Challenges/Limitations: Ultra Reliable Low La-
tency Communications (URLLC) provides various services to
the applications like Autonomous vehicles and Industrial IoT.
It requires strict latency with 99 percentage of reliability. It is
used in the applications that requires low transmission latency
of 1 ms and ultra-high reliability of 1-10-5 success probability
[40].

URLLC in AV needs a target latency of 1 millisecond and
end-to-end security with 99 percent of reliability. Thus type of
communications will more useful for autonomous driving to
share and receive information both with neighboring vehicles
and road infrastructure. In fully automated with no human
intervention system, based on the information received the
vehicles has to perform these tasks like automated overtaking
of vehicles, collision avoidance, smart decisions, prioritizing
the task like giving more importance to ambulance vehicles.
All these task requires the high level of reliability and low
latency which is provided only by URLLC. However, onboard
processing or cloud computing is not sufficient to store the
massive amount of data generated from high resolution sensors
and cameras. Inorder to provide better safety and reliability
than the human driving, processing real time traffic must be
within a latency of 100ms.

Storage resources in onboard processing are very limited.
For example, GPU required for low latency have high power
consumption, further it requires cooling to satisfy the thermal
constraints which would significantly degrades the fuel effi-
ciency of the vehicle. Also, SSD storage device is also not a
good option as it will be filled within hours to store the sensor
and device data. Onboard processing can be convenient for
the communication between passenger and vehicle but not for
the V2V and V2I. Cloud computing is also not sufficient to



provide low latencies as in Internet of Vehicles there will be
communication delay in between the server and the client.

3) How B5G help (with Related work): [41] paper dis-
cusses about the various building blocks of URLLC in wireless
communication systems for supporting in framing, access
topology and use of diversity.

The authors in [42]have addressed the problem of resource
scheduling in URLLC using puncturing approach. The time
domain is divided into equally spaced time slot with duration
of 1 ms and each time slot is further divided into minislots
in order to achieve the latency requirements of URLLC. The
URLLC traffic received in each time slot is placed immediately
to transmit in the next mini slot using the puncturing method
in eMBB transmissions. The main objective of the user is to
increase the eMBB users while maintaining the URLLC con-
straints. The Cumulative Distribution Function (CDF) is used
to change the resource allocation problem into an optimization
problem with a deterministic constraint.

In [43], to satisfy the strict latency constraints each time slot
is divided into minislots and currently received URLLC trans-
mission is promptly allocated in the next immediate minislot
by puncturing the on-going eMBB traffic. The reliability of
URLLC is ensured by deploying guard zone around the vehicle
receivers and even eMBB transmission is also prohibited
inside the guard zone. Association probability of the vehicle
receivers for URLLC is captured and finally the coverage
of vehicle-to-vehicle links and Vehicle-to- Infrastructure are
analysed.

Some of the solutions to overcome the challenges faced
using URLLC in AV are discussed here. Storage and comput-
ing resources can be deployed at the wireless network edge
which includes edge caching, computing and Al using Mobile
Edge Computing. MEC combined with Baseband Unit (BBU)
servers installed in radio access points along the roadside
or base stations. Next, reliability and redundancy must be
achieved in all the levels such as application, transmission,
software and networking. A cloud-native BBU server is used
to virtualize these levels in wireless radio network that ensures
both reliability and redundancy and makes a robust system.
Finally, Network slicing can provide different slice to sat-
isfy different requirement, functions and configuration. One
slice can provide low security and low reliability for mMTC
services whereas another slice can provide high security and
reliability like for URLLC.

Summary: uRLLC is a key technology to provide communi-
cation between AV and 5G network. Real-time decision has to
be taken in fraction of seconds to have safe and accident-free
drive. This is achieved by low latency feature of 5G network
that enables vehicles to receive information at turbo speed. So,
faster communication, real-time connectivity and low latency
are essential factors for increasing growth in 5G enabled AV

D. mMTC/ V2V communication/ V2X communication

1) Introduction: Machine type communications (MTC)
play a key role in 5G systems. MTC can be classified into
massive Machine Type Communication (mMTC) and ultra-
reliable Machine Type Communication (uMTC). mMTC pro-
vides connectivity to a large number of devices in which traffic
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profile is typically a minimum amount of data. It achieves
minimum latency and high throughput but the main concern is
about the optimal power utilisation of these connected devices.
mMTC provides wireless connectivity to billions of devices
with low complexity and low-power type of devices. Some of
the use cases are automated industries, remote surgeries and
smart metering. On the other hand uMTC is about connecting
adequate wireless link for network services which are widely
used in V2X and industrial control applications.

The main features of mMTC are as follows. Small packets
are transmitted from devices with bytes and it connects large
number of devices per cell. Sporadic user activity, uplink
transmission and low user data rates of around 10 kb/s per
user. Finally, optimal power usage and long battery life is also
achieved by using mMTC.

2) Existing Challenges/Limitations: The existing commu-
nication technologies [44] focus only on some specific ap-
plications. They are not able to meet the latency and reli-
ability requirements of applications such as connected cars,
automated vehicles and industrial automation. The traditional
technologies evolved from Long-Term Evolution (LTE) cannot
be applied to IoT devices. So, these technologies are not able
to optimise or handle IoT specific features like sporadic trans-
mission, optimization of power and uplink centric transmission
and so on. These factors motivated to shift from existing
technologies to mMTC.

The application of 5G technology in Various communication
like V2V, V2I and V2X communication are inevitable as
shown in Fig.[7} V2V communication generates the network by
connecting different vehicles using mesh topology [45]. Based
upon the number of hops, communication can be classified as
single-hop (SIVC) which is used for short range application
and multi-hop vehicular communication (MIVC) [46] used
in traffic monitoring. Vehicle interacting with infrastructure
helps to detect traffic lights lane markers and parking meters
[47]. V2X communication interact with all the entities such
as roadside, grid, devices and pedestrians [48]]. This type
of communication prevents road accidents and to alert the
passengers before accident [49]

3) How B5G help (with Related work): In [50],authors
have proposed the Hybrid Hovering Position Selection (HHPS)



algorithm to determine the hovering positions of Unmanned
Aerial Vehicles(UAV) which minimizes the power consump-
tions of machine type communication devices. Inorder to
optimize the latency of communication devices, cuckoo search
algorithm was proposed for trajectory planning. Furthermore,
energy consumption and throughput of UAV is optimized.
Based on the priorities given, efficiency of data and computing
services are also optimized. Bockelmann et al. [44]] have
designed a FP7 METIS project using 5G system concept in
which well-suitable chase for high data rates are summarized
by the term “Extreme Mobile Broadband” (xMBB). The
overhead seen in exchange of messages required before the
transmission of data payload affects the energy efficiency of
MTC devices. Hence, less frequent and shorter transmissions
preserves energy. Therefore MAC protocols coupled with
Physical layer approaches enable devices with long battery
lives.

In [51]], orthogonal frequency division multiplexing with
index modulation is proposed to improve inter carrier inter-
ference caused by asynchronous transmission for uncoordi-
nated mMTC networks. Data transmission is performed by
the indices of active subcarriers. Subcarrier Mapping Scheme
called inner subcarrier activation scheme is proposed to further
improve the interference of adjacent user in asynchronous
systems. In [52], proposed a novel 5G based network ar-
chitecture called Non-Orthogonal Multiple Access (NOMA)
to reduce the latency and reliability requirements in V2X
communication.

One of the critical challenge for next-generation wireless
communication is to satisfy the high demand for mMTC
systems which performs a random transmission between base
station and machine users. Therefore, the lack of coordination
between the base station causes inter-carrier interference. Re-
searchers are facing a big challenge in providing the services
for asynchronous massive machine users. Activation ration and
optimization of subblock size can be evaluated for clustering
users and conflicting users with respect to their requirements.
Autonomous vehicle in reality faces various challenges like
real-time data analytics, software heterogeneity, validation,
verification and latency issues. Aforementioned challenges,
researchers across the globe are trying to provide solutions
using 5G-based testbeds.

Summary: V2X and 5G connections helps AV to visualize
the objects and obstacles around corners and beyond. Connec-
tivity between the cars and infrastructure provides awareness
ahead among the vehicles like reduce the speed automatically
in slow-moving traffic areas. By the time when it reaches the
signal, traffic would have been cleared thereby reducing the
waiting time on the traffic signal. *Traffic Light Information’
is a classic case study based on V2I initiated by Audi in
Europe. All these scenarios requires good connectivity at the
speed of light. This can be achieved by providing 5G network
that enables fast processing and prior decision making.To
summarize, AV would become reality with the application of
5G technologies.

E. eMBB

1) Introduction: eMBB service is used particularly to en-
hance the Quality of Experience(QoE) in bandwidth for in-
vehicle applications.

2) Existing Challenges/Limitations: One of the significant
way in 5G to deliver wireless broadband to previously un-
reached areas is through the technology Fixed Wireless Access
(FWA) network. Globally, FWA has gained its importance
in developed and developing countries and is expected to
expand exponentially from 2018-2025. This FWA creates a
platform for eMBB for wide coverage using higher-spectrum
bands. Some of the use cases of eMBB are as follows:
Broadband everywhere: FWA technology can provide wide
coverage globally with minimum speed of 50 Mbps. Public
transportation: Broadband access used in high-speed trains
and public transport systems Hot spots: Enhancing broadband
coverage in densely populated areas and in high rise buildings
Large-scale events: Enabling high speed of broadband data
where thousands of people are gathered in one place for any
kind of big event. Smart offices: Delivering high-bandwidth
of data connections to thousands of users even in the environ-
ment with heavy data traffic. Enhanced Multimedia: Provides
high quality video streaming and real-time content over wide
coverage areas.

3) How B5G help (with Related work): In [42], authors
have addressed the problem of resource scheduling problem
in eMBB traffics. Initially the resource blocks are assigned
to the beginning of each time slot based on the channel
state and the previous average data rate upto the current time
slot of each eMBB users. Two dimensional Hopfield Neural
Network and the energy function is used to solve the resource
allocation problem. Then, chance constraint problem is applied
to maximize the eMBB data rates.

The authors in [S53] targets more number of users in
data transmission in AV. Non-Orthogonal Multiple Access
(NOMA) is proposed to optimize the distribution in uni-
cast/multicast scenarios. The complexity of the algorithm is
measured and compared using Time Division Multiplexing
(TDM). In order to reduce the complexity of the algorithm,
two solutions are proposed. First, the numbers of injection
levels are reduced and second one is choosing the smart
algorithm that selects the optimum injection levels.

In [43]], authors have considered eMBB and URLLC to be
the important prerequisites of smart intelligent transportation
systems. The eMBB traffic is scheduled at the boundary of
each time slot for data transmissions. During the transmission
interval, random arrivals of URLLC traffics are allowed.

Summary: URLLC and mMTC works together with eMBB
to fulfill the needs in new wireless networks to provide the fa-
cilities in applications like healthcare, manufacturing, military
and emergency response. These three features in 5G provides
the solutions for the issues with respect to bandwidth, density
and latency in applications with restricted LTE’s capabilities
like autonomous vehicles, smart city and augmented reality.

IV. IMPACT OF 5G AND B5G TECHNOLOGIES ON AV

In this section we discuss the impact of some of the
prominent technologies in 5G and B5G on AV.



TABLE VII

BENEFITS AND CHALLENGES OF TECHNICAL ASPECTS OF AUTONOMOUS VEHICLES.

Sl

Limitations

Application Existing Chall

Navigation and
Path Planning
[271-135

1) Autonomous planning and navigation easily
plunge into the local optimum in the complex
scenarios and thus fall into traps, resulting in a
low probability of finding a reasonable route to
the target

2) conventional algorithms cannot plan the en-
vironment completely in advance

3) path planning for unstructured roads are very
complex.

1) Deep learning and Deep reinforcement learning is used to achieve end-
to-end learning for complex tasks

2) Gradually transformation of low-level feature representations into high-
level feature representations through a multilayer process is implemented
3) Free-form navigation like graph based search algorithm can be used to
plan for navigation in unstructured roads

4) V2X shares intent, accurate and fast information to perform higher level
of prediction

5) V2X wireless sensor visualize 360 degree and sense non-line sight and
wide range of area

6) Precise positioning of location and dynamic decision making are faster
and accurate using 5G technologies enabled with Al

1) Detecting and localizing the object at specific time and
adjusting the path dynamically has to be still optimal and
faster

2) Constructing the maps from the inputs received from
the sensors and devices is a time consuming task

3) Fails to provide accurate predictions in poor climatic
conditions

4) Unable to predict the agent behaviour on roads

Object Detection/ | 1) Massive volumes of data are generated by

1) To address the latency issue in 5G-enabled vehicular networks, a

1) The lane detection algorithm performs tasks such

53] pected in AV for exchange of information

2) Broadband access in moving objects, densely
populated areas must be available

3) Should deliver high band width data even in
heavy data traffic environment.

Hopfield Neural Network

2) Optimization problem is designed using the Generalized Proportional
Fair(GPF)and then it is converted in the form of energy function to neural
network

3) Time Division Multiplexing is used to measure the complexity of
algorithms

4) One way vehicular network with location of the vehicles and road side
unit is modeled using poisson point processes

5) The eMBB traffic is buffered at the boundary of each time slot

6) Using 5G, it is very fast and is able to support media data like 3D
videos, augmented and virtual reality

Collision Avoid- | autonomous vehicles. In terms of latency and se- | software-defined networking architecture at the network edge is being | as vehicle location and path detection with a moderate
ance [36]-[39] curity, delivering cloud services to autonomous | constructed. accuracy rate
vehicles is seen as a significant challenge 2) Gaussian filter techniques are used to reduce granularity in order to | 2) AV share information with signals and act adaptively
2) Localization is one of the most major aspects | estimate the correct lane with greater accuracy according to the situation, whereas humans in manual
of autonomous vehicles for avoiding collisions | 3) 5G communication technology for CL provides an accurate vehicle | vehicles act more appropriately based on the scenario
and ensuring safe navigation position 3) Certain risks are inherent in data sharing, such as when
3) The reliability of high-end sensors is limited | 4) Laplacian Graph Processing provides faster response time and a higher | a malicious vehicle sends fake data in order to manip-
over longer distances or when a vehicle enters a | GPS accuracy rate ulate the receivers, or when faulty sensors communicate
low-visibility region 5) Roadside equipment is used to improve data sharing between automo- | incorrect data
biles 4) If the AV trust the data provided by the malicious
vehicle, they will be trapped, causing them to switch
lanes or accelerate faster. As a result, there may be serious
threats to human life
URLLC [40]— | 1) Onboard processing is not sufficient to store | 1) Resource scheduling problem is solved using puncturing approach 1) Resource scheduling should be considered for both
1461, [48]-[52] massive amount of data generated from sensors | 2) To maintain the latency constraint, URLLC are considered inside the | uplink and downlink scenario for URLLC
and other devices. minislot of each eMBB time slot 3) To ensure the reliability, guard zones | 2) Guard zone based URLLC scheduling policy is com-
2) Connecting the vehicles based on cloud com- | are deployed around the vehicle. pared with the baseline policy where the guard zone
puting provides high latency which is not suit- | 4) 5G can make instantaneous communication with URLLC receiver is not applied
able AV 5) The time delay using 5G is 1 to 5 millisecond when compared to 20
3) Providing communication with low latency | milliseconds in 4G
and high reliability is a complex task in dynamic | 6) Reduced time delay in AV provides users with safety information
real time process which is connected to different | 7) One slice in network slicing can provide high reliability and security
devices. for URLLC
mMTC/ V2V | 1) A common framework for Machine type | 1) optimization algorithms are used for trajectory planning which in turn | 1) As the number of devices increases rapidly, lack of
communication/ communication must be available minimizes the power consumption of MTC coordination between base station and the machine causes
V2X 2) Current link adaption mechanisms are not | 2) Extreme mobile broadband is used for high data rates inter-carrier interference.
communication suitable for MTC 3) less frequent and shorter transmissions preserves energy. So MAC | 2) Real-time data analytics is complex
[44], [44]-[52] 3) Resource allocation and channel coding | protocols with physical layer approaches ensure device with long battery | 3) Handling software heterogeneity and latency issues are
schemes are unsuitable for small packets life challenging in mMTC
4) NOMA architecture is used to reduce the latency and reliability
requirements in V2X
eMBB [42], [43 1) Wide coverage with minimum speed is ex- | 1) Resource Blocks allocation problem are modeled using 2-Dimensional | 1) Due to the hard latency rate of URLLC, it affects the

data rate of eMBB traffic

2) Even though the various algorithms reduces the com-
plexity by reducing the injection levels, the tradeoff
between the complexity and performance should be main-
tained

3) eMBB transmission is punctured due to the arrival of
URLLC data transmission. This degrades the flexibility
of eMBB users

A. Multi-access Edge Computing (MEC)
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Fig. 8. MEC enabled 5G and Beyond for AV

MEC extends the capabilities of cloud computing and
Information Technology environment by bringing them closer
to the network or to the edge of the network, i.e. to the end

users. By bringing in these capabilities to the network edge,
the congestion, latency are reduced and also the applications
run faster. Real-time analytics for applications such as traffic
analysis, big data analytics in social media, smart cities, etc.
can be realized by MEC [54], [55]. MEC is a key enabling
technology in 5G and B5G technology as MEC enabled B5G
networks offer high-bandwidth, low latency and real-time
access to the resources of the radio network. MEC can help the
network operators to support wide range of innovative services
and also integration of IoT based applications in B5G [56].

Enormous amounts of data will be generated from AV.
This data can be used for recognition of several external
and road features such as, pedestrians, traffic signs, lanes,
road condition, etc. When multiple AVs cooperate for tasks
such as collision avoidance and lane merging, data processing
from the vehicles at global perspective is required. Enormous
computing power is required to process several computer
vision operations that are essential for AD like extraction of
features from images to perform the analytics in real-time.



Hence, MEC enabled 5G services plays a major role in fast
communication, fast processing of complex data in real-time
analytics which allows the offloading latency-sensitive and
computing-intensive tasks to the edge devices as depicted in
Fig. E] 1361, 1571, [58]]. Rest of this section discusses some of
the recent literature on MEC enabled B5G for AV.

1) Related work): Zhou et al. [59] proposed a novel MEC
enabled 5G architecture for vehicular networks. They discuss
how the proposed architecture can accommodate V2I and
V2V communication with guaranteed low packet delay and
high scalability. The proposed architecture addressed the issue
of mobility management on MEC for AVs. The IP-handoff
procedure is made transparent and seamless by the application
of distributed mobility management. The authors used NS3
tool to conduct proof of concept simulation. Fabio et al. [60]]
discussed the importance of MEC in 5G-enabled connected
cars. They have provided several technical aspects and prac-
tical use cases on MEC-enabled 5G for V2X. In a similar
work, Claudia Campolo et al. [61] proposed an architecture
MEC enabled 5G for V2X application. The authors mainly
focus on service migration for V2X applications to reduce
the duration of non-availability of services provided by the
virtualized migrating instance (service downtime). Sokratis
Barmpounakis et al. [[62] proposed a an architecture for 5G
systems that uses MEC and NFV to select the computing
resources for V2X applications. A novel algorithm, VRU-
Safe, is proposed by the authors that operates on top of the
proposed architecture to identify and predict road hazards
like vehicle collisions. Coronado et al. [63] proposed a novel
MEC and NS enabled 5G for ACV. The proposed architecture
enables features such as object detection and lane tracking to
be offloaded to the MEC without affecting the effectiveness
of 5G. The authors have developed an application named as
road data processing to analyze the videos streams from the
AVs. An ML model is used for lane tracking, detecting traffic
and road signs. The MEC server will instruct the AV with an
appropriate command to take required action.

Lee et al. [64] have proposed a simulation as a service
(SIMaaS) to offload the simulation by making use of cloud
infrastructure which is based on computational offloading for
the MEC enabled 5G platform for AVs. As an use case, the
authors conducted Monte-Carlo simulations using SIMaaS for
optimal tollgate selection in a highway for AVs. Shie et al.
[65]] proposed an algorithm based on distributed heuristics for
5G-V2X to solve the problem of motion planning of Avs that
travel in industrial parks. The proposed algorithm focuses on
avoiding the collision of AVs at intersections, ensuring safety
of the pedestrians. To achieve these goals, mutual cooperation
and seamless communication among the AVs are desired. To
ensure highly reliable and fast communications, the authors
employed 5G uRLLC slice and for mutual cooperation of
the AVs, a distributed heuristic algorithm is employed. The
proposed solution will pass on the information related to the
pedestrians and the vehicles passing through the intersections
that are downloaded downloaded from the MEC to the vehicle
that is closest to the intersection. Rasheed et al. [66] proposed
a hierarchical offloading scheme which is application-aware
for MEC-5G enabled AV architecture. In the proposed archi-

tecture, the network is divided into three layers based on the
requirements of the applications that result in efficient network
and quick response that meets the requirements of the applica-
tion. To handle each application at appropriate layer to cater
the individual computation and latency requirements, every
application is treated independently based on their complexity,
computation requirements and data rate for deciding the com-
putation layer. Huisheng Ma et al. [67] proposed a prototype
for cooperative AD oriented MEC enabled 5G-V2X. The
proposed prototype is based on the experimental platform for
the next generation RAN, a cooperative AD vehicle platoon,
and to provide high-definition 3D map service dynamically,
MEC server is used. Lian et al. [68|] proposed a scalable MEC-
enabled 5G infrastructure for unmanned vehicular systems.
The proposed system provides high-precision maps through
the offloading capacity of MEC-enabled 5G, through which
the unmanned vehicles can sense the environment that enables
AD. Sabella et al. [69] have proposed and implemented an
infotainment service based on MEC for AVs in smart road
environment in 5G network. MEC has enabled the reduction
in improving the usage of the backbone bandwidth. It also
reduced the latency by accelerating the contents which are
frequently accessed. The also the speed of content transfer
between the AVs has been significantly increased due to 5G
network.

Summary: Many researchers have used the MEC enabled
5G to successfully solve many issues such as latency, compu-
tational offloading successfully in several applications such as
object detection, infotainment services, lane tracking etc. How-
ever, there are several issues like standardization of protocols,
heterogeneity in computing and communication, privacy and
security, that have to be addressed to fully realize the potential
of MEC enabled 5G in AV.

B. Network Slicing

1) Introduction: Network slicing is considered to be an
important enabler of softwarized 5G and beyond communi-
cation networks [70]. Network slicing enables multiple end-
to-end logical networks on the same physical and virtual
network resources [71f]. This supports diverse communication
requirements of emerging applications, such as, ACVs, which
cannot be satisfied by a generic “one-fits-all” type of network
architecture in pre-5G communication networks [72]. The
network slicing architecture consists of three functional layers.
They are service instance layer, network slice instance layer,
and resource layer, as presented in Fig. 0] [71]]. The func-
tionality of these three layers are coordinated by the network
slice orchestrator [73]]. Each network slice consists of network
functions that are customized to satisfy the communication
requirements of different verticals, applications and use-cases.
For instance, in case of ACVs, a network slice with large
bandwidth can be allocated for vehicle infotainment while a
network slice with ultra low latency and high reliability can
be assigned for autonomous driving, as depicted in Fig. [9]

2) Related Work: Many research work consideres network
slicing as an enabler of ACVs. For instance, Campolo et.
al. [[74]] presented a vision for 5G network slicing to facili-
tate V2X services by partitioning the resources in vehicular
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Fig. 9. Network slicing for ACVs

devices, radio access network, and the core network. This
work emphasizes the importance of network slicing towards
guaranteeing the performance of V2X services through ded-
icated V2X slices. In addition, a model for network slicing
based vehicular networks is presented in [75] where ded-
icated network slices are allocated for autonomous driving
and infotainment. The autonomous driving slice is concerned
on communicating safety messages while the infotainment
slice is utilized for video streaming. Furthermore, vehicles are
assigned to different clusters and slice leaders are allocated
for each cluster to facilitate V2V communication and safety
information with high reliability and low latency. In similar
vein, a network slicing based communication model for diverse
traffic requirements in vehicular networks is proposed in [76].
This work also proposes two slices for autonomous driving and
infotainment. The quality of infotainment slices are improved
through V2X links to improve the packet reception rate.
Moreover, [[77] proposes a framework for 5G network slicing
to control bandwidth with full-flow-isolation in network slicing
for vehicular systems. This method incorporates heterogeneous
radio access technologies, such as cellular and IoT com-
munication (e.g. LORaWAN) to generate end-to-end network
slices. The proposed method also relies on distributed MEC
and cloud computing to facilitate the dynamic deployment
of virtual network functions required for network slices. In
addition, a MEC-based online approach towards performing
tasks such as power allocation, coverage selection and network
slice selection of vehicular networks using deep reinforcement
learning is proposed in [[78]]. This algorithm is also proved to
be resilient against the high mobility in vehiclular networks.
Furthermore, [[79] proposes a method to tailor network slicing
for vehicular fog-RANs. A smart slice scheduling mechanism
formed as a Markov decision process is considered for dy-
namic resource allocation for network slices while overcoming
the limitations caused by the dynamic nature of vehicular fog
resources and vehicular movement.

Summary: Network slicing is yet to be matured as a
technology to realize fully functional ACVs in the future. The
dynamic communication requirements of ACVs ranging from
time critical communication for safety and high volume data

requirements for vehicle infotainment can be satisfied through
network slicing enabled 5G networks. However, the dyanmic
nature of vehicular movement and vehicular resources make it
challenging to deploy network slicing for vehicular networks.
Several research work have attempted to address this problem
through smart resource allocation algorithms. Furthermore,
utilizing generic slices in various combinations to satisfy the
demands of vehicular networks can also be explored. These
methods should also evolve from simulations to fully-fledged
and functional technologies. In addition, the security and
privacy aspects of network slicing based vehicular networks
should also be considered in order to ensure passenger and
road safety, data security and privacy of ACV users.

C. Software-Defined Networking/Network Functions Virtual-
ization

1) Introduction: Recent advancements in telecommunica-
tion and automotive industries have paved a way for innovative
communication and intelligent sensing. This has further led to
the innovation of next generation ACVs. Nowadays the au-
tonomous vehicles try to communicate with other vehicles and
pedestrians via wireless for sharing the critical information for
collision mitigation. Also the vehicles try to coordinate with
the TIS entities using the various network infrastructures for
gaining extra awareness about the road hazards and guidance
on speed while travelling. This obviously provides an efficient
traffic flow. To achieve these discussed goals, a secure as well
as low latency communication is the need of the hour. The
major challenge faced while deploying are the heterogeneity
in radio access technologies, deployment inflexibility, network
fragmentation issues and inefficient utilization of resources.
These bottlenecks need to be handled efficiently to realize a
best vehicular networking architecture for ACVs. This subsec-
tion discusses about the recent advancements in 5G enabled
SDN vehicular networking architecture which ensures a very
high agile infrastructure for rapid and secure communication
among ACVs as illustrated in the Fig.

2) Related Work: In [80], Mahmood et. al. proposed an
architecture named SDHVNet for handling the heterogeneous
vehicular network using SDN. The architecture primarily
consists of two planes namely infrastructure plane and control
plane. The infrastructure plane handles all the vehicles, vehicle
users, road users like pedestrians, infrastructure on the roads
like access points, traffic signals, etc. The control plane is facil-
itated by the various application programming interfaces like
OpenFlow. This plane is responsible for all sorts of network
related functionalities like virtualization of vehicular environ-
ment, gathering status of SDN switches, dynamic topology
and frequency of service request response. The control plane
includes a cache manager and handover decision manager
that is responsible for providing a seamless interconnection
among the ACVs and satisfy the safety as well as critical
requirements. They also preserve the resource utilization by
preventing handover failures. In [81]], Goudarzi et. al. has for-
mulated a three-tier framework consisting of cloud layer, edge
computation layer and device layer for calculating the capacity
of elastic processing and dynamic route for the purpose of
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monitoring the ACVs in their respective environment. They
have also proposed a resource allocation policy combining
SDN and edge computation based on reinforcement learning
(RL). The proposed methodology improves the performance
of the network layer. SDN is specifically used for managing
the connectivity as a whole and to dynamically handle the
computation in the edge devices. In [82], Garg et. al. utilized
SDN and formulated a framework for providing end-to-end
security as well as privacy in 5G enabled ACVs. The major
contribution of this framework is that it acts as an optimized
network management layer. The intrusions in case of high
speed ACVs are also identified potentially by this framework.
The intrusion detection module is designed using a multi-
objective evolutionary algorithm and a dimensionality reduc-
tion scheme. This integrated scheme improves the performance
of the intrusion detection module. Also the framework consists
of a module which authenticates the environment before the
commencement of communication. SDN is utilized for reduc-
ing the latency in a high density traffic [83]. The ACVs are
grouped into a cluster based on the real-time conditions of the
road. The clustering scheme follows a double head concept for
each cluster. This enhances the quality of the trunk link thereby
increasing the throughput. Recently, Garg et. al. utilized SDN
and edge computing for solving the primary challenges of
ITS like high level of mobility, minimum latency, high quality
of service and other real time services [84]]. The author has
proposed a framework named SDN-DMM based on EC, SDN
and distributed mobility management (DMM). DMM helps in
solving the routing issues and hence improves the quality of
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service in ACVs. The framework proposed proved to have an
improvement in end-to-end delay of around 15.9 percent. This
improvement in performance was achieved by utilization of
multi-objective evolutionary algorithm while communication
between the edge and the cloud. This enhanced the overall
communication latency and also reduced overheads by better
utilization of bandwidths.

Summary: The rapid advancements in autonomous driving
would result in adoption of the ACVs in near future. This
would surely challenge the current ITS and its existing so-
lutions. The major focus for facing these challenges should
be on providing support for mobility, reducing the latency,
increasing connectivity and providing higher intelligence. 5G
enabled SDN could be utilized for handling the communi-
cation overheads, reducing the latency, reducing the overall
throughput and also reducing the delay hence improving the
mobility. 5G enabled SDN architectures are recently designed
by researchers for handling the security concerns like intrusion
detection. Though researchers have focused on utilizing SDN
for finding few solutions for the above mentioned challenges,
there are still significant open issues like analysis of energy
utilization with respect to communication and data, real-
time verification and validation, quality of everything (QoE),
reduction in overheads and end-to-end delay.

D. 5GNR/Physical layer stuff

To support the potential applications of future intelligent and
autonomous vehicles in the coming B5G era, more demanding
requirements have to be supported. Transmission of extremely



large quantity of the data is one of the major requirements in
vehicular communications in B5G [9]]. To meet the growing
traffic demands, B5G is supposed to provide a transmission
rate up to 1 terabit/second. There exist many technologies
that can improve the efficiency of spectrum for B5G. One of
the most used technologies among them is massive multiple-
input-multiple-output (MIMO), that can have more than 100
antennas. To increase the bandwidth of the spectrum, the
millimetre wave (MMWAVE) is considered in B5SG [85]], [86]].

TABLE VIII
SUITABILITY OF VARIOUS VEHICULAR COMMUNICATION TECHNOLOGIES
FOR VEHICULAR COMMUNICATION USE-CASES [87]
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[ Traffic Management [H M JL TH ]
[ Cooperative Sensing M |M |[M JTH ]
[ Cooperative Awareness [H [H JL TH ]
[ Cooperative Maneuvering M |M JL TH ]

Low: This communication technology does not suit.
Medium: This communication technology can be used.
High: This communication technology suits best

Vehicles in the next generation will be equipped with radar,
cameras, wireless technologies, GNSS, and other sensors that
can support autonomous driving. The requirement of line-of
sight propagation limits the functionality of the aforemen-
tioned sensors. By adding the cellular V2X technology in the
vehicles, this issue can be overcome. The functionalities of
sensors can be complemented by the cellular V2X technology
by exchanging of the sensory data among the vehicles that
can provide situational awareness to the drivers at a higher
level. Cellular V2X has attracted significant interest from both
academia and the industry recently. One of the promising
technologies that can be used to realize autonomous driving
and communications in V2X is 5G New Radio (5GNR) [88]].
From a communication point of view, 5G should support the
following three broad categories of services: URLCC, eMBB,
and mMTC [89]]. eMBB, that aims to provide an uplink data
rate of 10 Gbps and for downlink channels, data rates of at
least 20 Gbps, plays a pivotal role for several functionalities
in autonomous cars such as several multimedia services, video
gaming/conferencing within the car, downloading of high-
precision maps, etc [90]]. For constantly sensing and learning
the changes in the environment through the sensors that are
equipped within the cars/infrastructure by the future driver-
less vehicles, mMTC will play a very important role [91].
High reliability and over the air round trip time, which are
crucial for autonomous driving can be realized by URLCC
[92].

The 5G NR physical layer has to deal with diverse data
requirements and tough V2X channel conditions like : 1) Ex-

tremely dynamic mobility, in which slow moving vehicles with
speeds of upto 60 kilometers/hour and high speed trains/cars
travelling with a speed of greater than 500 kilometers/hour
have to be dealt with. Resources with more time-frequency are
needed for high mobility communication in the design of air
interface for dealing with the disabilities resulting from multi-
path channels and Doppler spread. 2) Conflicting requirements
like data services with wide range such as downloading of high
precision maps,video conferencing, multimedia entertainment
with the car,, etc. with diverse quality of requirements with
respect to latency, reliability and data rates are difficult to be
supported simultaneously [93]]. To address this issue, SGNR
frame structure ensures flexible configurations to support wide
variety of use cases for cellular V2X. Orthogonal frequency-
division multiplexing is used by SGNR. A maximum of 400
MHz bandwidth/new radio carrier is the limit for the channels.

In cellular V2X physical layer, channel coding plays a very
important role in accommodating several requirements such
as decoding latency, data throughput, mobility, packet length,
support for hybrid automatic repeat request, and compatibility
of rates. A common physical infrastructure is expected to be
used for several applications for system resources such as
computing, storage, bandwidth, etc. in cellular V2X services
in SGNR. NS can be used for providing E2E data services by
slicing the resources of physical layer in radio access network
[94], [95]. The information related to the status of every
vehicle like intended route, trajectory, speed, and location,
can be exchanged with the road infrastructure, pedestrians,
other vehicles, in the network by Sidelink protocols [96]-[98]].
Some of the major enhancements of NR Sidelink to enable use
cases of 5G for enhancing AD are i) For low latency and high
reliability, Sidelink feedback channel is proposed, ii) Support
of up to 16 carriers for the aggregation of carriers, iii) To
increase the throughput for every carrier upto 256-QAM, a
modulation scheme is proposed, and iv) To reduce the time
for selecting the resources, a modified resource scheduling
is proposed. NR-V2X supports uncast and groupcast commu-
nications along with traditional broadcast communication, in
which a vehicle can transmit variety of messages with several
QoS requirements. As an example, some periodic messages
can be transmitted by a vehicle through broadcasting and some
aperiodic messages can be transmitted by groupcast or unicast
[99]I.

The available resources in NR-V2X can be either exclusive
or shared by the cellular users for direct communication among
the vehicles. Mode-1 and Mode-2, which are two Sidelink
nodes are defined for managing the resources in NR-V2X. It
is expected that vehicles are covered completely by the base
stations (BS) in Sidelink Mode-1. The vehicles are allocated
with the resources depending on the dynamic and configured
scheduling by the BSs. Resources are allocated based on
a pre-defined bitmap in configured scheduling, whereas the
resources are either reallocated or allocated every millisecond
depending of the dynamic coverage of the cellular network
in dynamic scheduling. Resources are allocated distributedly
without the coverage of cellular network in Sidelink Mode-
2. In Mode-2, there are four sub-modes; sub-node 2(a) -
2(d). Every vehicle may select the required resources in an



autonomous manner by using a mechanism based on semi-
persistent transmission in 2(a). In 2(b), most suitable resources
for transmission are selected in a cooperative approach, where
the vehicles will be assisting each other. The resources are
selected by the vehicles based on pre-determined scheduling in
2(c). The sidelink transmissions are scheduled by the vehicles
for their neighboring vehicles in 2(d) [[100]. Several vehicular
communication technologies for vehicular communication use-
cases are summarized in Table

Some of the recent works related to the physical layer
communication in 5G for AVs is discussed below.

A location aware handover for enabling self-organized
communication for AVs using a robotic platform enabled by
mmWave in multi-radio environment is presented by Lu et al.
[101]. The location aware handover mechanism studied by the
authors enhances the robustness of the wireless link for IIoT
based applications. A geometry based positioning algorithm is
proposed by the authors for acquiring the location awareness
in this work.

The obstacles for achieving high transmission rates in V2X
networks are the increased demands for data bandwidths
and the dynamic nature in the traffic. Rasheed et al. [[102]
presented a predictive routing approach for V2X based on
SDN controlled CR to overcome these obstacles. The proposed
routing supports the smart switching between mmWave and
THz. The V2X network is segregated into several clusters
for efficient network management. To form the clusters, a
stability-aware clustering method is used by the authors. Te
authors achieved minimum transmission delay and high trans-
mission rate fir THz anf mmWave communications by using
the following design approaches. (1) For real-time and high-
resolution prediction, a deep neural network with extended
kalman filter approach is used to predict future positions of
the vehicles in 3D. (2) CR-enabled road side units perform
ThZ band detection. For optimal route selection in THz
communications, a hybrid fruitfly-genetic algorithm algorithm
is used. (3) A multi-type2 fuzzy inference system is used
for selecting optimal beam in V2X communications based on
mmWave.

Eric et al. [103]] investigated commuication links based on
5G mmWave for a low-speed AV. They have studied the effects
of the positions of antenna on the performance of the links
and also the quality of the received signal. The authors have
observed that the communication losses in front of the vehicles
for the road side infrastructure is almost half-power beam
independent, also a major role in the quality of the signal
is played by the increased root mean square delay spread.

Summary: SGNR plays a very important role in several use
cases for AVs such as providing high data rate, throughput and
URLCC for coordinated driving, real-time updates on local
conditions, trajectory sharing and sharing of raw data gathered
by the vehicles.

E. Federated Learning

1) Introduction: The ITS can be fully realized when the
issues such as high availability, data privacy, and scalability
are addressed. The traditional ML models are not efficient

in dynamic environments such as ITS and Internet of Ve-
hicles (IoV). They face challenges such as complexity of
the system, performance of the model, privacy preservation
and data management. In IoV and ITS, even though road-
side infrastructure remains constant, vehicles enter and leave
the system constantly, which makes the system volatile and
complex. Traditional ML algorithms find it difficult to handle
such volatility and complexity. Traditional ML models use
static local intelligence making it difficult for them to adapt
to the dynamically changing environments, that can hamper
their performance. Any degradation in the performance of the
ML algorithms can affect he human lives. The next issue
faced by the traditional ML models is the latency and privacy
preservation involved when the sensitive data generated from
the autonomous vehicles has to be transferred to the cloud
for model training. Also, data management is very difficult as
new vehicles with processing capabilities will be continuously
added to the IoV/ITS. As the roadside infrastructure has
limited resources, efficient storage of the data is a challenge,
due to which, the traditional ML methods may not have access
to sufficient data for training phase [[104]. The aforemen-
tioned issues of ITS/IoV can be effectively handled by FL
coupled with B5G. B5G connectivity can enable flexible V2X
interactions with other vehicles (V2V) and road infrastructure
(V2D in vehicular URLCC. FL can solve the issues inITS/IoV
such as privacy preservation, real time analytics in complex
and dynamic environments, and latency. FL enabled B5G
can ensure seamless, reliable communication between the
autonomous vehicles in ITS/IoV that will enable collaborative
driving through sharing of maps, sharing the information about
the conditions of the roads, weather, accidents, landslides,
etc., without exposing the sensitive information of the vehicles
[105]-[107]. Some of the recent works on the FL enabled B5SG
for ITS/IoV and autonomous vehicles are presented in the rest
of this subsection.

TABLE IX
BENEFITS OF AI/FL/EDGE Al IN AUTOMATED VEHICLES [[108]]-[110]]
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Data security L M H Poisoning and backdoor attacks are difficult to handle.

Real-time learning L H M Generation of labels for the data from AVs in real-time
is a challenge.

Privacy L M H The attributes can be reconstructed by the attackers from
the model updates sent from the local devices, hence
compromising the privacy preservation.

Latency H IL, M The frequent local updates sent from AVs to the central
cloud will increase latency.

Resource optimization D) M Optimization of resources for training the data and pro-
cessing at individual AVs is a challenge.

Data offloading L H M Due to limited computational capabilities of the AVs,
offloading the data in real-time for training the local FL.
model is a significant challenge.

Low Capability: Technique is not utilized.
Medium Capability: Technique can be utilized but not wider.
High Capability: Technique is highly utilized.

To improve the service quality and the driving experience
in IoV, vehicles can share the data among themselves for col-
laborative analysis. The data providers hesitate to participate
in the process of data sharing due to several issues such as



privacy, security and bandwidth issues. The efficiency and
reliability of the data sharing has to be enhanced further as the
communication in IoV is unreliable and intermittent. Lu et al.
[108]] proposed a hybrid blockchain architecture that consists
of local directed acyclic graph and permissioned blockchain
that is run by the vehicles for reliable and secured data sharing
in 5G network. To improve the efficiency, the authors have
proposed a scheme based on asynchronous FL that uses deep
reinforcement learning for learning models on the data at the
edge nodes. In a similar work, Lu et al. [109] have proposed a
FL enabled 5G networks for vehicular cyber-physical systems
to reduce the leakage of private and sensitive data while
sharing the data among the vehicles that leads to preserving
the privacy of the passengers and improve their safety.

The key applications of autonomous vehicles such as col-
lision avoidance and autonomous driving require that the
positioning of the vehicles is precise. Due to the advancements
in V2I communications and sensing techniques, the vehicles
can communicate with the nearby landmarks to enable precise
positioning. This involves sharing data related to the the
positioning of the vehicles loaded with sensors. Collecting
and training the data centrally is difficult due to the sensitive
nature of the trajectory data. The continuous sharing updating
the location data of the vehicles wastes network bandwidth
and other resources. To address these issues, Kong et al.
[110] proposed a vehicular cooperative positioning system
based on FL, namely, FedVCP, that utilizes collaborative edge
computing to provide accurate positioning information in a
privacy preserving manner. The comparative analysis of Al,
FI and Edge Al for AVs in 5GB networks are summarized in
Table [X|

Summary: FL has a huge potential in solving some of
the pressing issues in connected AVs in B5G era such as
improved latency, privacy issues, optimal resource utilization,
giving customized recommendations/predictions in heteroge-
neous networks [[I11]]. However, FL faces several challenges
such as poisoning attacks, high false alarms, energy efficiency
in low powered devices used in AVs, etc. These issues are to
be addressed to realize the full potential of FL enabled BSG
networks for AVs.

FE. Blockchain

1) Introduction: Blockchain is a distributed ledger tech-
nology that provides several features like immutability, trans-
parency, and trustability. The records in the blockchain are
distributed and duplicated throughout the nodes in the network.
Blockchain consists of millions of blocks; each block in the
blockchain consists of information related to transactions, its
own hash and also previous block’s hash [[122]]. Whenever
a new transaction is executed in the blockchain, that trans-
action’s record is added in the ledger of every participant.
Consensus algorithm is an important concept in blockchain,
where majority of the blocks/nodes in the blockchain have to
agree to the present state of the distributed ledger. Consensus
algorithms make sure that, in order to update/modify the
information stored in the blockchain, more than 50% of the
millions of nodes in the blockchain have to approve it. This

TABLE X
IMPACT OF BLOCKCHAIN ON TECHNICAL ASPECTS FOR AVS IN 5G AND
BEYOND [112]|-[[121]

Technical
Aspect

Reliability

Challenges

Security
Immutability
Transparency

Traceability
Authenticity

T Increased Capacity

MEC

£
&
=<

Due to big data generated by AVs, data storage
and resource optimization through blockchain
are signifi hall

Interoperability and scalability of blockchain

[l
|
[l
al
el
al
=

Network

Slicing integrated NS for heterogeneous AVs are major
challenges.

SDN/NFV L L L L IL, IL, L | On-demand allocation of resources and efficient
utilization of network resources to optimize the
energy efficiency of the sensors in AVs is a
chalenge.

5GNR H|M | M| H|H H H | Resource allocation, interoperability during mo-
bility in real-time with less latency are signifi-
cant chall in blockchain enabled SGNR.

FL H| H|H L L H H | Privacy and security of AVs, increased commu-

nication latency in transferring of the data to and
from AVS and training cost of the data from AVs
are significant challenges when using blockchain
for federated learning.

Low Impact: Blockchain Technology has low impact.
Medium Impact: Blockchain Technology has medium impact.
High Impact: Blockchain Technology has highest impact.

inherent property of the blockchain makes it nearly impossible
to tamper or alter the data, that make the data in the blockchain
immutable. Consensus algorithms also ensure that if a new
node has to be added into the network, majority nodes in the
blockchain have to approve it [123].

2) How it used in AV (with Related work): AVs that are
interconnected through 5G can share crucial information about
the environments, road blockages, traffic conditions, etc. with
each other. However, if a malicious AV enters into the network,
it can pose serious security issues to the AVs. A malicious AV
can post wrong information about the environment, can get
access to private information about the vehicles such as its
location, path, modify the information shared by other AVs,
etc. To address security and privacy issues, blockchain can
play a major role. When a blockchain is integrated with 5g for
connected AVs, it can make sure that only trusted vehicles can
enter into the network. Also, the blockchain ensures that the in-
formation stored in it is immutable [[124]]-[126]. These features
of blockchain make it a very important enabling technologies
of 5G and beyond for AVs. Rest of this subsection discusses
about the state-of-the-art on blockchain enabled 5SGB for AVs.
Reebadia et al. [[127] presented a blockchain based approach to
assure the privacy and security of the AVs that automatically
sense events and act with necessary responses. The events such
as accident detection, home transfer, congestion in traffic, etc.
through nearby AVs or RSUs and will respond by actions such
as calling an ambulance, calling the logistics, or informing the
traffic department by sharing the location of the event. In this
work, for communication edge-enabled 5G network is pro-
posed to support huge bandwidth requirements and to process
the data in real time. The blockchain is used in this work to
ensure that the privacy and security of the messages that are
shared in the network regarding the incidents/people/AV are
preserved and by ensuring the trustworthiness of the AVs that
join the network.
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AVs generate event driven messages (EDM) when they
detect events such as road sidings or accidents. The AVs have
to send videos or audio or pictures for proof of the occurrence
of those events. To ensure the reliability and authenticity of
EDMs, Lewis et al. [128] have proposed a private blockchain
enabled edge nodes for 5G for storing the records of EDMs.
Gao et al. [[112] proposed SDN and blockchain enabled
5G network for VANETSs. Due to its distributed nature, the
blockchain is used in this work to avoid single point of
failure in VANETSs. Blockchain ensures trust-based message
propagation that can evaluate the data passed by the peers in
the connected environment and can also control the doctored
or false data shared in VANETSs for communication systems
based on fog computing and 5G. For effective management
of the network, SDN is used. In a similar work, Xie et al.
[113] proposed a blockchain based system for addressing
trustworthiness, security and privacy issues in 5G integrated
with SDN for VANETS. In this work, the authors used the
proposed framework for securing and preserving the privacy
of the videos shared in VANETSs by allowing only the trusted
vehicles to be entered into the VANET. SDN is used o control
and network and also enables global information gathering.

The traditional approach of using costly base stations that
are fixed in a particular locations needs a revamp to meet
the rise in number of interconnected IoT devices, irregular
service and data requests. UAVs provide on-demand mobile
access points for realization of several scenarios such as
smart cities, smart manufacturing, etc. MEC enabled B5G
networks can provide low latency, high data rates that can meet
several high-end QoS requirements of UAVs. Integrating B5G
with blockchain ensures secured and decentralized service
delivery [114]. To address several issues such as requirement
of high-seed communication, security of the messages passed
between the UAVs/drones, trustworthiness of the UAvs joining
the network, Aloqaily et al. [[115] proposed a blockchain
based 5G network. To identify the intrusive traffic in the
network, ML methods are proposed by the authors. In a
similar work, Gupta et al. [116] proposed an architecture
based on blockchain enabled softwarized 5G for secured
and easy management of UAVs. In this work, SDN along
with blockchain can help in securing the 5G enabled UAV
network against intruders, DoS and DDoS attacks, identifying
anomalies, man in the middle attacks, etc. Similarly, Jian et
al. [117] proposed a blockchain empowered UAV ad hoc
network for B5G era. The authors have designed HELLO
packet, consensus packet, and topology control packet for
secured and reliable communication in the 5G enabled UAV
ad hoc network. For ensuring trust in the network, the authors
have used a consensus mechanism based on Byzantine fault
tolerance for secured multi-point relaying of messages. Feng et
al. [I18] proposed a blockchain enabled 5G networks for
secured and efficient sharing of data in flying drones. In the
proposed approach, attribute based encryption and blockchain
are used for securing the data sharing and instructions in the
drones.

Ghimire et al. [[119] proposed a blockchain and software
defined Internet of UAV for defence applications. To pro-
vide visibility of the network and to dynamically configure

the network parameters for better manageability and better
security of the Internet of UAVs. To prevent the tempering
of the control and command operations exchanged by the
UAVs, blockchain technology is used in this work. UAVs
in the network are responsible to create the blocks in the
blockchain and also act as miners to validate each transaction.
To address the scalability issue of blockchain technology, the
authors have proposed sharding-enabled blockchain. In this
work, shards of light weight UAVs are used for maintaining
the required number of miners whenever a miner is damaged or
destroyed in the battlefield. Some sensitive data of UAVs like
flight modes and identification of drones can be communicated
with other UAVs using radio frequency (RF) signals in 5G
networks. Gumaei et al. [120]] proposed a blockchain enabled
5G network for secured and decentralized transmission of RF
signals among the drones/UAVs. The authors in this work
have proposed a framework that integrated blockchain with
deep recurrent neural network for 5G enabled flight mode
detection and identifications of drones. Blockchain can be used
for privacy preservation and securing the data during trans-
mission among the UAVs connected through 5G in medical
applications [129]. The impact of blockchain technology on
several technical aspects for AVs in 5GB is summarized in
Table [X]

Summary: UAVs/drones are being used for several appli-
cations like crop/soil analysis, road surveillance, monitoring
of natural disasters, delivering the product to the customers,
etc. apart from traditional military and defense applications.
But there are several challenges that need to be addressed
to integrate blockchain in B5G for Avs such as lack of
standardization, scalability (handling the ever increasing AVs),
etc.

G. ZSM(AI/ML)

AVs in B5G era need extreme range of requirements,
such as personalized services with dramatic improvements in
customer-experience, ultra-high reliability, massive seemingly
infinite capacity, global web-scale reach, support for mas-
sive machine-to-machine communication, and imperceptible
latency. Fully automated network and service management
is the need of the hour for delivering the aforementioned
services for AVs in BSG era. The fully automated futuristic
network will be driven by high-level rules and policies. This
automation in the B5G networks for AVs will be capable of
self-optimization, self-monitoring, and elf-configuration of the
B5G networks without human intervention. Zero touch net-
work & Service Management (ZSM) architecture is proposed
by European Conference of Postal and Telecommunications
Administrations (ETSI) to achieve full automation of the
networks [[I31]], [132]. ZSM can play a major role in providing
seamless, reliable BSG network for AVs.

V. SECURITY CONCERNS IN AVS

Autonomous-based vehicles are vulnerable to several cyber
attacks. Based on safety features, AVs can be categorised
into two categories [133|] i.e. AV components (including
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TABLE XI
BENEFITS AND CHALLENGES OF B5G TECHNOLOGIES IN AUTONOMOUS VEHICLES.

Technology Challenges Faced by Autonomous Vehicles

Benefits of using the B5G Technology

Multi-access Edge Com- | 1) Increased latency
puting (MEC) [56], [59]- | 2) Communication cost
169! 3) Real-time analytics

Edge computing extends the capabilities of cloud computing by
bringing the resources closer to the vehicles. Hence, the latency
and communication cost will be reduced, that in turn will help in
providing the analytics in real time.

Network Slicing [74]-[79]

3) Support for high mobility
4) Dynamic network connectivity

1) Ultra reliable connectivity for autonomous driving
2) High data rates required for vehicle infotainment

1) Guaranteed performance through dedicated V2X slices

2) Dedicated slices for autonomous driving and infotainment
3) Dynamic resource allocation for network slices

4) Support for heterogeneous radio access technologies

SDN/NFV
[[130]

[80]-[84], | 1) Static routing decisions
2) Requirement of traffic prioritization

3) Requirement of reduced end-to-end delay

4) Requirement of secured communication of data

1) Minimal latency

2) Reduction in communication overheads
3) Dynamic routing decisions

4) Enhanced congestion control

5) Reduction in end-to-end delay

6) Optimized resource utilization

5GNR [101]-[103]
speeds
2) Improved links between the users
3) Network loss and more lag time

1) Requirement of increased bandwidth, increased data

4) Quality of connection in broad geographical locations

Adaptive bandwidth is provided by 5G NR, through which larger
capacity for wireless devices, ease of maintenance of quality in
connections covering large geographical locations, reduced lag
time, and increased data speeds can be realized.

Blockchain [[112]—[120]
network
2) Privacy and security of the AVs

1) Possibility of malicious vehicle entering into the

Blockchain ensures that only trusted vehicles enter the vehicular
networks. Blockchain also ensures privacy and security of the
sensitive information of the vehicles through immutable property.

Federated
[TO8}—[110]

Learning | 1) Privacy preservation

sources and communication infrastructure

2) Requirement of large number of computational re-

FL brings the computation to the devices, which will reduce
the possibility of sensitive information of the vehicles being
exposed and also the ensures the reduction in optimization of
computational and communication resources.

vehicles hardware/software components) and the infrastruc-
ture/environment within which vehicle is operating (such as
pedestrian movement, traffic signs, road conditions, network-
type etc). The attackers can jeopardize the safety of passengers
by targeting these two components via In-Vehicle commu-
nication (through control network bus (CAN)) and Vehicle-
to -everything communication (V2X). Hence, in this section,
we will provide overview of potential attacks in AVs based
on CAN and 5G-enabled V2X communication. We will also
discuss the emerging security and privacy concerns in AVs
based on B5G connectivity.

A. Security Concerns via In-Vehicle Communication

From the security perspective, there are four key require-
ments for any intelligent transport system (ITS) [[134]-[137]]
such as AVs to achieve the security goals. One of the re-
quirement is authentication which requires proper mechanism
to identify an authorised user (such as driver) and grants
access to features of the vehicle based on the privilege. Au-
thentication might also include source authentication (making
sure data is generated from legitimate sources) and location
authentication (ensuring integrity of the received informa-
tion). The second requirement includes availability which
ensures that the exchanged/shared data is always available
for processing in a real-time. The third requirement is data
integrity/trust which ensures that the received data is free
from any kind of modifications, manipulation etc. Finally,
the last requirement involves confidentiality/privacy to ensure
that the exchanged data is not exposed to unauthorised or

malicious users. Based on the above-mentioned requirements,
the attackers can exploit a specific weakness and compromise
a specific security goal. Attacker can be anyone such as
active/passive or external/insider [138]] with different malicious
intentions. With respect to In-Vehicle communication, the
following components are vulnerable to different cyberattacks:

1) Sensors and Actuators: Although, AVs come up with
several sensors, from the security point of view, the sensors
such as Light detection and ranging (LiDAR), image sensors
(Camera’s) and radio detection and ranging (RADAR) are
vulnerable to cyberattacks [12]. LiDAR sensors are mostly
used for obstacle detection by using light as a measure to probe
surrounding environment. In case of an obstacle detection,
emergency autonomous brakes are applied. LIiDAR sensors are
vulnerable to spoofing attacks where an attack can create a
counterfeit signal representing some near-by object making
AVs to apply emergency braking system, thereby reducing
the speed of vehicles which can prove fatal. Spoofing-based
attacks were successfully demonstrated by [139]. There is
also a possibility of performing denial of service attacks by
jamming the functionality of LiDAR sensors. This can be
done by preventing LiDAR sensors to acquire the legitimate
light wave through sending out the light of same wavelength.
One such attack was demonstrated by the work of [140].
RADAR-based sensors are also vulnerable to spoofing [141]]
and jamming attacks [142] as their working principle is same
as of LiDAR i.e. object detection. The main difference is
RADAR sensors use radio waves to detect objects instead
of laser/LED and has comparatively long object detection
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range. On the otherhand, Camera’s consisting of image-based
sensors are attached at many places of the AVs to acquire
360 degree view for different purposes such as detection
of traffic signs [143], lane-detection [|144], etc. Although,
these sensors can be used to replace LiDAR sensors, however
performance of image-based sensors is not good under certain
conditions such as rain, fog, etc [145]]. Image-based sensors
are also vulnerable to DOS attacks as in case of LiDAR
sensors. Camera’s can be blinded by supplying extra-light as
successfully demonstrated by [[139]]. Besides, the developments
in adversarial machine learning where a perturbed image can
be used to trick the underlying artificial-intelligence model to
cause incorrect predictions is one more serious concern. The
attackers just need to place perturbed input such as stickers
[146]in front of the observing camera to confuse the intelligent
system within AVs.

2) Controller Area Network: Controller area network is
a central network within AVs with the main purpose of
connecting different electronic control unit (ECUs) to each
other. ECUs are embedded electronic systems used to control
different sub-systems or electrical systems in a vehicle (such
as brake-control system, engine control system etc), which are
necessary requirements for autonomous driving. The detailed
explanation with respect to working of these modules can
be found in the work of [147]]. Different ECUs within AVs
communicate through CAN and provides necessary inputs
for running the safe autonomous driving system [148]. The
whole CAN is vulnerable to different cyberattacks due to
the fact that CAN-based communication protocols have no
authentication mechanism with no support for encrypting
messages to fulfill the security goal of confidentiality [149].
The strong authentication mechanism requires large processing
power, memory, and bandwidth which is lacking in CAN. On
an average, CAN supports a data-rate between 33kbps and
500kbps) and has a limited bandwidth [150]. Following these
limitations, the CAN is vulnreable to DOS attack [149], replay
attack [[150] and Eavesdrop [149].

3) On-board Computer(OBD): To get different information
from the vehicle such as its emission, speed, and other data,
there is a connection known as OBD which can be used
for this purpose. Modern vehicles do come up with OBD-II
standard. OBD can be also used to perform firmware update
and modify software embedded in control units [12], [[151]].
OBD can serve as a gateway to several attacks as OBDs
do not encrypt data and have no authentication mechanism.
There are several third-party devices such as Telia Sense,
AutoPi and car-manufacturer based devices that can be used
to connect smart-phones or computers to OBD ports for self-
diagnostic purposes. Through OBD ports, attacks such as
man-in-the-middle, code-injection are feasible to compromise
certain critical components of the vehicle [152].

B. Security Concerns Via V2X technologies

For AVs to perform different functions such as information
exchange between different sensors, vehicles, its surround-
ing environment (i.e. infrastructure, pedestrians etc), a high-
bandwidth, low latency and highly reliable communication

network is required. The ultimate goal of V2X technology
is increase traffic efficiency, reduce accidents by enhancing
road safety measures and energy savings. As progress in this
direction is still at its infant stages, there are two key standards
i.e. IEEE 802.11P [158]], [159]] and Cellular C2X that has
unique characteristics such as standard performance under
bad weather conditions and low latency makes them idea to
achieve Vehicle-to-Vehicle and Vehicle-to-Infrastructure com-
munication. Based on the literature, to achieve the goal of
V2X paradigm, communication technologies have been cate-
gorised into three main categories i.e. short-range, medium-
range and long-range [9]. For short-range communication,
bluetooth, ZigBee, Ultra-wide band (UWB) technologies are
being considered to achieve the following short-range func-
tionalities within V2X paradigm i.e. vehicle localisation, real-
time driving assistance, vehicle identification, collision warn-
ing and other functions such as car-owner identification, de-
tection passenger position in the vehicle. Similarly,in medium-
range technologies Wi-Fi and DSRC (IEEE 802.11p) are
being explored to achieve the functionalities related to traffic
safety, traffic management system and vehicle management.
Finally, C-V2X and 5G-NR standard are being explored to
achieve long-range based objectives within the scope of V2X
paradigm. To get detailed information in 5G-NR and C-V2X,
please refer to the works of [[160] and [[161] respectively.
Based on all the communication technologies discussed above,
irrespective of which technology will be used to achieve the
V2X communication, the security concerns will remain there.
Based on the literature, we have summarised the potential
attacks in Table XTIl

VI. PROJECTS AND STANDARDIZATION

This section highlights the key projects and standardization
activities related to the 5G autonomous vehicles.

A. Research Projects

Research projects plays vital role in realizing the deploy-
ment of 5G autonomous vehicles. This section summarises
the several key global level research and development projects
related to the 5G autonomous vehicles.

1) 5G HarmoniseD Research and Trlals for serVice Evolu-
tion between EU and China (5G-DRIVE): 5G-DRIVE [162]
is an European Union (EU) funded project under the Horizon
(H2020) framework. This project is EU and China collabo-
ration project which is mainly focusing on operating 5G 3.5
GHz bands for eMBB scenarios as well as 3.5 GHz and 5.9
GHz bands for V2X use cases. Moreover, 5G-DRIVE project
researching on use of key 5G technologies such as networking
slicing, NFV, MEC and 5G New Radio (5GNR) for real-
world V2X deployments. The 5G-DRIVE is also focusing
on increasing EU-China collaboration on 5G activities related
to V2X research activities. SG-DRIVE involves 17 European
partners from 11 countries. It carried out trials as three
locations i.e. Espoo (Finland), Surrey (United Kingdom) and
JRC Ispra (Italy)
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TABLE XII
CYBERATTACKS ON AUTONOMOUS VEHICLES

Attacks Description Sensors and Ac-  Controller Area  On-board Com-  V2X
tuators Network puter

Spoofing [153] A type of attack in which an attacker impersonates the v v v v
authorised device/program for different malicious activities

Denial of service  In DoS attack, illegitimate requests are sent to the network v v X v

[154] to void legitimate users in accessing the required sources

Jamming [155] It is a type of DoS attack where radio signals are used to v X X v
disrupt the communication between the legitimate nodes

Adversarial In this type of attack, deceptive inputs are supplied to the v X X v

[156] systems relying on artificial-intelligence technology to make
incorrect predictions

Injection [157] In this type of attack, a malicious input is supplied by the Ve v v v
attacker which gets executed by an interpreter as part of a
command to alter the execution of a program

Physical [155] In this type of attack, the attacker gains physical access to v~ v v v

cause damage to the asset

2) 5G for Connected and Automated Road Mobility in the
European UnioN (5G-CARMEN): 5G-CARMEN [163] is also
an European Union (EU) funded project under the Horizon
(H2020) framework. It focuses on building trial 5G networks
along Bologna-Munich corridor to support the European re-
search activities related connected and automated mobility.
5G-CARMEN builds a 600 km long trial site which spread
across three countries. 5SG-CARMEN project mainly focuses
on 5G NR, C-V2X (Cellular vehicle to everything), and secure
service orchestration. This trial platform supports V2I, direct
short range V2V and long-range V2N (Vehicle to Network)
communication modes. Moreover, SG-CARMEN focuses on
four main use cases i.e. cooperative manouvering, situation
awareness, video streaming and green driving.

3) Fifth Generation Cross-Border Control (5GCroCo):
5GCroCo [164] is also an European Union (EU) funded
project under the Horizon (H2020) framework. It focuses
on building trial 5G networks along France, Germany and
Luxembourg to support the European-level research activities
by integrating telecommunication and automotive industries.
5GCroCo builds two main 5G trial sites across Germany -
Luxembourg border and France - Germany border. In addition,
5GCroCo develops five small scale test sites at Montlhéry
(France), Motorway A9 (Germany), Munich (Germany), As-
taZero (Sweden) and Barcelona (Spain) 5GCroCo project
mainly focuses on emerging 5G technologies such as MEC,
5G NR V2X and secure service orchestration. It also focuses
on defining new business models related to 5G autonomous
vehicles. Finally, 5GCroCo focuses on three main use cases
i.e. tele-operated driving, High-Definition (HD) mapping and
anticipated cooperative collision avoidance.

4) 5G for cooperative and connected automated MOBIil-
ity on X-border corridors (5G-MOBIX): 5G-MOBIX [165]
is another European Union (EU) funded project under the
Horizon (H2020) framework. It focuses on building trial
5G networks to enable sustainable future for connected and
automated vehicle. 5G-MOBIX contains two cross-boarder
corridors at Greece — Turkey and Spain — Portugal boarders.
In addition, 5G-MOBIX develops several small scale test
sites at Espoo (Finland), Jinan (China), Versailles Satory
(France), Paris (France), Berlin (Germany), Stuttgart (Ger-
many), Yeonggwang (South Korea) and Eindhoven-Helmond
(Amsterdam). In addition, 5G-MOBIX builds the International

research cooperation between Europe, China and Korea in
5G autonomous vehicles related research activities. Finally,
5G-MOBIX focuses on several 5G autonomous vehicles use
cases such as cooperative overtake, highway lane merging,
truck platooning, valet parking, urban environment driving,
road user detection, vehicle remote control, see through, HD
map update, media and entertainment.

5) ICT Infrastructure for Connected and Automated Road
Transport (ICT4CART): ICT4CART [166] is an H2020
project got funded by EU. It focuses on blending the tech-
nological developments in telecommunication, automotive and
IT industries to realize the transition towards connected and
automated vehicles. It focuses on research areas such as hybrid
connectivity, flexible network slicing, data management and
privacy, network security and localisation. ICT4CART project
has a cross-boarder corridors at Italy — Austrian boarder and
three small scale trail sites at Graz (Austria), Ulm (Germany),
and Verona (Italy).

6) Terahertz sensors and networks for next generation
smart automotive electronic systems (car2TERA): Car2TERA
[167] project is an EU H2020 funded project which focuses on
in-cabin radar and high speed onboard data communications
for autonomous automobiles. On this regards, the Car2TERA
project focuses on adapting sub-terahertz (150-330 GHz) com-
munication to offer efficient and sufficient bandwidth for high
resolution demands of in-vehicle radar communications. In
addition, short-range, sub-THz frequency radar technology can
be useful to improve in-cabin as well as outdoor sensing.

7) Fifth Generation Communication Automotive Research
and innovation (5GCAR): 5GCAR [168] project is an EU
H2020 funded project which focuses on 5G C-V2X. It has
focuses on different aspects of 5G C-V2X such as radio ac-
cess network, spectrum matters, system architectural options,
network orchestration and management security and privacy
issues, Edge computing enhancements, multi-connectivity co-
operation and possible business models. SGCAR focuses on
three 5G autonomous vehicles use cases i.e. lane merge coor-
dination, cooperative perception for maneuvers of connected
vehicles and vulnerable road user protection.

8) Other Projects: Several other projects are listed below
which have 5G autonomous vehicles as a minor focus.

o Enhance driver behaviour and Public Acceptance of
Connected and Autonomous vehicLes (PAsCAL) Project
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[169] is focusing on studying the opinions and expecta-
tions of general public towards the autonomous vehicles
and connected driving technologies.

« Artificial Intelligence based cybersecurity for connected
and automated vehicles (CARAMEL) project [170] is
developing AI/ML based anti-hacking intrusion detection
and prevention systems for automotive industry including
autonomous vehicles. It considers the security impact
of several novel technological directions such as 5G,
autopilots, and smart charging.

o Next generation connectivity for enhanced, safe and
efficient transport and logistics (5G-Blueprint) project
[171] is focusing on 5G based tele-operated cross-border
transport and logistics.

o Unmanned Aerial Vehicle Vertical Applications’ Trials
Leveraging Advanced 5G Facilities (5G!Drones) project
[172] is focusing on trial several UAV use-cases covering
eMBB, URLLC, and mMTC 5G services.

B. Standards Developing Organizations (SDOs)

Standardization activities are the key to define technological
requirements of autonomous vehicles and also define possible
5G technologies to realize these requirements. This section
summarises the several key global level standardization activ-
ities related to the 5G autonomous vehicles.

1) European Commission (EC): EC supports the devel-
opment of autonomous vehicles to realize the Connected
and Automated Mobility (CAM) across the Europeﬂ This
initiative aims on developing a safer, user-friendly, greener and
more-efficient European-level transport and mobility systems.
EC supports the introduction and deployment of autonomous
vehicles in different levels such as

« European-level policy development

« European-level standard development

« Providing funding for research and innovation projects
o Developing EU-level legislation

EC also has special interest in unitizing 5G technologies
for autonomous vehicles and connected mobility. In 2017, EC
has initiated the task of building designate 5G cross-border
corridors with the support of 29 signatory countries. These
5G cross-border corridors can be used to test and demonstrate
the EU level automated driving projectsﬂ EU H2020 program
has funded three 5G cross-border corridor projects (i.e. 5G-
CARMEN [[163]], 5GCroCo [164] and 5G-MOBIX [165]) to
realize this vision.

In 2016, EC launched a new high level group for the
automotive industry called GEAR 203(f It consist of mem-
bers such as EU commissioners, representatives from member
states and stakeholders from automotive, telecommunications
and insurance sectors. This GEAR 2030 group is focusing on

3Shaping Europe’s digital future https:/digital-strategy.ec.europa.eu/en/
policies/connected-and-automated-mobility

45G cross-border corridors https://digital-strategy.ec.europa.eu/en/policies/
cross-border-corridors

>Commission launches GEAR 2030 to boost competitiveness and
growth in the automotive sector https://ec.europa.eu/growth/content/
commission-launches- gear-2030-boost-competitiveness-and- growth-
automotive-sector-0_en

TABLE XIII
IMPORTANT STANDARDIZATION EFFORTS BY EC RELATED TO 5G AND

B5G AUTONOMOUS VEHICLES

Standards document/ Speci- | Topics/Description Update/publi-
fication/Publication cation date
Certificate Policy for | Presents certificate | 2018-06
Deployment and Operation | policy defined by
of European Cooperative | European C-ITS Trust
Intelligent Transport Systems | model
(C-ITS) [173]
C-ITS Point of Contact | Describes the CPOC | 2019-01
(CPOC) Protocol [174] Protocol of the EU C-
ITS Security Creden-
tial Management Sys-
tem (EU CCMS).
Security Policy and Gover- | Presents the governance | 2017-12
nance Framework for De- | framework and security
ployment and Operation of | policies for the Euro-
European Cooperative Intelli- | pean C-ITS system
gent Transport Systems (C-
ITS) [T75]
COM (2016) 766: A Euro- | Presents EC’s strategy | 2016-11
pean strategy on Cooperative | on C-ITS towards con-
Intelligent Transport Systems, | nected and automated
a milestone towards coopera- | mobility
tive, connected and automated
mobility [176]

Note: We consider the latest update date of the document stated in the SDO
repositories. There may be more recent in-progress yet unpublished versions
due to ongoing SDO work group efforts.

developing coherent EU level policy, legal and public support
framework for autonomous vehicles.

In addition, EC supports the development of Cooperative
Intelligent Transport Systems (C-ITS) which can intelligently
and securely share the road users and traffic information
El These information are useful for autonomous vehicles to
take more informed decision and efficiently coordinate their
actions. Under EU funding programs, EU is offer funding for
research and innovation projects to utilize and also further
developing this C-ITS framework. Table presents the
important standardization efforts by EC.

2) European Automotive - Telecom Alliance (EATA): As a
result of EU commission’s high level round table discussion on
CAM and autonomous vehicles, EATA has formed to promote
the the development of EU level autonomous vehicles activi-
ties [202]]. The vision of EATA is to support the collaboration
between stakeholders in automotive and telecommunication
sectors to explore and accelerate the deployment of connected
and automated driving in across the Europe. EATA mainly
focuses on addressing regulatory and legislative obstacles on
deployment of connected and automated vehicles. It proac-
tively involve in initiating dialogue with national, EU-level as
well as global level policy makers to eliminate the potential
obstacles and define new technical and regulatory measures
support connected and automated driving. Moreover, it sup-
ports research and innovation projects focusing on automated
vehicles by mobilizing public funding for trail sites.

3) CAR 2 CAR Communication Consortium(C2C-CC) :
The CAR 2 CAR Communication Consortium (C2C-CC)
[203] is an global-level organization which consist of members

SIntelligent transport systems Cooperative, connected and automated mo-
bility (CCAM) https://ec.europa.eu/transport/themes/its/c-its_en


https://digital-strategy.ec.europa.eu/en/policies/connected-and-automated-mobility
https://digital-strategy.ec.europa.eu/en/policies/connected-and-automated-mobility
https://digital-strategy.ec.europa.eu/en/policies/cross-border-corridors
https://digital-strategy.ec.europa.eu/en/policies/cross-border-corridors
https://ec.europa.eu/growth/content/commission-launches-gear-2030-boost-competitiveness-and-growth-
https://ec.europa.eu/growth/content/commission-launches-gear-2030-boost-competitiveness-and-growth-
automotive-sector-0_en
https://ec.europa.eu/transport/themes/its/c-its_en
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TABLE XIV
RECENT IMPORTANT WHITE PAPERS BY 5GAA RELATED TO 5G AND B5G AUTONOMOUS VEHICLES
Publication Topics/Description Update/publi-
cation date

Safety Treatment in V2X Applications [177] Present the important safety aspect of 5G based C-V2X applications. 2021-07
Cooperation Models enabling deployment and use of 5G | Illustrates five different cooperation models that can be used to deploy 5G | 2021-03
infrastructures for CAM in Europe [178] infrastructures for CAM.
C-V2X Use Cases Volume II: Examples and Service | Present examples of 5G enabled C-V2X use cases and their Service Level | 2020-10
Level Requirements [[179] Requirements (SLR)
A Visionary Roadmap for Advanced Driving Use Cases, | Presents the advancement of 5G to achieve road safety, traffic efficiency, energy | 2020-09
Connectivity Technologies, and Radio Spectrum Needs | efficiency, and compatibility in CAM.
[180]

| SGAA Efficient Security Provisioning System [181] Present the design specifications of ’Efficient Security Provisioning System’ | 2020-05

(ESPS) for 5G V2X systems.
Making 5G Proactive and Predictive for the Automotive | Describes and specifies the concept of predictive QoS in the context of 5G | 2020-08
Industry [[182] CAM systems
C-V2X Use Cases: Methodology, Examples and Service | Present examples of 5G enabled C-V2X use cases and their Service Level | 2019-07
Level Requirements [[183] Requirements (SLR)
C-V2X Conclusions based on Evaluation of Available | Illustrates and analyses the architectural options two C-V2X communication use | 2019-02
Architectural Options [[184] cases, i.,e. Intersection Movement Assist (IMA) and Vulnerable User (VRU)
Discovery.

Benefits of using existing cellular networks for the de- | Presents the benefits of using telecommunication networks for C-ITS services. | 2019-01
livery of C-ITS [185]
Toward fully connected vehicles: Edge computing for | Provides an overview of edge Computing enabled autonomous vehicle use | 2017-12
advanced automotive communications [[186] cases.
The cost-benefit analysis on cellular vehicle-to- | Presents the cost-benefit analysis of relevant to the deployment of C-V2X and | 2017-12
everything (C-V2X) technology and its evolution to | 5G-V2X in Europe.
5G-V2X [187]
The Case for Cellular V2X for Safety and Cooperative | Elaborates necessity of C-V2X for connected autonomous driving. 2016-11
Driving 188

Note: We consider the latest update date of the document stated in the SDO repositories. There may be more recent in-progress yet unpublished versions due

to ongoing SDO work group efforts.

from road operators, automotive manufactures, IT service
providers, telecommunication operators and research organi-
zations. It was founded in 2002. The vision of C2C-CC is
to realize the goal of vision zero, i.e accident free traffic as
early as possible. To realize this vision, C2C-CC is supporting
the development of ultra-reliable, robust and matured safety
solutions. It also supports the innovations in 5G and wireless
technologies with special focus on spectrum efficiency, ad-
hoc short-range V2X communications. It contributes to the
EU and global level standardisation activities to harmonized
the development of V2X communication. Moreover, C2C-CC
contributes to development of the EC’s C-ITS framework.

4) 5G Automotive Association (5GAA): 5GAA [204] is
the one of the leading global level SDOs which is mainly
focus on the integration of 5G with automotive industry. It
has cross-industry members from different sectors such as
automotive, IT and telecommunication. The SGAA is working
on developing 5G as the ultimate platform to enable C-ITS and
V2X. 5GAA has established seven Working Groups (WGs),
ie.

e WG 1: Use Cases and Technical Requirements

¢ WG 2: System Architecture and Solution Development

o WG 3: Evaluation, Testbeds, and Pilots

o WG 4: Standards and Spectrum

o WG 5: Business Models and Go-To-Market Strategies

¢ WG 6: Regulatory and Public Affairs

e WG 7: Security and Privacy

These SGAA WGs develop relevant standards, architec-
tures, frameworks and business cases related to 5G based

autonomous vehicles and its applications. Table presents
the important standardization efforts by SGAA.

5) European Telecommunications Standards Institute
(ESTI): ETSI [205]] is one of the world largest telecom SDOs
which is focusing of standardization of mobile networks
and its services. ETSI initiates a Technical Committee (TC)
called Intelligent Transportation Systems (ITS) which has
a special focus on automated and connected Vehicleﬂ ITS
TC is working under three main themes i.e. Cooperative-
ITS (C-ITS), automotive radar and anti-collision radar.
Under these themes, they develop standards related overall
automotive communication architecture, system management,
communication protocols, security and access layer agnostic
protocols. Table presents the important standardization
efforts by ESTIL.

6) 3rd Generation Partnership Project (3GPP): 3GPP
[206] is another one of the largest telecom SDO which is
actually a consortium of seven other telecommunication SDOs.
3GPP is mainly responsible for developing standards for C-
V2X which replaces the Dedicated short-range communi-
cations (DSRC) developed in US and C-ITS originated in
Europeﬂ Initial C-V2X standard was included in the Release
14 E] which was published in 2017. This C-V2X standards are
developed to as an decisive step towards enabling autonomous
driving with the support of future telecom networks such as

7 Automotive Intelligent Transport Systems (ITS)
8V2X |https://www.3gpp.org/v2x
93GPP Release 14 https://www.3gpp.org/release- 14


https://www.3gpp.org/v2x
https://www.3gpp.org/release-14
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TABLE XV
RECENT IMPORTANT STANDARDIZATION EFFORTS BY ESTI RELATED TO 5G AND B5G AUTONOMOUS VEHICLES
Standards document/Specification/Publication Topics/Description Update/publi-cation
date
TR 103 099: Intelligent Transport Systems (ITS); Architecture of | Present the base architectural specifications of conformance | 2020-06
conformance validation framework [189)] validation framework to support the LTE-V2X access tech-
nology.
TR 103 193: Intelligent Transport Systems (ITS); Testing; Interoper- | Present the updated architecture of ITS interoperability vali- | 2020-06
ability test specifications for ITS V2X use cases; Architecture of ITS | dation framework
Interoperability Validation Framework [190]
TR 101 607: Intelligent Transport Systems (ITS); Cooperative ITS | Present the updated system requirements of Cooperative ITS | 2021-01
(C-ITS); Release 2 [[191] (C-ITS) system.
TS 103 141: Intelligent Transport Systems (ITS); Facilities layer; | Defines the specifications of facilities layer algorithms. 2021-06
Communication congestion control [192]
TR 102 638: Intelligent Transport Systems (ITS); Use cases; Descrip- | Describes the ITS use cases studied by ESTI ITS TC. 2021-05
tion [193]
TS 103 324: Intelligent Transport Systems (ITS); Cooperative Percep- | Defines the syntax and semantics of message and data for- | 2021-05
tion Services [194] mats of the Cooperative Perception Service (CPS) for ITS
applications.
TS 103 561: Intelligent Transport Systems (ITS); Vehicular Commu- | Specify the maneuver coordination service to support auto- | 2018-01
nications; Basic Set of Applications; Maneuver Coordination Service | matic driving functions.
[195]
TR 103 578: Intelligent Transport Systems (ITS); Vehicular Commu- | Analyzes the maneuver coordination service to support auto- | 2020-10
nications; Informative report for the Maneuver Coordination Service | matic driving functions.
[196]
TS 102 894: Intelligent Transport Systems (ITS); Users and applica- | Specify the facilities layer Protocol Data Unit and Service | 2019-10
tions requirements; [[197] Data Unit.
TS 103 724: Intelligent Transport Systems (ITS); Facilities layer | Specify an “Interference Management Zone” (IMZ) message | 2021-07
function; Interference Management Zone Message (IMZM); Release | and protocol.
2 [198]
TS 103 696: Intelligent Transport System (ITS); Communication | Specify the ITS architectural extensions to enable Multi- | 2021-06
Architecture for Multi-Channel Operation (MCO) [199] Channel Operation (MCO) operation.
TR 102 962: Intelligent Transport Systems (ITS); Framework for | Defines framework for public mobile networks in C-ITS 2021-02
Public Mobile Networks in Cooperative ITS (C-ITS); Release 2 [200]
TR 103 439: Intelligent Transport Systems (ITS); Multi Channel | Defines the requirements of multi channel operations to | 2021-07
Operation study [201] support ITS use cases.

Note: We consider the latest update date of the document stated in the SDO repositories. There may be more recent in-progress yet unpublished versions due

to ongoing SDO work group efforts.

5G and beyond. In 2020, NR-V2X as a part of Release lq]fl
comes as an improvement to support automated driving. It
supports complex interaction Use cases such as cooperative
automated driving.

7) International Telecommunication Union - Telecommu-
nication (ITU-T): ITU-T [207] is a global level telecom
SDO. In 2019, ITU-T has launched a Focus Group on Al
for autonomous and assisted driving (FG-AI4AD) to support
the standardization activities of Al-enabled autonomous and
assisted driving systems and services{ﬂ This FG is also
focusing on harmonize global-level activities to define a min-
imal performance threshold for Al-enabled autonomous and
assisted driving systems.

8) Alliance for Telecommunications Industry Solutions
(ATIS): ATIS [208] is a leading ICT SDO which is focusing
of various technologies such as 5G/6G, intelligent networks,
blockchain, IoT, smart Cities and security. ATIS has formed
a Connected Car-Cybersecurity Ad Hoc Group which studies
collaboration opportunities between telecoms and automotive
sectors in-terms of cybersecurity. Specially, ATIS group an-

103GPP Release 16 https://www.3gpp.org/release- 16
Focus Group on Al for autonomous and assisted driving (FG-AI4AD)
https://www.itu.int/en/ITU-T/focusgroups/ai4ad/Pages/default.aspx.

alyzes the different types of security threats in connected
automated vehicles, and discuss role of future mobile network
to prevent these attacks [209].

9) 5G Americas: 5G Americas [210] is an SDO based
in America which support the advancement 5G and beyond
network applications throughout the American countries. 5G
Americas identifies and promotes 5G V2X as an critical
technology to enable connected and autonomous vehicles. 5G
V2X can be used to enable critical information exchange
among the autonomous vehicles to improve navigation and
situation awareness to avoid road accidents. In 2018, 5G
Americas published a white papers on “Cellular V2X Com-
munications Towards 5G” [211] which provides insights on
the role of emerging 5G technologies to realize advance V2X
communication.

10) Next Generation Mobile Networks (NGMN) Alliance:
NGMN [212] is an telecom SDO which is also focusing
on 5G and beyond networks. In 2016, NGMN formed a
V2X task force to evaluate V2X technologies to speedup the
deployment of the C-V2X technology. This task force has fuel
the cooperation between telecom and automotive sectors to
develop new policies and business models. The task force also
studies spectrum management, security and privacy aspects of


https://www.3gpp.org/release-16
https://www.itu.int/en/ITU-T/focusgroups/ai4ad/Pages/default.aspx

future ITS. In 2018, NGMN published a white paper [213]]
which presents eight V2X use cases and their technological
requirements.

11) Other SDOs: Several other SDOs are listed below
which have 5G autonomous vehicles as a minor focus.

e The European Council for Automotive R&D (EU-
CAR) [214] is a consortium of vehicle manufacturers
which was founded in 1994. The EUCAR is focusing on
development of strategies and solutions for future chal-
lenges in car industry by defining common frameworks
and supporting research and innovation activities.

5G Alliance for Connected Industries and Automation
(5G-ACIA) [215] is an global-level SDO mainly focusing
on deployment of 5G for Industrial Internet and smart
factory applications. 5G-ACIA is also working on re-
search and trail use-cases of 5G-enabled cloud-controlled
Automated Guided Vehicles (AGVs) which can be used
in industrial environment

VII. LESSONS LEARNED AND FUTURE RESEARCH
DIRECTIONS

This section discusses the lessons learned and based on
these lessons it synthesizes the future research directions that
paves the way for the researchers to carry out their research
on this domain.

A. Technical Aspects

1) Lessons Learned: AV basically relies on V2X technol-
ogy and 5G communications to fulfill the requirements like
high transmission rate, low latency less than Sms, reliability,
and with good response time to communicate with other
vehicles and communication with infrastructure present on
the road. Telecommunication and automobile industry are
trying to build an innovative ecosystem by integrating 5G in
AV with the recent technologies. Recently, 5G Automotive
Association (5GAA) a global cross industry released a new
roadmap called automotive Cellular V2X technology which
received Innovation Award Honour in the ”Vehicle Intelligence
and Self-Driving Technology” category at the CES 2019.In
navigation and path planning, 5G is used in local perception
to control the short range vehicles with respect to safety,
traffic control and energy management parameters. Accurate
positioning of vehicles in AV is achieved in object detection
using 5G enabled networks. URLLC is designed to handle
V2V communication dynamically with ultra-low latency and
ultra-high reliability. Real-time decision are made faster in 5G
enabled AV. Integration of 5G with V2X helps to visualize the
objects and obstacles more quickly. Inorder to provide fast
processing and prior decision making, good connectivity is
required which is achieved by 5G in AV. emBB provides high
quality in bandwidth for vehicular communication. URLLC,
mMTC and eMBB in 5G works together to provide faster
connection speeds, higher device capacity and lower latency

125G Alliance for Connected Industries and Automation endorses testbeds
for evaluation of industrial 5G use cases https://5g-acia.org/press-releases/
Sg-alliance-for-connected- industries-and-automation-endorses- testbeds- for-
evaluation-of-industrial-5g-use-cases/
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in AV applications.Some of the benefits of using 5G in AV
are driving the vehicles at high speed with high bandwidth,
information delivery in minimal time limits due to low latency,
notification alerts ahead about any hazardous events and
provides self-decision using AV integrated with Al

2) Possible Future Directions: Some of the challenges in

using 5G in AV are basically 5G spectrum are too expensive
and can be purchased by spectrum auctions.The cost incurred
in extending the existing network to 5G is too high and
mapping network with reference to geo locations is a tedious
task. AV using 5G and beyond can be further extended to
perform the following activities

« Predictive maintenance:Drivers can proactively main-
tain the vehicle to avoid failure during driving. In-
vehicle sensors monitors the conditions of the compo-
nents present inside the vehicle like battery life, fuel
pump and starter motor. Data from cloud combined with
Al can predict potential maintenance issues before the
occurrence of failure.

« Advanced Infotainment Customers can be provided with
additional information by integrating AI with AR, VR and
sensors to have realistic experience.

o Traffic safety service: 5G communication devices
embedded inside the vehicles collects the information
from the environment and pedestrians are stored in the
cloud. Analytics on these data warns the drivers about
the hazardous roads and traffic congestion which in turn
recommends the solution for alternate path.

5G network is considered as a key technology to design a
driverless vehicles which is one of the most exciting domain
in near future. It has become an important technology in auto-
mobile industry integrated with the telecom industry to provide
a best experience to the customer. With the advancement
in the technologies like V2X and wireless communication,
new generation of driverless vehicles is going to drive the
automobile industry globally.

B. B5G technologies

1) Lessons Learned: Apart from large bandwidth require-
ments, several functionalities of AVs like object detection,
lane detection, collision avoidance, navigation, V2V/V2X/V2I]
communications require several features like reduced latency,
improved physical layer infrastructure, privacy & security for
seamless AD. The supporting technologies of BSG such as
MEC, network slicing, SDN/NFV, 5GNR, blockchain, FL,
and ZSM can help in providing these requirements to AVs.
However, several challenges such as generation of labels in
real time for training the ML algorithms, lack of justification of
the predictions/recommendations of ML algorithms, huge di-
mensionality of the data generated, etc. have to be addressed to
realize the full potential of BSG for AV. Also, the autonomous
vehicles may be connected to multiple networks on the road.
Due to mobility of vehicles, it is likely that an AV may move
out of coverage area of the access network and may have to
join another network. Availability of availability of MEC for
multiple access technologies is a significant challenge. Another
significant challenge is the management of huge data generated
from the AVs that are interconnected in real time [216].


https://5g-acia.org/press-releases/5g-alliance-for-connected-industries-and-automation-endorses-testbeds-for-
https://5g-acia.org/press-releases/5g-alliance-for-connected-industries-and-automation-endorses-testbeds-for-
evaluation-of-industrial-5g-use-cases/
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2) Possible Future Directions: Explainable Artificial Intel-
ligence (XAI) can be adopted in BSG to address for trustabil-
ity/justification/explainability of the decisions/predictions from
ML algorithms in applications such as object detection, lane
detection, collision avoidance, etc [217]-[219]]. For instance,
consider that the AV is taking a human to the destination.
Suddenly, the AI/ML model gives suggestion to the AV
to take another route, which is different than the intended
route. In these situations, the AV should be in a position to
explain/justify the actions it has taken to avoid a particular
route or choosing a particular route. XAl can help the humans
to understand the actions of AVs in these kinds of situations.
Unsupervised ML models can work on unlabelled data, that
can address the challenge of big data generated by AV in
5GB era [220]. Several dimensionality reduction techniques
can be used to extract the most important features from the
large volumes of data generated in real time [221]. Handover
problems associated with the AVs registered to one network
and requiring to join another network during the mobility
can be addressed by open radio access network (Open RAN)
platform [222]].

C. Security Concerns in AVs

1) Lessons Learned: From the security point of view,
as highlighted in Table it can observed that compared
to In-Vehicle communication, the vulnerabilities brought by
V2X technologies are more. V2X technologies will widen the
attack surfaces thereby increasing the level of threats for the
AVs. All the basic security goals i.e. confidentiality, integrity,
availability and authentication needs to be addressed while
incorporating V2X technologies with AVs. There is need of
effective countermeasures to mitigate the threats arising from
three main attack categories i.e. spoofing, denial of service,
injection and physical attacks.

2) Possible Future Directions: The potential future direc-
tions can be categorised based on basic security goals as
mentioned above especially with the main focus on V2X
technologies. A strong and robust authentication mechanisms
will be required for AVs to communicate with trusted entities
while moving from one place to the other. An authenti-
cation mechanism with high latency and computing power
requirement might provide attackers ample time to carry out
spoofing or man-in-the-middle attack. Similarly, most of the
protocols within AVs do not use encryption, how to secure
communication within vehicle and while interacting with other
entities outside the vehicles also seems interesting future
research direction. Also, there will be huge amount of data
generated by AVs, storing that data while preserving privacy
of users and making that data available to legitimate users is
yet another interesting research direction.

D. Projects

1) Lessons Learned: Today, many research projects and
SDO activities are focusing on the development of 5G and
B5G networks to support the deployment of autonomous
vehicles. These activities primarily focus on technical develop-
ments of 5G/b5G related technologies such as MEC, NS, 5G

NR, ZSM, and Al. Significantly, NS and MEC got particular
focus as these technologies can play a critical role in deploy-
ing autonomous vehicle-related applications and services. In
addition, there are a significant number of research projects
and standardization activities contributing to relevant 5G and
B5G technical aspects such as path planning, mobility, service
migration, security, and privacy. However, it might take a few
more years for these standardizations to be fully deployed by
different stakeholders such as mobile operators, governments,
regulators, manufacturers, and third-party service providers.
Thus, the continuous cooperation between different working
groups (i.e., academia and industry) and SDOs are highly
required in the coming years. Especially, funding frameworks
such as H2020 by European Commission (EC) fuel these
activities.

2) Possible Future Directions: In the future, there are two
primary questions to be addressed. First, how to address
the lack of AV-specific standardization in core 5G SDOs?
Currently, AV is considered just one use case of 5G/B5G
networks and still lacks a dedicated focus on AV within
the core 5G SDOs. To resolve this, more AV stakeholders
should contribute to 5G SDOs, and more AV-related sub-
groups would be formed within core 5G SDOs to develop
dedicated AV-related standards.

Second, how do we integrate and cooperate between dif-
ferent working groups and SDOs? The strong cooperation
between AV SDOs and core 5G SDOs would be further
encouraged. This will resolve some of the issues related to
the first issue. More joint research and SDOs activities should
be planned in the future.

E. Emerging and Future Research Directions related to AV

5G network is considered as a key technology to design a
driverless vehicles which is one of the most exciting domain in
near future. It has become important technology in automobile
industry integrated with the telecom industry to provide a
best experience to the customer. With the advancement in the
technologies like V2X and wireless communication, new gen-
eration of driverless vehicles is going to drive the automobile
industry globally.

1) Quantum Computing: Quantum computing is the next
future generation of automotive technology. Electric vehicles
are significant part of quantum revolution. Automobile manu-
factures have started taking advantage of quantum computers
to solve various automotive problems. Al in AV requires large
amount of data for analysing and providing optimal response
in dynamic situations. For detecting real time car locations and
designing the optimal path requires high computing power and
speed in Al. The former feature, high computing power can
achieved by quantum computers. German automobile company
Volkswagen collaborated with D-Wave systems to design and
develop traffic routing in Beijing based on quantum computing
systems. These systems can also solve optimization problems
like waiting time, deployment of fleets etc., Volkswagen has
also partnered with google to predict the state of traffic to
avoid accident and to simulate the behaviour of electrical com-
ponent and embed Al in driverless cars. As the AV are more



vulnerable to outside world, security breaches can be solved by
quantum security. AV requires tremendous computing powers
like optimized route planning and change the entire transport
systems into smart systems. The cars will become smarter by
communicating among themselves and outside world. More
developments are expected in the field of AV integrated with
quantum computers to achieve the benefits of computing and
processing power.

2) Cognitive Cloud: Cognitive Al and algorithms would
help us to simulate human-level performance specifically in
level 5 AV. Satisfying the level 5 AV is a tedious task
as it needs accurate decision making, object detection and
localization under uncertain conditions like fog, rain and
extreme darkness. Cognitive computing enhances the model
accuracy to achieve closeness to humanlike performance in
object detection and decision making. Integration of Cognitive
computing in AV leads to improved safety and accuracy.
Cognitive Internet of Vehicles allows the AV to focus on what,
how and where to compute dynamically closer to human brain.

VIII. CONCLUSION

In this study, several aspects of AVs such as its features,
levels of automation, architecture, key-enabling technologies
and requirements for autonomus vehicular communication
were discussed. Key requirements in terms of latency, security
level, privacy, bandwidth, mobility, scalability, availability and
reliability for potential AV applications (navigation and path
planning, object detection, URLLC, mMTC, eMBB) were also
identified. Several emerging technologies such as MEC, SDN
and others were studied in detail and impact of 5G/B2G
on these technologies was discussed. We also identified key
security concerns in AVs with respect to 5G/B2G technology
and highlighted recent standardization efforts by different or-
ganisation. Finally, several key research challenges and future
research directions were also identified and discussed.
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