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Abstract

We discuss computationally efficient techniques for confidential storage and transmission of medical image
data. Two types of partial encryption techniques based on AES are proposed. The first encrypts a subset of
bitplanes of plain image data whereas the second encrypts parts of the JPEG2000 bitstream. We find that
encrypting between 20% and 50% of the visual data is sufficient to provide high confidentiality.
© 2003 Elsevier Science Ltd. All rights reserved.
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1. Introduction

The organization of todays health systems often suffers from the fact that different doctors do not
have access to each others patient data. The enormous waste of resources for multiple examinations,
analyses, and medical check-ups is an immediate consequence. In particular, multiple acquisition
of almost identical medical image data and loss of former data of this type has to be avoided to
save resources and to provide a time-contiguous medical report for each patient. A solution to these
problems is to create a distributed database infrastructure where each doctor has electronic access to
all existing medical data related to a patient, in particular to all medical image data acquired over
the years. Additionally, many medical professionals are convinced that the future of health care will
be shaped by teleradiology and technologies such as telemedicine in general. These facts show very
clearly that there is urgent need to provide and protect the confidentiality of patient related medical
image data when stored in databases and transmitted over networks of any kind.

The storage and transmission of medical image data differs significantly from storage and trans-
mission of common visual data for multimedia applications. It is constrained by the fact that most
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(a) Angiol (b) Angio2

Fig. 1. Testimages (angiograms) used in experiments.

radiologists are not willing to base a diagnosis on an image that has been compressed in a lossy way.
This is partially due to legal reasons (depending on the corresponding country’s laws) and partially
due to the fear of misdiagnosis because of lost data in the compression procedure [1]. Therefore,
only lossless techniques are accepted, which limits the amount of compression considerably (to a
factor of about 3 in contrast to factors of 100 or more achievable in lossy schemes [2]). A possible
solution to this problem is to use selective compression where parts of the image that contain crucial
information (e.g. microcalcifications in mammograms) are compressed in a lossless way whereas
regions containing unimportant information are compressed in a lossy manner [3]. In any case, we
will restrict the discussion to lossless data formats.

In this work, we discuss techniques for efficient encryption of medical image data. In Section 2, we
review basic terms and techniques to provide confidentiality for storage and transmission applications.
Section 3 first introduces the term selective encryption and discusses application scenarios for a
reasonable use of this technique. Subsequently, two concrete techniques for selective encryption of
medical image data are proposed and analyzed. First, in Section 3.1 we introduce selective bitplane
encryption which can be applied in environments where no compression scheme is involved. Second,
selective JPEG2000 bitstream encryption is discussed in Section 3.2. Finally, we derive conclusions
and compare the proposed techniques.

In Fig. 1 we display the testimages used in our experiments. We have decided to use angiograms
since they represent an important class of medical image data (e.g. [4]).

In order to make the explanations and experiments of the proposed techniques simpler, we assume
512 x 512 pixels images to be given in 8 bit/pixel (bpp) precision. Extensions to images of different
acquisition types (e.g. [5]), higher bitdepth or non-squared format are straightforward.

2. Principles of confidential storage and transmission of visual data

Images and videos (often denoted as visual data) are data types which require enormous storage
capacity or transmission bandwidth due to the large amount of data involved. In order to provide
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reasonable execution performance for encrypting such large amounts of data, only symmetric encryp-
tion (as opposed to public key cryptography) can be used. As done in most current applications with
demand for confidentiality, public key techniques are used for key exchange or signature generation
only (such schemes are usually denoted as “hybrid”). The Advanced Encryption Standard (AES) [6]
is a recent symmetric block cipher which is going to replace the Data Encryption Standard (DES) in
all applications where confidentiality is really the aim. AES operates on 128-bit blocks of data and
uses 128, 196, or 256 bit keys. For more information including links to various source code see the
official NIST AES-page http://csrc.nist.gov/encryption/acs/. We use AES as the basic cryptographic
building block in all techniques described.

Symmetric block ciphers in general and AES in particular may be operated in different modes.
The simplest case, Electronic Codebook Mode (ECB), encrypts a block of plaintext data M; to the
corresponding block of ciphertext data C;. The main advantage of the independent encryption and
decryption of blocks is that no order among blocks needs to be maintained during processing (which
is good for database applications or parallel processing). On the other hand, the simple structure
makes this mode vulnerable to certain types of attacks (e.g. block replay or codebook attacks). To
overcome these limitations, Cipher Block Chaining (CBC) may be used. Here, a block of plaintext
is encrypted in dependence of the preceding block of ciphertext, i.e. C; is obtained by encrypting
P; ® C;_;. As a consequence, a block cannot be decrypted without having decrypted all preceding
ones and therefore its ciphertext depends on these blocks. For certain applications, the restriction to
a certain block-size may not be appropriate. Besides the use stream ciphers for such applications,
block ciphers may be operated in Cipher FeedBack (CFB) mode to satisfy the requirement for
encryption of arbitrary sized data. CFB uses a queue onto which the block cipher is applied as
required. Initially, the queue is filled with random data and the queue is encrypted. Subsequently,
encrypted data is retrieved from the left side of the queue and XORed with the plaintext data. The
resulting ciphertext bits are on the one hand stored or transmitted, on the other hand fed into the
queue from the right side. Then the queue is encrypted again and the system is ready for the next
plaintext bit(s). For more details on block cipher modes and their corresponding advantages and
disadvantages see [7].

There are two ways to provide confidentiality to a storage or transmission application. First, con-
fidentiality is based on mechanisms provided by the underlying computational infrastructure. The
advantage is complete transparency, i.e. the user or a specific application does not have to take care
about confidentiality. The obvious disadvantage is that confidentiality is provided for all applications,
no matter if required or not, and that it is not possible to exploit specific properties of certain ap-
plications. To give a concrete example, consider the distributed database infrastructure mentioned in
the introduction. If the connections among the components are based on TCP/IP internet connections
(which are not confidential by itself of course), confidentiality can be provided by creating a Virtual
Private Network (VPN) using IPSec (which extends the IP protocol by adding confidentiality and in-
tegrity features). In this case, the entire visual data is encrypted for each transmission which puts a se-
vere load on the encryption system. The second possibility is to provide confidentiality is on the appli-
cation layer. Here, only applications and services are secured which have a demand for confidentiality.
The disadvantage is that each application needs to take care for confidentiality by its own, the advan-
tage is that specific properties of certain applications may be exploited to create more efficient encryp-
tion schemes or that encryption is omitted if not required. Selective encryption of medical image data
takes advantage of the redundancy in visual data and is therefore classified into the second category.
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3. Selective encryption of medical image data

In the area of multimedia security, the terms “selective encryption” (SE) or “partial encryption”
denote techniques which trade off security for computational complexity. They are designed to pro-
tect multimedia content and fulfil the security requirements for a particular multimedia application.
For example, real-time encryption for an entire video stream using classical ciphers requires much
computation time due to the large amounts of data involved. If we assume a database of medical
images as described in the introduction, several 100 requests of this type need to be served con-
currently which obviously puts severe demands on the encryption process. Therefore, a reduction of
computational demand is desirable for this application. The same is true if components with low pro-
cessing power are involved in a teleradiology application, e.g. using mobile image capturing clients.
In selective encryption of visual data, application specific data structures are exploited to create
more efficient encryption systems (see e.g. encryption of MPEG video streams [8]). Consequently,
selective encryption only protects the visually most important parts of an image or video represen-
tation relying on a secure but slow “classical” cipher. The first attempts in this direction have been
made to secure DCT-based multimedia representations (see e.g. [8—17]), wavelet based [18-21,17]
and quadtree based representations [22,23] have been considered also. Recently, selective encryption
schemes based on selective bitplane encryption [24], resistant to bit errors [25], and compliant to
video formats [26] have been proposed for wireless environments.

Intuitively, SE seems to be a good idea in any case since it is always desirable to reduce the
computational demand involved in signal processing applications. However, the security of such
schemes is always lower as compared to full encryption. The only reason to accept this draw-
back are significant savings in terms of processing time or power. Therefore, the environment
in which SE should be applied needs to be investigated thoroughly in order to decide whether
its use is reasonable or not. In the following we discuss scenarios for the reasonable use of
SE of visual data in medical applications and therefore restrict the discussion to lossless data
formats. See [27] for a comprehensive discussion of application scenarios for lossless and lossy
environments.

We may distinguish between two types of SE depending on whether the image data are given as
plain image data (scenario data) or in form of a bitstream resulting from prior compression (scenario
bitstream). For example, in on-line applications the plain image data may be accessed directly after
being captured by a digitizer before being compressed. On the other hand, as soon as visual data has
been stored or transmitted once it has been compressed in some way which is true for most off-line
applications. Note that whenever compression is involved it has always to be performed prior to
encryption since the statistical properties of encrypted data prevent compression from being applied
successfully. Moreover, the reduced amount of data after compression decreases the computational
demand of the subsequent encryption stage.

In the following analysis, ¢ denotes the time required to perform an operation, £ is the encryption
function, SE the selective encryption function, C is compression, P is the preprocessing involved
in the selective encryption scheme (where P means the extraction of relevant features), and >
means significantly larger. Please note that the processing time ¢ is not equivalent to computational
complexity: for example, if compression is performed in hardware and encryption in software, the
time required for compression will be considerably lower as for encryption, contrasting to the relation
if both operations are performed in software.
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Scenario data: Encryption is applied directly to the raw image data 7. The following condition
must be fulfilled in order to justify the use of SE:

HEWU))>t(P)+ t(SE(])). (1)

Note that if #(C([)) + t(E(C(1))) < t(E(l)), the image data is compressed using a lossless codec
and the considerations of scenario bitstream (see below) apply. Usually, this is not the case since
t(C))>t(E()) is true for almost all high quality lossless codecs and symmetrical ciphers. Addi-
tionally, the data reduction of lossless schemes is much lower as compared to lossy ones making the
contribution of #(E(C(!))) significant as well. When applying encryption to the raw image data, P
denotes the identification of relevant features in the raw image data which may be done in various
ways (see next section for an example). However, it is crucial that #(P) is not too large to satisfy
Eq. (1). If #(P) can be made small, SE is a reasonable approach in this setting. A concrete sample
technique for this scenario is selective bitplane encryption as discussed in Section 3.1.

Scenario bitstream: Given the bitstream B resulting from prior compression, the following con-
dition must be fulfilled in order to justify the use of SE:

HE(B))>t(P)+ t(SE(B)). (2)

In this case, P is the identification of relevant features in the compressed bitstream. Depending on
the type of bitstream, #(P) may range from negligibly small to a considerably large amount of time.
If the bitstream is embedded or is composed of several quality layers, the identification of parts
subjected to SE is straightforward (#(P) = 0)—the first part of the embedded bitstream or the base
layer is encrypted only. A concrete sample technique for this scenario is selective encryption of a
JPEG 2000 bitstream as discussed in Section 3.2.

Note that if instead of the bitstream B the raw image data / is given initially in the scenario
bitstream, the image data / needs to be compressed first. In this case, the condition for a reasonable
use of SE changes to

((C(1)) +1(E(C(1))) > «(C(1)) + 1«(P) + H(SE(C(]))). (3)

This condition is very hard to satisfy, since #(C(/))>#E(C(I))) holds for most compression
schemes and symmetrical ciphers if both schemes are executed in software. Therefore, the difference
between #(E(C(1))) and t(SE(C(/))) often does not matter in practice and therefore the decrease
in terms of security often does not justify the marginal savings in processing time as achieved by
SE in a software based system of this type. If compression is done in hardware and encryption in
software, the situation is entirely different of course and SE makes sense.

3.1. Selective bitplane encryption

We assume a target environment, where due to the low processing power of the involved hardware
compression and decompression of visual data is not reasonable or possible (e.g. mobile clients).
Additionally, as bandwidth increases, and therefore it becomes relatively cheaper, the requirement
for compression becomes a less stringent condition, which is especially true for lossless applications.
The reason is that the data reduction of lossless compression schemes is much lower as compared
to lossy ones making the respective application less profitable. In applications where image data is
acquired the plain image data may be accessed directly after being captured by a digitizer without
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(a) Angiol, 8.63 dB

Fig. 2. Visual examples for selective encryption of two bitplanes, direct reconstruction.

being compressed. For example, we may assume the images to be captured by a hand-hold device
and subsequently transmitted. A concrete sample application for this scenario is teleradiology with
mobile image capturing clients and wireless image transmission to enable fast and exact on-site
diagnosis after an accident.

We consider the 8 bpp image data in the form of 8 bitplanes, which means that we slice the image
into 8 binary images (i.e. bitplanes), the values of each bitplane are composed of the bitvalues in the
corresponding position of the binary representation of the pixels. The SE approach is to AES encrypt
a subset of the bitplanes only, starting with the bitplane containing the most significant bit (MSB) of
the pixels. Each possible subset of bitplanes may be chosen for SE, however, the minimal percentage
of data to be encrypted is 12.5% (when encrypting the MSB bitplane only), increasing in steps of
12.5% for each additional bitplane encrypted. Note that it is of course important to encrypt the MSB
first and continue with the bitplanes corresponding to the next bits in the binary representation. The
computational effort for preprocessing (P, i.e. accessing the bits in the binary representation of the
image data) is negligible, therefore we may assume #(P) =0 making SE a profitable approach. The
encrypted bitplanes are transmitted together with the remaining bitplanes in plain text.

We use an AES implementation in ECB mode with blocksize 128 bit and a 128 bit key. Each
128 bit block is filled with a quater of a bitplane line (512/4 = 128 bits).

Fig. 2 shows as example both directly reconstructed angiograms after selectively encrypting 2
bitplanes (i.e. 25% of the original data have been encrypted). Whereas in the case of encrypting the
MSB only structural information is still visible, encrypting two bitplanes leaves no useful information
in the reconstruction, at least when directly reconstructing the image data.

Note the pattern reminiscent of a bar code at certain positions in the images. Fig. 3 shows the
original and encrypted MSB bitplane of Angiol where this pattern is exhibited even clearer. This
phenomenon due to the fact that AES encryption is used with identical key for all blocks in ECB
mode. Consequently, if there are identical plain text quater-lines directly situated above each other
which also adhere to the AES block-border (i.e. starting at pixel positions 0, 128, 256, or 384),
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(a) MSB bitplane (b) encrypted bitplane

Fig. 3. Plaintext and encrypted MSB bitplane of Angiol.

these data produce identical ciphertext blocks. Identical blocks of ciphertext are again arranged as
identical quater-lines thereby generating the barcode effect. This effect can be avoided by using AES
in CBC mode.

In the following, we want to assess the security of selective bitplane encryption by conducting
a simple ciphertext-only attack. As seen in Fig. 2, when directly reconstructing the selectively en-
crypted images the encrypted parts introduce noise-type distortions. Therefore, an attacker would
replace the encrypted parts by artificial data mimicking typical images (“replacement attack”, see
also [24]). In particular, an encrypted bitplane is replaced by a constant 0 bitplane and the result-
ing decrease in average luminance is compensated by adding 64 to each pixel if only the MSB
bitplane was encrypted, 96 if the MSB and next bitplane have been encrypted, and so on. Sub-
sequently, reconstruction is performed as usual, treating the encrypted and replaced parts as being
non-encrypted.

Fig. 4 shows three visual examples of image reconstructions as obtained by the replacement attack
(2—4 bitplanes are encrypted). Whereas a direct reconstruction of an image with 2 bitplanes encrypted
suggests this setting to be “safe” (with 8.63 dB quality, see Fig. 2a), the replacement attack reveals
that structural information and text is still present in the reconstructed image (with 12.42 dB quality,
see Fig. 4a). However, the visual information is severely alienated. Obviously, not only the visual
appearance but also the numerical PSNR values have been significantly improved by the replacement
attack. In any case, even if a replacement attack is mounted, encrypting 4 bitplanes (i.e. 50% of the
original data) leads to perfectly satisfying confidentiality (Fig. 4c¢).

3.2. Selective encryption of the JPEG2000 bitstream
Wavelet-based image processing methods in general have gained much attention in the biomedical

imaging community. Applications range from pure biomedical image processing techniques such
as noise reduction, image enhancement, and detection of microcalcifications in mammograms to
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(a) 2 bitplanes, 12.42 dB (b) 3 bitplanes, 12.13 dB (c) 4 bitplanes, 12.02 dB

Fig. 4. Replacement attack against selective bitplane encryption of Angiol.
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Fig. 5. JPEG2000 coding pipeline.

computed tomography (CT), magnetic resonance imaging (MRI), and functional image analysis
(positron emission tomography (PET) and functional MRI) [28,29].

Image compression methods that use wavelet transforms [30] (which are based on multiresolution
analysis—MRA) have been successful in providing high compression ratios while maintaining good
image quality. Therefore, they have replaced DCT based techniques in recent standards for still
image coding: JPEG2000 [31] and VTC (visual texture coding in MPEG-4 [32]). As JPEG2000 also
offers a lossless mode fully compatible with the lossy one, JPEG2000 will replace lossless JPEG
and other lossless compression standards in medical applications in the near future.

The JPEG2000 image coding standard is based on a scheme originally proposed by Taubman and
known as EBCOT (“Embedded Block Coding with Optimized Truncation” [33]). The major dif-
ference between previously proposed wavelet-based image compression algorithms such as EZW or
SPIHT (see [30]) is that, after performing a global wavelet transform, EBCOT as well as JPEG2000
operate on independent, non-overlapping blocks of transform coefficients which are coded in several
bit layers to create an embedded, scalable bitstream. Instead of zerotrees, the JPEG2000 scheme
depends on a per-block quad-tree structure since the strictly independent block coding strategy pre-
cludes structures across subbands or even code-blocks. These independent code-blocks are passed
down the “coding pipeline” shown in Fig. 5 and generate separate bitstreams. The wavelet coefficients
inside a code-block are processed from the most significant bitplane towards the least significant.
Furthermore, in each bitplane the bits are scanned in a maximum of three passes called coding
passes. Finally, during each coding pass, the scanned bits with their context value are sent to a
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context-based adaptive arithmetic encoder that generates the code-block’s bitstream. This procedure
is called Tier-1 encoding.

The rate-distortion optimal merging of these bitstreams into the final one is based on a sophisticated
optimization strategy and is called Tier-2 encoding. This last procedure carries out the creation of
the so-called layers which roughly stand for successive qualities at which a compressed image can
be optimally reconstructed. These layers are built in a rate-allocation process that collects, in each
code block, a certain number of coding-passes codewords. Hence, in a code-block, the bitstream is
distributed into a certain number of layers. The final JPEG2000 bitstream is organized as follows. The
main header is followed by packets of data which are all preceded by a packet header. In each packet
appear the codewords of the code-blocks that belong to the same image resolution and layer, the
header identifies the data. Depending on the arrangement of the packets, different progression orders
may be specified. Among others, resolution and layer progressive are most important for grayscale
images. In layer progression order, the packets corresponding to the first layer are arranged first and
cover data contained in all resolutions, followed by packets corresponding to the second layer and
so on. Vice versa, in resolution progression order the packets corresponding to the first resolution
level are arranged first (these contain data of all layers).

For selectively encrypting the JPEG2000 bitstream we have two general options. First, we do
not care about the structure of the bitstream and simply encrypt a part, e.g. the first 10% of the
bitstream. In this case, the main header and a couple of packets including packet header and packet
data are encrypted. Since basic information necessary for reconstruction usually located in the main
header is not available at the decoder, encrypted data of this type cannot be reconstructed using a
JPEG2000 decoder. Although this seems to be desirable at first sight, an attacker could reconstruct
the missing header data using the unencrypted parts, and, additionally, no control over the quality of
the remaining unencrypted data is possible. Therefore, the second option is to design a JPEG2000
bitstream format compliant encryption scheme which does not encrypt main and packet header but
only packet data. This is what we propose in the following.

In order to achieve format compliance, we need to access and encrypt data of single packets. Since
the aim is to operate directly on the bitstream without any decoding we need to discriminate packet
data from packet headers in the bitstream. This can be achieved by using two special JPEG2000
optional markers which were originally defined to achieve transcoding capability, i.e. manipulation
of the bitstream to a certain extent without the need to decode data. Additionally, these markers of
course increase error resilience of the bitstream. These markers are “start of packet marker” (SOP -
0xFF91) and “end of packet marker” (EPH - 0xFF92). The packet header is located between SOP and
EPH, packet data finally may be found between EPH and the subsequent SOP. For example, using
the official JAVA JPEG2000 reference implementation (JJ2000—available at http://jj2000.epfl.ch)
the usage of these markers may be easily invoked by the options -Peph on -Psop on.

Having identified the bitstream segments which should be subjected to encryption we note that
packet data is of variable size and does not at all adhere to multiples of a block ciphers block-size.
Consequently, ECB and CBC encryption modes cannot be applied and we have to employ AES
in CFB mode for encryption. Information about the exact specification of the cryptographic tech-
niques used (e.g. key exchange) may be inserted into the JPEG2000 bitstream taking advantage
of so-called termination markers. Parts of the bitstream bounded by termination markers are auto-
matically ignored during bitstream processing and do not interfere with the decoding process. Note
that a JPEG2000 bitstream which is selectively encrypted in the described way is fully compli-
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Fig. 6. Effect of encrypting two consecutive layers at different positions in the bitstream.

ant to the standard and can therefore be decoded by any codec which adheres to the JPEG2000
specification.

In the first experiment we encrypt all packets corresponding to two consecutive layers (i.e. these
packets contain all resolutions for these two layers) in the bitstream, reconstruct the resulting bit-
stream and measure the PSNR quality of the resulting images. Note, that the higher the PSNR values,
the better is the images’ quality. Consequently, in order to make selective encryption efficient, we
look for low PSNR quality (since encrypted images should be of low quality of course). In Fig. 6 we
clearly note that image quality is low (i.e. that encryption has the desired effect) if two of the first
layers are encrypted, whereas PSNR increases steadily if layers of higher order are encrypted. This
exactly corresponds to the desired properties of an embedded progressive bitstream where important
information is arranged and transmitted first. As a consequence, when using a selective encryption
approach, we always have to encrypt the first packets in the JPEG2000 bitstream first.

In the following, we want to investigate whether resolution progressive order or layer progressive
order is more appropriate for selective JPEG2000 bitstream encryption. We arrange the packet data in
either of the two progression orders, encrypt an increasing number of packet data bytes, reconstruct
the images and measure the corresponding quality.

Interestingly, we obtain different results for the two angiograms in Fig. 7. Whereas layer progres-
sion is more suited for selectively encrypting Angiol, resolution progression is superior for Angio2.
In order to relate the numerical values to visual appearance, two reconstructed versions of Angiol,
corresponding to the two progression orders, are displayed in Fig. 8. In both cases, 1% of the entire
packet data has been encrypted.

Here, the visual appearance corresponds well to the numerical PSNR values. Whereas no details
are visible using layer progression (Fig. 8a at 7.28 dB), textual information and even high frequency
visual information is visible using resolution progression (Fig. 8b at 9.1 dB). In contrast, as can be
seen in Fig. 9, the reconstruction with higher PSNR values (Fig. 9a at 8.79 dB, layer progression)
does not reveal any useful information whereas some text may be identified at the lower right corner
even at 7.45 dB in Fig. 9b using resolution progression.

Please note also the difference in coarseness of the noise pattern resulting from encryption between
resolution and layer progression. Since in resolution progression data corresponding to the higher
levels of the wavelet transform is encrypted, the noise introduced by the cipher is propagated by the
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Fig. 7. Comparison of selective encryption (PSNR of reconstructed images) using resolution or layer progressive encoding.
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Fig. 8. Comparison of selective encryption (visual quality of reconstructed Angiol where 1% of the bitstream data have
been encrypted) using resolution or layer progressive encoding.

repeated inverse transform and thereby magnified resulting in a much coarser pattern as compared to
layer progression. When summarizing numerical and visual results, it seems that encrypting 1-2% of
the packet data in layer progressive mode is sufficient to provide confidentiality for the JPEG2000
bitstream. This is a very surprising result of course.

Similar to the last section, we want to assess the security of the scheme in the following. How-
ever, the replacement attack cannot be mounted in the same way since replacing the encrypted parts
by some constant bits does not have the desired effect, since these values are arithmetically decoded
and the corresponding model depends on earlier results and corrupts the subsequently required states.
Therefore, the reconstruction result is a noise-like pattern similar as obtained by directly reconstruct-
ing the encrypted bitstream. Again, we exploit a built-in error resilience functionality in JJ2000 to
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(a) layer progressive, 8.79 dB (b) resolution progressive, 7.45 dB

Fig. 9. Comparison of selective encryption (visual quality of reconstructed Angio2 where 1% of the bitstream data have
been encrypted) using resolution or layer progressive encoding.
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Fig. 10. PSNR of reconstructed images after replacement attack using resolution or layer progressive encoding.

simulate a bitstream-based replacement attack. An error resilience segmentation symbol in the code-
words at the end of each bit-plane can be inserted. Decoders can use this information to detect and
conceal errors. This method in invoked in JJ2000 encoding using the option -Cseg_symbol on.

If an error is detected during decoding (which is of course the case if data is encrypted) it means
that the bit stream contains some erroneous bit that have led to the decoding of incorrect data. This
data affects the whole last decoded bit-plane. Subsequently, the affected data is concealed and no
more passes should be decoded for this code-block’s bit stream. The concealment resets the state of
the decoded data to what it was before the decoding of the affected bit-plane started. Therefore, the
encrypted packets are simply ignored during decoding.

Using this technique, we again compare selective JPEG2000 encryption using resolution and layer
progressive mode by reconstructing images with a different amount of encrypted packets. Decoding
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(a) 1% encrypted, 10.51 dB (b) 20% encrypted, 9.90 dB

Fig. 11. Visual quality of reconstructed Angio2 after replacement attack using resolution encoding.

is done using error concealment. In Fig. 10 we immediately recognize that the PSNR values are
significantly higher as compared to directly reconstructed images (see Fig. 7). Additionally, it turns
out that this time for both images layer progression is superior (i.e. lower quality) to resolution
progression in terms of PSNR.

Again, the numerical values have to be related to visual inspection. Fig. 11a shows a reconstruc-
tion of the selectively compressed Angio2 image, where the first 1% of the packets in resolution
progressive mode have been encrypted and the reconstruction is done using the error concealment
technique. In this case, this leads to a PSNR value of 10.51 dB, whereas the directly reconstructed
image has a value of 7.45 dB (see Fig. 9b). The text in the right corner is clearly readable and even
the structure of the blood vessels is exhibited.

When increasing the percentage of encrypted packet data steadily, we finally result in 20% of the
packet data encrypted where neither useful visual nor textual information remains in the image (see
Fig. 11b). This result is confirmed also with other images and can be used as a rule of thumb for
a secure use of selective encryption of the JPEG2000 bitstream.

4. Conclusion

Computationally efficient techniques for confidential storage and transmission of medical image
data have been discussed. We propose two types of partial encryption techniques based on AES:
The first encrypts a subset of bitplanes of plain image data whereas the second encrypts parts
of the JPEG2000 bitstream. For both techniques, the percentage of data subjected to encryption
while maintaining high confidentiality is significantly reduced as compared to full encryption. How-
ever, in selective bitplane encryption up to 50% need to be encrypted whereas in the case of
JPEG2000 bitstream encryption the encryption of 20% data already delivers a satisfying result.
The difference in terms of percentage becomes even bigger in terms of absolute values since bit-
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plane data is not compressed at all. This large difference is due to the fact that important visual
features are concentrated at the begin of the embedded JPEG2000 bitstream and may therefore
be protected effectively whereas the visual features are spread across bitplanes to a much larger
extent.

Summary

We discuss computationally efficient techniques for confidential storage and transmission of med-
ical image data. In contrast to providing confidentiality at the infrastructure level (e.g. when using
IPSec), we target confidentiality at the application level in order to exploit application specific
properties to create more efficient schemes. After discussing reasonable application scenarios for
selective or partial encryption, two types of techniques of this type based on AES are proposed.
The first encrypts a subset of bitplanes of plain image data whereas the second encrypts parts of
the JPEG2000 bitstream. We discuss simple ciphertext-only attacks against both encryption schemes
which reveal that encrypting only a fraction of the original data is sufficient to provide high con-
fidentiality. When using selective bitplane encryption up to 50% need to be encrypted whereas in
the case of JPEG2000 bitstream encryption the protection of 20% data already delivers a satisfying
result.
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