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Abstract—Vehicular ad hoc network (VANET) is an emerging has to be integrity-checked and authenticated before it can
type of networks which facilitates vehicles on roads to comm+  pe relied on. Otherwise, an attacker can replace the safety
nicate for driving safety. The basic idea is to allow arbitrary message from a vehicle or even impersonate a vehicle to

vehicles to broadcast ad hoc messages (e.g. traffic accidgnto ¢ it a fak fet F | ttack
other vehicles. However, this raises the concern of secuyitand ransmit a faxke salety message. For example, an attacker may

privacy. Messages should be signed and verified before theyea iMpersonate an ambulance to request other vehicles to give
trusted while the real identity of vehicles should not be reealed, way to it or request nearby RSUs to change traffic lights to
but traceable by authorized party. Existing solutions eitrer rely  green. Besides, privacy is another important issue in tecen
heavily on a tamper-proof hardware device, or cannot satisf years. A driver may not want others to know its driving routes
the privacy requirement and do not have an effective message . -

verification scheme. In this paper, we provide a software-bsed by tracm_g messages sen_t by its OBU. .Thus. an anonymous
solution which makes use of only two shared secrets to sasf Communications protocol is needed. While being anonymous,
the privacy requirement (with security analysis) and giveslower a vehicle’s real identity should be able to be revealed by a
message overhead and at least 45% higher successful rate tha trusted party when necessary. For example, the driver who
previous solutions in the message verification phase usindie  gent ot fake messages causing an accident should not be able

bloom filter and the binary search techniques (through simuétion ¢ b . identity. Th Il thi
study). We also provide the first group communication protool 0 escape Dy using an anonymous iaentity. us we ca IS

to allow vehicles to authenticate and securely communicateith ~ Kind of privacy conditional privacy.

others in a group of known vehicles. In terms of integrity-checking and authentication, digita
Index Terms—Secure vehicular sensor network, authentication, signature in conventional public key infrastructure (PK3)
batch verification, bloom filter, group communications is a well accepted choice. However, requiring a vehicle to

verify the signatures of other vehicles by itself as in works
like [4] induces two problems as mentioned in [5]. First, the
A vehicular ad hoc network (VANET) is also known as aomputation power of an OBU is not strong enough to handle
vehicular sensor network by which driving safety is enhancall verifications in a short time, especially in places where
through inter-vehicle communications or communicatioith w the traffic density is high. Second, to verify a message from
roadside infrastructure. It is an important element of then unknown vehicle involves the transmission of a public key
Intelligent Transportation Systems (ITSs) [1]. In a typicecertificate which causes heavy message overhead. Therefore
VANET, each vehicle is assumed to have an on-board utiite general approach is to let the nearby RSU to help a vehicle
(OBU) and there are road-side units (RSU) installed along verify the message of another. The volume of signatures to
the roads. A trusted authority (TA) and maybe some othbe verified can be very huge (every vehicle is expected to
application servers are installed in the backend. The OBids aroadcast a safety message every few hundred ms [6]). An
RSUs communicate using the Dedicated Short Range Coefficient method for verifying a batch of signatures within a
munications (DSRC) protocol [2] over the wireless channsghort period of time is desirable.
while the RSUs, TA, and the application servers communicateRelated problems have been addressed in some recent works
using a secure fixed network (e.g. the Internet). The ba$&], [7]-[15]. In [7], the IBV protocol was proposed for
application of a VANET is to allow arbitrary vehicles tovehicle-to-RSU communications. The RSU can verify a large
broadcast safety messages (e.g. road condition, trafidexdc number of signatures as a batch using just thpedring
information) to other nearby vehicles and RSU such thaperations (see the Preliminaries Section for what a gairin
other vehicles may adjust their travelling routes and RSkperation is). However, their work has some limitationssfi
may inform the traffic control center to adjust traffic lightgheir protocol relies heavily on a tamper-proof hardware de
for avoiding possible traffic congestion. This paper fosuse vice, installed in each vehicle, which preloads the systdde
inter-vehicle communications. secret key. Once one of these devices is cracked, the whole
Like other communication networks, security issues hawystem will be compromised. Second, a vehicle’s real itenti
to be well-addressed. For example, the message from an O8uh be traced by anyone, thus the protocol does not satisfy

I. INTRODUCTION



the privacy requirement. Third, their protocol has a flawhsuc In this paper, we propose twe8ure and Rvacy Enhancing

that a vehicle can use a fake identity to avoid being tracémmunications &emes for vehicular sensor networks
(anti-traceability attack) or even impersonate anothdnole (SPECS). Our schemes can handle "ad hoc messages” (those
(impersonation attack). Forth, in their batch verification sent out by arbitrary vehicles) as well as allow vehicleg tha
scheme, if any of the signatures is erroneous, the wholdnbaknow one another in advance to form a group and send
will be dropped. This is inefficient because most signaturégroup messages” securely among themselves. In summary,
in the batch may actually be valid, thus may imply a natur schemes have the following novel features over earlier
satisfactory successful rate. Finally, the IBV protocolnist schemes:

designed for vehicle-to-vehicle communications. 1) Our schemes are software based and do not rely on any
In a more recent work [5], the RAISE protocol was pro- special hardware. Our schemes are also based on bilinear

posed for vehicle-to-vehicle communications. The prokégo pairing as in [7]. The pairing operation is known to

software-based. It allows a vehicle to verify the signatofe be computationally expensive. We reduce the number

another with the aid of a nearby RSU. However, no batch  of such operations in the verification phase from three
verification can be done and the RSU has to verify signatures  to two to enhance the efficiency (a save of 33.3% of
one after another. On the other hand, to notify other vesicle  processing delay).
whether a message from a certain vehicle is valid, a haskevalu2) By establishing shared secrets with RSU and TA on the
of 128 bytes needs to be broadcasted. There can be tens up handshaking phase, a vehicle is allowed to use a different
to thousands of signatures within a short period of timesthu pseudo identity for each session (or message) to protect
the notification messages induce a heavy message overhead. its privacy while the real identity is traceable only by TA.
Although the basic idea in an VANET is to allow unknown We also show that impersonation attack is not feasible

vehicles to broadcast safety message to one another, likee ot in our schemes.
ad hoc network applications, there are scenarios (e.gacar r 3) We make use of the techniques of binary search in
ing, police patrolling, and tour travelling) which shoultiosv RSU message verification phase and bloom filter to

a group of known vehicles to communicate securely among replace hash values in notification messages to reduce
themselves. [8] considers such a secure group commumeatio the message overhead substantially and enhance the
scenario but they only focus on how the group key can be effectiveness of the verification phase. Bloom filter is
updated. How vehicles can form a group and how the initial  a well-known technique. We show an interesting appli-
group key can be established are not considered at all. cation of it by using two bloom filters with opposite
Other recent efforts for making authentication in VANETS meaning to substantially reduce the false positive rate
more efficient include [9] and [10]. In [9], the authors pro- by up to 89.6%.
pose to use the physical property of a transmitting signal4) Any vehicle can form a group with other vehicles after
to discriminate one transmitter from others because phlsic an initial handshaking phase with a nearby RSU and
measurement is more efficient than software computation. then can authenticate and communicate with one another
[10], on the other hand, aims at enhancing the efficiency pf an securely without the intervention of RSU even after
certificate-based authentication scheme. The authorsopeop moving into the region of another RSU.

a HMAC-based solution to replace the time-consuming andwe provide a security analysis on our schemes and an
traditional certificate revocation list Checking process. an|ysi5 on the effectiveness of using bloom filter to rep|ace
Regarding conditional privacy preserving, some recenhsh values in the notification messages. Through the asalys
works [11]-[13] propose to achieve the goal by using grouhd extensive simulation, we show that our schemes can
signature schemes. That is, each vehicle in the system is ggtuce the message overhead and increase the successful rat
signed a group private key. When a vehicle wants to broadcggtat least 45% while the additional overhead is insignifican
a message, it signs the message using its group private k@yen compared to the existing solutions.
Verifiers such as RSUs can then verify its signature using aThe remainder of this paper is organized as follows: the
common group public key. In this way, a signature can hgstem model and the problem statement are described in
properly verified but at the same time, the real identity @& thsection Il. Some preliminaries about bilinear maps andloo
signer can be hidden. Only if necessary, a trusted party san fliter are given in Section Ill. Our schemes are presented
a private key to reveal the real identity of the signer. THougn Section IV. The analysis and evaluation of our schemes
conditional privacy preserving can be achieved, we argae thre given in Sections V, VI and VII. Finally, Section VIl
such group signature schemes are complicated and inefficigidncludes the paper.

In terms of secure VANET applications, [14] and [15] are
two representatives. [14] proposes a secure navigatieenseh
for locating parking lots in a car park while [15] propose§ystem model and assumptiongRecall that a vehicular network
a secure and privacy preserving road toll calculation sehe®onsists of on-board units (OBUs) installed on vehicleadro

under the principle of multi-party computation. side units (RSUs) along the roads, and a trusted authority
(TA). We focus on the inter-vehicle communications over the

1please refer to the Appendix for details of the attacks. wireless channel. We assume the followings:

Il. PROBLEM STATEMENT



1)

2)
3)

4)

5)

The TA is always online and trusted. RSUs and TA 3) Computable: There exists an efficient algorithm to com-
communicate through a secure fixed network. To avoid  puteé(P, Q) for any P,Q € G.

being a single point of failure or a bottleneck, redundant The pilinear mapé can be constructed on elliptic curves.
TAs which have identical functionalities and databasesych operation for computing( P, Q) is a pairing operation

are installed. Pairing operation is the most expensive operation in thisl ki
The RSUs have higher computation power than OBUg¢ cryptographic schemes. The fewer the number of pairing
The RSU to Vehicle Communication (RVC) range is ajperations, the more efficient the scheme is. The graips
least twice of the Inter-Vehicle Communication (IVC)andGy are called bilinear groups. The security of our schemes
range to ensure that if an RSU receives a message, ralles on the fact that the discrete logarithm problem (Do)
vehicles receiving the same message are in the feasigignear groups is computationally hard, i.e., given thénpo
range to receive the notification from the RSU. Q = aP, there exists no efficient algorithm to obtainby
There exists a conventional public key infrastructurgiven P and . The implication is that we can transfé}
(PKI) for initial handshaking. The public key of thejn an open wireless channel without worrying thausually

TA PKra is known byeveryone The public key of gome secret) can be known by the attackers.
vehicle V; PKy, is known by the TA. Also any RSU

R broadcasts its public key? Kr with hello messages B. Bloom Filter

periodically to vehicles that are travelling at the RVC A bloom filter is a method for representing a st —
range Pf it. ThUsP KR is known by all vehicles .nearby. ai,as, ..., a, Of n elements to support membership queries.
There is no need for.vehlcles to know the public keys (,;Ifhe idea is to allocate a vectorwith m bits, initially all set
other vehicles to avoid message overhead for exchangpago and then choosk independent hash functions;, hs
certificates. The private keys of TA; andR areSKr4, hk each with range 1, ..;m. For each element e A,

SKy, and SKp, respectively and are kept secret by thq pits at the positions: (a), h2(a), ..., hi(a) in v are set
corresponding party. o to 1 (A particular bit might be set to 1 multiple times). To
The rea} identity of any vehicle is only known by theanswer if a valueb is in A, we check the bits at positions
TA and itself but not by others. h1(b), ha(b), ..., hi (D). If any of them is 0O, the is definitely

Security requirements: We aim at designing schemes to satisf{?ot in the setA. Otherwise we conjecture thatis in the
the following security requirements: set although there is a certain probability that we are wrong

1)

2)

3)

Message integrity and authentication: A vehicle shouf&a“ed a false positive). After inserting keys into the vector

be able to verify that a message is indeed sent and sigﬁ%' m bits with & hash functions, the probability that a

i it is sfi i 1 \kn —n i
by another vehicle without being modified by anyone.part'cuI‘?lr bit is still 0 is(1 — 7) e assummg_that_
Identity privacy preserving: The real identity of a velbic on any input value, the hash functions pick each positioh wit

should be kept anonymous from other vehicles andeagual probability. Hence the probability of a false positig

1 \kn\k —kn g (1 _ o=tk
third-party should not be able to reveal a vehicle’s recfiil — (L= )™ ~ (L—emm)". Let Jl(nk) = (1 - ¢ )
g - - -+ and letg(k) = Inf(k) = kin(1 — e~"). By finding %2
identity by analysing multiple messages sent by it. NG " Sk
Traceability and revocability: Although a vehicle’s rea@nd makingz; = 0, it can be shown that to minimize the
identity should be hidden from other vehicles, if necegtrobability of having false positives; should be set tg==.
sary, the TA should have the ability to obtain a vehicle’s
real identity and to revoke it from future usage. IV. OUR SOLUTIONS - SPECS

This section presents our proposed SPECS schemes. There

Il. PRELIMINARIES are some initial parameters to be generated by TA using the

Our schemes arpairing-basedand defined on two cyclic following steps. This needs to be done once for the whole
groups with abilinear mapping[16]. We briefly introduce system unless the master key, or the real identity of a wehicl
what a bilinear map is and will discuss the basics on blooate believed to be compromised, or TA wants to update the
filter which we apply in the RSU notification phase. parameters and the master key periodically to enhance the

A. Bilinear Maps

security level of the system.
1) TA choosesG and Gr that satisfy the bilinear map

Let G be a cyclic additive group andst be a cyclic properties.
multiplicative group. Both group& and G have the same  2) TA randomly pickss € Z, as its master key and
prime orderq. The mappingé : G x G — Gr is called a computesP,,, = sP as its public key. The public
bilinear mapif it satisfies the following properties: parameter§G, Gr, ¢, P, P,.;} are publicly accessible
1) Bilinear:VP,Q,R € G andVa,b € Z, é(Q,P+ R) = by all RSUs and vehicles.
é(P+ R,Q) = é(P,Q) - é(R,Q). Also é(aP,bP) = 3) TA assigns each vehicle a real identi®ID € G
é(P,bP)* = ¢(aP, P)® = é(P, P)?. and a passwor@W D. The drivers are informed about
2) Non-degenerate: There exist® @ € G such that them during network deployment or during vehicle first

é(P,Q) # lg,. registration.



The schemes can be divided into the following modules: Verification info. for V;

1) Initial handshaking (Fig. 1): This module is executed

when a vehicle meets a new RSU. The vehicle authen-
ticates itself with the TA via RSU. Note that TA is the
only authorized party to know the real identity of the
vehicle, so TA will pass information to RSU to allow
RSU to verify the vehicle’s signature even if it uses
pseudo identity to sign the message. Also, RSU will
generate a shared secret with the vehicle. If this is the
first time the vehicle authenticates itself with the TA,
TA will also pass its master key and a shared secret

to the vehicle. This only needs to be done once in the )

whole journey. To increase the security levelis not
preloaded into any hardware on the vehicle like [7]. For
the shared secret with RSU, a new secret is generated
every time the vehicle moves into the region of another
RSU.

For ad hoc messages, we have the following modules:

Shiedscy RSU \
Atfhenticate with TA' (Vid RSU)

Shared secret, TA master key (vid’'RSU)

1

Fig. 1. Initial Handshaking

using the TAs public key PKr4 and sends
ENCpky,(RID, PWD,SIGsk, (RID, PWD)) to
the RSU which forwards it to the TA.

The TA decrypts the block and verifige! D, PW D
and checkd/;’s signature using its public key Kv;. If
they are all valid and ifRID is not in its revocation
list, it generates a shared sectgfor V; and computes
V;'s ID Verification Public Key asV PK; = t; ® RID.
TA then passesV PK; to the RSU to enable it to
verify signatures fronl/; even if V; uses pseudo identity

2) Message signing (Fig. 2)When a vehicle wants to send to sign the message. The TA then stores tiRd I,
out a message, it first creates a pseudo identity together ;) pajr into its repository and forwardBKy., VPK;
with the signing key. This can be dormer message and X = ENCpg, (s, VPK; SIGsk, (s, VPK;))
to increase the difficulty of attackers to trace its real {5 the RSU, wherePK and PKy. are conventional
identity. Then, it signs the message using the signing  pyplic keys of the RSU and vehiclé respectively. Note
key of the pseudo identity. _ that to letV; know thats and V PK; are really sent by

3) Batch VerlflC.atlon (Flg 3) This mOdu!e is used by the the TA’ the TA includes its Signature onand VPKl
RSU to verl_fy a set of messages using otwp pairing (SIGsk,., (s, VPK;)) into the encrypted text.
operations in a batch mode. We also describe how t03) The RSU chooses a random numbegrto be the shared
generate a notification broadcast message using bloom ' secret between itself and vehidlg It stores the { PK;,
filter and how to handle the case in which there are some  ,, y pair into its verification table for later usage. It then
invalid signatures in the batch (recall that in [7], once sendsY = ENCpg, (mi, SIGsk,(m;)) and X to
there is an invalid signature in the batch, the whole batch  yehicleV;. Again to let vehiclel; know thatm; is really
of signatures are assumed to be invalid and ignored). sent by the RSU, the RSU signs it.

4) Real identity tracking and revocation: This module is  4) vehicle V; decryptsY to obtainm; and verifies the
used by TA to reveal the real identity of the sender of  RsU's signature on it. Similarly, it decrypfs to obtain
a given message and then revoke it from future usage if ¢ and VPK; and verifies the TA's signature on them.
necessary. . It then computes its shared secret with the TA using
For group messages, we have the following modules: t = VPK, ® RID.

5) Group key generation (Fig. 4) This module is used when . . I .

a set of vehicles want to form a group. A group secrit I-IrhI$ ba3|r(1:ally ct(r)]mpletes (tjhe |n|tlsl handr?_hakllng phastﬁ; ™
key will be generated by the TA and forwarded by a pllowing shows the procedure when vehidé caves he
RSU range of an RSU and enters the range of another. It includes a

6) Group message signing and verification (Fig. 5) This simpler authentication process with the TA so that TA carspas

module shows how to generate a group message so
the group members can verify the signature without t

help of an RSU. Note that to reveal the real identity of 5) Vi generate a

the sender of a group message by the TA, we can apply
the same procedure as for ad hoc message.

A. Initial handshaking
We use the notationsENCz (M), DECz(M)

and

tw§ information to the new RSU for verifying;'s signature
haend a new shared secret will be generated by this RSU.

random nonce”’ and sends
ENCpk,,(RID||7") to TA via this new RSU.
The random nonce’ avoids V; from being tracked
even the attacker captures a number of these packets
as V; is moving across RSUs. The TA obtaidgl D

by decrypting the block using its private keyKrt 4

SIGz(M) to denote encrypting, decrypting and signing,  and then removing the concatenation This time the

respectively, messagk/ using the keyZ from now on. The
detailed processes in this module are as follows:
1) When a vehicleV; meets the first RSWR, it signs its
RID and PW D using its private keySKy,. It then
encrypts RID, PWD and SIGsk,, (RID,PWD)

TA does not need to verify;’s PW D anymore as it
has already done that whan first starts up. Instead it
directly generates a nety and a new/ PK; for V; and
sendsV PK; to the new RSU. The TA then adds the
new t; into its repository. Next the new RSU chooses



a random numbern,; to be its shared secret with;. and shared secrets;, mo, ..., m, by checking which of the
After storing (VPK;, m;) into its verification table, stored(V PK;, m;) pairs satisfyf D;» = VPK;®H (m;ID;1)
RSU sendsY” = ENCpk,, (mi,SIGsk,(m;)) to V; It then verifies the signatures by checking(b_:" | o, P) =
which then decrypts it using its conventional secret key(>""" ; m;ID;1 + h(M;)H(ID;2), Pyus)-

From now on, vehicleV; starts to use the new shared Proof of correctness:

secret with the new RSU for message signing. L.H.S.

(S0, St + h(M;)SKi, P)

S SKit, P)E(S I, h(Mi)SK s, P)

S smiIDa, PSS, (M)SH(ID), P)

Yoy mil Dy, sP)é(Y 1 h(M;)H(ID;3), sP)
Sy il Dit, Pyt )e(3 1y h(Mi)H(IDi2), Pou)

Il
>

B. Message signing

Generate 1) pseudo identity, 2) signing key
and 3) signature on message

|
Q> D D D

NN N N

[
P
CEU
C ol

To av0|d replay attack, an RSU stores the pseudo identities
used by vehicles. If the pseudo identity in a vehicle’'s mgssa
matches any stored one, the RSU reject the message immedi-
afely. Note that if a vehicle does not know the shared secret
with the RSU, it cannot produce a valid signature. There may
be a very small chance that the pseudo identities generated

To generate a pseudo identity; first generates a randomPY WO vehicles are the same. In that case, RSU will treat
noncer. Its pseudo identity D, contains two parts £D;; and the signatures as invalid. The vehicles will sign again gigin
Dy, whereI Dy = 1Py, andIDyy = VPK,® H(m,1D,;). different pseudo identity. 5
The corresponding signing key iSK; = (SKii, SKi) Generating notification messageAfter the RSU verifies ve-
where SK;1 = sm;ID;; and SK;» = sH(ID;s). H’(.) is a hicle V;’s signatures;, it notifies all vehicles within its RVC
MapToPoilnt hash qunétion [17]. ZThen to sigzn a messhfe 'ange the result. We first assume that all signatures aré. vali
V; computes the signature, = SK;1 + h(M;)SKi» where FOr each valid message, we store a hash valUeD;||)M;)

h(.) is a one-way hash function such as SHA-1 [18]. vehicigf the message in the bloom filter (the hashing function is
V. then sendsc ID.. M. o: > to others. known to everyone) to minimize message overhead. However,

as we discussed in Section 1lI-B, there can be false positive

Fig. 2. Message Signing

To sign a message, a vehicle generates a pseudo identity
the corresponding signing key. A different pseudo idertan
be used for a different message.

C. Batch verification in a bloom filter. To reduce this impact, we propose to use two
bloom filters which contain opposite informatidPositive and
Batch verifies signatures [T Negative Filter The positive bloom filter stores the hash value
and notifies all RSU stage of pseudo identities and messages of vehicles whose sigsatu
are valid and the negative bloom filter stores the hash vdlue o

/ slpamg\\ pseudo identities and messages of vehicles whose sigeaature
: are invalid.

If vehicle V; wants to verify vehicleV;’s signatures; on

messagel;, it first computesh(ID;||M;) and then checks
Fig. 3. Batch Verification the positive filter and the negative filter as included in the
RSU broadcast. There are four possible cases (see Table I).

This module allows an RSU to verify a batch of signaturesor the first two cases, the resulting validity @f can be
using only two pairing operations based on the bilinear proponfirmed. For the third cas&;’s hash appears in both filters.
erty of the bilinear map. We require an RSU to perform batchhen this must be a false positive in either filter, thus a re-
verification at a frequency higher than that a vehicle braatic confirmation procedure is needed. For the last cigs,hash
safety messages so that a vehicle can verify the safety gessdoes not appear in both filters. It means that the RSU still has
of another before it broadcasts a more updated one. We finst yet verifiedo; and soV; has to wait for the RSU’s next
show the verification procedure. Then, we show how to makeoadcasting message.
use of bloom filter to construct a notification message inorde To facilitate re-confirmation, we require a vehicle to store
to reduce the message overhead. Lastly, we describe howthie signatures of other vehicles which they are interegted i
handle the case in which there are invalid signatures in thpon receiving them for the first time for a short period.
batch and how to extract valid ones from the batch instead Alfso we require the RSU to store the valid signatures that
dropping the whole batch as in [7]. it has verified together with the sending vehicles’ pseudo

Verification procedure. Assume that the RSU wants to verifyidentities for at least one more batch verification periagraf
a batch of signatures;, o9, ..., o, from vehiclesVy, V5, ..., that signature is lastly requested.
V., on messaged/;, Mo, ..., M,. With the shared secrets If case 3 occurs, vehicl®; re-sendss; to the RSU. RSU
and the pseudo identities of the vehicles, the RSU first findsarches fow; from those stored signatures. df; can be
out their verification public key$y PK,,VPK,,...,VPK, found, the RSU adds the hash ©f into the positive filter.




TABLE |

POSSIBLECASES AND THEIR IMPLICATIONS IN BLOOM FILTERS D. Real identity tracking and revocation
— B _ To reveal the real identity of the sender of a message, TA is
Ci‘se POSITtIrYﬁe Filter NegFa;‘éee Filter Va'{ji:“{j“’fj the only authorized party that can perform the tracing. Give
2 False True Invalid vehicle V;'s pseudo identity/ D; and its shared secret with
3 True True (Re-confirmation needed)  the connecting RSUh;, TA can search through all the stored
4 False False (Wait for next broadcast)  (R7p; ¢;) pairs from its repository. Vehiclg;’s real identity

is the RID; value from the entry that satisfies the expression
IDiy» ®t; @ H(miIDil) = RID;.

L o N - Proof of correctness:
Otherwise, it adds it into the negative filter. All re-confation
results can be embedded into a re-confirmation reply similar_ t; ® RID; & H(m;IDy) & t; & H(m;IDy1)

to a normal notification message. In practice, we can use one_ RH.S 0

bit to distinguish whether the reply is a normal notification No other party can obtain vehiclé’s real identity since.;

message or a re-confirmation reply. is only known by the TA and’; itself.

There is still a chance that case 3 occurs again. Our schemé&pon gettingV;'s real identity RID;, TA can revoke it if
allows the use of bloom filters for re-confirmation féf necessary. This can be done by simply storifD; into a
rounds. If afterk’ rounds and case 3 still occurs, the RSU wiltevocation list.V; can no longer obtai PK; from it in the
sendh(ID,||M;) of V; to vehicleV; as a direct notification. future.

To facilitate the RSU to know what it should send in the re- i

confirmation reply, the RSU stores the number of requedts Group key generation

to each of its signature stored. See next section for the

performance of our schemes with different valuesiaf Batch verifies and sends

) ] ) group public keys and RSU
Note that the size of each bloom filter (i.e. the number of partial secret to all
bits used) can be a variable in our schemes to save tranemissi

overhead. To help the receiving vehicles to interpret tkze si
the filters (so that they can adjust the range of hash fungtion
accordingly), together with the valid and the invalid fiethe
RSU also transmits a valueto represent the total number of
signatures in the batch (i.e. the number of values beingcdde
into any bloom filter cannot exceed. To allow vehicles to
confirm that a notification message is indeed sent by an R
RSU signs the bloom filters using its private k&Y r before
broadcasting them.

Group request

Fig. 4. Group Key Generation

This subsection shows how a group of known vehicles can

rm a group with any RSU, then they can communicate
securely within the group without any further help from RSU
to verify these group messages.

Invalid signatures in the batch. A batch may contain tens Assume that vehicle®, V4, ..., V,, have already registered
up to thousands of signatures depending on the traffic gensitith an RSU and their shared secrets with the RSUrare
around the RSU. In the IBV protocol, if any of the signatures:,, ..., m,, respectively. Also assume that these vehicles know
inside the batch is invalid, the whole batch is dropped. Thxseudo identities of one another already or they can know
approach is inefficient in the sense that most of the sigeatupthers’ pseudo identities by the last message received from
in the batch are actually valid and can be used. Thus in came another.
schemes, we propose to adopt binary search in the verificatio Group request. Vehicle V; first sends to the RSU message
process to extract those valid ones. Assume that the bafth = {GPREQ, ID:,...,ID;_1,ID;11,...,ID,} and its
containsn signatures, we arrange them in a fixed order (sajgnatures; = SK;1 + h(M;)SK;2 on it wherelD; is the
according to the senders’ pseudo identities). If the ba&sf v pseudo identity ofl;. Also SK;; and SK;, are generated
fication fails, we first find out the mid-point asid = |[1£*|. using the methods in Section IV-B. Note tHatcan be anyone
Then we perform batch verification on the first half (th# or the leader of the group
to mid'" elements) and the second half (theid + 1) to Group agree. Any vehicle V; receiving Vi;'s GPREQ
nth elements) separately. If any of the two batches causesnassage checks whether its pseudo identity is included
failure in the verification again, we repeat the same procdss the GPRE(Q message. If yes, it sends outl; =
on the invalid batch. If the pairing on any batch is valid{ GPAGR,ID;} and its signature; = SK ;1 +h(M;)SK ..
the RSU notifies all those signatures immediately. The inar Group batch verification. The RSU then batch-verifies, ...,
search stops if a batch contains only one signature or whemn,a For any vehicld/, whose signature is found to be valid, it
pre-defined level of binary search is reached. In Section VHenerates its group public key 68° K, = m, P. Recall that
we evaluate the performance of our schemes using differenf is the shared secret between the RSU and velviglde-
number of levels in binary search and it is found that a fulides group public keys, the RSU also requests the TA to pro-
exploration may not be necessary in most cases. vide the group of vehicles a common group secret key. Without



loss of generality, assume the signatures frigm..., V, are V. SECURITY ANALYSIS
valid. The RSU send¥ Pk, ..., VPK, to the TAwhichin  \ye analyse our schemes to show that they are secure

turn generates a random numberand computes the group se+ith respect to the security requirements listed in section
cretkey aslG'S = sxrr. Nextthe TA send€/NCy, (CGS), ||, For the first two requirements - message integrity and
-y ENCy, (CGS) back to the RSU. Recall that is the gy hentication, identity privacy preserving, we try toyedhe
shared secret betweéf and the TA. The RSU then broadca5t§ecurity formally using ways discussed in [19], [20] and][21
M, = {IDlv--;vID_vePKla---aGPvaENCtl(”)z-“v Basically, we define some games which actually represent
ENC;, (rr)} and its signaturé1Gsx (M) to the vehicles some possible ways that an attacker can attack our system.
concerned. Note that in case the verification fails due talidv 1,¢p through some mathematical calculations, we show that

signatures or vehicles inside the range have same pseyflQnese games are unlikely and so our schemes are secure.
identity (although the chance is very small), RSU will stop

the protocol and the group is required to repeat the protocol

again for the sake of security reason. A. Message integrity and authentication
Group secret establishmentEach vehicle in the group stores

a::l thtahgrcI:);JSpUpLébhc keysfndwt’r(l;esde_cryp(éhd?STxalues. Notg a valid signature on behalf of any vehicle. We consider two

that the 0€s not kno since the eNCrypts It yittarent kinds of attackers: 1) an attacker is itself a ethi

using its shared secret with each vehicle. Thus vehiclesen t, | 2) an attacker is an RSU (e.g. an RSU being hacked)
group can communicate with others securely from now on. /..o as an attacker: e '

In this sub-section, we show that an attacker cannot gemerat

F. Group message signing and verification We first consider the case that the attacker is a vehicle
(that is he knows but notm,; for any other vehicld/;). We
Generate 1) pseudo identity, 2) signing key argue that if DH is hard, then a vehicle’s message (either ad
and 3) signature on message hoc message or group message) cannot be forged by another

vehicle and our scheme is secure against existential fgrger
adaptive chosen message attack under random oracle model.
The proof is as follows.

S _SHl
ol e el e

Verifies without RSU

We first considerGame 1 between a challenger and an
attacker who is a vehicle:

Setup: The challenger starts by giving the attacker a set of
g)?stem parameters includig and P,,,;. The challenger also

ives the attacker a pseudo identty; = (ID;1,ID;2) and

Fig. 5. Group Message Signing and Verification

Next we look at the pseudo identity generation, messa
signing and signature verification when group communicatio

take place. When vehicl®; wants to send a group messag e corresponding group public keyPK;. This simulates

Ml It generates its pfseudo '.dem'WDi and sngna'gureaz- the situation that the attacker eavesdroppét and GPK;
in the same way as in Section IV-B. However, its secr%tf another vehiclé/; from the air. Further since is known
signing key is generated aSK,; = (SKj;1,SK;2) where ! i

SKi — miIDi and SKis — miH(IDs). Vi then sends by all vehicles in our scheme, the challenger sends it to the

.~ attacker as well.
out < IDj, ENCogs(GPKi||IDi), M;, o > wherer is Query: Assume the attacker does not know how to compute
the random nonce used to generate its pseudo identity. N?}?) and h(.) functions. He can ask the challenger for the
that GPK; is included so that the receiving vehicle know%/alﬁeH(ID-' ) and the Hashh(( )) values of up tok different
which group public key to use for verification. To make it 2 ' P

. ; i : _ ~ messages.
!mpossmle for any vehu?le (_)ut3|de the group to trh’geQPKz Challenge: The challenger then asks the attacker to pick two
is first concatenated with its per session pseudo identity an

then encrypted using the common group sectts. random messag®/; and M; and sign them on behalf df;

: . . ; . . to produces; ando;.
To_ \{enfy th? S|g_naturerz of vehicleV; on messagé/;, t.he Guess:Finally, the attacker sends two paisi;, o; > and
receiving vehicle first decryptB N Ccas(GPK;||1D;) using < M o> 1o the challenaer
CGS. If it finds that GPK; obtained does not belong to any 3297 ger.
group member, it simply ignores the message. Otherwise it

checks whethei(o;, P) = é(ID;1 +h(M;)H(ID;3), GPK;). The attacker’s advantage in this game is defined t®He;

Proof of correctness: ando; are valid signaturésWe say that our signature scheme
LH.S. is secure against existential forgery, adaptive chosersages
= é(SKq + h(M;)SK;2, P) attack if the attacker’s advantage is negligible.

= e(SKi1, P)e(h(M;)SKis, P)

= é(m;ID;1, P)é(h(M;)m;H(ID;3), P) Next we assume that we have an algoritiimwvhich runs

= é(IDj1,m;P)ée(h(M;)H(ID;3), m; P) in polynomial time and has a non-negligible advantages
=é(ID;1,GPK;)é(h(M;)H(ID;3), GPK;) the attacker irGame 1 We will constructGame 2in which a

= R.H.S. O Diffie-Hellman (DH) attackeB can make use ofl to achieve



a non-negligible advantage in breaking DRB. is given the
valuesP, a, aP, bP, cP andd, wherea, b, c andd are some
constants, as inputs and he is asked to compbitec + d) P.
Note that computingb(2¢+d) P is as hard as compultirig P.
Now let us look at howB can make use ofl to solve this
DH problem by following the steps below:

Setup: B makes up the paramete{®, P,,, = aP) in our
SPECS scheme. Note thatnow plays the role of. Since
s is known by all vehicles in our schem& sendsa to A

is secure against existential forgery, adaptive chosersages
attack under random oracle model. The proof is as follows.

We first considerGame 1 between a challenger and an
attacker who is an RSU:

Setup: The challenger starts by giving the attacker a set of
system parameters includifg and P,.,;,. The challenger also
gives the attacker a pseudo identityp; = (ID;1,1D;2), the
corresponding group public ke PK; and shared secret;.

as well. FurtherB also providesA a pseudo identity D; =  This simulates the situation that the attacker eavesdcbppe
(IDi1,IDiz) = (cP,zP), wherex is a random number, and of any vehiclel; from the air and that he is the RSU assigning
the corresponding group public keyPK; = bP whereb GpK, andm,;.

plays the role of shared secref, in our scheme. Note that,  query: Assume the attacker does not know how to compute
as a vehicle, has no way to validate the given pseudo identjfy( ) and p(.) functions. He can ask the challenger for the
since only TA and_ RSU_S have such an ability. Thaswill value H (ID;,) and the hash/q(.)) values of up tat different

not doubt the relationship betwed;; andD;,. messages.

Query: A then asksB for the valueH (I D) (this is the  cpajlenge: The challenger then asks the attacker to pick two
only H(.) value it needs to impersonaig) and B replies andom message¥/; and M; and sign them on behalf df;
with bP. Next A picks up tok random messages and querieg, produces; and o;. '

B for their hash (.)) values.B answers these queries USiNg g ess:Finally, the attacker sends two pais);, o; > and
a random oracleB maintains a table to store all its answers_ ;. . - to the challenger.
Upon receiving a message, if the message has been queried e

before,B answers with the stored value. Otherwise, it answers_l_he attacker’s advantage in this game is defined t&be-
with a random value and stores it into its table for later esag 9 9 bie:;

Except for theut® and v queries (say messagéd, and ando; are valid signaturésWe say that our signature scheme

M,), B answers with the values and d — x respectively :asttz((a:iu'lr‘ethafth?:ctzlfexrl’ztzgtlinftc;rg:r')s/’ ::alpt!\tl)(leechosersag&
wherex < d is a random number. ! vantage Is negligible.

Challenge: When the query phase is ovd?, asksA to pick
two random messaged; andM; and sign them on behalf of
Vi.

Guess: A picks two random messag#és; andM;, generates
signaturess; ando; on them on behalf of/; and sends the < ' ! N
pairs < M;,o; > and< M. o: > to B. Note thatA must & non-negligible advantage in breaking DR. is given the

(23 VR .

have queried); and M; in the query phase, otherwise hevaluesp, aP, b, bP, cP andd, wherea, b, c andd are some
does not know how to compute(M;) and h(M;). constants, as inputs and he is asked to compb(t2c + d) P.
’ ’ Note that computingib(2¢ + d)P is as hard as computing

acP. Now let us look at howB can make use ofl to solve
this DH problem by following the steps below:
Setup: B makes up the paramete(®, P,,, = aP) in our
SPECS scheme. Note thathow plays the role ok. B also
rovidesA a random verification public key PK;, a pseudo
aentityIDi = (IDll,IDlg) = (CP, VPKZ@H(I)IDH)), the
n.(':eorresponding group public ke¢#PK; = bP and b which

Next we assume that we have an algoritdmwhich runs
in polynomial time and has a non-negligible advantagas
the attacker irGame 1 We will constructGame 2in which a
Diffie-Hellman (DH) attacker3 can make use ofl to achieve

If M; = M, and M; = M, or M; = M, and
M; = M,, B computeso; + o;. This is equivalent to
abIDiy1 + aH(ID;2)h(M;) + abIDjy + aH(ID;2)h(M;) =
ab(cP) +a(bP)(x) 4+ ab(cP) 4+ a(bP)(d — x) = ab(2c+d)P.
Having this value,B resolves the given DH instance succes
fully. Assume A’s advantage in breaking our SPECS sche

is e and the probability thad picks M, and M, is 1/C(k, 2). plays the role of shared secret; in our scheme. Note that

Hence, Pr{B succeeds= 1/C(k,2) x e. Sincee is non- is an RSU and it knows how to validate the composition of

negligible, B can solve the DH problem but this violates th% seudo identity. ThereforED; must be properly formed so
assumption that DH is hard. Therefore, our signature schemgtA will not ha\./e any doubtz on it

is secure against existential forgery, adaptive chosersages Query: A then asksB for the valueH (IDj) (this is the

attack under random oracle model. only H(.) value it needs to impersonaié) and B replies
with bP. Next A picks up tok random messages and queries
B for their hash {(.)) values.B answers these queries using
b. RSU as an attacker: a random oracleB maintains a table to store all its answers.
Next we consider the case that the attacker is an RSU (tlgon receiving a message, if the message has been queried
is he knowsn,; for some vehicld/; but nots). We argue that if before,B answers with the stored value. Otherwise, it answers
DH is hard, then a vehicle’s message (either ad hoc messag®ith a random value and stores it into its table for later @sag
group message) cannot be forged by an RSU and our schdixeept for theu'” and v*" queries (say messagéd, and



M,), B answers with the values and d — x respectively  Setup: The challenger starts by giving the attacker a set of
wherez < d is a random number. system parameters includirfg and P, .

Challenge: When the query phase is ove®, asksA to pick Choose: The attacker then freely chooses two verification
two random messagéd; andM; and sign them on behalf of public keysVV PK, and V PK; and sends them to the chal-

V. lenger (these choices do not need to be random, the attacker
Guess: A picks two random messagés$; andM;, generates can choose them in any way it desires).
signaturess; and o; on them on behalf o¥; and sends; Challenge: The challenger sets a bit= 0 with probability

and o; to B. Note thatA must have queried/; and M, 1/2 and setsr = 1 with probability 1/2. The challenger then
before, otherwise he does not know how to comput#/;) sends the attacker the pseudo identity correspondifgRé,
andh(M;). together with the group public key.
Guess: The attacker tries to guess the valuerofhosen by
If M; = M, and M; = M, or M; = M, and the challenger, and outputs its guess,
M; = M,, B computeso; + o;. This is equivalent to
abI D1 + aH(ID;2)h(M;) + abIDjy + aH(ID;2)h(M;) = The attacker's advantage in this game is defined to be
ab(cP) + a(bP)(z) + ab(cP) + a(bP)(d — z) = ab(2c+d)P. Pr[z = 2'] —1/2. We say that our pseudo identity generation
Having this value B resolves the given DH instance successtlgorithm is semantically secure against a chosen plaih tex
fully. Assume A’s advantage in breaking our SPECS schenadtack (CPA) if the attacker’s advantage is negligible.
is e and the probability tha#l picks M,, and M, is 1/C(k, 2).
Hence, Pr[B succeeds= 1/C(k,2) x e. Sincee is non-  Next we assume that we have an algorit@which runs
negligible, B can solve the DH problem but this violates th¢n polynomial time and has a non-negligible advantages
assumption that DH is hard. Therefore, our signature schefa@ attacker inGame 1 We will constructGame 2in which
is secure against existential forgery, adaptive chosersages 5 pecisional Diffie-Hellman (DDH) attackeB can make use
attack under random oracle model. U of A to achieve a non-negligible advantage in breaking DDH.
B is given a DDH instancéP, aP,bP,T) as input and he is
Note that the signature schemes for ad hoc messages asked to determine wheth&r= abP. We further lett denote
group messages only differ in the composition of pseudobit thatB is trying to guess (i.et = 0 for positive answer
identities. However, in the above prodf;'s pseudo identity 7" = abP while ¢t = 1 for negative answe¥’ # abP). Game
is provided to the attacker and its composition does nothffe2 runs as follows:
his forging process. Therefore, the proof above applieoth b  Setup: Based on the DDH instancel3 makes up the
ad hoc messages and group messages. parameters P, P,,, = aP) and gives them tod. Note thata
now plays the role of in our SPECS scheme.

In practice, RSUs can be cracked easily and this is un-Choose:A then chooses two verification public keys” K
avoidable. However, we can add in additional measures to ¢id V' PK; which it has queried for the corresponding group
schemes to reduce the impact. For example, we can clas$ifplic keys,moP and m, P respectively, before and sends
messages into different security levels. For critical rages them toB.
we can require them to be verified by TA instead of by RSUs. Challenge: B is playing the role of challenger here, so it
Or we can have another variation under which a messagfis a bitz randomly and generates the pseudo identiy =
can only be trusted if it is verified by multiple consecutivé/D1,1D2) whereIDy = raP, IDy = VPK, & H(rabP)
RSUs. We believe with these measures, even if a few RS®@dr is @ random nonce and sends4o B also sendsA the

are cracked, the effect is not a disaster. group public keybP. (Note thatb now plays the role of the
RSU-vehicle shared secret; in our SPECS scheme.)

Guess: Finally A sendsB a bit 2’ as its guess for. B
answers the DDH problem positively thd@t = abP if B’s
guess is correct (i.ec = z’).

In this sub-section, we show that an attacker cannot obtain
a vehicle’s real identity easily. Since the only informatibat Now let us look at whyB can answer the DDH problem
is related to a vehicle’s real identity and is exposed in thg this way. Ift = 0 (i.e. T = abP), then Dy = VPK, &
network is its pseudo identity, we show that an attackeroanrh(mbp) = VPK, ® H(bID,) is a valid pseudo identity

pbtain a vehicle’s real identity even it is keeping its pseudp, proper format. In this case, sincé has non-negligible
identity. _ _ ~ advantage in the game described above, it is likely that
We argue that if DDH is hard, then the pseudo identity of g preak our SPECS system and can guessrrectly with
vehicle can preserve its real identity. The proof is as fedlo probability 1/2 + . Thus, Pr[Bsucceeds = 0] = 1/2 + .
If ¢ = 1, we claim that Pr[B succeeds = 1] = 1/2
We first considerGame 1 between a challenger and aronly. To see why, we observe that whéhn is randomly
attacker: chosen, the ternd (+T") in 1D, cannot be cancelled by the

B. ldentity privacy preserving
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term H(bID;) and so there is no way to obtaWiPK,. 057
Thus the computation reveals no information abautin 0.4 T
this sense, the value of is hidden to A, so evenA can
break our SPECS system, the probability that he will guess r
correctly is simply 1/2 (by tossing a fair coin). Hendey[B 01T
succeeds= 1/2 x (1/2 +¢€) +1/2 x 1/2 = 1/2 + ¢/2. 0
Sincee is non-negligible,B can solve the DDH problem but ’ 7 m

this violates the assumption that DDH is hard. Therefore, ou

SPECS scheme is secure in the sense that the pseudo identity Fig. 6. Pr(case 3) with different values of m/n
of a vehicle can preserve its real identity. O

Pr(Case 3)

Now, we analyze the message overhead. Assume that there
On the other hand, the random noncenakes the pSGUdo.are n signatures in a batch. For the RAISE protocol, the

identity of a vehicle d|fferent n dlf_ferent messages. T_h'|§|MAC() value sent by each vehicle is of 16 bytes long while
makes tracing the location of a particular vehicle over ti e H() value sent by the RSU in the notification phase is

difficult without the shared secret between the sender aad bytes long per message. After that the RSU signs the

RSU. Furt.hermo.re, since the verification DUbl.'C KEY K notification message using an ECDSA signature which is 56
of a certain vehicle is different as seen by different R_SU tes long. Together with a message header of 2 bytes loag, th
even aI,I RSUs _collude, they have no way to trace a particu al message overhead for verifying a batchno$ignatures
vehicle's travelling route. is 16n + 16n + 56 + 2 = 32n + 58 bytes.

For our schemes, the ECC signature sent by each vehicle is
of 21 bytes long. In the notification phase, we use two bloom
filters. To lower the false positive rate in any bloom filtdret

Section IV-D shows that TA is able to trace a vehicle’s reabtal number of bits used in each bloom filter is set to 10
identity, thus traceability is satisfied. Also TA can revoke times the number of signatures in the batch (Te.= 10).
vehicle from future usage, thus revocability is also s&ikfi \We have two bloom filters and so a total % = 2.5n bytes

are needed. We also use 2 bytes to represent the number of
signatures in a batch. Together with a message header of 2
VI. ANALYSIS ON BLOOM FILTER APPROACH bytes long, the total message overhead for verifying a batch

This section analyses our newly-proposed bloom filter apf n signatures i€1n+2.5n+2+56+2 = 23.5n+ 60 bytes.
proach in the verification notification phase. We first shoatth Note that when case 3 occurs, additional message overhead
the probability of having false positives is very small if weds required for the re-confirmation procedures. If case § onl
set the parameters for the bloom filters appropriately, then occurs in the first trial and does not occur in the second
show that our message overhead is about 10 times lower tfi@@l, the total message overhead for verifying a batchof
that under the RAISE protocol. Note that the IBV protocdtignatures become3.5n + 60 + P(23.5n + 60) = (1 +
does not have a notification phase, so we only compare odit§23.5n + 60) bytes whereP = Pr(case3). Hence, if
with the RAISE protocol. case 3 occurs in all the firsk trials and we switch to the

The probabily of having a false positive in our bloom filtehash approach after that, the total message overhead become
apporach (i.e., case 3 in Table 1) is equal to the probabilidy,—; P*(23.5n +60) + P*(37n + 58) bytes. The component
that all k bits are set in one bloom filter while not @l bits *(37n + 58) represents the message overhead used for the
are set in another bloom filter. Thus the probability of casef®sh approach aftek trials. That is, 21 bytes for each ECC
is Pr(case3) = 2(1— (1 — %)kn)k(l —1-01- %)kn)k) ~ Signature, 16 bytes for each H() value, 56 bytes for ECDSA
2(1 _ef%)k(l —(1- efm)k)_ Interestingly we find that the signature and 2 bytes for message header. Sihds about

C. Traceability and revocability

m

value of k that minimizes the false positive probability of 80-016, even ifK is only 2, the overhead of our scheme is
single bloom filter (i.ek = ™122) also minimizes Pr(case 3) Much lower than that of RAISE. And we found that as long
approximately (up to 5 decimal places) based on our empiri@ & > 1. the overhead is similar in different values &f
results. Hence we set the number of hash functiongts2  since the probability of case 3 is very low, so re-confirmatio
in our schemes an#r(case3) ~ 2(0.6185% (1 —0.6185%11)). is quite unlikely. (refer to Fig. 7 for a more detailed anédys
Fig. 6 shows the value aPr(case3) as the ratio of* varies
from 1 to 10. It can be shown that whéh = 5, Pr(case3)
is about 0.16. Wheff* = 10, Pr(case3) drops to 0.016 only.  In this section, we further compare our schemes with the
(Note that when™ = 5 and when” = 10, the false positive IBV protocol in terms of (1) the delay and (2) successful
rate of a single bloom filter are 0.39 and 0.15 respectivelygte through extensive simulations. Note that IBV also uses
That is, if there are 100 signatures in a batch, on average oalbatch verification scheme, so is much faster than the RAISE
1 to 2 signatures are affected by bloom filter false positivé a protocol. Thus, we compare the delay of our scheme with the
need to be re-confirmed. IBV [7] protocol. For successful rate, we expect we will have

VII. SIMULATION RESULTS
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3000007 e rasE signatures (Invalid batch). In [5], the expression for ssstul

“ T oy rate is defined. We extend its definition to handle invalicchat

SPECS (m/n=5, k=2)

N

3

é
I

SPECS (m/n=10, k=5)

z
Z 200000 | A 1N M,

g2 e IBSR= g Yo g

z | = SPECS (min=10, k=1) where M} represents the total number of messages that
£ 100000 —+— SPECS (m/n=10. pp X

% 50000 4 —seecs an=10.k=3 — @re successfully verfied by the RSU and are consumed by
a

‘ ‘ ‘ ‘ ‘ vehicle i in the application layer before vehiclé leaves
0 2000 4000 6000 8000 10000 RSU’s IVC range. Also the signatures of these messages are
batch-processed with at least one invalid signature by the
Fig. 7. Data Transmission vs. Number of Signatures in thetBat RSU. M;, ... on the other hand, represents the total number
of messages received by both vehigleand RSU in the
medium access control layer from other vehicles and again th
a similar performance as RAISE as we both will identify al$ignatures of these messages are being batch-processed wit
valid signatures even if there are invalid ones within th@esa at least one invalid signature by the RSU. For our schemes,
batch. So, we compare our performance with the IBV protoca¥e can have different levels of binary search as mentioned
Note that we only compare the schemes on handling ad hibcSection IV. We use the notation SPECS(BSx) to denote
message. We show that our scheme can verify more signatu?es schemes withe levels of binary search. In Fig. 8, we

o

while the additional delay required is insignificant. can see that the IBV protocol and our schemes with single
level searching (i.e. without breaking down a batch to curdi
A. Simulation Models the searching when the pairing on the batch failed) gives 0%

We implement our SPECS scheme, the IBV and the RAI§Evalid batch successful rate. This is because as long as ithe

protocols on a simulator written in C++. Some of the settin invalid _S|gn_ature n a b?‘tCh' the R.SU conader_s the whole
and parameters of our simulation are adopted from works tch as invalid and all signatures in the batch is dropped.
and [5]. We assume an RSU is installed on a highway a r our schemes, it can t_)e seen that the more the levels of
vehicles passes through it at speeds varying from 50 km/hb['cpa.ry search we do, the higher the s_uccessful rate we have. |
70 km/h. The RVC and the IVC ranges are set to 600 m aR rticular, even we have 2 levels of binary search, our selsem
300 m respectively. That is, when a vehicle enters the 600 eady outperforms IBV protacel by more than 45%.

RVC range of the RSU, the messages sent by it can receivec ™, .
the RSU and at the same time, the messages sent by the F
can be received by it. Inter-vehicle messages are sent ev
500 ms at each vehicle. IEEE 802.11a is used to simulate 1< °
medium access control layer. That is, when a vehicle war = *
to transmit, it first detects whether the channel is avadalfl 20 -
another vehicle is transmitting, it waits until that transson o
is completed and then waits for a random delay period befc. _

it begins to transmit. The bandwidth of the channel is 6 Mb/s
and the average length of inter-vehicle message is 200 .bytes

We assume each pairing operation takes 4.5 ms. Fig. 9 shows the corresponding delay performance. We

Our simulation runs for 1000 s. We first vary the totalsfine the average delay suffered by vehicles as
number of vehicles that have ever entered RSU’s RVC rangey;p — L ZN 1 ZM (1™ P )
- N i=1 M m=1\"ver

during the simulation period from 200 to 1000 in steps of 200 \\here 17 is the number of messagégcﬁeceived by vehigle
to simulate the impact of different traffic densities. Werthepm s the time that vehiclé receives the verification notifi-
vary the_ |nter—veh|cl_e message signature error rate fromd % tion message of messagefrom the RSU and’™.., is the
1Q% to interpret its impact on the per_f(_)rm_ance of our schemgsa that vehiclei receives message from its neighboring
Finally we vary the RSU's batch verification period from 10Qepicie. From Fig. 9, we can see that the delay under the IBV
ms to 1000 ms in steps of 100 ms to investigate its iMpagtyiocol and our schemes are very close to each other. For
on different schemes. For each configuration, we compute the. schemes, as expected, with higher levels of binary Bearc

average of 5 different random scenario. longer delay is induced because more pairing operations are
involved. However, even in the worst case (i.e. using 5 kevel
of binary search), our schemes only consume an additional

In the first set of experiments, we assume that the RS1 10 ms which is roughly equivalent to the delay caused
performs batch verification every 300 ms. We then fix thigy 2 pairing operations. One more interesting point to note
signature error rate, which is defined as the percentagei®fthat with a single level of pairing, our schemes consume
signatures which are invalid, to 5% and vary the total numbBrless ms than the IBV protocol. The reason behind is that
of vehicles that have ever entered RSU'’s range througheut thur schemes require 2 pairing operations only while the IBV
simulation. Here we only consider batches that containlithva protocol requires 3 as mentioned in Section IV.

O T

200 400 800 1000

600,
Number of Vehicles

Fig. 8. Invalid Batch Successful Rate vs. Number of Vehicles

B. Simulation Results
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In this set of experiments, as the number of vehicles variesin the last set of experiments, we fix the number of vehicles
from 200 to 1000, the percentage of invalid batches inceeashat have ever entered RSU’s RVC range during the simulation
from 13% to 50%. This makes sense because with increagrtiod to 300, fix the signature error rate to 5% and vary
number of messages, each batch contains more messagets®-RSU’s batch verification period from 100 ms to 1000
natures. Hence the probability that there is at least or@lithv ms to investigate its impact on the invalid batch successful
signature in the batch gets higher. rate and the message delay. Again we only consider batches

In the second set of experiments, we also assume that thet contain invalid signatures. As shown in Fig. 12, no
RSU performs batch verification every 300 ms. We then fix thaatter how long the RSU’s batch verification period is, 1BV
number of vehicles that have ever entered RSU’s RVC rangmtocol and SPECS(BS1) gives 0% invalid batch successful
during the simulation period to 300 and vary the signaturate due to the dropping of whole batch in case of any invalid
error rate from 0% to 10% to investigate its impact on thgignature. For our schemes, as we increase the levels af/bina
invalid batch successful rate and the message delay. We ogéarch, the successful rate becomes higher. Further as the
consider batches that contain invalid signatures. Wheor erpatch verification period changes from 100 ms to 1000 ms,
rate is 0%, IBSR cannot be found &%, ,. = 0 for all vehicles our schemes degrades for about 20%. This is due to two
i. From Fig. 10, we see that the IBV protocol and our schemgsasons. First, a longer batch verification period implhest t
with a single level of pairing gives 0% invalid batch sucéess more vehicles’ signatures are included in a batch. Thus it
rate due to the dropping of whole batch in case of any invaligkes longer time to complete the binary search. Second, the
signature. For our schemes, as we increase the levels aiybilreRSU waits for a longer time before it starts performing batch
search, the successful rate becomes higher. As the ereor farification. Thus a vehicle experiences longer waitingetim
changes from 1% to 10%, our schemes only degrades for l@sgjeneral. Such increase in delay is shown in Fig. 13. As a
that 10% and outperforms the IBV protocol for about 50%.result, some vehicles may not have enough time to wait for the

verification result before it leaves the concerned RSU'gean

100

80 100

80

—— 1BV
© == SPECS (3SO0)

—— SPECS (BS1)
—— SPECS (BS2)
—— SPECS (BS3)
— —= SPECS (BS4)

BSR (%)

1 2 3 a s o, 7 8 ° 10
Error Rate (%)
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Batch Verification Period (ms)

Fig. 10. Invalid Batch Successful Rate vs. Error Rate

Fig. 12. Invalid Batch Successful Rate vs. Batch VerificatiReriod

The corresponding delay performance is shown in Fig. 11.

With a single level of pairing, the delay experienced by the
receiving vehicle remains constant. As discussed eadiar, 003 ¢
schemes give a lower delay than the IBV protocol due 1 °°= |
the save of one pairing operation. As the error rate incegas z °* | -
more batches contain invalid signatures. As a result, madit £ ' F———————
pairing operations are required to locate the valid sigmestu oot

This causes an increase in average delay. But the gap betw

S 3)
—=— SPECS (BS4)

0.005

our schemes and the IBV protocol is only about 10 ms. “loo 200 200 400 =00 aoo 700  soo 900 1000
. . . Batch Verification Period (ms)
In this set of experiments, as the signature error rate yarie
from 0% to 10%, the percentage of invalid batches increases Fig. 13. Delay vs. Batch Verification Period

from 0% to 57%. This makes sense because with higher error
rate, the probability that there is at least one invalid atgre We magnify the range 0.01354 ms to 0.0136 ms in Fig.
in the batch gets higher. 14. It shows that the delay performance of the IBV protocol
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We proposed two secure and privacy enhancmg Commugl% D. Eastlake and P. Jones, “US Secure Hash Algorithm 1AGH IETF

cations schemes for VANETS to handle ad hoc messages and rec3174 2001.

group messages for inter-vehicle communications. We ollg19] W. Mao, “Modern Cryptography: Theory and Practice,blapJuly 2003.

; ; ; i a1 {20] M. Bellare and P. Rogaway, “Random Oracles are Prdc#icRaradigm
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process. We show that our schemes satisfy the security and p, 67 — 73

privacy requirements. In terms of effectiveness, we sha tH21] D. Pointcheval and J. Stern, “Security arguments faitali signatures

our solution gives lower message overhead and at least 45 gggob““d signatures,Journal of Cryptography, Vol. 76®p. 123 — 128,

% higher successful rate than previous works. We are also ’

the first to propose a group communications protocol to allow

known vehicles to form a group for secure communications.

Note that in the early stage of VANET deployment, we may

not have RSUs in all road sections. However, our protocols

can be completed within the coverage of one RSU, so can

still be applied. Individual vehicles just cannot commuatiéec

on those sections of roads without RSUs, however, vehicles

in the same group can still communicate without RSU. We

are extending our group communications protocol to allow

dynamic membership.
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APPENDIX - ATTACKS TO IBV PROTOCOL C. Anti-Traceability Attack

. . ) . We describe how a vehicle can make the TA unable to trace
In this section, we first describe the IBV protocol. Then . . i
o . . its real identity from its message sent under the IBV protoco
we describe in details three security problems of the paito

. o . . . : e denote this kind of attack as an anti-traceability attack
- privacy violation, anti-traceability attack and impenspion . . . . .
attack Assume that in a certain session, the attacking vehicle

V. generates its pseudo identity dD, = ([Dy1,ID.2)
whereID,; = rP andID,» = GARBAGE & H(aPpup1)
A. The IBV Protocol where GARBAGE € G and r is again a per-session
Before network deployment, the TA sets up the parameté?é‘dom noncel, then proceeds to generate its secret keys
. : ) SK, = (SKu1,SKu2) whereSK,1 = 11D, and SK o =
using the following steps: : .
) - soH(IDg1||ID,2), sign the messag@/, by generating the
1) TA choosesG and G that satisfy the bilinear map signaturer, = SK,; + h(M,)SK,2 and send ouf D,, M,

properties. . . ando, to the RSU.

2) TA randomly pickssy, sy € Z, as its master keys. pNote that the RSU can verify the mes-
These two master keys are preloaded into each vehiclgégge successfully because ¢é(c,,P) -
tamper-proof hardware device. e(IDg1, Pyup1 )é(h(My)H (IDg1|[IDa2), Pyubs)- Assume

3) TA then computes’,,,, = s1P and By, = s2P @S that at a later time),’s messagelM, causes an accident
its public keys. The parametefss, Gr, ¢, P, Bpus,»  on the road. The RSU forwardd/,’s pseudo identity
Poup, } are then preloaded into all RSUs and OBUs. {5 the TA and wants it to help to reveaV,’s real

4) TA also assigns each vehicle a real idenfRyD € G identity. However, upon computingDa, @ H(s11Dgy) =
and a passwor@W D. The drivers are informed about; A RBAGE ¢ H(rPyus,) & H(s17P) = GARBAGE, the
them during network deployment or during vehicle firsfa finds thatGARBAGE does not match any record at the
registration. TA. V, can thus escape from its guity of causing the accident.

When a vehicle starts up, the driver first inputs R$D D. Impersonation Attack

and PW D into the tamper-proof device. If they are valid, ) )
the tamper-proof device starts its role in generating pseud e describe how a vehicle can send messages on behalf of

pseudo identity is generated d®; = (ID;;,1D;3) where @S animpersonation attack. _ _
ID;; = rP andID;; = RID & H(rP,,) wherer is a Assume that at a certain instance, vehiglevith real iden-
per-session random nonce. Its secret key is then generate§t4 £/ D; generates its pseudo identifyD; = (IDi1, I Dis),
SK; = (SKi1,SK3) where SK;; = s,ID;; and SK;, = Secret keysSK; and signs message/; by generating the
soH(ID;1||ID;5). Here H(.) is a MapToPoint hash function Signature o;  as usual. WhileV; is transmitting, an at-
as in our schemes. When vehidlgwants to send the messagd@cker V, records/D;. After some while,V, generates the
M;, it generates the signatuse = SK;1 +h(M;)SK;» where messagelM,. It generates its pseudo |(_Jlent|ty dad, =
h(.) is a one-way hash function such as SHAJ. then (I/Da1,1Da2) = ID; = (IDi1,IDiy) and its secret keys as
broadcastd D;, M; ando; to the RSU. SK, = (SKa1,SKq2) where SKq1 = $11Dq1 = s11Dj
The RSU verifies the signature; by checking whether @14 5Ka2 = s2H(IDa1||[IDa2) = s2H (IDir|[IDy2). It then

e(05, P) = e(IDi1. Pyuan)e(h(M;) H(ID; |[IDi2). Fyuao). - 3979 the messagale by generating e signature, —
Proof of correctness: a1+ h(Ma)SKq2 and sends oufD,, M, ando, to the

LHS RSU.
T Similar to the anti-traceability attack, upon receiving

- f(SK“ +thi)SKi2’P) V.'s message, the RSU can verify it successfully because
= &(SKi1, P)e(h(M;)SKio, P) (00, P) = ¢(IDi1, Pyupt)é(h(Mo)H(ID:1||IDia), Pyus).

= é(s11Di1, P)é(h(M;)s2 H(IDi1||IDi2), P) Assume at a later timé/,’s messagel/, causes an accident

= é(ID;1, s1P)é(h(M;)H (ID;1||ID;2), s2 P) on the road. The RSU forwardg,’s pseudo identity/ D,

= R.H.S. O as shown in its message to the TA and wants to reveal its

Having the pseudo identityD; of vehicle V;, the TA can real identity. After computing D2 ® H(s11Dg1) = IDjs @
trace its real identity by using th€A RID Tracing Routine H(s1ID;1) = RID; ® H(rPyup, ) ® H(s17P) = RID;, both
ID;s®H(s11Ds1) = RID® H(rPyu, )@ H(sirP) = RID. the RSU and the TA think that/, is being sent by/; because

Vi's instead ofl/,’s identity is traced. Thu¥, can escape from
B. Privacy Violation and pass its guity of causing the accidenfito

Any vehicle can obtainfD; = (ID;;,ID;3) from V;'s
transmissions. Alse, is preloaded into each vehicle’s tamper-
proof device during network deployment. Thus any vehicle ca
obtainV;’s RID by following the TA RID Tracing Routine



