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Blockchain technologies to address smart city and society challenges

Abstract

New Information and Communications TechnologiesT{l@re changing the way in which the world
works. These technologies provide new tools to fdwe issues of contemporary society (poverty,
migrations, sustainable development challengesem@ance, etc.). Among them, blockchain emerge as a
disruptive technology able to make things in a cleteby different and innovative way. They can powi
solutions where before there were none. Recertiise technologies have become subject of intense
research and development by industry and académiansequence, a large amount of interesting works
is published in many areas, proposing solutions/ices, frameworks and applications based on these
technologies. The research focusing on the previhadlenges are especially interesting in current
society. However, the proposals arrive at higheedpthan society can assimilate them, and sometimes
they are not properly exploited. Thus, this papewviges a comprehensive overview of the blockchain
technology to identify what are its key attributhat enable to successfully address the socialectuss.

The review has been conducted from three pointi@fvs: service-delivery, resource-management and
city-administration, and has been focused on tha&tathable Development Goals of the United Nations,
in order to cover the full agenda of current soigalies. The contributions of this work are an eghiae
compilation of the existing research on blockchathnology to tackle the social challenges fromesalv
angles, and the identification of the key featuaed the conditioning factors of the practical aqgdbility

of the technology.
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1. Introduction the potential to address challenges in other fiekls be
found.
Recent technology advancements are transforming the Motivated by that, thaim of this work is manifold:
world we live in. Today, there are many aspectowf The first one is to collect and organise theserdmrions
daily life that have been affected by changes ptethby in order to show the possibilities of the blockehai
technology that involve how we communicate andteelatechnology oriented to improve the society. Secgndl
among us, how we acquire information from the worldbased on the previous examples, this research seeks
and how we interact with the society (Fukuda, 202QG¢entify what are the key attributes of the tecloggl that
Roztocki et al., 2019). enables to successfully address the challenges. And
The whole society has evolved thanks to thénally, to draw the border of knowledge of this
technology, and today we have new tools to additess technology in order to outline the open researclesli
contemporary society challenges, such as povertyhich allows to enhance its capacities and impritse
migrations, sustainable development and governangeerformance.
among others. The review and classification of the solutions iad®
As protagonists of this transformation cities ardrom three point of views according to the subjext
increasingly becoming the lab where several tedgyl which the technology can be oriented: service-éejiv
applications take place in order to get greatdcieficy resource-management and city-administration. Th&t fi
with regard to available resources, to advance imwo groups of proposals are directly related to sheial
sustainable development and to create accessililevelopment challenges, and the third collects the
environments (Pérez-delHoyo et al., 2017). In shaities proposals to address the social issues within tin@aipal
evolve towards ‘smart’ cities by adding technologyevel since the city is the most important ecogystehere
solutions with the ultimate goal of increasing theality the citizens live and where the technology is ayea
of life of citizens. playing a key role
Blockchain represents an outstanding example of In this regard, the Sustainable Development Goals
disruptive technology with greatest potential imtpiache (SDGs) of UN (United Nations, 2020a; United Nations
near future (Mora el at, 2020a). They can provid2020b) is used as main guide to classify the chgde
innovative solutions for governments close to tiieens. and solutions described for the first two groupsisT
In fact, the introduction of the technology in gaowament represents the framework of actions by all cousttie
is very related to the future of cities as firstdeof public  promote prosperity while protecting the planet (edi
administration. Nations, 2020a). Assistance in solving social proid
The characteristics of blockchain are well known bwnd support for vulnerable groups is a priority tmday's
the community, consumers and business (Mendoza-TeBociety (Barrientos, 2010; Stukach et al., 2019ci&
et al., 2019; Choo et al., 2020; Rehman et al.Q20Phe policies and services seek to promote social cohesy
key special features they provide can be summared supporting the most vulnerable citizens to liveignidied
follows: life, while promoting their potential, productivamacity
-Immutability of informationthe information stored can’t and participation in society (Addison et al., 2015;
be changed or altered without the consent of thersc Barrientos, 2010; Misuraca et al., 2016). However,
concerned. Thus, instead of relying on a centrdlizecreating a strong social policy that delivers pesit
authority (central bank, administrator or orgariza}, it results in the development of vulnerable societesl
ensures the integrity of data through a collectibnodes. groups is a common real challenge for governmemts a
-Distributed trust the information is maintained in a public administrators (Addison et al.,, 2015). The
distributed fashion by all users on the systeris tteeded variability of the general context of each country,
a consensus among nodes to help the network mad@nditioned by economic, cultural and political ttas
decisions. This consensus, supported by cryptograptand the specific needs of its citizens (Tangchasatien
algorithms, is responsible for the system beingtless. et al., 2017) determines the complexity of the feois,
which tend to be multidimensional in nature, inchgl
These key features provide confidence amonigctors such as demographic growth and population
anonymous participants without needing any middiemaageing.
or broker who care, supervise or authorize the Under this approach, we intend to highlight the
transactions. Based on them, a lot of innovativpotential of blockchain technology to address these
applications can be designed. For example, thétyabil challenges by describing representative solutidnsach
create cryptocurrencies, such as bitcoin, commedri of them as a sample of what blockchain is ableadad
contracts for exchange, assets, goods and sersioglsas provide innovative solutions for the society.

smart contracts, etc. Supported by these qualitiese The methodology used to conduct this research is
technologies are able to address challenges thidthow  mainly based on a literature review which invohas
could not be solved in an efficient way. synthesis of the findings and other key aspectarsiag

In this regard, there is an intense work of creativfrom the existing research studies and applicatafrthe
research by different stakeholders and academiaamo blockchain technology. The analysis of the knowkedg
proposing a large amount of interesting solutions f compiled allows us to derive a taxonomy of the psats,
many application areas. However, many times thend the characteristics of the technology that make
solutions are focusing on a specific use case, ramd possible the disruptive change.
apparent relation between its technological capeaanitd Thenovelty of this work lies in the combination of the



blockchain technology to conduct an updatethrough financial inclusion, Blockchain facilitatebe
state_of the_art of research about the applicaifothis exchange of economic assets and micro loans, wdferi
technology to address the SDGs and city challenfes. products and services suitable for each persorakods
date, this is the first critical review focused matching to create a reliable credit history (Barrutia et 2019;
the issues around the society and a smart cityystra, Schuetz & Venkatesh, 2020). (Ammous, 2015) propases
and the solutions to address them based on usimgpdel of micro-lending from developed countries to
blockchain. entrepreneurs in developing countries, this codjmeras
The type of solution in each case shows how theot possible in the context of conventional morrapsfer
initiatives identified are being applied as teclogidal methods due to the high costs involved.
solutions able of promoting social welfare. These a In the context of social welfare, new tools have

included in this classification: emerged that make it possible to manage procebagés t
-Services they seek to respond to a problem and anentil now were very difficult to address or requira lot
offered to a specific group. of resources. Disberse is an organization that seesr

-Architectures Initiatives that involve an entire receiving donations in conventional money and
infrastructure and a combination of various techgms distributing it through cryptocurrencies to NGOsoriors

to make the solution functional. are provided with tools for detailed tracking ofndded
-Cryptocurrencies Solutions that address a problenfunds. (Reinsberg, 2019a). (Wen-kai, 2020) propases
through the exchange of digital assets. model to facilitate the efficient identification of

-Models Proposals that study at a theoretical level theulnerable and needy populations and manage thenfol
viability of an initiative, but which are still an initial up of their situation, thereby reducing administ&atosts
stage. and efficiently managing the funds available fociab

The remainder of this paper is structured develppindevelopment. (Koniyo & Sudarma, 2020) describe a
each point of view of the review: section 2 idaetfthe service related to effectively tracking people wkoeive
main social problems from the point of view of thesocial benefits from the government, which fadiisathe
service-delivery; section 3 describes the contiimst evaluation of how the quality of life of the bervédiries
from the point of view of the resource-managementmproves.
section 4 focus on the proposals for city-admiaistn as
technology implementation scenarios, section 5 igesy Goal #2 — Zero Hunger
a discussion of the findings and raises the newolpros
emerged with the application of these new techrie®yg Blockchain is being used in the humanitarian setbor
and finally, section 6 draws the main conclusiord anmonitor supply chains for the distribution of fodd
propose future research lines to further develoghef vulnerable people, displaced persons and victims of

technology and its applicability. violence (Kshetri & Voas, 2018; Unicef, 2018).
There are also proposals that allow consumers to
2. Service-delivery approach know first-hand the supply chains and practicesl use

companies to produce their products (Kim & Laskawsk
This level mainly addresses the set of social entiz 2018), this consumer control can promote ecological
centric issues that in some way rely on the quality practices, such as cover crops, crop rotation,faggstry
service-delivery to the population. Next, somend rotational agriculture. (Howson, 2019).
representative use cases of this technology to thee
social challenges are described. These proposals h&oal #3 — Good Health and Well-being
been organized according to the SDGs and targets
proposed in the UN Agenda for Sustainable DevelagmeOne of the current challenges in the healthcarboges
(United Nations, 2015; United Nations, 2020a) idesrto to strengthen methods of protecting and accessing
show solutions to make effectiveTransforming our information, as well as achieving high standardpaifent
World’. For each proposal the type of solution igprivacy and confidentiality. Blockchain is beingedsto
specified. Table 1 summarizes the proposals foricer address this security and privacy challenge instheure

delivery. exchange of healthcare data between relevant emtiti
(Rupasinghe et al., 2019).
Goal #1 — No Poverty Another challenge is the efficient management ef th

cold chain and vaccine supply chain, where the

Blockchain has made it possible to promote mangomplexity of the process and the number of players
initiatives aimed at fighting poverty. In the caskeland involved causes many vaccines to lose their efficac
ownership, Blockchain has played a key role in manma  (Unicef, 2018) estimates that between 50% and 60% o
the records and determination of ownership in awmaccines lose their efficacy while in transit. Btobain
inclusive, transparent, secure, and reliable waye b can contribute to improve the ability to manage and
these characteristics, the ownership of a parclmaf can control cold chain and supply chain related operesti
be easily determined and the transfer of ownership (Unicef, 2018).
right of use can be accomplished in less time and i
cost-effective way (Kshetri & Voas, 2018; Shang &cB, Goal #4 — Quality Education
2019; Daniel & Ifejika Speranza, 2020).

Initiatives are available that seek to address ggve



In the education sector, there are initiatives ek to
take advantage of the features offered by BlockchaiGoal #7 — Affordable, reliable, sustainable energy
Technology has been used to reliably manage arnedel
content related to learning courses, promotinglockchain is providing solutions for the energyrks,
accessibility to learning materials contributesthieving streamlining transactions of energy generated in a
equal access to all levels of education and vocatio community, balancing the supply and demand of
training for all individuals (Martins et al., 2019) electricity and offering the residents of a comntyiniore
Also, the trust provided by technology has made wptions to choose their energy sources, including
possible to think of solutions that provide decelited renewable energy sources, which is cheaper, cleamér
mechanisms to manage the grading process and there sustainable (Orsini et al., 2018). In thistee
granting of virtual diplomas that can confirm thecryptocurrencies are playing an important role hpsting
completion of one or more courses (Martins et2dl19).  the use of Blockchain-based solutions (Johnsonl.et a
2015), (Mihaylov et al., 2014).
Goal #5 — Equality and social exclusion SolarCoin (Johnson et al.,, 2015) and NRGcoin
(Mihaylov et al., 2014) are cryptocurrencies crdatgth
Blockchain stands out as a technology capable tie idea of functioning as a reward for small selaergy
contributing to the achievement of SDG 5, to renthes producers, the aim is to offer blockchain-baseatskto
role of women, children and gender minorities (Tin  producers, which can be traded as a cryptocurreéhay,
Duarte, 2019). In relation to finance, Blockchasnused promoting the production of solar energy in a vehfe
both, to finance projects that promote the righfts avay. KWHCoin (Johanning & Bruckner, 2019), is areth
women, children and gender minorities (Kamath, 2p18example of cryptocurrency, which allows residentsao
and to empower women and significantly reduce thesommunity to purchase renewable energy from a local
vulnerability through mechanisms that allow them tgeneration source, reducing losses and minimizogisc
manage their money (Blakstad et al., 2018; Thylin &llowing citizens to have the freedom to chooserthe
Duarte, 2019). Also, it is possible to use cryptoencies energy suppliers.
as a means to obtain alternative financing, to reafe
and secure savings. (Blakstad et al., 2018). Goal #8 — Decent Work and Economic Growth

Goal #6 — Clean Water scarcity and sanitation There are some solutions available for consumeraubd,
monitor and evaluate the human workplace and the
Blockchain has managed to integrate very well ia thhuman supply chain, the strategy is based on using
processes related to donations for social benafjepts, consumer pressure, that is increasingly interebtetthe
allowing the management of donations made to @iddt practices that companies use to produce the goods a
organizations through a Blockchain network, whictservices they offer (Kim & Laskowski, 2018).
ensures that all operations are transparent, progwust  Sladefreetrade (Kamath, 2018) is a platform thdpshe
in citizens. (Lapointe & Fishbane, 2019). consumers learn about products sourced from tharsga
There are organizations such as thewaterproject.orghether they are sourced without exploitative labor
an NGO that promotes water projects in sub-Sahargnactices or modern-day slavery. The platform aflow
African communities, enabling people to gain acaess workers to describe their working conditions on a
safe drinking water (Darilek, 2020); and charitygrairg, Blockchain network anonymously. Everledger (Frarwis
which promotes the development of projects thatige & Swanson, 2018) is a platform that allows the kiag
clean water to communities in need (Saleh et @192 of diamonds through a Blockchain network, each
These organizations are exploiting the opportusitiediamond is assigned a digital passport. Consun@rde
created by Blockchain to engage citizens in fulfgltheir assured that the jewelry is authentic and has beerced
commitment to inclusive and sustainable wateusing ethical practices, dignified working enviroemis
management. Thewaterproject accepts donationsghrouand from regions free of conflict and forced labor.
cryptocurrencies, which allows the donor to transfe Other types of initiatives are aimed at enablingroi
money directly to the organization without the e$eny credits, focused on small and medium local entiregues,
financial intermediary, significantly reducing tsaction with this solution, entrepreneurs not only expahdirt
fees and times (Darilek, 2020). Charitywater hastad a possibilities by accepting cryptocurrencies as shot of
set of tokens called Cleanwatercoin, which aimfietp payment, but also have access to financial senicats
fund the work of the NGO, with each transaction emhg are hardly available in traditional banking sersice
users using cleanwatercoin, an automatic donatibn (Barrutia et al., 2019).
0.1% is made (Saleh et al., 2019). Start-up Etherisc (Kim & Laskowski, 2018). uses
Blockchain is also being used for autonomous watdslockchain to provide decentralized insurance airaed
management in irrigation communities, (Bordel et alhelping farmers in developing countries. A land keor
2019) describes a method of water control focan insure his plantations by paying small monthly
communities that depend on agriculture and wheey thpayments. In case of detecting phenomena that could
must share a source or quota of water, the moded usaffect the insured's plantations, the Smart Cotarhased
Blockchain to record the amount of water used,eapfe  platform makes disbursements of money, this protess
who need the resource now have a means to trust thene automatically and without the insured's reqgueb
system and other members of the community. disaster information is obtained from governmerermy



publications. Goal #11 — Sustainable transport

Goal #9 — Industries, innovation and infrastructsire The Etherisc insurance start-up addresses thezolgallof
significantly reducing economic losses caused byrah
Use cases have been identified that use Blockctmain disasters, with a focus on protecting small prodaiead
promote small industries, local businesses, anderothpeople in vulnerable situations (Kim & Laskowsk)138).
enterprises, especially in developing countriesa¢oess The Brooklyn Microgrid platform allows citizens to
affordable financial services and credit. (Barruwtaal., have access to adequate, safe and affordable ialgctr
2019) describes an economic model to facilitateronic services from a variety of local sources, helpimy t
financing through cryptocurrencies to promote théalance the supply and demand of electricity (@rstn
development of small and medium-sized entrepreneus., 2018).
Blockchain allows us to think of opportunities thetuld In the mobility domain, the FairBike initiative is
be unfeasible to take advantage of with traditiongllatform based on Ethereum that allows bike sharing
models, for example, (Ammous, 2015) proposes a modeach bike acquires a digital identifier with whiithcan
that allows citizens from developed countries tokena collect its own money, which can then be reinvested
small loans of money to entrepreneurs and businesmintenance or in buying another bike. This it
people in developing countries, all managed by allows citizens to have access to a useful, efficend
Blockchain network. These types of loans are ngsjibe  environmentally friendly means of transport (O’Hara
with the traditional banking model, as making toad 2018).
and each repayment would involve a transaction cost
equal to or greater than that of the transactielfit Goal #12 — Waste Management
In the energy sector there are initiatives suchhas
KWHCoin cryptocurrency, which ensures that smalBlockchain traceability makes it possible to essibl
companies participate in the market, reducing casilg mechanisms to ensure that the products we consuene a
sustainable practices and boosting the local ecgnonproduced responsibly, for example, in Arkansasyaofp
citizens can now decide what will be their sourde ocof concept has been conducted that allows mongorin

energy supply (Johanning & Bruckner, 2019). meat products. Through QR codes, customers cafy veri
the quality of the meat, this information is storeda
Goal #10 — Inequality Blockchain network, the consumer's ability to werifan

promote the use of sustainable practices such emmi
Blockchain brings solutions to empower social, eroit  breeding and herds and hormone-free pasture feeding
and political inclusion of all people. Bitpesa iplatform (Kim & Laskowski, 2018). Also, the Provenance paifi
implemented in Kenya that allows people to makeé available, which allows companies to communidate
transactions. The platform receives remittanceBitcoin  consumers their production practices and the orégid
and pays the equivalent in local currency (Ammousmpact of their products., providing information ¢me
2015). Bitso is a virtual currency that promotasaficial production and supply chain (Kim & Laskowski, 2018)
inclusion through e-commerce in Mexico, offeringver Control in the supply chain also addresses the
transaction costs. The platform can be used by de wichallenge of reducing food loss while in transige t
range of citizen profiles, from investors interelsta the StaTwig solution (Unicef, 2018) is using blockchain
project to people who do not have bank accountseatit technology to create an efficient food distributsupply
cards (Zbinden & Kondova, 2019). Cryptocurrencils® a chain. As resources traverse different segmentshef
promote more citizens to participate in the procebs supply chain, quality and other vital informatios i
social, economic and political inclusion for alld&pting recorded on a Blockchain network. This data is
Blockchain to the domain of social entrepreneurshiglistributed, decentralized and thus establishest,tru
allows donors to have better control over how theiransparency and authenticity in these supply Ghain
money is used, the levels of transparency that are
achieved, positively impacts the trust of citizémsocial Goal #13 — Climate action
organizations and the work they do (Jain & Siml®4,8).

The BanQu economic passport allows the mo®&lockchain-based solutions seek to address thelgrob
vulnerable people to obtain a digital identity. éries of of climate change by enabling public participati®@gen
data can be linked to this digital identity, suchtieining Network (Howson, 2019) promotes the sponsorship of
completed, financial history, income from remittasc regenerative land use practices, with this init&tit is
among others. This history can be used as proof ekpected that citizens can contribute to minimibe t
eligibility for employment opportunities, healthreaand impact caused by climate change. Another use cas®i
financial services (Kshetri, 2020). Another soluatio tokenization of carbon credits, with which citizeoan
identified is the one implemented by the Estonianffset carbon emissions from a variety of produatsi
government, which provides migrants and refugedh wiservices (Howson, 2020b).
an emergency digital ID based on blockchain, this Poseidon is a start-up that has developed a ptatfor
solution also allows to allocate financial aid,tke degree that finances the environmental cost required tudpce
of vulnerability of the benefited people can beumsl and purchase a good or service. The funds raisedsad
considerably (Scott et al., 2017). to finance projects that promote positive climatgican.

The platform uses Blockchain for transparent micro



transactions and artificial intelligence to caltaelahe mechanisms available is that of providing digitigrtity.
environmental cost of a good or service (Howsod @0 Through a blockchain network, personal data can be
stored and managed securely, such as birth retipsira
Goal #14 — Life below water vaccination registry, voter registry, refugee regis
national identification card and other metadatah@s,
Fishcoin is a cryptocurrency that seeks to incérdidata 2017b; Kamath, 2018; Haddouti & Ech-Cherif El Ketta
recording by small-scale fishermen in the Globalt8dy 2019). The availability of these data can alloweaspn to
offering tokens redeemable for credit as an ingento  access public services and assert their rightseample,
share data on a blockchain network, Quality ddt@aal in Moldova, an initiative has been developed tlegtks to
regulators to have better criteria to make decsiorsystematically tackle human trafficking, with spci
(Howson, 2020a). emphasis on undocumented children (Lapointe &
Another initiative identified is Cryptocorals, isia Fishbane, 2019). Also, the Estonian government uses
game that uses blockchain and aims to save coefd,re Blockchain-based digital identities to reduce the
people can buy a virtual coral or CryptoCoral, whic vulnerability of refugees and asylees, while prdmpt
allows funding projects that are focused on pritgct their economic independence since the tool alsdksvio
coral communities, the platform is able to providaeliver cash aid (Scott et al., 2017).
evidence backed through Blockchain of the positive On security issues, (Leite & Albuquerque, 2020)
actions achieved (Fraga-Lamas & M. Fernandezescribe a model that allows the auditability, aatkity,

Caramés, 2020). security, availability, verification of integrity nal
confidentiality of the files used in the field of
Goal #15 - Life and Land investigation units and anti-crime intelligence aihgh

blockchain structures. Another example is propobgd

Regen Network (Howson, 2019) contributes to théKhan et al., 2020), which aims to guarantee thhoag
restoration, conservation and sustainable useradsteial reliable blockchain-based mechanism the authewntifit
ecosystems by sponsoring the use of good practoel, the data generated by surveillance cameras. (Heston
as rotational crop planning, for the regeneratiébrs@l 2017) proposes a model for registration, controtl an
quality, the progress made is recorded on the nm&tim distribution of firearms based on blockchain stuues.
inform sponsors. The objective is to promote the improvement of giel

Scientists at the Canadian Cattle Genome Projedlated to the use and possession of firearms and
foundation propose Blockchain as a method to creategradually reduce interpersonal violence and sugide
reference library of genetic markers, with freeesmscto a
registry of functional traits such as fertility, dith, and Goal #17 — Partnerships for the goals
calving ease. Dairy farmers can make more sustiinab
breeding decisions. (Kim & Laskowski, 2018). One of the current priorities is to improve coopierain

Blockchain también esta aportando de formacience, technology and innovation, it is also seagy to
innovadora para rastrear areas de madera y bosfglesincrease knowledge sharing, as has been verifiat the
objetivo es permitir un seguimiento transparenté dese cases identified in this section, to bring eality
origen de la madera. La capacidad de control que fe@any of the initiatives, it has been necessary the
ciudadania logra en este proceso promueve el uso aw#laboration of various entities, including govemnts,
practicas éticas y manejo forestal sostenible (ffiget NGOs, Startups, among others. One example is thetev

al., 2018). organized by UN Women, in partnership with the UN
Office of Information and Communications Technology
Goal #16 — Peace and Justice Strong Institutions and Innovation in Norway, which allowed for discass

and exploration of blockchain-based solutions tdraesis
Use cases have been identified that demonstrate ttlae challenges of protecting women and girls in
Blockchain has the potential to contribute in thghf humanitarian environments (Thylin & Duarte, 2019).
against violence and vulnerability. Among the

Table1.
Solution proposals for SDGs based on blockchainrtelogy, from the service-delivery point of view.
SDG GOAL /Target - Initiative Novelty (type of solution)

Goal #1 — No Poverty

14 Land rights (Kshetri & Voas, 2018;Method to secure property rights and greatly rediee difficulties and costs

Shang & Price, 2019) associated with the registration process (service).
1.4 Land rights and management (Daniel 8odel for managing the exchange of land rightsresking the problems of trust
Ifejika Speranza, 2020) that exist between landowners and small farmemutiir land markets (model).
1.1 Micro loans from developed countriesThis model aims that entities and individuals frdeveloped countries can make
1.2 (Ammous, 2015) small transfers of money to entrepreneur peoplpaar countries (model and
1.4 cryptocurrencies).
11 Financial inclusion (Schuetz & Model to facilitate the delivery of economic assgtugh mobile applications,
1.2  Venkatesh, 2020) reducing costs and transaction delay, offering @piate products and services
1.4 and with the ability to create a reliable creditstory (model and

cryptocurrencies).




1.1 Financial inclusion (Barrutia et al.,

1.4 2019)

Model to facilitate micro-financing to promote tleeonomic development of
small and medium-sized entrepreneurs (model an@taryrrencies).

1.1 Control and optimisation of resourced-ollow up on families who have received social stasice and to verify the

1.2 for social development (Koniyo &
1.3  Sudarma, 2020)

effectiveness of social programmes (service).

1.1 Low-cost micro-lending service (GuoTo offer a low-cost micro-lending service that seék alleviate poverty through

1.4  etal., 2018)

financial inclusion (model and cryptocurrencies).

1.1  Control and optimisation of resourcedModel to facilitate the efficient identification ofulnerable and needy
1.2  for social development (Wen-kai, 2020)populations, the reduction of administrative castd the effective management

13

of funds to promote social development (model).

1.3 Disberse (Reinsberg, 2019a)

Service for digdingufunds to the different NGOs in a transpareguiick and
economical way (service and cryptocurrencies).

Goal #2 — Zero Hunger

2.1 Food supply for refugees (Kshetri &
2.2 Voas, 2018)

It allows beneficiaries to receive cryptographiaigbers to be exchanged for
food in local shops, using biometric scanners llextan the shops (architecture).

2.1  Supply chain (Unicef, 2018)
2.2

This solution guarastte control of the food supply chain through kédain,
efficiently connecting all stakeholders and redgcthe rates of expired food
during distribution (architecture).

2.4 Regen Network (Howson, 2019)

Allows individuats sponsor land stewards for promoting environmignta
friendly practices. (service).

2.3 Grape supply chain (Kim &
2.4 Laskowski, 2018).

Consumers can now learn about the production, adctraatment and supply
chain of South African grapes (model).

Goal #3 — Good Health and Well-being

3d Early warning and reduction of risks
caused by falls in older adults
(Rupasinghe et al., 2019)

Blockchain is proposed as a technology capable dfesgding today's security
and privacy challenges in the exchange of healéhdata (model).

3.8 Supply chain StaTwig (Unicef, 2018)

The problehiragmented vaccine supply chains means thaeat gjumber of
vaccines become ineffective, Blockchain technologyused to effectively
control vaccine handling in the supply chain (aetture).

Goal #4 — Quality Education

45 Intelligent ecosystem for learning and
4.a  inclusion (Martins et al., 2019)

Blockchain technology is used as a tool for autlatibn, accreditation and
certification of student outcomes (architecture).

Goal #5 — Equality and social exclusion

5.1 Financial inclusion for refugee women
5.a  (Thylin & Duarte, 2019)
5.b

It seeks to economically empower refugee women ioymising their degree of
vulnerability. They can apply for money through thleops registered in the
project, to be able to identify themselves usirani@tric scanners (architecture).

5.1 Women's coin (Kamath, 2018)
5.b

The aim is to attractads so that they can invest in initiatives thaegvomen
a voice and programmes that promote gender equdiityugh education
(cryptocurrency).

5.1 Enabling girls and women to save
5.a  money safely (Blakstad et al., 2018)
5.b

Method to save money that is focused on women atdig sub-Saharan Africa,
the infrastructure is based on the Blockchain ndtv&iellar (architecture).

Goal #6 — Clean Water and Sanitation

6.4  Automatic water management in
6.b irrigation communities (Bordel et al.,
2019)

A method of autonomous water control for communaitidhat depend on
agriculture and must share a water source or daotitecture).

6.1  The Water Project (Darilek, 2020).
6.4
6.b

Receipt of dwret using cryptocurrencies, which reduces traimaciosts and
improves auditability. (Service).

6.1 Cleanwatercoin (Saleh et al., 2019).
6.4
6.b

Token thatwallaisers to make an automatic donation of 0.1% efach
transaction to fund projects that provide water vidnerable communities
(Cryptocurrency).

Goal #7 — Affordable and Clean Energy

7.2 Brooklyn Microgrid (Orsini et al.,
2018)

It records transactions of energy generated in mnwanity in a blockchain
network, providing neighbors with more options twase their energy sources
(service).

7.2 SolarCoin (Johnson et al., 2015),
NRGcoin (Mihaylov et al., 2014)

Cryptocurrencies that act as a reward for smallrselzergy producers, in
addition to being tradable, these promote the prtioiu of solar energy in a
verifiable way. (Cryptocurrency).

7.1 KWHCoin (Johanning & Bruckner,
7.2 2019)

Allows members of a community to purchase renewallergy from a local
generation source (Cryptocurrency).

Goal #8 — Decent Work and Economic Growth

8.7 Slavefreetrade (Kamath, 2018)

Service thawalloonsumers to track, monitor and evaluate theanusupply
chain of products registered in the network to tonfthat they are obtained
without exploitative labour or slavery practicesr{gce).

8.2 Financial inclusion for local
8.3  entrepreneurs (Barrutia et al., 2019)

It proposes the implementation of micro-creditsstmall and medium local
entrepreneurs dedicated to tourism through cryptengies and a network of




8.9 payments in the same money (model and cryptocuagnc

8.2 Everledger (Francisco & Swanson,  This service enables the tracking of diamonds tinoa blockchain, allowing
8.7 2018) consumers to be assured that the jewellery is atithand has been extracted
8.8 from regions free of conflict and forced labourr{see).

8.8 Etherisc (Kim & Laskowski, 2018).
8.10

It offers decalized, automatically disbursable insurance thamiimed at
helping farmers in developing countries (service).

Goal #9 — Industry, Innovation and Infrastructure

9.3 KWHCoin (Johanning & Bruckner,
2019)

Allows citizens to purchase renewable energy framal generation sources,
promoting local investment, and allows small indestand other businesses to
access the market (Criptocurrency).

9.3 Micro loans from developed countries
(Ammous, 2015)

Proposes that citizens of developed countries nsakal loans to businessmen
and entrepreneurs in developing countries, usiygtecurrencies (model and
cryptocurrencies).

9.3 Financial inclusion (Barrutia et al.,
2019)

Microfinance model through cryptocurrencies to poten the economic
development of small and medium-sized entreprene@m®odel and
cryptocurrencies).

Goal #10 — Inequality

10.c  Bitpesa (Ammous, 2015)

It allows to receiveitiemces through cryptocurrencies and pays itsvedgmt
in local currency, achieving fast and low cost moiransfers and overcoming
the little presence of banks in the areas wherngaperate (cryptocurrency).

10.7 Digital residence system (Scott et al.,
2017)

To provide migrants and refugees with an emergeligiyal identification based
on blockchain, thus promoting an orderly mobilitylipy that fights to protect
the rights of these vulnerable groups (service).

10.2  Cryptocurrency for Citizen
Philanthropy and Social

Adapts blockchain in the area of donations andas@eitrepreneurship, allowing
donors to have better control over how their moiseysed and facilitating the

Entrepreneurship (Jain & Simha, 2018)matching with organisations that develop programihes match citizens' aid

intentions (model).

10.2 Bitso (Zbinden & Kondova, 2019)
10.c

Promotes financiatlusion through e-commerce, offering lower cos&s p
transaction. People without bank accounts or creditds can participate
(cryptocurrency).

10.2 Economic passport BanQu (Kshetri,
10.3 2020)

This platform is fed by different data sources atidws the most vulnerable
people to obtain a digital identity, with which eriges of data can be linked, such
as financial history, income from remittances, agothers. The aim is for this
history to serve as proof of access to health erah€ial services (service).

Goal #11 — Sustainable Cities and Communities

11.5 Etherisc (Kim & Laskowski, 2018).

Allows smalioducers to reduce their losses in the eventatiral disasters,
with cheap and reliable insurance (service).

11.1  Brooklyn Microgrid (Orsini et al.,

Records locally generated electricity in a Blockcha@twork, enabling citizens

2018) to have access to cheap and sustainable basio/gsergice).
11.1 FairBike (O’Hara, 2018). Platform for bicycle lendibased on Ethereum. Citizens have access to d,usefu
11.2 efficient and environmentally friendly means ofrtsportation (service).
11.3

Goal #12 — Responsible Consumption and Production

12.3  Supply chain (Unicef, 2018)

Solution that easucontrol of the food supply chain through bldwkia,
reducing rates of expired food during distribut{anchitecture).

12.6  Tracking the origin of meat products
(Kim & Laskowski, 2018)

Solution that allows citizens to monitor the origii meat products, ensuring
their quality and promoting sustainable practi@slitecture).

12.3  Provenance (Kim & Laskowski, 2018).

Platformatt allows companies to communicate to consumersotigin and
impact of their products, also providing informatimn the production and
supply chain (Service).

Goal #13 — Climate Action

13.3 Regen Network (Howson, 2019)
13.b

Facilitates citizenspgonsor regenerative land use practices througtkBhain
(service).

13.3  Carbon credits trading (Howson,
2020b).

Service that allows citizens to purchase tokensessmting carbon credits to
offset the carbon emissions needed to produce d goservice (service and
cryptocurrency).

13.3  Saving the planet with every purchaseStart-up that has developed a platform that allimancing the environmental

(Howson, 2019).

cost necessary to produce a good or service (®rvic

Goal #14 — Life Below Water

14.4  Fishcoin (Howson, 2020a)
14.b

Project that seeks tonitigee data recording by small-scale fishermerha
Global South by offering tokens redeemable for itrad an incentive to share
data on a blockchain network, this allows regukattr have better criteria to
make decisions (cryptocurrency).

14.2  Cryptocorals (Fraga-Lamas & M.
Fernandez-Caramés, 2020).

Platform that seeks to protect coral reefs, thrathghpurchase of a virtual coral,
people can finance projects that are implementedugh a partner NGO
(cryptocurrency).




Goal #15 — Life on Land

15.1 Regen Network (Howson, 2019) The platform makesd#ier for citizens and companies responsible fionate
15.3 change to sponsor regenerative land use practivesigh Blockchain, an
initiative that seeks to restore ecosystems (se)vic
15.6 Registry of genetic markers (Kim &  Model proposing Blockchain as a means of distrilgutinlibrary of livestock
Laskowski, 2018) genetic material (model).

15.1 Sustainable wood sourcing (Figorilli et racking timber areas and forests with the objeatiz&ransparently tracking the
15.2 al, 2018) origin of timber and the use of ethical practicasd asustainable forest
15.3 management (model).

Goal #16 — Peace and Justice Strong Institutions

16.4 Intelligence and investigation units  This solution enables the auditability, authengjciecurity, availability, integrity
(Leite & Albuquerque, 2020) verification and confidentiality of files used ine field of anti-crime intelligence
and investigation units by means blockchain stmestimodel).

16.4 Data verification for surveillance

cameras (Khan et al., 2020)

Guarantee through a reliable mechanism based @hdtiain the authenticity of
data generated by surveillance cameras that caujgrdsented as evidence in a
court of law in case of a crime (model).

16.2 Digital Identity System (Kamath, 2018; Through a blockchain network, a person can stork raanage personal data
16.3 Haddouti & Ech-Cherif El Kettani, securely such as birth registration, vaccinatiaore, voter registration, refugee
16.9 2019) registration, national ID card and other metadglés data allows them access to
public services (service).
16.9 Digital Identity System (Kshetri, Allows the creation of digital identities based biometric data such as facial
2017b) and voice recognition through a smartphone, dodsreguire any previous
identity document or an email (service).
16.1 Preventing human trafficking (LapointeThis solution aims to prevent human trafficking,thwia special focus on
16.2 & Fishbane, 2019) undocumented children. The network produced a tepotitled "Making
16.9 Invisible Children Invincible", presenting the satut implemented (service).
16.9 Digital residence system (Scott et al., Provide migrants and refugees with an emergendjatligentification based on
2017) blockchain, facilitating an identity registratiomat reduces the degree of
vulnerability of these groups (service).
16.4 Firearms registration control (Heston, Registration, control and distribution of firearmesbd on blockchain structures.
16.a 2017; Soni and Mahler, 2020) The objective is to promote the improvement of gies related to the use and

possession of firearms and to gradually reducerpeteonal violence and
suicides (model).

Goal #17 — Partnerships to achieve the Goal

17.6  Pilot Blockchain Initiatives for Event to explore and disseminate decentralized Bluak-based solutions to
Humanitarian Action (Thylin & protect the rights of women and girls in humanéarenvironments (service).
Duarte, 2019)

3.1.B Findings

Goal #1 — No Poverty
The main findings of the proposed solutions can be
summarized as follows: To help in achieving this goal, blockchain-basetkbddi
The main benefits of blockchain technology forfundraising projects by nonprofit organizations édeen
delivery of services are due to its use as a medns implemented to reduce the effects of poverty (BrGi
exchanging economic assets through an underlyir@19). The idea consists in a platform based on

cryptocurrency. In addition, its characteristiclwl it to

go beyond and to propose innovations in other aofas these funds.

social impact, such as
optimisation of supply chains, property rights ayghder
equality, among others. These innovations are biask
ability of this technology to effective managemenft
information in a secure and accepted by all paaicis
way.

3. Resour ce-management appr oach

Below, some representative solutions of the paaérmti
blockchain technology to address the challengeShits
are described.

3.1. Solutions

In this subsection, the different solutions arecdbsd to

blockchain which helps to manage the use and parpbs
This provides greater

efforts and continue to make larger and larger tons,
without the risk of fraud (Benefactory, 2020). topides
an infrastructure able of registering and retrigvisny
digital token (such as cryptocurrencies) anywher¢hie
world. This represents an opportunity to diversiyd
capture other sources of finance to help eradigaterty
(WeiFund, 2021).

Goal #2 — Zero Hunger

To reduce hunger, blockchain research focused
agricultural production. For this, land registrifisancial
inclusion, sustainable production, and consumptoa
necessary. This actions have direct and indirdetesf to
increase production and to reduce hunger. Abowgesss

better explain the added value provided by blockchacan be aborded by blockchain as follows: firstjgteging
property on blockchain reduces notary service costs

ecosystems.

confidence for
identity data processinghilanthropic organisations to engage in collabeeat

on



(BenBen, 2021); second, access to financial ressuran allocation managed by smart contracts (Bordel et
increase agricultural production, and consequettily al.,2019).

incomes of small farmers; and third, certificaterhemes In short, the transparency and immutability of wate
favour resilient agricultural practices, establisde access and sanitation facility management are reliablyuead

to information and trade balance in the supply rhaiby this technology, which combined with other Imietr of

(Bext360, 2019). Things (loT) paradigms, provide consumer confidence
and establish transparent processes for settingviater
Goal #3 — Good Health and Well-being prices.

In this area, blockchain can be used to aid th@oal #7 — Affordable, reliable, sustainable energy
management of the pharmaceutical resources andanoni
the commercialization process of pharmaceuticalsiny. Blockchain research provides energy-efficient
There are proposals based on smart contracts isteeg management solutions primarily related to how tokeia
transactions and movements of medicines to prevesurplus generation amongst consumers in community
counterfeiting of products. In this case, the imaility collaboration scenarios. The solutions and benefits
of blockchain cancel the asymmetry of informatiorobtained to improve access to clean renewable graeey
between manufacturers and marketers (Uddin, 2021). described below.
Some households have started generating energy usin

Goal #4 — Quality Education solar thermal collector and photovoltaic cells. Hmeount

of energy produced depends on climate factors. When
In this area, the blockchain research is twofoldanty there are surpluses, the possibility arises to @péirect
management and sharing of educational resourcemrket for marketing between two types of stakedid
between universities. An adequate control improvgzosumers (who have surplus energy for sale), and
collaborative performance and benefits the exchasfge consumers (who need to buy energy). Currently, gner
resources, both financial and educational (Balinble demand and supply management are controlled by a
2019; Rashid et al., 2019). Smart contracts arel ise central authority. These entities have played goomant
query grades from an external repository. If theole in overseeing energy marketing. However,
gualification requirements are met, the systemsfiexs centralization suffers from some disadvantagesh s
cryptocurrencies to the student's wallet. In thiayw lack of privacy, single point of failure, and semadtacks.
scholarships, grants or loans are stored in sneatracts To solve this problem, (Lee et al., 2019) uses Kilbain
and an immutable commitment is created betwedrchnology to set up a P2P energy trading systdwelaea

students and sponsors of university education. neighbors. When a negotiation is achieved, a smart
contract performs the pairing between prosumer and
Goal #5 — Equality and social exclusion consumer to execute the payment process.

From these proposals, the management of energy

Blockchain management services help to reduce dipe ggeneration and demand in a community, for examgple,
of social and gender inequality because they ake tab city, can be undertaken by microgrids spanninggiore
channel financial resources toward social prograsmmeity area or the entire city. When domestic demianabt

and provide equal opportunities without distinctidfora met, the microgrid has the ability to buy powernfrohe

et al., 2021a; Mora et al., 2021b). In this linkadkchain utility grid (Afzal et al., 2020). All generated t@aflow is
research focuses on financial inclusion for vulb¥a stored on a community blockchain. In addition, the
populations or free access to educational matexiabng definition of prices and execution of financialrsactions

others examples (GiveTrack, 2019). uses procedures based on smart contracts (Khakbdl,et
2020) that allow the recording of consumer and yomesr
Goal #6 — Clean Water scarcity and sanitation data, P2P local market transactions, and tradsdcdions

between the prosumer and the main grid. This typpe o
Research on blockchain exhibits three cases ofeusagplution minimizes dependence on main grids andemak
related to water management: monitoring and digtidn, it possible to exchange energy based on the minimum
quality control, and trading. With these requiretsen physical distance between pairs, minimizing: pdssib
solutions and benefits are identified to improvee thtransmission losses (online) and power demand tien
lifestyle in urban and rural areas. main grid during peak hours. These actions helptoot
In many areas where water is very scarce, an atliequaverload the operation of a central plant, while
irrigation schedule is required to maximize agtictdl encouraging the use of renewable energy for communi
production and minimize water consumption. The ofse production and consumption.
blockchain solutions provides security and trustthe The monitoring and correctness of operation of the
system for user interaction, monitoring the usettoé scheme depends on three types of nodes. Firstly, a
resource and providing traceability of its decditeal blockchain node-based public key infrastructure for
consumption to water supply chain management (Mungervice certification and authentication. Secondalyen
et al.,, 2019; Maouriyan et al., 2019; Mahmoud et alnodes to validate transactions and generate theator
2019). Likewise, there are solutions that establiskequence of blocks. Thirdly, request nodes thatagan
irrigation rules and controls according to a stafrevater the transactions between the prosumer and the cwisu
(Noor et al., 2018). With this organization, thesee



wallet-based solutions configured and linked toceffie  other social services, regardless of the countrwhinch

"power coins" cryptocurrency addresses. In this)ade, they are located (Mora el al, 2021a).

a prosumer launches an offer of a certain amount of

energy for a number of power coins. A consumer caBoal #11 - Sustainable transport

accept the offer and begin a negotiation procesanl

agreement is reached through a bid, smart contrad®®esearch on blockchain exhibits two cases of tiatsp

enable the transfer of energy and power coins liwerelated uses in cities: P2P vehicle sharing, aatttime

participants. This procedure provides liquidity hiit the road traffic information.

scheme and energy inclusion of the inhabitants of a Smart transportation optimizes existing mobility

community. resources, rather than creating new ones. An effici
There are other initiatives that connect consumersobility alternative promotes ride-sharing, i.ée tuse of

through an electricity pool based on smart condractd the same vehicle to transport multiple people whars

under the same principle (SunContract, 2017). common routes to reach a destination. Thus, phufitya
is maximized because expenses are amortized thitbegh
Goal #8 — Decent Work and Economic Growth use of empty seats. In addition, traffic and envinental

pollution are reduced because there are fewer heshic
Blockchain could provide a new transparent way odriving along the same route. Based on this aprohe
recruiting and managing human resources without th®#ockchain-based smart transportation system stppor
need for intermediaries. By means of smart corgrie¢  shared travel with the possibility of a passendeamnging
employment commitment of the parties can be enedypt vehicles when taking another route (La' Zooz, 2017)
signed and automatically registered in the blockthila Drivers and passengers share their location ankltra
this context, payments are executed instantly, tmegob  routes through an App. The transmitted data isfieerin
is completed. This method guarantees equality énjob real time and recorded on a blockchain. The system
conditions anywhere in the world and allow thirdgenerates cryptocurrency tokens and gives baclséosu
countries to access to job opportunities whenegand who share their location (DOVU, 2018).

(Chrono.tech, 2021). A smart transportation system essentially requaes
journey planner. A user needs to know alternatifces
Goal #9 — Industries, innovation and infrastructure travel routes between various transport providemd a

methods of acquisition, payment, and confirmatiére-o

Technology management capabilities of blockchaimeha tickets. Mobility services are currently centratizeand
been harnessed to propose solutions to help inésigtr  play an important role in managing transportatioppy-
improve their production process. There are mangemand. However, they face trust and scalabilisyéds
proposals for logistics (Cao et al.,, 2020; Wangakt when managing connections between multiple prosider
2020; Agrawal et al., 2021) and infrastructuredecause of the heterogeneity of the schemes they ow
management (Turk and Klinc, 2017). In addition torhrough a blockchain structure you can create a
blockchain structures, smart contracts are impleeteto  collaborative environment between carriers andeters
address logistical issues about the operation tifrmach (Nguyen et al., 2019). Basically, a traveler redgsies
process in relation to the planned schedule. Is Way, information about a travel route. Then smart catéra
the timeliness of precast delivery is improved, anfwhich include information about possible routesd an
bottlenecks are identified in a timely manner. means of transport) are sent to the network. Téneeter

It is especially important the advantages of blbelic  selects and pays the travel option according tar the
traceability to the food industry (Ripe.io, 201%). this preference (route, comfort and price). Then, a smar
way, food quality is tracked from the farm to theaf contract becomes a ticket validated and confirmgdlb
consumer. It connects food suppliers (restaurantsuppliers, prior to registration within the blockah
supermarkets, farms) with local community membei a  One aspect that affects mobility is vehicle conigest
provides up-to-date information about schedulesn cities. To address this problem, a traffic light
transport routes, prices and product availabilisy.also mechanism based on the consortium blockchain and
helps to avoid the price hike from the farmer te fimal vehicular ad-hoc network (VANET) can improve matyili

consumer. in cities (Zhang et al., 2019). In this scenariojedicle
sends the traffic status of the road along whichsit
Goal #10 — Inequality driving. The information is then sent to the bldaain for

validation and subsequent registration. Using iaidif
Inequality is really a big challenge for vulneralpleople intelligence and parallelism algorithms, smart cactis
who have difficulties in trying to move forward their are activated for dynamic traffic light regulation.
life-conditions. The management of aids becomes a
challenge because the tools used to offer humamitar Goal #12 - Waste Management
assistance are useless when this people decidewe to
another region or country as migrants. The ID syste Blockchain-based solutions to address this chaflearg
based on this technology could easily provide ageared towards raising awareness and providing
unequivocal and personal identity (Argento et 2021) incentives to recycle waste, and towards waste
to the people on the receiving end of humanitaaidrand management.



In relation to the first usage case, there aretigolss community and the companies that seek to preséwe t
that promote the identification of georeferencetytion environment.
sources and aim to involve citizens to raise awesgrof
plastic footprint (Lynch, 2018). Citizens can idgnand Goal #13 - Climate action
report points with plastic garbage to a public viebs
(OpenLitterMap.com). The information received isBlockchain technology in this field is primarilyragd at
processed and categorized into a blockchain-likeroviding solutions in the trading licence systewxic
structure. A wallet is also created to incentiviaed gas leakage detection, and air quality monitoriysiem.
reward the user for their information by paying twe In relation to the first problem, a blockchain-bdse
virtual currency (LitterCoin). P2P trading system is proposed to exchange an yenerg
Along this same line, there are other architecttioes and carbon credit certificate by providing transpay
promote adequate ecological behavior (Recereumy7;20&nd market confidence (Hua et. al, 2020).
Franco et al., 2019). This system motivates ciSzienan In relation to emissions monitoring, the combinatio
urban waste collection activity (plastics, papépanum, of blockchain registration systems with 10T (Intetrrof
textiles and batteries) in exchange for a crypt@mey Things) measurement technologies establishes
(GreenCoin). With these cryptocurrencies, the uwsar homogeneous measurement criteria and provides
exchange them for goods and services in partnegliability to the data provided (Mishra et al., 22).
businesses. These solutions minimize registration errors atihiahte
Other solutions focus on the traceability of certaifraud arising from the accounting and measuremegas
types of waste based on their life cycle (Dua £t28120). emissions.
In the first stage, the manufacturer records the Finally, the third usage case is based on the same
characteristics of the product. Each transfer ofenship principle of immutable registration of real-timer ai
is then recorded from its creation date to the ehds pollution data (Niya et al., 2018; Han et al.,, 2019
useful life. A transfer rate is calculated to aekie Benedict et al., 2019). The information is thenrgpted
sustainability of the project. The value of thig ia paid and retrieved by users for analysis. Thus, theesyst
proportionately to each of the former owners of therovides alerts on pollution levels to environménta
electronic device. To do this, when the life of thevice monitors.

ends, it must be delivered to a recycling centdfith this There are proposals to publish the data on the
strategy, participants are motivated to delivergheduct Distributed Web using the InterPlanetary File Syste
to authorized recycling centers. (IFPS) (De Tazoult et al., 2019) and to register HRAFS

Another  important  consideration in  wastehashes on a blockchain to ensure its immutability.
management is waste prevention and reuse. Thigtgcti
is a lucrative business that needs transparency a@Gdal #14 — Life below water
auditing in order to avoid bad practices related to
disposal, transport and recycling. To address thla this area, there are proposals for a marinekiolain
management problem, blockchain-based solutions afat the transparent, reliable and accessible negish of
smart contracts can provide the traceability neefted oceanic phenomena. This system helps to improve the
waste management (Schmelz et al., 2019). The foilpw collaboration among multiple parties involved ir thafe
information is recorded: stakeholders, waste mamegé sharing of marine data. It allows better responsies,
facilities, waste classification and volume, adtiviog reduce service delivery errors and increase déitbiléy
and timestamp. Thus, the audit process obtaingtepb (Fang et al., 2020).
different types that allows alerts to be issuedualtamy Regarding the exploitation of fisheries resourdhs,
irregularities that have been detected. registration of the fishing operations in a blockichcan

The lack of waste treatment infrastructure in rurahlso be used for managing the supply chain and/zingl
areas of developing countries also has negatieetsfion the conservation of the marine ecosystem through
health and causes irreversible damage to the deosys traceability of fishing operations (Cook, 2018; Tedds et
In this environment, farmers have no choice but tal., 2020). These proposals aim to avoid illegahifig
incinerate crop waste, wood and other agricultwadte. and unethical practices in the fishing industry.eTh
In the face of this problem, there are solutionthotrade platform can also model business processes, tiasdets
in biomass energy and blockchain-based agriculturahd builds a transparent supply chain. As a resud,
products (Zhang, 2019). The scheme defines twwoansparency and traceability provided enables
stakeholders: waste recycling companies and farmeststainability of the marine ecosystem, improvextier,
Farmers sell their waste to a company in exchange fquality assurance and supply chain efficiency.
three options: (a) cryptocurrencies, (b) food comgstion
coupons such as fertilizers or raw materials, aod (
energy supply coupons on their farms. All previoussoal #15 — Life and Land
transactions are recorded on a blockchain and the
exchange is executed through smart contracts. These For this purpose, blockchain technology can be used
wastes are converted by companies into clean enangly preserve nature and the virgin land in developing
farmers have the opportunity to stock up on: foodsountries. The proposal consists in a common
supplies and energy. In addition, it represents anansparency platform for registering the land asd the
opportunity for collaborative work between theproperty rights. Through immutability of blockchain



these platforms provide a reliable tool for recogddata

of timber production and transportation, which Isetp  Goal #17 — Partnerships for the goals

assess environmental impact, manage of wood prieduct

and combat illegal deforestation (GainForest, 202T,0 advance in this objective there are also prdpdsa

Villares, 2021). strengthen the means of implementation of Goals. Fo
In this same line, other architectures based ocexample, a governance framework based on blockchain

blockchain and microservices to manage forest laggi This proposal defines the guidelines for managerttent

have been proposed (Figorilli et al., 2018; Cuesae®ez information transmission and sharing knowledge

et al.,, 2020). This solution makes forest managémecompetence between industry and government (Zhang e

plans transparent, as well as the traceabilithefiogging al., 2019). By means this kind of collaborationke t

process carried out in the forest. In this way, ridiee of information can be easily shared among stakeholtters

fraud and illegality related to the registrationtifes and know where the priorities are and to define common

forestry operation certificates is reduced. strategies to address them.
These platforms based on blockchain can also be use
as payment platform for commercialization and ergjea Table 2 schematically shows the main contributions

of fisheries and agricultural products in a secaral for resource management.
reliable way between producers and consumers.
3.2.B Findings
Goal #16 — Peace and Justice Strong Institutions
The main findings of the proposed solutions can be

The advantages of blockchain are very importamhade summarized as follows:
strong institutions for the citizens. Currentlyetb are The capacity of this technology to address the
ongoing initiatives aiming to increase the finahciachallenges of resource management is very impoaiaht
transparency to the institutions by means of thiis proving useful in many cases. The main usadure
traceability of operations provided by a blockchajpen is the ability to provide immutability and tracelili to
distributed ledger. Through this system, citizemsild the data registered in the blockchain. This capagiites
consult the destinations of the public founds aidforce trust to the users and citizens in the veracity thod
trust in institutions (Mora et al., 2020). This isinformation produced from it and allows the creatiof
significatively important in these cases whereditieens decentralized management systems where all users ca
voluntarily contribute with donations, such as NGOs cooperate. The immutability of information is coméd

Other important contribution to make strongemwith smart contracts and cryptocurrencies to preduew
institutions is the role in the management of th&inds of business and new forms of transactionschvhi
democracy itself. There are many proposals andlsmadllow incentive citizens and other users to coltab®
scale experiments for implementing e-voting systemasith the achievement of the objectives.
based on blockchain which will imply an extraordina
change in the way citizens participate in decisafn
public institutions (Banaski et al., 2020; Rathee and

Saini, 2021).

Table 2

Solution proposals for SDGs based on blockchainrtelogy, from the resource management point of view

SDG GOAL /Target - Initiative Novelty (type of solution)

Goal #1 — No Poverty

1.1 Cryptocurrencies donation platformFounds registration by smart contracts prevent thesuse of funds
(BitGive, 2019;WeiFund, 2019) (cryptocurrency, platform).

11 Ethereum  platform to  recruitSmart contracts provide the rules for defining thhte groups and donations to
volunteers and donors. social projects (cryptocurrency, platform).

Goal #2 — Zero Hunger

2.2 Blockchain-based platform for landBlockchain platform which facilitates transactiordated to the purchase, sale

2.3 management (BenBen, 2021). and lease of land (platform)

2.4 Blockchain-based platform for coffeeBlockchain platform records weight and quality o€ flood products. According

2.B traceability (Bext360, 2019) to these variables, the farmer receives the payimdmns wallet (platform).

Goal #3 — Good Health and Well-being

3.5 Blockchain Medledger (Uddin, 2021) System to enablsecure and efficient drug supply chain transastiand
provide a reliable traceability solution for con®mn and intermediaries
(architecture).

Goal #4 — Quality Education

4 Digital learning chain structure (BalintPlatform for managing student grants (cryptocuryepatform).
et al., 2019; Rashid et al., 2019)

4 University Education Resource Sharinglatform to manage the exchange of educationalirese between universities
(Meng & Zhang, 2021) (platform).

Goal #5 — Equality and social exclusion

5.5 Donation platform (GiveTrack, 2019) Donatiomtfidirm (in bitcoins) to contribute to girls' educat in Afghanistan




5.A (platform)

Goal #6 — Clean Water scarcity and sanitation

6.b Water monitoring (Munir et al., 2019;Monitoring and scheduling of irrigation, control carallocation of irrigation
Bordel et al., 2019) guotes (architecture).

6.4 Water distribution (Maouriyan et al.,Traceability and data aggregation mechanism forewalistribution system
2019). (service)

6.3 Water control quality and managemerRrovides transparency and immutability to the manznt of water facilities
(Shi et al., 2019) and sanitation (service)

6.5 Water trading (Smart4Tech, 2019Water Credits Mechanism based on blockchain (Watelgkr) to design, register
Civic Ledger, 2020) and trade water rights (cryptocurrencies)

Goal #7 — Affordable, reliable, sustainable energy

7.a P2P energy trading solution (Lee et alRenewable energy trading systems that remove the foeea central authority

7.2 2019; Li et al., 2019; Cutsem et al.since the same participating nodes validate theatipe and guarantee the

2020) integrity of the transactions by means blockchagmart contracts and
cryptocurrencies (architecture and cryptocurrencies

7.a Distributed optimization and controlLocal home energy consumption scheduler. Microgeds established among
7.2 (Khalid et al., 2020; Afzal et al., 2020) community consumers. The management of these gids made through

7.3 blockchain and smart contracts (service)

7.a Certification of energy service Authentication and certification energy servicesdzhon blockchain nodes that
7.2 providers (Noor et al., 2018) manage transactions between users of the systemsufper and consumer)
7.3 (architecture and cryptocurrencies)

Goal #8 — Decent Work and Economic Growth

8.2 Blockchain Human ResourcesA system based on blockchain, smart contracts agptazurrencies allow
8.5 Solutions (Chrono.tech, 2021) transparent and fair recruitment without the nekthtermediaries (architecture

and cryptocurrencies)

Goal #9 — Industries, innovation and infrastructire

9.1 Logistics management (Cao et alBlockchain-based framework for improving supply characeability and
2020; Wang et al., 2020; Agrawal etinformation sharing (framework)
al., 2021)

9.1 Infrastructures management (Turk anBlockchain systems provide solutions to many curpgnblems in construction
Klinc, 2017) information management (architectures)

9.1 Food industry traceability (Ripe.io,A blockchain system allows register and trace fqadlity information from the
2015) farm to the final consumer (architecture).

Goal #10 — Inequality

10.2 Legal identity management system$D systems supported by blockchain technology mleva tool for people
10.7 (Mora el al, 2020; Argento et al., 2021)identification in an accessible and unalterable weath which to manage
humanitarian services for vulnerable people, sscmigrants (architecture).

Goal #11 — Sustainable transport

11.2 P2P vehicle sharing (La’ Zooz, 20175ystem for travel sharing. Travel schedules antesoare created in a blockchain
DOVU, 2018; Arcade City Inc, 2020). according to geographical areas and rate of uskeo$ervice. A cryptocurrency
is used to remunerate users who share their rowits other passengers.

(architecture and cryptocurrencies)

11.2 Journey planner for mobility serviceBy means of a blockchain structure and a transagiiocedure based on Smart
(Nguyen et al., 2019). contracts, user preferences are matched with tissilglities of the transport
providers (service)

11.2 Real-time road traffic informationTraffic light procedure to manage vehicle traffaskd on the information sent by
(zhang et al., 2019) each vehicle in a VANET and stored in a blockchain.
(model)

Goal #12 — Waste Management

125 Incentive system for the recycling ofA system based on blockchain and virtual currenisgsroposed to reward the
urban waste (Recereum, 2017; Lynclgitizens for indicating places of contamination asmllaborating in recycling

2018; Franca et al., 2019) (architecture and cryptocurrencies)
125 Traceability of waste (Schmelz et alA blockchain-based system provides transparencyaaiting to prevent bad
2019; Dua et al., 2020) practices related to waste disposal, transportegtling.
(architecture)
12.4 Waste management (Zhang, 2019) Waste gergeratients can trade with it with the aim of it beinged to

generate energy (biomass) using blockchain infrasire and payment with
cryptosystems. (architecture and cryptocurrencies)

Goal #13 — Climate action

13.2 Trading licence system (Hua et alR2P trading system for Carbon Credits in which tretisas are recorded on a

2020) blockchain (service)
13.2 Toxic gas leakage detection (Mishra €uantification, classification and detection of gastamination in real time. The
al., 2020) measurements are stored in a blockchain (archictu

13.2 Air quality monitoring system (Han etMonitoring and storage of air pollution indicatansreal time. The measurements
al., 2019; Niya et al., 2018; Benedict etre stored in a blockchain (architecture)
al., 2019; De Tazoult et al., 2019)




Goal #14 — Life below water

14.1 Blockchain for Marine Data A blockchain-based system is used to protect araesmarine network data
14.2 Management System (Fang et alinformation (architecture).

2020)
14.4 Fisheries supply chain (Cook, 2018Supply chain management for analysing the conservabf the marine
14.B  Tsolakis et al., 2020) ecosystem through traceability of fishing operagigarchitecture)

Goal #15 — Life and Land

15.1  Blockchain for Land Management andA blockchain-based platform allows registering thed use, timber production,
15.2 Conservation (GainForest, 2021fransportation data and the property rights. (éechire).

15.3  Villares, 2021)

154  Wood supply chain (Figorilli et al., Architecture to manage forest management plansiisawthe traceability of the
15.5 2018; Cueva-Sanchez et al., 2020)  logging process (architecture)

Goal #16 — Peace and Justice Strong Institutions

16.5 Support Models Based onA distributed ledger technology based on blockchaliows audit and trace

16.6 Cryptocurrencies (Mora et al., 2021afinancial operations of public funds. Citizens cdreck where their money is
Mora et al., 2021b) going (framework).

16.7 e-voting systems (Baiski et al., 2020; Electronic voting system based on blockchain wilbyide citizens a hight

Rathee and Saini, 2021)

participation in democratic processes (architegture

Goal #17 — Partnerships for the goals

17.14 Governance framework (Zhang et al.Knowledge Governance Framework in Dynamic Alliam@esed on blockchain

17.16 2019)
17.17

for managing

smart services and sharing knowledgmpetence between

industry and government (framework)

4. Blockchain for city management

In this section we discuss potential and alreadyayed
solutions based on blockchain for management
different areas of the city and their governmenaskof
the described proposals in this area contributgrégress

administrators to make decisions (Mora et al., 2019
Hemanth et al., 2021). A smart city collects anocpsses
privacy-sensitive information from people's livesnda
ehvironments, and thus, security and privacy issues
become a critical issue (Zhang et al., 2017). Ti® ¢nd,

the combination of IoT and blockchain increasesisgc

on governance and e-government (Guarda et al.,;2024 accessing to the data acquired by the thingsiand
Grover, 2021) and provide a response to how advamceaccessing to the control of devices (Nguyen eaR).

the challenge of sustainability of urban spacesriBand
Krogstie, 2017). This governance may be applicable

Cloud Computing paradigm is one of the most
innovative strategies in terms of the adoption of

other government scales, such as regional or cpuninformation technologies by society. This modeleodf

government.

Citizen transactions typically suffer from a hugest
deficit. In most cases they also require costly imooimg,
reputation checks or third-party intermediation ethare
costly and time-consuming (Allessie et al., 201Bhe
introduction of blockchain in the government hasuted
to be a catalyst for tackling most of these isslieghe
case of smart city, the blockchain-based solutfmoside
a common platform to connect other services ofdhe
and enhance their benefits. Other technologies his@
played a key role in this progress. In this setbiieo
computing, Internet of Thigs (IoT), and Cloud coripg
are highlighted. Other important technologies aig- b
data, IA, or 5G among others.

ubiquity and computation power to city-services (et
al., 2016). The cloud has become to the place wend
the data for further processing and where hosséneices
of the city. In this scenario, blockchain providesst to
validate user data integrity and provide easy datzess
(Chaetal., 2021).

The concept of e-government is related to role of
public administration narrowed to the digitalizatiof the
resources and formalization of the procedures §alk et
al., 2019). The new paradigm of the Digital Goveemtn
(DG) refers to the usage of ICT technologies to raod
good government principles and achieve policy goals

E-government is a powerful tool to implement global

In this context, mobile computing mainly refersthe@ sustainability goals and addressing the previous
potential of smart devices and other wearableshi tchallenges. Most of the solutions are deployedniars
hands of the citizens, which have become ubiquifaus city environments where the advantages they proaige
modern days. Trough new Apps and mobile servidggs, ¢ combined with other functionalities of the digitdciety
administrators can provide new citizen-centric $otd to advance in the achievement of SDGs and imprbge t
facilitate the relation of the user with the citpdathe quality of life of citizens. In this field, the nraiand most
access to the services (Allam, 2021; Ji et al.,120Bh representative solutions are described below inrglv
addition, mobile devices are the common way tosxte several areas of the city management. In many cases
most of the services supported by blockchaithese proposals can be combined with other digital
technologies. services provided by the city to create synergiéh w

loT is a new paradigm able to provide sensinghem and reach a larger number of people. Table 3
computing and communicating features to devicegs&h compiles summarizes the main novelties of the pgalso
devices or things’ are used to acquire data from the city
environment and provide valuable information toy cit



#1 Citizen - public administration relation and istcy  #2 Digital Identity (DI)
services
Digital identity is a particular use of a registoat
Usage of blockchain to deploy formalized, digitalservice, but in this case, it is related to citzefhis
administration models aim at improving the quality service has been reported previously to addresse som
interaction between citizens and the administratigna identification issues of migrants and refugees tuthey
change of bureaucratic administration into smarintky don’t have any identification document (Kshetri,120
management-oriented on citizens. This goal is mdrio Haddouti & Ech-Cherif ElI Kettani, 2019; Lapointe &
be achieved by especially by increasing the ciszémist Fishbane, 2019).
factor that is ensured by the opensource code and In a smart-city environment, identity services wailo
cryptography that increases the information pradect the providers and city-administrators to know imfation
level as well as allows to control access rights. of interest from the citizens that uses their smsj for
The other factor is the optimization of the intéimt example: address, phone number, credit card numbers
and processing of administrative cases by formiadiman among others, and also anonymity if needed. Some of
the form of active scripts realized on each levethe these data are very sensitive information, andefbes
case that eliminates errors during collecting theeed a secured data-structure from being exchanged
documents, tracking their consistency, and abitity used to make transactions (Rivera et al.,, 2017).
process them without the requirement of interméear Blockchain ensures its integrity as well as proside
(eg. administrative officers or layers). Also, thecontrol on access to this information. Based omeskan
procedures in the form of smart contracts are eefbby the blockchain ledger of changes records digital
law as they are constructed and controlled by alleggovernment can introduce services that providegmeds
entity. From the perspective of the governmententity system that offers authentication and tdigi
amortization of the process allows to introducetain signature functions to the citizens (Hou, 2017).eTh
procedures reducing the potential for corruptiord anadoption of digital identity solutions helps to eswer
abuse as well as reduces the cost and the compleiit citizens and build a more connected digital society
the IT infrastructure. (Argento et al.,, 2021; Sinha and Pradhan, 2021).
In this context of public services, increased speedl Moreover, blockchain used as a basis for government
efficiency is another key feature provided by thigligital services is also very useful as document
technology (Datta, 2021). One of the examples &f thmanagement system. Due to its immutability and
processes optimized with the blockchain technology transparency is provides security that involvesttmot
public administration has been shown in (Mora et alfound in usage of other technologies that allows to
2019a). In the paper, the authors show usage iofiplement reliable recording (Lemieux, 2017) of mhes
blockchain for protection of the urban legalityregime and time stamping (Kolydas, 2019) that directlpa# to
of urban infractions, which is repressive againsé t trace back decisions taken in a given cases (@&hes,
commission of an urban wrongful act that does n@017).
conform to the regulation or planning. The proposed This DI don't need any physical document or card
model also allows the controlling process of obitajn since it can be deployed and invoked as a serviee, (
licenses for the specific case of urban planninge T 2017). It can be consumed from a mobile devicetluce
benefits of the deployed model reduce the operdiing, on-site infrastructure and facilitate the accestheocity-
simplifies understanding of the whole procedurethy services.
citizens and gives the legislative control for the
administrative. In this same line, registrationvems #3 Democracy and civic participation
based on blockchain are proposed to automaticalyig
register assets and improve the sometimes cogtlglamw One of the most promising application of the
traditional process (Krishnapriya and Greeshma,0R02 blockchain technology in digital government sergids
This is specially recommended for assets witch negatomoting participatory initiatives (Benitez-Marin et
including extra security and having a real-timeesscto al., 2021). Achieving greater participation in gakffairs
data. For example, in the case of firearms coiflekton, of citizens results definitely in a better demogrand in
2017; Soni and Mahler, 2020). the strengthening of democratic institutions. This
Moreover, the personal data collected by smart lo@pproach is to increase reliability of the electiarsing
devices interconnected and public institutions witle the open ledger as well as provide common tool to
aim of providing services need also to be protecfel perform voting available for all citizens in thecgsty.
face this issue, blockchain enables powerful aegjait Some countries have already initial developmenksiok
solutions which are able to provide mutual trusiveen as an example can be served Switzerland and Russia
individuals and governments, leading to a greatdfGermann & Serdilt, 2017, Gaudry & Golovnev, 2020).
transparency of activity and less operational ogadh Using for storing the votes immutable records this
(Theodorou and Sklavos, 2019; Yang et al.,, 2018). lapproach guarantee that they are can not be changed
addition, new blockchain-based approaches ledmoee Also, blockchain gives the opportunity for the vstdo
secure authentication and authorization processrf@rt control over the counting the votes (Rathee andiSai
city applications and data manipulation (Brandaalet 2021). Solving the problem of adding a specificevahd
2018; Khan et al., 2018; Esposito et al., 2021). separating it from the voter e.g with blind sigmatu



(Baraaski al., 2020) gave the full possibility of use oftransaction, this procedure would automaticallylexl

blockchain as a reliable technology to conducttides. the amount due and send it to the tax authorifidss
information, together with the time-stamp, would be
#4 Digitizing currency and payments permanently stored in the blockchain, which wouwddd

to a significant reduction in the number of errenmsd
The new distributed ledger techniques based omould be a permanent and invariable proof of paymen

blockchain can reduce the infrastructure cost mdrftial One of the first practical implementations of tlae t
services of the municipality. There are several vy systems based on blockchainMaTCoin (Ainsworth et
achieve these advantages. al., 2016) that is planned to be deployed in ak th

In first place, the government could canalize paytme countries associated with the Gulf Cooperation €dun
through a decentralized blockchain structure tasteg The condition for application is the adoption afirdform
them and provide transparency to the citizens.elpdy 5% VAT rate by all countries associated with this
handle money transactions without use of internrexia organization.

The citizens can make the payments by means their

mobile phones (Ngo, 2021). In addition, blockcheam #6 COVID-like management situations

contribute to the growth of services as people easily

make micropayments for them. For example, pay séver Recent pandemic situation has challenged the
cents to go from one subway stop to the next one. management ability of public administrations. New

Secondly, in a more general scheme, the blockchaiechnologies such as blockchain has demonstrated it
structure can also be used to represent any tmdeisket capacity to deliver innovative tools for making stea
by means ‘crypto tokens’, for example a ticket qgfublic  decisions regarding the pandemic, including social
transport. This approach allows city government thdistancing and quarantine measures. Blockchain is
management of this services without need of momey supporting efforts around the globe to battle theisv
pay. (AlMuhairi, 2020). The main features are due its

Finally, other fiduciary tokens can be createdthis decentralized structure which enables a fast awcdrse
way, the cities can use a form of cryptocurrencgltow access to health data that allows patients andodotd
certain types of payments with the administratibiis is detect symptoms in the early stages (Treiblmaieal et
similar to well-known bitcoin cryptocurrency. Thigtual 2020). Digital contact tracing Apps have prolifectfor
currency could be exchanged for city services, sagh tracking COVID-19 patients and know potential catga
public transport trips, parking time, and even mipdl in order to avoid further transmission and reducspital
taxes. In this way, solidarity cryptocurrencies eneerged overload (Mashamba-Thompson and Crayton, 2020;
as community currencies to enhance mechanisms ldfees et al.,, 2021). The identity of people can be
interaction among individuals and organizations i@ anonymized in the blockchain to maintain personal

not strictly economic (Diniz et al., 2020). information secure and confidential.
In this line, other case use of its potential imdiang
#5 Tax Collection data transactions securely, is the proposals faciva

supply management information system. This systses u
One of the first areas where blockchain is thegmérf blockchain technology for assuring the transpateing
tool for application is the domain of taxes (Wijagtaal., of COVID-19 vaccine registration, storage and daijv It
2017; Sggaard, 2021). Blockchain on the one handiso allows self-reporting of side effects (Antdl &.,
provides the functionality to verify and correctiohthe 2021).

data in a certain way. On the other hand, usingait, These examples are related to e-health applicatibns
authorities would be able to quickly and confidentl blockchain, where this technology provides a good
verify the information sent. solution for the difficult issues of data privacynda

It is easy to imagine a scenario where smart cotstra information distribution.
are used to pay taxes. For example, after completed

Table 3.
Solution proposals based on blockchain technoldgies smart city level.
Target - Initiative Novelty (type of solution)

#1 Citizen - public administration relation

Management City Model (Mora et al., 2019a) Perfoamtomatic licensing procedures by means smart acistrand
blockchain technology (blockchain & smart contracts

Security and privacy framework (Yang et al.Decentralized framework based upon blockchain ahdoAprovide a secure

2019) and privacy-preserving infrastructure (blockchain).

Authentication and authorization (Esposito €5olution for distributed management of identity aadthorization policies

al., 2021) while maintaining a global view of the security jg@s within the system
(blockchain)

Securing Property Registration (Krishnapriydand Registration System based on Blockchain (bloaikgh
and Greeshma, 2020)

#2 Digital Identity

ID-Service (Argento et al., 2021) A Blockchain-Bas@datform to Support Digital-ldentity-Aware Service
(blockchain)




Zero-Chain (Asamoah et al., 2020) Digital ident#glution for all components of the smart city eomiment
(blockchain).

BIDaaS (Lee, 2017) ID as a service (IDaaS) fortdigdentity management.

#3 Democracy and civic participation

I-Voting on Stellar Blockchain (Bafigski et Method based on a blind signature used to consteliable voting protocol.
al., 2020) (blockchain)

Neural blockchain (Benitez-Martinez et al.A new blockchain concept, which organizes the bdoak a neural system, is
2021) combined with the implementation of a virtual tokenreward participants
(blockchain & cryptocurrencies)

Electronic Voting Application (Rathee andE-voint system based on a smart contract usingré&tine (blockchain & smart
Saini, 2021) contracts)

#4 Digitizing currency and payments

Blockchain Payment System (Ngo, 2019) Peer-to-(fe2P) payments to allow instant mobile paymentsrangsers of
different banks. (blockchain)

Blockchain Powered Parking Solution forA non-fungible token system representing uniquéiparlots is created. These

Smart Cities (Jennath et al., 2019) tokens are exchanged through smart contracts deekdhain (blockchain &
smart contracts)
Liverpool Local Pound (LLP, 2021) Cryptocurrencyeated to keep money circulation inside the city of

Liverpool's economy (blockchain & cryptocurrency)

#5 Tax Collection

VATCoin (Ainsworth et al., 2016) Cryptocurrency dexh and used used in tax compliance (blockchain &
cryptocurrency)

Blockchain-based value-added tax systey new protocol creates a transparent and secure #kem as well as

(Wijaya et al., 2017) simplifies the process of administering the VATogKchain)

Platform for VAT settlement (Sggaard, 2021)  Platfdor value-added tax (VAT) settlement that is l@ed by blockchain
technology (blockchain)

#6 COVID-like management situations

Apps for COVID-19 Pandemic ManagemenAnalysis of risks, issues, and challenges assatiatth the available contact

(Idrees et al., 2021) tracing apps based on blockchain technology (bloaiy
Technmology for Self-testing (MashambaCombination of blockchain and artificial intelligentracking system to enable
Thompson and Crayton, 2020) the rapid diffusion of information (blockchain).

Vaccine supply management informatiomBlockchain platform for COVID-19 vaccine supply maaatgent (blockchain).
system (Antal et al., 2021)

4.1. Findings 5. Discussion

Blockchain technology has led to a fundamentaltshif The new technologies have changed the currentyliées
the way city operates. It has triggered a stronguise to from education and leisure to the way we govermage
the development of the smart city by facilitatinget and produce goods and services. Blockchain techgolo
service-delivery to the citizens, the resource-rgangent has proved to be a disruptive element that allows
and the city administration. innovation or reinvention of strategies that proensocial
The characteristics of its applicability are thensa welfare and improve quality of life. The set of wW@ns
that in the other cases described in the previesiosmis identified in this work has made it possible toifyehow
(transparency, inmutability, etc.). However, in ttase of this technology has the potential to have a pasitivpact
a smart city there is a key difference: that isgkevasive on citizens' living conditions and collaboratingcisévely
presence of technology in the environment and & thin the achievement of the SDGs.
hands of the citizens, which makes it possible to With a huge gap between the resources available and
implement initiatives that are not possible elsewhe those required to guarantee social assistance peaple
Thus, smart city environments typically use cuttedpge in a particularly vulnerable situation, the public
technology (loT, edge-clouds, communications nelksior authorities and the humanitarian sector are aweatitt is
etc.). In addition, most of the citizens carry angbile a priority to promote innovative strategies to adsgly
device (phones, wearables, etc.). This combinations address all current challenges. The identificatidnall
cities into great laboratories for experimentingd anthese initiatives and the advantages they progdggests
launching new blockchain initiatives. that Dblockchain, together with other emerging
Another success factor of the solution for citytechnologies, has the potential to create newesfies for
administration is the development of smart congra€he action and reinvent existing ones to improve thaliguof
implementation of smart contracts enables a siganifi  life of citizens.

increase in the possibilities of reinventing theywlings Usage of blockchain in public sector is a way for
are done and extraordinarily simplifies the citybuilding trust between government and citizens.eBamn
administration process. transparency achieved through decentralizatiorwallall

participating actors to see and verify data. The
decentralized structure builds confidence as itsdoet
require to trust central authorities.



The data stored on blockchain are safe, they ateditional regulatory methods to blockchain work
protected by its replication as well as on a lefehccess mechanics causes some mistrust in some stakehafders
to the particular part of it. The replication okttata also deploy Blockchain-based applications (Kshetri, 2017
increases its credibility as it is very hard to nfywd Thakur et al., 2020; Thylin & Duarte, 2019; Zbindé&n
information without any traces. Programmable blbelic  Kondova, 2019). It is also unclear what role loaab
transactions enable automatizing of the processimgpvernmental authorities should play with regard to
business processes by execution of the procedfoes, regulation (Kshetri, 2017). So far, major regulgtor
example, the value transferring between two partigsitiatives have focused on the use of cryptocuien
without the need to have trust established betvieem. and not on the technology that supports them (Zbingl
This gives the control over particular process,upity Kondova, 2019).
the number of mistakes and errors as well as raduci In addition, cryptocurrencies have negative

workload and ensure data integrity. connotations among population due illicit and idég
However, despite all the benefits Blockchain camctivities around it (Mora, 2019).
offer, this technology is not free from limitatioftsshetri, Incompatibility with existing legislationDespite the

2017; Alnes et al., 2017; Zwitter & Boisse-Despiauximprovement it can entail in the services offeréuk
2018), and technical challenges that remain to hmllection and storage of largenounts of public data, the
addressed, including congestion of communicatiolack of a regulatory framework of technology alsises
networks (Kshetri, 2017; Thakur et al., 2020; Zeiit& concerns related to data protection and citizerisagy
Boisse-Despiaux, 2018), the lack of blockchain sglists  (Kshetri, 2017; Thompson, 2019; Zwitter & Boisse-
(Thakur et al., 2020), illegal cryptocurrency-relht Despiaux, 2018). In addition, information stored an
activities (Kshetri, 2017; Lapointe & Fishbane, 201 blockchain cannot be modified or deleted, whichlddae
Thompson, 2019; Zbinden & Kondova, 2019; Zwitter &nterpreted as an incompatibility with the right be
Boisse-Despiaux, 2018), and the lack of maturity dbrgotten (Kshetri, 2017; Zwitter & Boisse-Despiaux
technology (Ammous, 2015; Mavilia & Pisani, 2020;2018). This context provides the conditions for ttis& of
Thakur et al., 2020; Thylin & Duarte, 2019). Thedeveloping solutions that violate human rights alada
following limitations have been identified arisiffgppm legislation.
underlying conditions in the humanitarian sector to Environments with infrastructure constraintdany
address city and social issues. These limitatibosilsl be countries have limited technological infrastructure
taken into account if an implementation is intended (Kshetri, 2017, 2020; Thylin & Duarte, 2019), thexee
deliver practical and successful results: areas and communities that do not have Internetsacc
Lack of knowledge and information on technology iand electricity (Daniel & Ifejika Speranza, 2020aWlia
the population Being a decentralized technology,& Pisani, 2020). Faced with these limitations, detsp
achieving citizen understanding and participatisnas ability to benefit from a  Blockchain-based
crucial as the proper development of the techraspkcts implementation would be hampered by the lack of
of a project (Shang & Price, 2019). However, ashwitconnectivity (Kshetri, 2020; Thylin & Duarte, 2019)
many emerging technologies, most research focuses o Application costDue to the consensus algorithms on
adopting blockchain for specific groups (Kshetr@2R; which Blockchain is based, investment in building
Schuetz & Venkatesh, 2020). It is necessary to pterma adequate infrastructure to support the technology c
process of learning and adapting to technology &siton represent an initial increase in cost (Thakur et 2020;
the general population and other stakeholders, thi¢gh Wen-kai, 2020; Zbinden & Kondova, 2019). In additio
aim of understanding how technology is being used athe immutable nature of Blockchain can also cabee t
what problems it is able to solve (Kshetri, 201€ptbet costs of making changes to solution logic to be imuc
al., 2017; Shang & Price, 2019; Thylin & Duarte, 199 higher compared to traditional database systemgli(Th
Wen-kai, 2020). & Duarte, 2019; Zbinden & Kondova, 2019). These
Political will: Lack of political motivation and lack of considerations may be a barrier in the context haf t
knowledge of technology by political representativeshumanitarian sector, where resources and infrasimic
could be barriers that prevent blockchain-basethtiies may be limited.
from being implemented (Daniel & Ifejika Speranza, Costs associated with energy consumptiorhe
2020; Kshetri, 2017). Overcoming these barrierdccbe decentralized nature of Blockchain makes the teldmyo
much more difficult if in fact, political stakehads see energy inefficient (Kshetri, 2017; Zbinden & Kondogv
Blockchain as a threat and therefore oppose itslnghis 2019; Zwitter & Boisse-Despiaux, 2018), which could
sense, there could be a relationship with the prei lead to problems in achieving other priority objees
challenge, that is, with the lack of knowledge anduch as responsible resource consumption and tefgpec
information of technology. Government participatien the environment (Thompson, 2019; Thylin & Duarte,
required as its capacity and institutional infrasture can 2019). In the humanitarian sector, the costs ohtaaiing
guarantee the quality of the necessary data, tamitng the energy resources needed to support a Blockchain
to the success and long-term sustainability of thiafrastructure can be seen as a barrier that doultithe
solutions implemented (Daniel & Ifejika Speranz82@; deployment of many solutions, this being due to the
Mavilia & Pisani, 2020; Shang & Price, 2019). financial constraints of institutions that promaecial
Lack of a regulatory framework and standardizationwelfare (Thylin & Duarte, 2019).
As with many emerging technologies, the absence of
regulatory standards and the difficulties in adapti



The challenges described show that the Blockchairdentify several opportunities for research, witthie area
based approach of initiatives should not be comsitle of SDGs, smart cities, and blockchain technologym&
generically, especially in the social context, vehéhe described solutions can be applicable to otherecend
formulation of solutions to address the problenisciing problems in the same terms.
the population depends heavily on the cultural,iapc However, blockchain is a technology that is stiller
political and economic context of each region. @ifige, development and there is still some way to go imseof
there would be a risk of falling into technologicalsocial acceptation and the implementation of tHetiems
determinism where the motivation of solutions isdzh in the real world. Therefore, it is recommended to
on the popularity of technology, rather than thedseto continue exploring new implementation strategieat th
be addressed, which would lead to unexpected alow to take advantage of all the benefits that th
unconvincing results in addressing social problems. technology can provide in favour of social welfare.

To this end, it is recommended to promote the In addition, it is important to note that theseusioins
discussion to find wuseful strategies to anticipatby themselves are not able to achieve the goals.
weaknesses in the planning of a solution. It iso alsBlockchain technology is just an “enabler” to maasier
necessary to develop methodologies to address te implementation of citizen-centric initiativeBut it
challenges identified in this work and that actbasriers must also be accompanied by additional measurésasic
to the efficient use of technology. To do so, it igleployment of basic infrastructures (electricityternet),
fundamental the cooperation and participation of thconducting information campaigns or modernize
different interested entities, both to improve thdegislation, among others.
technology and the protocols that support it, anddree Other limitations of this work come from the
on common standards and at the same time, promot@aplicability target. As mentioned, it is focusech o
process of formulating a regulatory framework alsvayhumanitarian sector to address city and sociallehgés.

taking into account the citizen as the central.axis But the characteristics of these challenges couoldbe
applicable in other sectors. For example, indusiry
6. Conclusions finance sector could have other issues or otheraros to

be addressed. In these areas there is a strongtowill

Addressing social problems responsibly is now arfiyi implement these cost-saving initiatives based on
issue for world leaders and political represenéaivihis blockchain initiatives.
is demonstrated by the acceptance and commitmant th The future work can take several directions accwydi
many countries have made to meeting the Sustainalite subject interested: in first place, to ident$pcial
Development Goals (SDGs), whose adoption was basedresolved challenges where the use of blockchairdc
on the ethical principle ofthat no one will be left behifid provide a satisfactory solution, in many cases &imilar
(United Nations, 2020a). Social challenges havenbe&vay that described in the existing use cases; sigon
documented in the literature, providing data thggperts smart city and society challenges are fields whaeise
the impact and negative consequences they havleon interesting research questions about purposes ef th
socio-economic development of a region and itgeits.  technology that could help researches in the field

With this in mind, in this work, a comprehensiveblockchain for proposing approaches to solve probla
review of the solutions of blockchain technology taemerging areas, and finally, the current applicetiof the
address the society challenges is described. Tdgopals technology provide a wide sample of what works and
demonstrate the potential of this technology iniotess what does not in blockchain applications. This also
sectors, including social welfare, where the deplegyt of provides a valuable practical knowledge to reseascio
solutions based on blockchain can have a significaguide their future work in this topic.
impact in terms of improving the living conditioref
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