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A B S T R A C T

In the era of the Internet of Communication Technologies (ICT), the Internet is becoming more popular and
widely used across the world. Radio Frequency IDentification (RFID) has become a prominent technology
in healthcare systems for identifying tagged objects. The RFID tags are attached to the billions of different
healthcare devices or things in several associated applications. However, RFID tags’ security and privacy are
regarded as the two biggest concerns. An adversary might eavesdrop, tamper, or even intercept the transmitted
messages in RFID systems. Also, the privacy of the users (patients, doctors, and nurses) may breach. In
past years, numerous ultralightweight RFID authentication schemes have been proposed in the healthcare
sector. However, all these schemes were pointed out as insecure under several known security attacks namely,
replay, impersonation, full-disclosure, and de-synchronization attacks. Keeping in view such security flaws, we
present an efficient and reliable ultralightweight RFID authentication scheme (E𝑅2AS) for healthcare systems
to enhance patients’ medication safety. The scheme employs bitwise XOR, circular left–right rotations, and
our proposed ultralighweight reformation operation to achieve higher-level security. The security and privacy
evaluations demonstrate that E𝑅2AS scheme resists several known security attacks. The performance analysis
also demonstrates that it incurs lower computation and storage overhead on the RFID tags, thus making it
practical to be implemented in real-time healthcare environments.
. Introduction

With the ongoing advancement of Internet Communication and
echnologies (ICT) and the rapid development of automated medica-
ion systems, RFID is gaining popularity in the healthcare environment
o enhance patient medication safety [1–3]. In the pervasive computing
nfrastructure, RFID has become a core identification technology that
niquely identifies several objects simultaneously over a channel [4].
FID is being widely used in numerous real-live applications like
utomatic payment, access control, automatic toll collection, personnel
dentification, animal identification, human implantation, e-passports,
-healthcare systems, supply chains, and many others [5–10].

Over the years, RFID is becoming more and more prominent in
mart healthcare systems and it has various benefits in the healthcare
omain such as preventing possible thefts, mitigating human resources,
roductivity improvement, and reducing cost and time [11–13]. Smart
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healthcare is becoming an emerging field that provides several facilities
such as gaining health monitoring, ease of access, and mobility to users
(patients, doctors, nurses, and other medical staff) as shown in Fig. 1.
The information associated with patients is stored at the cloud server
and can be remotely accessed over the Internet or mobile networks by
the users at anytime [14].

In the healthcare environment, patient medication safety is a major
concern for global public health. The various goals of patient medica-
tion safety are shown in Fig. 2. According to the official statistics, due
to the improper identification of patients, there is becoming more mis-
treatment in the healthcare systems. Considering such medical errors,
RFID technology contributes to medical healthcare systems for asset
tracking and information tracking of patients [15]. In particular, RFID
helps to provide various advantages over healthcare industries such as
cost-saving, safety enhancement, and high operational efficiency. Apart
from security and privacy, the risks associated with human safety are
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Fig. 1. A typical scenario for the healthcare environment.
he foremost barriers to adopting this technology [16,17]. Furthermore,
oT in healthcare systems brings a lot of facilities such as convenience
o physicians and patients in several medical fields, for instance, real-
ime monitoring, patient medication records, blood bank management,
atient information management, medical emergency management,
nd among others.

The RFID system contains three major components an RFID tag,
eader, and a backend server. The tag is a tiny microchip embedded
ith the object(s). The tags can be categorized in three different ways

uch as passive, active, and semi-active tags [18–22]. The RFID tags are
esource-constraint devices that have limited computing capability and
ow storage, and also restrict the utilization of cryptographic primitives.
he RFID tag operates on three different frequencies namely low, high,
nd ultra-high frequencies (LF, HF, and UHF), respectively. The LF has
frequency range from 125–134 kHz, low data rate, and can read up

o 10 cm, HF has a frequency range of 13.56 MHz, moderate data rate,
nd can read a range up of to 1 m, and UHF has a frequency range
rom 860–960 MHz and can read up to 10 to 15 m, respectively [23].
he RFID reader is used to reads data over the tag. The backend
erver is used to store the sensitive information of the RFID tags [24].
n healthcare systems, the cloud server is used instead of a physical
erver or backend server because of its storage limitation. Furthermore,
he cloud server has several advantages over backend servers such
s cost-effectiveness, higher efficiency, better scalability, and disaster
ecovery [25].

The two secure and insecure communication channels are used
uring message transmission. A secure communication channel is used
etween reader and server. On the contrary, an insecure or wireless
ommunication channel is used between tags (for example, patients)
nd readers (for example, doctors and nurses) [26]. Due to this, security
nd privacy issues may arise in RFID authentication schemes. There-
ore, a safe and secure RFID-based authentication scheme is proposed to
rotect the patients’ data privacy, patient medical records, and his/her
ssociated sensitive medical information. The key objectives of our
cheme are summarized as:

• To achieve mutual authentication between  and ( + ).
• To achieve security requirements for RFID Systems.
• To provide resistance against several known attacks.
• To minimize computational operations and storage costs.

.1. Research gap and motivation

To ensure guarantees of security and privacy is the main contribu-

ion to our proposal. Consider that the communication channel between
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Fig. 2. Patient medication safety goals.

 and  is insecure. The RFID system may suffer security attacks
and privacy violations during communication. However, the existing
state-of-the-art schemes show concerning issues such as disclosure at-
tacks, tag anonymity, impersonation attacks, tag location privacy, and
replay attacks, among others [27,28]. To fix the shortcomings of ultra-
lightweight primitives used in previous RFID authentication protocols,
we have presented a novel reformation 𝑅𝑒𝑓 (𝑋, 𝑌 ) method in this paper.
The new reformation method has a binary string output corresponding
to two binary input strings of the same length. However, the extensive
use of T -functions (XOR, AND, and OR) provides low security and can
lead to several malicious attacks in the proposed protocol. Therefore,
any of the RFID authentication protocol(s) must satisfy various security
properties such as eavesdropping, impersonation, loss and message
interruption, location tracking, etc.

1.2. Our contribution

The key contribution of our E𝑅2AS scheme is as follows:
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• This paper presents a secure, efficient, and reliable ultralight
weight RFID authentication scheme to enhance patients’ med-
ication safety. In order to minimize the computational opera-
tions on RFID tags, we employ bitwise XOR (⊕), circular left–
right 𝑅𝑜𝑡(𝑙 𝑜𝑟 𝑟)(𝑋, 𝑌 ) rotations, and our proposed ultralightweight
reformation 𝑅𝑒𝑓 (𝑋, 𝑌 ) operations for encrypting data.

• The security analysis shows our E𝑅2AS scheme achieves mu-
tual authentication, confidentiality, and location privacy as well
as can withstand impersonation, full disclosure, replay, and de-
synchronization attacks.

• The performance evaluation is carried out with the state-of-
the-art existing schemes, which demonstrate that our E𝑅2AS
scheme greatly overcomes the computational operations and stor-
age costs.

.3. Paper outline

The remaining part of this paper is structured as follows. Section 2
resents the existing literature review. The various notations and pre-
iminaries used are presented in Section 3. Our efficient and reliable
FID authentication scheme for healthcare systems is presented in
ection 4. Further, Section 5 evaluated the informal security analysis
ollowed by the performance evaluation. Finally, Section 7 describes
he concluding remark.

. Literature review

Over the past years, numerous RFID authentication schemes have
een proposed for safeguarding RFID systems from various security
ttacks [29]. Table 1 shows the cryptographic primitives, strengths, and
imitations of previous state-of-the-art RFID authentication schemes.
t is hard to provide all security privacy features because insecure
ommunication is used between tags and readers in low-cost RFID sys-
ems. To fix such shortcomings, we have discussed some previous RFID
uthentication schemes along with cryptographic primitives, strengths,
nd drawbacks.

Xie et al. [30] adopted a Virtual Private Network (VPN) to build
ecure backend channels for a cloud-centric RFID authentication pro-
ocol in which the database is organized in the form of an encrypted
ash table. The protocol uses bitwise XOR (⊕), concatenation, one-way

hash ℎ(⋅), symmetric encryption 𝐸𝑘(⋅)/decryption 𝐷𝑘(⋅) algorithms, and
a 𝑃𝑅𝑁𝐺(⋅). The protocol preserves mutual authentication, pervasive
authentication, and tag/reader privacy against the database keeper.
Subsequently, Abughazalah et al. [31] proposed an improvement of
Xie’s scheme [30], and also found that their protocol cannot withstand
location tracking, invade tag’s privacy, and reader impersonation at-
tacks. Later on, Surekha B et al. [35] found the security weakness of
Abughazalah’s scheme which does not preserve the tag location privacy
feature.

Xiao et al. [32] proposed cloud-RAPIC, a cloud-centric RFID authen-
tication protocol between  and  with an insecure communication
channel. They use bitwise (⊕), concatenation, one-way hash ℎ(⋅), sym-
metric encryption 𝐸𝑘(⋅)/decryption 𝐷𝑘(⋅), and pseudo-random numbers.
The cloud-RAPIC protocol safeguard messages transmitted between
participating entities  and  without any third party. The protocol
meet known security features such as mutual authentication ( − 
and  − ), forward security, data integrity, data anonymity, and tag
location tracking. The protocol also can withstand de-synchronization,
replay, and tag/reader impersonation attacks. Later on, Abughazalah
et al. [31] found that the cloud-RAPIC [32] protocol cannot withstand
location tracking, invade the tag’s privacy, and reader impersonation
attacks.

Zhenguo Zhao [36] proposed a secure RFID authentication scheme
based on Elliptic Curve Cryptography (ECC) that can be deployed in
Telecare Medical Information Systems (TMIS). The scheme ensures

that the protocol is safe under some security attacks and is more
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reliable for healthcare systems. The authors showed that their scheme
is secure against forward untraceability and more suitable for health-
care environments. However, Farash et al. [37] found that the Zhen-
guo Zhao [36] scheme showed a security weakness against forward
untraceability.

Rahman et al. [29] proposed a privacy-preserving framework for
RFID-based healthcare environments. The scheme shows two major
concerns for privacy-preserving in RFID-enabled healthcare systems.
The primary concern provides an RFID authentication protocol that
preserves privacy for monitoring purposes and sensing RFID tags in
different ways of identification. The secondary concern provides the
healthcare services using tag 𝐼𝐷, where a privacy-preserving access
control system is used to prevent unauthorized access to the secret
information. The framework also solves the trade-off problem between
privacy and scalability in RFID systems. Data security, privacy, and
access are the paramount factors for RFID adoption in healthcare
systems.

Fan et al. [27] introduced a lightweight RFID-based scheme for
medical healthcare domain in IoT environment. The scheme employs
XOR (⊕), concatenation (∥), left rotation 𝑅𝑜𝑡(⋅, ⋅), and cross 𝐶𝑟𝑜(⋅, ⋅)
perations. The scheme provides privacy protection for individuals or
ersonnel against easily private data leakage by malicious outsiders.
hey also claimed that their scheme could not achieve all the necessary
ecurity features but it can withstand the known security features
amely mutual authentication, tag anonymity, forward secrecy, DoS,
nd replay attacks. Later on, Aghili et al. [38] showed the security flaws
f Fan’s scheme [27] which is insecure against tag traceability, secret
isclosure, and reader impersonation attacks. Moreover, the scheme
ould not provide the tag anonymity and reader anonymity features.

To fix the shortcomings of Fan’s scheme [27], Aghili et al. [38]
ave introduced an improved version namely, a secure and lightweight
FID scheme for Medical IoT applications named SecLAP. The scheme
mploys XOR (⊕), concatenation (∥), left rotation 𝑅𝑜𝑡𝑙(⋅, ⋅), circular
ight rotation 𝑅𝑜𝑡𝑟(⋅, ⋅), cross 𝐶𝑟𝑜(⋅, ⋅), and a secure and lightweight
odular rotate 𝑀𝑅𝑜𝑡𝐾 (⋅, ⋅), operations. The scheme provides a security

guarantee against tag/reader impersonation, de-synchronization, re-
play, and tag traceability attacks. However, Safkhani et al. [39] showed
the weaknesses of Aghili’s scheme [38] which is insecure against partial
and full secret disclosure attacks as well as traceability attacks.

Fan et al. [28] introduced a lightweight RFID-based scheme for
cloud healthcare systems. In cloud-centered healthcare systems, the
sensitive medical information associated with individuals and patients
can be compromised through a malicious cloud server, which may lead
to a high risk of leakage of the individual’s sensitive information. The
scheme employs XOR (⊕), left rotation 𝑅𝑜𝑡(⋅, ⋅), PRNGs, and quadratic
re𝑆𝐼𝐷uals operations. The scheme resists known security attacks in-
cluding tag tracking, de-synchronization, and replay attacks. However,
Zhu et al. [40] showed that Fan’s scheme [28] could not achieve
forward secrecy and was susceptible to impersonation attacks.

Xie et al. [41] introduced a secure and enhanced RFID scheme to
prevent the leakage of private or sensitive information from the back-
end database in the healthcare environment. The scheme uses punc-
turable Pseudo-Random Function (PRF), indistinguishability obfusca-
tion, and encryption 𝐸(⋅)𝑘/decryption 𝐷(⋅)𝑘 by using the symmetric key
k. The scheme is secure against various security functionalities namely
mutual authentication, data integrity, confidentiality, eavesdropping,
MITM, malicious server, and tag tracking attacks. The scheme does
not provide formal security verifications using simulation tools such as
AVISPA, CryptoVerif, Scyther, etc.

Fan et al. [33] proposed an efficient cloud-based lightweight RFID
scheme that employs simple XOR, an improved permutation 𝑃𝑒𝑟(⋅, ⋅),
and left rotation 𝑅𝑜𝑡(⋅, ⋅) operations. In addition, the timestamps are
used to update the secret information of the tags and also ensure
the message’s freshness. The scheme is safe under replay and de-

synchronization attacks. However, Adeli et al. [42] showed that their
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Table 1
Cryptographic primitives, strengths and shortcomings of previous RFID authentication schemes.

References Cryptographic Primitives Strengths Limitations

[30] * Simple bitwise XOR and concatenation
operators
* One-way cryptographic hash function
* Encryption and decryption functions
* Pseudo-random number generator

* Provide backward security
* Provide security against malicious cloud
providers from the leakage of private user
data

* Not secured against reader impersonation
and tag location tracking attacks
* No formal security verification

[31] * Simple bitwise XOR and concatenation
operators
* One-way cryptographic hash function
* Symmetric encryption and decryption
functions
* Pseudo-random number generator

* Achieve mutual authentication
* Achieve tag data anonymity
* Resists replay and de-synchronization
attacks

* Does not provide tag location privacy
* Not secured against reader impersonation
attack
* No formal security verification

[32] * Simple bitwise XOR and concatenation
operators
* One-way cryptographic hash function
* Encryption and decryption functions
* Pseudo-random number generators

* Provide forward untraceability
* Achieve tag anonymity
* Archive mutual authentication from Tag
to Reader and Reader to Server

* Does not provide reader location privacy
* Does not achieve identity authentication

[27] * Simple bitwise XOR and concatenation
operations
* Cross operation
* Circular left rotation operation

* Achieve mutual authentication
* Resists replay, DoS, and
de-synchronization attacks

* Not secured against traceability, reader
impersonation, full and partial disclosure
attacks
* No formal security verification

[33] * Simple bitwise XOR operation
* Improved Permutation operation
* Circular left rotation operation

* Achieve mutual authentication
* Privacy-preserving

* Does not provide tag anonymity
* Does not provide forward and backward
security
* Not secured against man-in-the-middle,
impersonation, secret disclosure, replay, and
de-synchronization attacks
* No formal security verification

[34] * Quadratic residues
* Zero-knowledge proof
* One-way cryptographic hash function
* Encryption and decryption functions

* Achieve strong indistinguishability-privacy
using random oracles
* Implemented in a PC and Raspberry Pi

* No formal security verification using
simulation tools such as AVISPA,
CryptoVerif, Scyther, etc.

Proposed scheme * Simple bitwise XOR operation
* Bitwise reformation operation
* Circular left and right rotation operations

* Achieve mutual authentication
* Achieve tag anonymity, forward security,
and tag location privacy
* Resists impersonation, disclosure, replay,
and de-synchronization attacks

* Not known yet
scheme is vulnerable to man-in-the-middle, impersonation, secret dis-
closure, replay, traceability, de-synchronization attacks,
forward–backward security, and anonymity.

Song et al. [34] proposed a quadratic residues-based RFID zero-
knowledge authentication protocol named ZKAP. They uses a secure
cryptographic hash function ℎ(⋅), 𝐸(⋅)𝑘/𝐷(⋅)𝑘, quadratic residues, and
zero-knowledge proof approaches. The protocol achieves strong
indistinguishability-privacy using random oracles and is implemented
on a PC and Raspberry Pi. However, there is no formal security
verification carried out using any simulation tools such as AVISPA,
CrptoVerif, Scyther, etc.

3. Preliminaries

The proposed E𝑅2AS scheme is consists of non-triangular functions
such as reformation 𝑅𝑒𝑓 (𝑋, 𝑌 ) and circular left and right
𝑅𝑜𝑡(𝑙 𝑜𝑟 𝑟)(𝑋, 𝑌 ) operations instead of simple T -functions (triangular
functions such as XOR, OR, and AND). The notations along with the
descriptions is illustrated in Table 2. The reformation, circular left, and
right rotation operations are defined as:

3.1. Definition of reformation

We suppose that 𝑋 and 𝑌 are two 𝑛-bit length strings, where

𝑋 = 𝑥𝑛−1𝑥𝑛−2 … 𝑥0, 𝑥𝑖 ∈ {0, 1}, 𝑖 = 0, 1, 2,… , 𝑛 − 1,

𝑌 = 𝑦𝑛−1𝑦𝑛−2 … 𝑦0, 𝑦𝑗 ∈ {0, 1}, 𝑗 = 0, 1, 2,… , 𝑛 − 1.

The reformation of 𝑋 with 𝑌 is represented as 𝑅𝑒𝑓 (𝑋, 𝑌 ), we have

𝑅𝑒𝑓 (𝑋, 𝑌 ) = 𝑧𝑛−1𝑧𝑛−2 … 𝑧0, 𝑧𝑖 = 𝐹𝑖(𝑥𝑖, 𝑦𝑖).
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Table 2
Symbols and their definitions.

Symbol Definition

 ,, Represents RFID tag, reader, and cloud server
𝐾 Represents secret key shared between  and 
𝑅𝑒𝑓 (𝑋, 𝑌 ) Represents reformation operation between strings 𝑋 and 𝑌
𝑅𝑜𝑡(𝑙 𝑜𝑟 𝑟)(𝑋, 𝑌 ) Represents circular left and right rotations of 𝑋 by 𝑤𝑡(𝑌 )
𝐼𝐷𝑆 Represents index pseudonym stored in the tag and database
𝐼𝐷 Represents static identification number of each RFID tag
𝑛1 , 𝑛2 Represents pseudo random numbers generated at cloud server
⊕ Represents XOR operator
𝑎

?
= 𝑏 Represents comparison between 𝑎 and 𝑏

𝐿 Represents length of each bit string in each parameter

where,

𝐹 (𝑥𝑖, 𝑦𝑖) =

⎧

⎪

⎨

⎪

⎩

𝑥𝑖−1 ⊕ 𝑦𝑖 𝑚𝑜𝑑 𝑛, 𝑥𝑖 > 𝑦𝑖
𝑥𝑖 ⊕ 𝑦𝑖 𝑚𝑜𝑑 𝑛, 𝑥𝑖 = 𝑦𝑖

𝑥𝑖 ⊕ 𝑦𝑖−1 𝑚𝑜𝑑 𝑛, 𝑥𝑖 < 𝑦𝑖

⎫

⎪

⎬

⎪

⎭

The new proposed reformation of string 𝑋 with 𝑌 is denoted as
𝑅𝑒𝑓 (𝑋, 𝑌 ). To better understand this new ultralightweight 𝑅𝑒𝑓 (𝑋, 𝑌 )
operation, we now consider the two 8-bit length strings 𝑋 and 𝑌 such
that 𝑋 = 10010110 and 𝑌 = 00111001 as shown in Fig. 3.

3.2. Circular rotation operations

To design our proposed scheme, we use left and right rotation op-
erations denoted as 𝑅𝑜𝑡𝑙(𝑋, 𝑌 ) and 𝑅𝑜𝑡𝑟(𝑋, 𝑌 ), respectively. However,
𝑅𝑜𝑡𝑙(𝑋, 𝑌 ) is represents a left rotation of 𝑋 by 𝑤𝑡(𝑌 )(𝑚𝑜𝑑 𝐿) bits, where
𝑌 is the hamming weight of 𝑤𝑡(𝑌 ) and it can be defined as the number
of 1’s presents in string 𝑌 . So, 𝑋 itself with the probability of 1 might
𝐿
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Fig. 3. The reformation 𝑅𝑒𝑓 (𝑋, 𝑌 ) operation.

be the outcome of 𝑅𝑜𝑡𝑙(𝑋, 𝑌 ). Hence, we say the probability distribution
is uniform.

• Left and right rotation operations Consider 𝑋 and 𝑌 are two
8-bit length strings such that 𝑋 = 10110100, 𝑌 = 01011100.
Now, the left rotation on 𝑋 and 𝑌 can be computed as,
𝑅𝑜𝑡𝑙(𝑋, 𝑌 ) = 𝑋 is left rotated by 𝑤𝑡(𝑌 ), where 𝑤𝑡(𝑌 ) = 4. Then,
𝑤𝑡(𝑌 )(𝑚𝑜𝑑 8) = 4 𝑚𝑜𝑑 8 = 4. Therefore, 𝑅𝑜𝑡𝑙(𝑋, 𝑌 ) = 𝑅𝑜𝑡𝑙(𝑋, 4) =
01001011. Now, the right rotation on 𝑋 and 𝑌 can be computed as,
𝑅𝑜𝑡𝑟(𝑋, 𝑌 ) = 𝑋 is right rotated by 𝑤𝑡(𝑌 ), where 𝑤𝑡(𝑌 ) = 4. Then,
𝑤𝑡(𝑌 )(𝑚𝑜𝑑 8) = 4 𝑚𝑜𝑑 8 = 4. Therefore, 𝑅𝑜𝑡𝑟(𝑋, 𝑌 ) = 𝑅𝑜𝑡𝑟(𝑋, 4) =
01001011.

4. Proposed scheme

This section mainly consists of initialization and authentication
phases. Before initializing the authentication phase, we first provide
some important assumptions for our scheme.

4.1. Assumptions considered

We assume some underlying assumptions for designing our pro-
posed scheme as given below:

• Passive adversary  The passive adversary  eavesdrops
on all communications between RFID components i.e., the tags,
readers, and backend server. Besides,  tries to find out some
sensitive information or some secret key associated with the tar-
geted tag. However,  cannot alter or even insert any message
during the communication.

• Active adversary  The active adversary  can insert, mod-
ify, alter, inject, or even delete any message instead of eaves-
dropping.  can also impersonate a legitimate tag or reader by
spoofing or replay attack, and causes de-synchronization between
tag and backend server by jamming or message interruption.
Moreover,  also tries to find out some sensitive information
or some secret key associated with the targeted tag same as .

• Secure communication The communication is regarded as se-
cure between  and .

• Insecure communication The communication is regarded as
wireless and insecure between  and , where an adversary can
easily tap or record the communication data.

4.2. Initialization phase

Before initiating the authentication process, this phase defines some
statements for each participating entity listed as:

• Initially, for each tag’s memory space, we store an index 𝐼𝐷𝑆, a
shared secret 𝐾, a unique identity 𝐼𝐷, reformation, and left–right
rotation operations.

• For each tag, a unique identity 𝐼𝐷, 𝐾, an old 𝐼𝐷𝑆𝑜𝑙𝑑 and
new 𝐼𝐷𝑆𝑛𝑒𝑤 pseudonyms stored in the server. Initially, we say
𝐼𝐷𝑆 = 𝐼𝐷𝑆 and 𝐼𝐷𝑆 = 𝑁𝑢𝑙𝑙.
𝑜𝑙𝑑 𝑛𝑒𝑤
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• The tag and reader stores a 𝑃𝑅𝑁𝐺(⋅).
• The server stores the same information including all the tag’s keys

as the tag stores.
• The reformation and circular left–right rotation operations are

stored in the memory of the tags.
• The tag and reader contain limited resources, whereas the server

has no limitations.

4.3. Authentication phase

In this phase, Fig. 4 puts the whole description of our E𝑅2AS
scheme. The following execution steps of our E𝑅2𝐴S scheme are given
below:

Step 1: 𝑀1 ∶  →  ∶ {‘‘𝐻𝑒𝑙𝑙𝑜’’}.
Initially,  sends a ‘‘𝐻𝑒𝑙𝑙𝑜’’ message to the RFID tag for initializing

a new authentication session.
Step 2: 𝑀2 ∶  →  ∶ {𝐼𝐷𝑆}.
After receiving the ‘‘𝐻𝑒𝑙𝑙𝑜’’ message,  sends an index pseudonym

𝐼𝐷𝑆 to the RFID reader.
Step 3: 𝑀3 ∶  →  ∶ {𝐴,𝐵, 𝐶(𝐿 𝑜𝑟 𝑅)}.
Upon receiving 𝐼𝐷𝑆,  uses this received 𝐼𝐷𝑆 as an index to search

the secrets of tags in the database of the cloud server. If it finds a match,
the reader produces two 𝐿-bits random numbers 𝑛1, 𝑛2 and computes
the messages 𝐴, 𝐵, and 𝐶(𝐿 𝑜𝑟 𝑅) (if 𝑤𝑡(𝐶) ≈ odd sent 𝐶𝐿, else sent 𝐶𝑅).
Thereafter, the reader transmits these messages to the tag.

• Computes: 𝐴 = 𝑅𝑒𝑓 (𝐼𝐷𝑆,𝐾)⊕ 𝑛1.
• Computes: 𝐵 = 𝐼𝐷𝑆 ⊕ 𝑛1 ⊕ 𝑛2.
• Computes: 𝐶(𝐿 𝑜𝑟 𝑅) = 𝑅𝑒𝑓 (𝑅𝑒𝑓 (𝑛1, 𝑛1), 𝑅𝑒𝑓 (𝑛2, 𝑛2)).

Step 4: 𝑀4 ∶  →  ∶ {𝐷(𝐿 𝑜𝑟 𝑅)}.
After receiving 𝐴, 𝐵, and 𝐶,  extracts 𝑛1 from 𝐴 by XORing

𝑅𝑒𝑓 (𝐼𝐷𝑆,𝐾) with 𝐴 and 𝑛2 from 𝐵 by XORing 𝐼𝐷𝑆, 𝑛1, and 𝐵. Then,
the tag computes a local value of 𝐶 ′ and checks whether 𝐶 ′

(𝐿 𝑜𝑟 𝑅)
?
=

𝐶(𝐿 𝑜𝑟 𝑅), if so,  authenticates  as a legitimate reader and updates
its index pseudonyms 𝐼𝐷𝑆 and 𝐾 in the database. The tag computes
the messages 𝐷 and transmits a corresponding 𝐷(𝐿 𝑜𝑟 𝑅) (if 𝑤𝑡(𝐷) ≈ odd
sent 𝐷𝐿, else sent 𝐷𝑅) to the reader.

• Extracts: 𝑛1 = 𝐴⊕𝑅𝑒𝑓 (𝐼𝐷𝑆,𝐾).
• Extracts: 𝑛2 = 𝐵 ⊕ 𝐼𝐷𝑆 ⊕ 𝑛1.
• Computes: 𝐶 ′

(𝐿 𝑜𝑟 𝑅) = 𝑅𝑒𝑓 (𝑅𝑒𝑓 (𝑛1, 𝑛1), 𝑅𝑒𝑓 (𝑛2, 𝑛2)).

• Verify: 𝐶 ′
(𝐿 𝑜𝑟 𝑅)

?
= 𝐶(𝐿 𝑜𝑟 𝑅).

• Computes: 𝐷(𝐿 𝑜𝑟 𝑅) = 𝑅𝑜𝑡𝑟(𝑅𝑒𝑓 (𝑅𝑜𝑡𝑙(𝐼𝐷𝑆𝑛𝑒𝑤, 𝐾𝑛𝑒𝑤), 𝑛1⊕𝑛2), 𝑛2)⊕
𝐼𝐷.

Step 5: 𝑀5 ∶ 𝑉 𝑒𝑟𝑖𝑓 𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑎𝑡 𝑅𝑒𝑎𝑑𝑒𝑟 − 𝑆𝑒𝑟𝑣𝑒𝑟 𝑈𝑛𝑖𝑡.
Upon receiving 𝐶(𝐿 𝑜𝑟 𝑅),  computes a local value of 𝐷′ and checks

whether 𝐷′
(𝐿 𝑜𝑟 𝑅)

?
= 𝐷(𝐿 𝑜𝑟 𝑅), if so,  authenticates  as a legitimate

tag and updates its index pseudonyms 𝐼𝐷𝑆 and 𝐾 in the database.

• Computes: 𝐷′
(𝐿 𝑜𝑟 𝑅) = 𝑅𝑜𝑡𝑟(𝑅𝑒𝑓 (𝑅𝑜𝑡𝑙(𝐼𝐷𝑆𝑛𝑒𝑤, 𝐾𝑛𝑒𝑤), 𝑛1⊕𝑛2), 𝑛2)⊕

𝐼𝐷.
• Verify: 𝐷′

(𝐿 𝑜𝑟 𝑅)
?
= 𝐷(𝐿 𝑜𝑟 𝑅).

5. Evaluation and analysis

This section comprises comparative security and privacy analysis
followed by the performance measured with four different state-of-
the-art RFID authentication schemes. All four schemes are proposed
by Xie’s scheme [30], Abughazalah’s scheme [31], Fan’s scheme [27],
and Aghili’s scheme [38], respectively. All existing related schemes
shows some pitfalls in terms of their security privacy features as well as
computation complexities. Fig. 5 briefly describes the security analysis
of our E𝑅2AS proposed scheme.
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Table 3
Comparison of Security and privacy features among various authentication schemes.

Scheme/Feature ↓⟶ Xie’s scheme [30] Abughazalah’s scheme [31] Fan’s scheme [27] Aghili’s scheme [38] Proposed scheme

𝑆𝐹1 ✘ ✘ ✔ ✘ ✔

𝑆𝐹2 ✘ ✔ ✔ ✔ ✔

𝑆𝐹3 ✘ ✔ ✔ ✔ ✔

𝑆𝐹4 ✔ ✔ ✔ ✔ ✔

𝑆𝐹5 ✘ ✘ ✘ ✘ ✔

𝑆𝐹6 ✔ ✘ ✔ ✔ ✔

Acronyms Let us assume that 𝑆𝐹1: Tag anonymity; 𝑆𝐹2: Tag location privacy; 𝑆𝐹3: Secure under impersonation attacks; 𝑆𝐹4: Secure under
replay attacks; 𝑆𝐹5: Secure under disclosure attacks; and 𝑆𝐹6: Secure under de-synchronization attacks.
Fig. 4. Efficient and reliable healthcare authentication scheme.
Fig. 5. Security analysis model of our proposed scheme.
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5.1. Informal security analysis

Table 3 comprises the security and privacy study of E𝑅2AS mainly
analyzes to show the resistance against various known attacks and meet
privacy features.

Proposition 1. E𝑅2AS preserves mutual authentication.

Proof. It states that both the legitimate participants used in the scheme
successfully authenticate to each other. It is well known that the shared
secrets such as 𝐼𝐷𝑆, 𝐼𝐷, 𝐾, random numbers 𝑛1, 𝑛2 are used to com-
pute the response messages 𝐴, 𝐵, 𝐶(𝐿 𝑜𝑟 𝑅), and 𝐷(𝐿 𝑜𝑟 𝑅). Furthermore,
the tag legitimate tag authenticates the legitimate reader by verifying
the transmitted messages 𝐶(𝐿 𝑜𝑟 𝑅) with the corresponding local values
of 𝐶 ′

(𝐿 𝑜𝑟 𝑅). Similarly, the reader successfully authenticates the tag
by verifying the transmitted message 𝐷(𝐿 𝑜𝑟 𝑅) with its local value
𝐷′

(𝐿 𝑜𝑟 𝑅). Thus, our E𝑅2AS scheme preserves the property of mutual
authentication. □

Proposition 2. E𝑅2AS preserves forward security.

Proof. In forward security, the previously transmitted messages be-
tween tags and servers cannot reveal if the adversary knows the present
sensitive data such as shared secret keys and/or random numbers. In
E𝑅2AS, consider an adversary is compromised a tag and retrieves the
values of 𝐼𝐷, 𝐼𝐷𝑆, and 𝐾 someday, then the adversary still is unable to
infer or forge the previous sensitive information as well as secret keys of
the same tag, because each updated equations are having two random
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Table 4
Comparison of computation operation, communication cost, and communication round.

Scheme ↓⟶ Computation operation Communication cost Communication round

Xie’s scheme [30] ⊕, ∥,𝐻𝑎𝑠ℎ, 𝐸𝑘(⋅), 𝐷𝑘(⋅) 8𝐿 = 8 × 96 = 768 10
Abughazalah’s scheme [31] ⊕, ∥,𝐻𝑎𝑠ℎ, 𝐸𝑘(⋅), 𝐷𝑘(⋅),∧ 7𝐿 = 7 × 96 = 672 7
Fan’s scheme [27] ⊕, ∥, 𝐶𝑟𝑜(⋅, ⋅), 𝑅𝑜𝑡(⋅, ⋅) 8𝐿 = 8 × 96 = 768 13
Aghili’s scheme [38] ⊕, ∥, 𝐶𝑟𝑜(⋅, ⋅), 𝑅𝑜𝑡(⋅, ⋅),𝑀𝑅𝑜𝑡𝐾 (⋅, ⋅) 9𝐿 = 9 × 96 = 864 9
Proposed scheme ⊕,𝑅𝑒𝑓 (⋅, ⋅), 𝑅𝑜𝑡(𝑙 𝑜𝑟 𝑟) 3𝐿 = 3 × 96 = 288 4
s

P

numbers. Therefore, the adversary will not compromise the previous
messages from the same tag. □

Proposition 3. E𝑅2AS preserves tag anonymity.

Proof. The feature of tag anonymity is considered an important feature
that prevents identity information tracking and also achieves identity
privacy protection for the tags. Thus, an adversary cannot obtain the
identities of the tag even if he/she illegitimately accesses the related
information. In E𝑅2AS, the tag uses its 𝐼𝐷 and index pseudonym 𝐼𝐷𝑆
as the identity, and it does not expose them. The used pseudonym 𝐼𝐷𝑆
and key 𝐾 are updated in each successful authentication session run.
Therefore, the tag ensures anonymity property. Besides, there is no use
of unbalanced operations (OR, AND) in the updating process. Moreover,
the adversary does not have an advantage over tag tracking via 𝐼𝐷𝑆.

hus, our E𝑅2AS scheme preserves the tag’s anonymity property. □

roposition 4. E𝑅2AS preserves tag location privacy.

roof. Consider an adversary is not permitted to trace the location of a
ag or its past location. Therefore, there is an essential need to protect
ata and protect the privacy related to users or patients. In E𝑅2AS,

the tag’s responses are changed by employing fresh random numbers
𝑛1, 𝑛2, and the updated tag’s values. Thus, the adversary obtains new
responses in each authentication session since he/she eavesdrops on a
session. Furthermore, the tag’s responses are changed because of new
fresh random numbers even if the previous authentication session is
aborted. □

Proposition 5. E𝑅2AS resists impersonation attacks.

Proof. This attack states that the active adversary can impersonate
the channel and authenticate himself/herself as a legitimate tag/reader
without compromising the secret data. The adversary can compute the
tag’s response 𝐷 to impersonate the tag. So, it is infeasible to compute
he response messages for an adversary without knowing 𝐼𝐷 and 𝐾.
hus, our E𝑅2AS scheme provides resistance against the impersonation
ttacks. □

roposition 6. E𝑅2AS resits disclosure attacks.

roof. The adversary retrieves the shared secrets between the tag and
eader in an authentication session run. On the other hand, the passive
dversary may eavesdrop the transmitted message over an insecure
hannel and he/she tries to obtain the updated shared secrets that can
e used in the next authentication session. In our proposed scheme,
he adversary cannot obtain sensitive information even if he/she has
esponse messages 𝐴, 𝐵, 𝐶, and 𝐷. Moreover, the used reformation
peration makes it more complex for an adversary to compromise
he tag’s shared secrets. Thus, our E𝑅2AS scheme is secure against
isclosure attacks. □

roposition 7. E𝑅2AS resists replay attacks.

roof. Suppose an adversary tries to obtain some useful information
nd he/she can use the same information to authenticate as the le-

itimate tag. The replay attacks arise in the authentication schemes
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Fig. 6. Communication costs.

Fig. 7. Communication rounds.

due to random numbers produced by the tag and reader and then
utilize these numbers to compute the tag’s response 𝐷. In E𝑅2AS, the
tag will use different random numbers to compute the response 𝐷 in
each authentication session run. If an adversary tries to replay previous
messages, then he/she cannot obtain the random numbers. Also, the
adversary cannot forge messages as a legitimate tag. Moreover, the tag
device does not affect replays of messages. Hence, our proposed E𝑅2AS
cheme is secure under replay attacks. □

roposition 8. E𝑅2AS resists de-synchronization attacks.

Proof. The tag does not update its secrets if the last message(s) is/are
intercepted in our proposed E𝑅2AS scheme. On the other hand, the
reader updates the tag’s entries i.e., 𝐼𝐷𝑆𝑜𝑙𝑑 and 𝐼𝐷𝑆𝑛𝑒𝑤. To resist the
de-synchronization attack, the 𝐼𝐷𝑆 and 𝐼𝐷𝑆 index pseudonyms
𝑜𝑙𝑑 𝑛𝑒𝑤
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Fig. 8. Storage costs on tag.

Fig. 9. Storage costs on reader and cloud server.

f shared strings are stored in the reader. Thus, our E𝑅2AS scheme
provides resistance against de-synchronization attacks because the last
message(s) is/are sent by the reader. Moreover, the current secrets are
only stored in the tag. □

5.2. Performance evaluation

The performance of our E𝑅2AS scheme has been evaluated and com-
ared with other several existing authentication schemes concerning
omputation operations, communication costs, and storage costs are
hown in Tables 4 and 5, respectively.

• Computation operation
We have utilized bitwise XOR (⊕), circular left and right rota-
tions 𝑅𝑜𝑡(𝑟 𝑜𝑟 𝑙)(𝑋, 𝑌 ), and reformation 𝑅𝑒𝑓 (𝑋, 𝑌 ) operations in
our E𝑅2AS scheme which shows superior performance in terms
of computational complexity and storage cost. Hence, our E𝑅2AS
scheme is well preferable for low-cost passive tags.

• Communication cost
It states that the number of transmitted messages is used for
mutual authentication. In our proposed scheme, a total of four
communication rounds are only used in the whole mutual au-
thentication process. Thus, the communication cost of our scheme
is 4𝐿 bits. Now, we have considered that the length of each
parameter for the RFID EPC tag is 96-bit. Then the total commu-
nication costs of our E𝑅2AS scheme is (3 × 96) = 288 bits, which
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Table 5
Storage cost comparison.

Scheme ↓⟶ Entity Storage cost

Xie’s scheme [30]  3𝐿 = 3 × 96 = 288
 +  7𝑁𝐿 = 7 × 100 × 96 = 67200

Abughazalah’s scheme [31]  2𝐿 = 2 × 96 = 192
 +  6𝑁𝐿 = 6 × 100 × 96 = 57600

Fan’s scheme [27]  4𝐿 = 4 × 96 = 384
 +  8𝑁𝐿 = 8 × 100 × 96 = 76800

Aghili’s scheme [38]  4𝐿 = 4 × 96 = 384
 +  8𝑁𝐿 = 8 × 100 × 96 = 76800

Proposed scheme  4𝐿 = 4 × 96 = 384
 +  4𝑁𝐿 = 4 × 100 × 96 = 38400

Acronyms
 ,,: Overhead on the tag, reader, and cloud server, respectively.
𝑁,𝐿: Number of tags stored in RFID systems and bits stored in each parameter,
respectively.

is less than Xie’s scheme [30], Abughazalah’s scheme [31], Fan’s
scheme [27], and Aghili’s scheme [38] bearing 768 bits, 672 bits,
768 bits, and 864 bits, respectively. In addition, our proposed
scheme consumes a total of 4 communication rounds for mutual
authentication, which is less than Xie’s scheme [30], Abughaza-
lah’s scheme [31], Fan’s scheme [27], and Aghili’s scheme [38]
consuming 10, 7, 13, and 9, respectively. In Figs. 6 and 7, the
graphical comparison is depicted for communication cost between
Tag and reader and total communication cost among tag, reader
and cloud server of the proposed scheme with various schemes.

• Storage cost
It states that the numbers of key elements and static tag 𝐼𝐷 are
stored in the tag’s memory space. In our proposed scheme, a
unique 𝐼𝐷, an index pseudonym 𝐼𝐷𝑆, and a shared secret key
𝐾 are stored in the tag. Hence, each tag needs the storage of
3𝐿 bits. Consider an RFID system consisting of a tag population
of up to 100 tags (i.e., 𝑁 = 100). For each EPC RFID tag,
each parameter is required of 96-bit length (i.e., 𝐿 = 96 bits)
corresponding to EPCglobal. Thus, the total storage cost of our
scheme is (4 × 96) = 384 bits on the tag which is the same as
Fan’s scheme [27] and Aghili’s scheme [38] i.e., 384 bits and 384
bits, respectively. Although Xie’s scheme [30] and Abughazalah’s
scheme [31] bear less storage cost of 288 bits and 192 bits,
respectively than the proposed scheme. In addition, our proposed
scheme bears (4 × 100 × 96) = 38400 bits on the reader and
cloud server which is less than Xie’s scheme [30], Abughazalah’s
scheme [31], Fan’s scheme [27], and Aghili’s scheme [38] bearing
67200 bits, 57600 bits, 76800 bits, and 76800 bits, respectively.
The graphical comparisons for storage costs of our E𝑅2AS scheme
with various state-of-the-art schemes as illustrated in Figs. 8 and
9, respectively.

• Server search cost (scalability)
The scalability or server search cost of an RFID authentication
scheme is taken into account for searching a match record in
a single search attempt from the database. In our scheme, the
reader finds the matched record (such as 𝐼𝐷𝑆, 𝐾) only in a single
search from the database. Table 6 shows that our E𝑅2AS scheme
takes (1) i.e., constant time to search for a matched record.
Hence, our scheme outperforms in terms of scalability.

. The Scyther tool verification

The Scyther is a widely-accepted automated push-button tool used
or formal verification of security protocols. To perform the Scyther
imulation of our proposed protocol, we have set up an experimental
nvironment on the Linux operating system, Ubuntu v21.10, an AMD
yzen 9 5900HX processor of 4.6 GHz, and 16.0 GB of RAM. Consider-

ng a perfect cryptography assumption, the adversary cannot obtain any
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Fig. 10. Specification of tag role in SPDL.
Fig. 11. Specification of reader-server role in SPDL.
Table 6
Comparison of server search costs among various authentication schemes.

Scheme ↓⟶ Xie’s scheme [30] Abughazalah’s scheme [31] Fan’s scheme [27] Aghili’s scheme [38] Proposed scheme

Server search cost (𝑁) (𝑁) (𝑁) (𝑁) (1)
155
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secret information from an encrypted message without knowing its de-
cryption keys. Therefore, we say that all the cryptographic functions are
considered perfect. The bounded number of protocol sessions and nonce
can be verified by the Scyther tool. In addition, it can characterize the
security protocols by producing a finite representation of all possible
protocol behaviors. It also provides a Graphical User Interface (GUI)
aimed at verifying or understanding a protocol. In Scyther, Python
scripting interfaces and command lines make efficient use of it for the
verification of large-scale protocols.

The specification or code of a protocol in Scyther can be writ-
ten in the operational semantics-based Security Protocol Description
Language (SPDL). The Scyther allows a set of claim events for the veri-
fication of certain claims i.e., some confidential or secret parameters
which are used to verify or falsify them. Figs. 10 and 11 show the
SPDL code of Tag ( ) and Reader-Server ( + ) roles, respectively.
n Fig. 12, the Scyther tool verification of our proposed protocol shows
hat there is no attack found within a certain bound. Hence, our
rotocol provides strong protection against active and passive security
ttacks.

. Conclusion and future perspectives

Over the past years, RFID technology is being popular and can
e used in various applications across the world. In an RFID system,
ecurity and privacy are considered two main concerns. Considering
hese problems, we proposed an efficient and reliable ultralightweight
FID authentication scheme (E𝑅2AS) for healthcare systems to enhance
atients’ medication safety. Our proposed E𝑅2AS scheme used bitwise
OR, circular left–right operations, and a newly proposed reformation
ethod to resist well-known attacks. The proposed scheme is highly
fficient and also achieves higher-level security in comparison to other
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imilar existing schemes. The security and privacy analysis demonstrate
hat the E𝑅2AS can withstand impersonation, replay, disclosure, and
e-synchronization attacks. Compared to other schemes, the perfor-
ance analysis demonstrates that our scheme consumes fewer compu-

ation operations and storage costs on RFID tags. Therefore, the scheme
hows superior performance and is better suited for the healthcare
nvironment. In future studies, we are planning to deploy our E𝑅2AS
cheme in real-time healthcare systems to improve patient medication
afety.
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