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Abstract

Electric vehicles (EVs) have transformed the'smart transportation sector by
providing diverse energy management solutions to the smart grid. Energy
trading among EVs and charging stations (CS) in a vehicle-to-grid (V2G) en-
vironment is one of the popular vertieals in smart grid. However, processing
the energy trading decisions at xemote c¢ontrol centers lead to an increase in
delay and network overhead. Apart from these issues, the security concerns
while trading the energy in"sueh an environment remain persistent. There-
fore, to handle the aforémentioned issues, this paper presents SURVIVOR:
A Blockchain based Edge-as-a-Service Framework for Secure Energy Trad-
ing in software defined networking (SDN)-enabled V2G Environment. In
the proposed fratnework, the energy trading decisions are processed closer to
the location ef EVs through edge nodes. Moreover, for securing the energy
trading trahsactions, blockchain is used wherein the approver nodes are se-
lected amengstjall the present nodes on the basis of a utility function and
are made responsible for validating the transactions. Once such nodes are se-
lected, a consensus-based blockchain mechanism for secure energy trading in
SDN-enabled V2G environment is presented. In this mechanism, edge nodes
are responsible for generating proof-of-work puzzles. The proof-of-work is
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a unique hash value which is computed for each EV and the transactions
for which the approver nodes compute the same proof-of-work for each EV
are added in the blockchain. The complete scheme is backed by the SDN
architecture to reduce the overall latency and increase the throughput of the
smart transportation network. The results obtained prove that the proposed
scheme is effective for trading the energy between EVs and CS while se-
curing the underlying trading transactions using blockchain. Moreover, the
communication and computation cost of the proposed scheme.comesiout to
be small which proves that it can be used in real-world applicatiens. The
latency in the complete transportation sector is also greatly reduced by using
the SDN-architecture.

Keywords: Blockchain, Edge-as-a-service, Energy trading; Smart city,
Software defined networking.

1. Introduction

In the recent times, transportation sector,has undergone a global trans-
formation with the emergence of smart ‘cities, thereby making it a smart
transportation system. This system comprises of vehicles enabled with infor-
mation and communication technologies (ICT) to provide various automated
services such as-navigationgtraffic control, parking, and information sharing.
The communication technologies used for inter-vehicle communication are
short to medium range communication protocols like IEEE 802.15.1, IEEE
802.15.4 , IEEE 802.11¢%/b/g/p; and for vehicle to service provider include
long range communication protocols like IEEE 802.16, Long Term Evolution,
etc. [1]. Thesé vehicles may belong to the conventional fuel-based vehicles
or the upcoming electric or plug-in electric vehicles (EVs).

The .€mergence of EVs has led to the drastic transition in the smart
transportation/sector. EVs have thrived in this transition as they provide
manifold benefits apart from the transport services. The primary benefit of
EVs in"the smart transportation sector is that they can be used for energy
sustainability of a smart city [2]. Moreover, the EVs are eco-friendly vehicles
as they produce near-zero tapline carbon emissions and have less operating
cost than the conventional fuel vehicles [3]. Because of these advantages,
the number of EVs on the roads are exponentially increasing. The global
trend in growth of EVs is shown in Fig. 1 and according to the Global EV
outlook 2018, there will be more than 20 million EVs by 2020 [4]. The EVs



are also an essential component in managing the energy needs of the smart
city as the primary source of their fuel is energy. Therefore, one needs to
manage their energy requirements in such a way that these EVs can be used
as a carrier for self-sustainability in the smart cities. For example, if there
is surplus energy in the city, this energy can be bought by the EVstand
when the city faces energy deficit, EVs can supply the energy back to the
system. Moreover, mismanagement of the energy demands of a large number
of EVs can lead to power fluctuations in the smart city [5]. Fhis problem
is more prominent in developing countries where energy generation-sources
are limited, but the demand is increasing day by day. Thereforejpone needs
to leverage the vehicle-to-grid (V2G) capabilities of EVs ‘o strike a balance
between energy demand and supply.
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Figure 1: Growth of EVs globally [4].

However; there are many issues pertaining to the energy trading with
EVs gvhich restrict their participation in the V2G activities for energy man-
agement. For instance, the energy trading decisions has to made at remote
control center, which in turn lead to delay and network overhead. However,
imreal-time communications, it is always preferable to handle the computa-
tional processing closer to the location of the user/EVs. Moreover, the time
required to reach the destination (where trading would take place) and its
distance from their present location are few of the factors which hinder the
energy trading process. Moreover, with the advances in technology, a new
computing paradigm has emerged which can provide services at a rapid pace
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at a location closer to the end-users. This paradigm is known as edge comput-
ing and is considered closer to the end-user as compared to the traditional
cloud computing architecture. Thus, edge can provide services relatively
faster to the cloud which means that the quality of service is invariably en-
hanced.

Apart from these aspects, trust and security is always highly desirable.
So, when the EVs trade for energy (to make a profit/fulfill their emergy
demands) over a remote server, the security concerns remain utmostimpor-
tance to make a successful transaction. The incoming requests in themetwork
should be authenticated prior to broadcasting for taking the energy trading
decisions. Moreover, with the increased usage of ICT for communicating
the energy trading requests, the security of the overall.system needs to be
robust. In this system, the adversaries, if presentsin the network, should
not be able to modify the transaction for their‘personal benefits. Moreover,
implementing the conventional security mechanisms*on the distributed edge
nodes should be carefully considered so as not to*jeopardize the overall se-
curity of the system. An adversary may act as edge node and impact the
entire energy trading mechanism thereby, eausing loss to both EVs and CSs.
Thus, the security mechanisms should, beydistributed in nature (so that no
single entity is responsible for thessystem security) and lightweight (so that
these do not put an additional burden on the system).

In this regard, blockchain has emerged as one of the most prominent
technique to meet the security requirements of the system in an effective way
[6, 7]. One of the most popular examples where blockchain has been primar-
ily used for providing the security is the exchange of crypto-currency known
as Bitcoin [8]. The blockchain is distributed in nature and does not depend
on the singledrusted third party to authenticate the incoming requests in the
system [9)¢ So, it even works well in the scenarios where the centrally man-
aged security sechemes fail. Blockchain is a ledger-based mechanism which
takes care of different security constraints related to confidentiality, integrity,
and. authentication. All the entities present in network maintains a ledger for
keeping the information of all the valid transactions executing in the network.
Whenever a new transaction arrives in the network, the entities present in
the network authenticate it by solving a puzzle (also know as proof-of-work).
So, the transaction is only added in the blockchain if the puzzle is correctly
solved and authenticated by rest of the nodes.

While implementing the security and serving the energy trading requests
in the smart transportation sector, the traditional network architecture suf-

4



fers from the various drawbacks. Firstly, these are not able to dynamically
re-configure the network topology for reducing the latency in the network.
Secondly, the network becomes overloaded when incoming requests increase
as there is a fixed path for transmitting the data packet. Third, the network-
ing functionality is mainly implemented on the devices such as switches and
routers in a dedicated manner, so it is very difficult to update eacli device
to make the network consistent in terms of updating policies. Therefore, to
handle all these issues, a new networking paradigm has emerged which is
capable of dynamic routing of packets and adapt to the changingmetwork re-
quirements. This paradigm is known as software-defined sietworking (SDN)
where the complete system is divided into number of planes with each plane
performing a specific task [10]. These planes are namelyadata, control, and
application. All the forwarding devices are placedwat the data plane, the
control logic of the network is implemented at the control plane, and the
applications such as packet routing, request forwarding, etc. are handled at
the application plane.

To handle all the aforementioned issues, SURVIVOR: A Blockchain based
Edge-as-a-Service Framework for Secure/Energy Trading in SDN-enabled
V2G Environment is presented in this paper. In this framework, the EVs
select an edge node (from all available edge nodes) on the basis of utility func-
tions. This selected edge node servesthe EVs for handling their energy trading
computational load. Using thisiedge-as-a-service platform, EVs trade for the
required energy with the charging stations (CSs) deployed in the smart city.
This platform significantly reduces the burden on EVs which have less com-
putational resourges andymiakes the complete process faster and on the edge
of the network, “Being a distributed and insecure layout, a consensus-based
blockchain mechanism is used to authenticate the energy trading transac-
tions in the system. The edge nodes (other than the one responsible for
computation load of an EV) act as approver nodes for transaction authen-
tication. The underlying paradigm follows openflow protocol to provision
dynamic network policies in the distributed edge-as-a-service platform.

1.1. Contributions

The following are the major contributions of the proposed research work.

e An SDN based system model is designed for edge-as-a-service platform
which follows openflow protocol to provision dynamic network policies
in the distributed setup.



e An edge-as-a-service platform is selected on the basis of different utility
functions for energy trading between EVs and CSs in SDN-enabled V2G
environment. An efficient algorithm responsible for convergence to an
optimal solution is also designed.

e A consensus based blockchain mechanism is designed for securing the
energy trading transactions in distributed edge-as-a-service environ-
ment. In this scheme, the edge nodes other than the one selected to
handle the computational workload of energy trading.amechanism act
as approver nodes.

1.2. Organization

The rest of the paper is organized as follows# Section 2 discusses the
related work. Section 3 illustrates the completesystem model of the scheme
and Section 4 describes the proposed scheme inndetail./Section 5 outlines the
simulation results and the paper is concludedsin=Section 6.

2. Related work

The related work section is divided into various categories with emphasis
on smart transportation and energy trading, providing edge-as-a-service, use
of SDN in energy trading, and,blockchain applications in energy trading.

2.1. Smart transportation and/energy trading

The research in/smatt transportation sector has been given much empha-
sis, now more thian,ever, with the evolution of smart cities. Many of the
research works have focused on providing transportation solutions related to
the traffic management. For example, Li et al. [11] applied the intelligent
transportation system in Macao for enhancing the quality of traffic opera-
tions in theicity. The authors used deep belief network and support vector
regression to forecast the traffic characteristics. The results prove that the
error in"prediction for their model to predict the traffic congestion was tol-
erable/and it helped in learning the traffic behavior in Macao in an effective
way. ICT has also become an integral part of smart transportation which
forms the communication backbone of the complete system. Zhang et al.
[12] presented an enhanced security and mobility mechanism by leveraging
the ICT and autonomous driving. The authors modeled the traffic flow in a



smart city which augers well with the real world traffic behavior to under-
stand the impact of various scenarios related with traffic.

The use of EVs in smart transportation sector has made it possible to
balance the load demand in the smart cities without depending only on the
energy supplied by the grid or the use of renewable sources of energy.<The
energy from EVs can be exchanged with various types of users in thé smart
cities such as residential, commercial, and industrial to manage<their load
demands. The authors in [13] surveyed multiple distributed energy trading
concepts in the smart city environment. The authors notéd,thatethe use
of renewable energy sources and EVs would play a vital/role inymitigating
the energy requirements of the local communities. They also neted that the
majority of the energy trading architectures were basedson game theoretic
approach, objective maximization, and simulation-based/scenarios. Using
the concept of game theory, the authors in [14]yproposed a contract-based
game for energy trading between energy suppliers‘and consumers so as to
increase the incentive for both of these. EVs are a major player in energy
trading because they can act as mobilewenergyyearriers to suffice the energy
requirements of an area. One of such survey has been conducted by Shuai et
al. [15] which studies the economically, led schemes for charging of EVs in a
smart city environment.

To cater to some the research challenges in the local electricity market,
the authors, in our previous work [2], have utilized the EVs as a service to
meet the local load requirements in a smart city. The EVs act as buyer when
a locality has excess‘energy, while EVs were used as sellers when there was
an energy requirement inthe locality. This provides enough employment
opportunities for EViowners to make a profit while the proposed scheme al-
leviates the need to build new infrastructure to manage the load in the city.
However, the seeurity requirements in the energy trade were not considered
in this paper. Apart from these, several energy trading projects are being
studiéd by thé researchers to understand the dynamic of users in a realistic
trading scenario. The review of several peer to peer energy trading projects
was carried out in [16]. The authors in this paper noted that the local en-
ergy anarket structure in microgrids was largely ignored in those projects
while trading the energy. Moreover, the authors noted that it is necessary
to have a strong communication backbone in the energy network and the
concept, of blockchain can be introduced in this market for simplifying and
securing the peer to peer energy trading transactions.



2.2. FEdge-as-a-service

The edge computing compliments the cloud computing environment by
serving the requests more close to the users. For instance, Aujla et al. [17]
proposed a workload slicing scheme to serve the big data processing requests
in multi edge-cloud environment. The authors focused on providing the op-
timal traffic scheduling of the incoming requests so that the network takes
minimum energy. Apart from this, Carvallo and Cooper [18] emphasized on
the role of edge computing in the smart grid to provide flexibilityin communi-
cation and computation while serving the user requests. The.edge eomputing
has been widely used in applications where fast computation is required. The
authors in [19] designed an energy management scheme. for data centers for
sustainability using renewable energy sources whereinsthé'computation load
of data centers was shifted to the edge nodes. The\inceming user requests
were classified on the basis of delay sensitivity and the delay sensitive jobs
were routed to the edge node. This brought dewn the overall load on the
cloud DC and provided the services closer to.the user.

Kumar et al. [20] presented a vehicular, delay-tolerant network to handle
the data generated in the smart grid on\the basis of the mobile edge com-
puting. This scheme used ‘store and ferward’ data management scheme to
manage the large data generatéd from various types of devices in the smart
grid environment for reducing the overall transmission delay and fasten the
response time. Bao et ald [21] moved one step further and presented a fog
computing-based solution for data offloading between various mobile devices
in a seamless manner‘in time-sensitive applications. The authors named their
proposed solutiontas ‘Follow me cloud’ which represented that the compu-
tations can be«donevon the fly while making the data offloading process
smooth. AllFthese aforementioned schemes prove that the edge computing
can be efféctive in-providing faster solutions to the end-users as compared to
traditionalicomputing services.

2.8.. SDN .in energy trading

To provide a re-configurable communication backbone, SDN has emerged
astone of the most prominent technology in the recent times. It has been
widely studied by the research community in the energy market for its effec-
tiveness. The authors in [22] explored the smart city from the viewpoint of
enhancing the quality of experience for the user. For this purpose, the city’s
architecture was divided into two regions with respect to the data plane and



control plane of the city. The authors pointed out that the design and im-
plementation of the control plane is a difficult task since a large number of
devices are added for seeking the services in smart cities. To this end, SDN
paradigm can help in catering the scalability requirements of the network#to
provide the underlying services because it can be reconfigured on the fly.
Working in this direction, Rego et al. [23] proposed an efficientd{control
mechanism for managing the traffic in the smart cities during emergency. sce-
narios. The authors minimized the delay time while processingsthe tequest
received from [oT devices during emergency situations. This was.dene by dy-
namic re-routing of traffic and controlling the request for résourcesto modify
the routes. Zhong et al. [24] used SDN in the peer to,peer energy transac-
tions on large scale to improve the flexibility and efficieney. The hierarchical
architecture controls the energy network in a way‘that the energy flow in
peer to peer trading was flexible and the control planewas dynamically able
to reconfigure the network according to needs ofitheusers. Their results vali-
dated the effectiveness of their proposed scheme as the delay in transmission
was very low. On the similar lines, Lu et.al. [25} also presented a SDN-based
communication framework for managingthe energy-related transaction in
the smart energy environment. In\our previous work [10], we have used
SDN-architecture to manage théwenergy requirements of data centers. In
this paper, all the energy related devices like renewable sources, EVs, and
data centers have been placed in data plane, all the control algorithms and
modules were placed in~control plane with the help of which, the user can
access all the services through the application plane. However, the aspects
related to delay minimization and security were not considered in this paper.

2.4. Blockchain in energy trading

The blockchain is a relatively newer technology which has been recognized
worldwidewto provide the security in a distributed manner. It has been used
in wide variety of application ranging from crypto-currency to energy trading
inssmart cities. Mannaro et al. [26] have started a crypto-trading project to
explore the integration of smart contracts in blockchain and the energy trad-
ing in‘the Sardinia Region for smart grid management while preserving the
user privacy. The authors allocated different crypto-currency profiles to dif-
ferent users to suggest best selling strategy and manage the sale and purchase
of energy in a decentralized energy market. Aggarwal et al. [27] proposed
a blockchain-based scheme for secure data transmission and access in smart
grid environment. The authors selected some entities present in the smart
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grid network as miner nodes and used these to validate the energy trading
transactions in the network. For this purpose, a proof of work was com-
puted by the miner nodes which was mapped to the hash function generated
by the associated entity. Dorri et al. [28] presented a private blockchain-
based scheme to remove the dependency on a trusted third party by tsing
atomic meta-transactions for preserving the privacy while trading thelenergy.
A meta-transaction was created when both the participating entities in the
energy trade commit within the given time, otherwise, the tramsaction was
invalidated and trade was suspended.

Apart from these, few of the authors have specifically focused on using
the concept of blockchain for addressing the security requirements with re-
spect to EVs which participate in the energy trade(][29:30]. The authors
in [29] used the concept of energy coins to attract the EVs for taking part
in stabilizing the local electricity market and“make secure energy trading
using blockchain. The authors used auction game*theory to further solve
the problem of trading the energy in order to maximize the overall social
welfare in the market while protecting the privacy of the participating EVs
and securing the energy transactions. Similar to this scheme, the charging
and discharging strategies of the EVS for emergy trading were modeled on the
basis of blockchain in [30]. Howévery.all these schemes neglected the delay to
process the requests in the energy ‘market which is one of the major factors
to improve the quality of serviee in the electricity market.

After analyzing all4hevabove discussed proposals, Table 1 depicts the
comparative analysisfof the existing proposals.

Table 1: Comparative analysis of existing proposals

l Authors [ Technique used [ vV2G [ ET [ Sec [ BC [ EC [ SDN‘
Mannaro et al. [26] Cryto-trading scheme X v v v X X
Aggarwal et’al.[27] Energychain scheme v v v v X X
Dorri et _al. [28] Blockchain-based scheme X v v v X X
Kang et. ‘al [29] Energy coins-based scheme v v v v X X
Liu et. al [30] Blockchain-based scheme v v v v X X
Aujla et. al 2] Electric vehicles-as-a-service v v X X X v
Aujla et.val [31] Demand response optimization X v X X X v
Shuai et al. [15] EV charging scheme v v X X X X
Aujla_ét al. [17] Big data migration scheme X X X X M v
Zhang et al. [14] Contract-based energy trading v v X X X X
Atjla and Kumar [19] | MenSuS scheme v v X X v v
Zhong et al. [24] Peer to peer energy trading X v X X X v
Lu et al. [25] SDN-based energy trading X v X X X v
SURVIVOR The proposed scheme v v v v v v

V2G: Vehicle to Grid, ET: Energy Trading, Sec: Security, BC: Blockchain, EC: Edge Computing, SDN:
Software Defined Networking.
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3. System Model

The comprehensive architecture of the proposed scheme is depicted in
Fig. 2. There are primarily two participating entities in this architect
namely EVs and CSs. The EVs move to different CSs located at diff
locations on the basis of the various parameters such as distance, prici te.
which give the maximum profit to the EVs. This architecture i on
SDN and is responsible for providing the computation, control, N
nication capabilities to all the EVs and CSs. In addition to.d N-enable
architecture also minimizes the delay and improves the res e ti
the requests generated by the EVs or the CSs. {\
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Figure 2: SDN-enabled system architecture for secure energy trading.
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The traditional TCP /IP protocol suite is not suitable for this architecture
as all the application and control tasks are coupled with each other which
makes it difficult to update the dynamically changing network policies. In
contrast to this, SDN provides complete flexibility as the application, data,
and control are de-coupled from each other which makes it more adaptable to
the changing network policies. Moreover, SDN is an autonomous approach
because of the use of high level programming languages like Python, Jaya,
C++ etc. to handle the complete network topology with efficient manage-
ment of requests from mobile vehicles. SDN uses virtual controlsseheme to
manage the network resources in an efficient way to provide the wnderlying
services such as forwarding the energy trading requests toithe different enti-
ties. The SDN architecture for energy trading in a securesnanner is divided
into three planes namely data, control, and application _plane which are de-
scribed in brief as follows.

1. Data Plane: The data plane is further divided"into two sub-layers, i.e.,
inception layer and forwarding layer, which are elaborated as below.

e [nception layer: In this layer, all'\thewentities which generate the en-
ergy trading requests such as“EVs and CSs are located as well as the
roadside units (RSUs) which provide the communication back-end to
the entities.

o Forwarding layer: Inthis layer, the devices such as-switches and routers
which collects and forwards the data to different entities are placed.
These devices gather the requests from the EVs or CSs through the
RSUs and send these requests to the intended recipients. Moreover,
the forwarding layer also floats back the results after the request pro-
cessing te the associated entities through the RSUs. The communica-
tion pretocoels that are used in this layer belong to short/medium range
(which sends requests from EVs or CSs to the RSUs and vice-versa)
and medium/long range (to transfer the requests from RSUs to the
switches /routers and vice-versa).

2., Control Plane: The control plane is the actual heart of the system ar-
chitecture. All the control decisions and network policies are implemented at
this plane. The SDN control logic analyzes the network topology and moni-
tors the status of the forwarding devices to take the decision of the optimal
routing path from the source node to the destination to reduce the overall
delay. The control logic of the SDN controller is installed on the network
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operating system (NOS) at this plane and executed through a hypervisor
which is present to perform network slicing using network virtualization.
This virtualization helps to create an instance of the virtual SDN controllers
from the physical controllers and also helps to accommodate virtual machine
(VM) placement at every virtual SDN controller location. These locations
cater to all the user requests for a particular region with the help of €dge-as-
a-service (which is closer to the data plane) which comprises virtual instances
of OFF-switches and controller. With the help of these virtual-switches 'and
controllers, the user requests are served locally via edge dataicenters while
the global cloud controller handles all the virtual instances of these switches
and controller via cloud data center. The data plane communicates with
the control plane through southbound application programming interfaces
(APIs); whereas, the control plane communicates with the’application plane
via northbound APIs.

3. Application plane: The application plane.can*be considered as a front
end where the users can exchange their infermation amongst each other or
seek services from a service provider. la the present work, the application
plane is tasked with providing the energy trading services to the EVs in a
secure manner. This plane also providesa platform to the entities for dis-
sipating their information whiehtis,required to make an agreement for the
energy trading.

The brief working of the proposed system model is described as follows.
The EVs and CSs in the data plane layer share their energy trading re-
quirements with onedangther using the medium/long range communication
technologies. TheSe requirements are then passed to the forwarding layer
of SDN architecturesas shown in Fig. 2, which using the control plane, are
passed onto the regional edge layers. To forward these requests and to trade
the energy in assecure manner, blockchain service is used at the applica-
tion planey/The detailed working of the complete scheme is discussed in the
subséquent section.

4. Edge-as-a-service for Secure Energy trading using Blockchain

The proposed scheme is classified into three parts; 1) In the first part,
energy trading scheme between EVs and CSs is presented, 2) In the second
part, a computational offloading scheme using edge-as-a-service is designed,
and 3) Finally, a blockchain-based secure energy trading mechanism using
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edge-as-a-service is presented. All these parts are elaborated in the subse-
quent subsections.

4.1. Edge-as-a-service for Energy trading in V2G Environment

The EVs in a smart city have to charge energy as and when required from
the CSs deployed at various locations. For this purpose, EVs have t0 travel
some distance and pay some price in order to charge the required<amount, of
energy. Therefore, energy price and distance to be traveled by.an EViup till
the selected CS are two major parameters apart from the amount=oef energy
required in any energy trading scheme. Since there are multiple options (in
terms of CSs) for EVs to charge the required amount of energy,/so the above
mentioned two parameters play a major role in the seleetion of an optimal
CS. In this process, EVs need to trade for energy with the geo-located CSs so
as to achieve maximum benefit in terms of energy and price. Similarly, CSs
have to sell the energy available with them so“as té“maximize their profit.
Fig. 3 shows the energy trade process between multiple EVs and CSs in
edge-as-a-service environment.

EV layer Edge-as-a-service laver CS layer

M\I‘:Qj/ﬁﬂ

Pk

Figure 3: Energy trading mechanism.

The decision making for the entire process depicted in Fig. 3 is performed
using some computational resources (cloud server, local server, etc). How-
ever, transmitting the data from EVs to remote cloud or server may end up
in higher delay and additional cost for the energy trading service provider.
To overcome this situation, edge computing is one of the popular technology
which provides data processing and decision making platform closer to the
location of the end user. This service oriented architecture of edge nodes
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reduces the additional delay and cost involved in the energy trading pro-
cess and can be termed as edge-as-a-service. In the proposed energy trading
mechanism, 7 EVs trade for energy with k£ CSs, wherein j edge nodes han-
dles the entire computational load. In this process, apart from selectingan
optimal CSs to charge the required amount of energy, the task of seletting
optimal edge node for handling the computational load is also important,
For this purpose, in this paper, an edge-as-a-service framework for energy
trading between EVs and CSs is designed.

In the proposed scheme, EVs act as buyers and CSs act,‘as,sellers of en-
ergy. The major objective of EVs is to maximize their enetgy level; i.e, state
of charge (SoC) or it can be said that EVs aims at reaching their rated bat-
tery capacity (e!'). Hence, the energy required (e}?) byt EV from k' CS
in order to reach e/’ is given as below.

er? = (SoC™ — SoCH) et (1)

1

where, SoC™* and SoC?" denotes maximum attainable SoC and present SoC
levels of i EVs battery, respectively.

In order to supply e;? to the i EV, all the CSs available at any instance
must have sufficient amount of energy available with them. Now, the energy
available (e¢) with k' CS dependsien the present SoC (SoCt"), a threshold
SoC (SoCth) fixed by utility.and the rated energy capacity (EL') of k" CS.
Using all these, e’ with £ CSis given as below.

&1’ ="(SoCY" — SoCi") B! (2)
S.t.
SoC¥" > SoCih (3)

EachdV has to6 pay some price for charging the required amount of energy
from the CSs. Here, the price (P¢") charged by k' CS from i** EV for selling
e;? is givenjas below.

SoC™
en — 4
br=a <Soc,gv - Soc,gh> 4)
S.t.
a>1 (5)
P> P} (6)
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where, « is a predefined scaling constant which is set by utility (whose value
can vary depending on the utility constraints) and P? and P¢ are the price
of buying and selling the energy respectively.

Each EV has to travel some distance to reach the selected CS for charging
the required amount of energy. If the distance between an EV and CS is more;
then more energy would be dissipated from EVs battery for traveling till the
selected CS. Therefore, it is preferable for an EV to select a CS.closer to
its location. In the proposed scheme, it is assumed that the-geographical
area of smart city is divided into equal sized blocks. Howeverthesproposed
scheme is not limited to any specific scenario or equal sizéd blocks only and
is applicable to any scenario. If in a case, the smazt €ity is' not divided
into equal sized blocks, then the distance can be calculated. using third-party
services such as GPS. Let us assume an EVs (a) and a CS (b) located at a
distance (D,—) from each other. Now, D, is the distance of E'V, from end
of block and D, is the distance of C'S; from end of"the block. Here, D is
considered as a fixed distance of the edges of each block. Now, the distance
(D,p) between two EVs (a and b) is calculated as mentioned below.

D,
DCHb:'3 XD+ Ny_p X D (7)

Dy,
D4 |22
. +ID

where, N,_,;, represents the.aumberjof blocks between a and b.
Using the above concépt, i™® EV travels a distance (D;_y) to charge e}?

from k' CS. The energy, dissipated (ef2,,) to cover D, ,; is given as below.

D;
o, = socpe (T4 ) e ®)

where, D, denetes the maximum distance of i** EV from all available CSs.
Now, ence the i" EV travels D;_,; after paying p{" to charge €} from k'
CS, the updated energy level of i** EVs battery is given as below.

el? = (SoC?" + SoC?) et — e (9)

i—k
Similarly, the updated energy level of k" CS is given as below.
e = (SoCy"erl) + (SoCiiel") (10)

The above described process of energy trading depends on the utility
functions of EVs and CSs. Utility function depicts the profit function which
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depends on energy, price and revenue with an entity. Two types of utility
functions are computed in the proposed framework; 1) Utility functions re-
lated to edge node selection, and 2) Utility functions related to energy trading
process. Both types of utility functions are discussed as below.

4.1.1. Utility functions related to edge node selection

The proposed scheme utilizes edge-as-a-service for offloading eatireicom-
putational workload on edge nodes. Therefore, it becomes a very important
task to select an optimal edge node among the available array ef edge nodes.
To achieve this task, a utility function is defined for an edge nodeyalso which
depends on the delay and anticipated throughput. So, the utility function
(Ui(j)) of " EV with respect to j* edge node is givén as below.

B;q x Tim 1
X
(n + 1) X t?n Dﬂ
J

Ui(j) = (11>

where, B}? is the bandwidth required to transmit the computational workload

to j edge node, T7" is the average antigipated throughput, ¢;" represents

the average anticipated delay, and D, depicts the distance traveled by it
J

EV to charge e;? from k' CS whérein the entire computational processing
takes place at j* edge node.

Similarly, the edge nodes haye also to compute their utility function with
respect to all requesting EVis. /Therefore, the utility function (U;(4)) of j*
edge node with respéet to i’ EV is given as below.

Uj(i) = Rj — Cji (12)

where, R;/s_the revenue available with jt" edge node and Cj_; is the cost
involved to.serve the i EV.
Now, C;5¢ involved to serve the it" EV is given as below.

BT.‘LA x Tem.

_ of

Cimi = = — O (13)
Jj—i

where, C’Joil is the cost involved to the offloading of computational load from

it" EV to j™ edge node.
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4.1.2. Utility functions related to energy trading process
The utility function (U;) of i" EV participating in the energy trading
mechanism is given as below.

Ui= iy In (gt (€pf" — ei")) (M

where, z;, y; are constants and the In is preference modeling functiony[31].
Similarly, the utility function (Uy) of k' CS participating in the, energy
trading mechanism is given as below.

ZZW? (1)

k=1 i=1

Now, the major objective of the proposed energy trading scheme using
edge-as-a-service is to maximize the combined Utility (Uioe ).
J

1,1,1 1,2/ 1,5,1
1(1,1,2 152,2 vl 1,52
Ui => | vy . .| (16)
! =1 . . .o .
Wk N2k . ik

Transforming Eq. 16 imte, simpler form, the objective function of the
proposed scheme is showiyas below.

J
max Z(Uﬁ)xyi + (Uinz)x102 + .. (Uz_m)xl_nc (17)
] J1 J1 J2 J2 In
Ji
s.t.
0<e<el 18
Pt >0 VkeK 19
0<ef’ <ept 20
e < el 21

[\
w

Ui(k ) ( ")
Uk< ) > Uk(t — 1)
Dy < Dympny

~~ I/~ /N /N /N
[\]
=~

[\
ot
= D oo oo
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An optimal 17—’“ pair is selected on the basis of a decision variable (x iz,
n in
Vt), which is defined as below.

(26)

{ 1 for UHk > UHk
Xizk =

0 for Otherwzse

where, =" depicts the set of all pairs other than =%

To achieve the above objectives, Algorithm I is designed wherein the first
purpose of © EVs is to select an edge node for processing~of their energy
trading requests in the first phase. For this purpose, they compute U;(j)
with respect to j edge nodes. On the basis of the utilities;"EVS sort the list
of edge node on the basis of their preference. On the other hand, edge nodes
also compute their utility (U;(k)) with respect to i EVsT After computing
utilities, edge nodes also arrange then in the order of their preference. Finally,
both EVs and edge nodes converge to an optimal solution.

Once an edge node is selected, in the second phase, the EVs compute e
which is compared to el*. If (e!” < ei'), them.e;? is computed and announced
to k CSs. In a similar manner, k£ GSs check their SoCt". Using SoC}", the
e is computed. If (ef? < elh), then'pg” is calculated (line 10-22). After
this, the CSs compute their utility 6n the basis of e* and p{" and compare
it with the previous instangesIf (Ug(t + 1) > Ui(t)), then the computed p§"
is announce to ¢ EVs. New, ¢ EVs compute their utility on the basis of the
announced pj" from all k& CSs and order then on the basis of preference. On
the basis of this preference ordering, a CS is selected for each requesting EV.

Hence, an optimal == Hk pair confirmed for which Xk is set to 1 (line 23-34).

Finally, e;” and €;” are computed for next round if the concerned EV charge
the requ1red amount of energy from the selected CS.

4.1.3.7An example of the proposed framework

Let us consider an example of an EV which requires to charge energy
from CS+#Fig. 4 shows the layout of a smart city scenario which is divided
mto equal sized blocks. In this exemplar setup, 4 CSs (A, B, C and D) are
located. In the same way, 4 edge nodes (1, 2, 3 and ) are geo-located at
various positions. The concerned i** EV has to travel a distance of D;_, 4,
D,5, D;_,c and D;_,p from all four CSs.

Now, the EV has to choose an optimal edge node among the available
which would handle its computational load. The decision is based on the
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Algorithm 1 Edge-as-a-service for energy trading

Input: Ej*,SoC"*, Ej*, SoC}"
Output: j, U;, U;

1: for (i=1; i<n; i++) do
2 Compute R; (k)
3 if (R]?(k) < R%"!(k) then
. BTIxTM™
4 Compute U;(j) = (nf-1)x]t;" X D;k
5: Arrange InU;(j) '
6: end if Bra pen
7 Compute U;(i) = R;j — (% — Cjoiz)
8 Arrange (nU;(j) '
9: Converge to an optimal solution.
10: Check e = SoCP" et
11: if (e?” < el") then
12: Compute e;? = (SoCM™* — SoC?") el'*
13: Announce e? to k available CSs.
14: end if
15: for (k=1; k<n; k++) do
16: Check SoCy"
17: Compute e = (SoCy" — SoCE" e
18: if (e2? < e!") then
en So®
19: Compute pi* = « (W)
20: else
21: Opt out of energy trading scheme.
22: end if
23: Compute Uy =p"e;
24 if (Uk(t-f— 1) > Uk(t)) then
25: Announce,p;”
26: end’if
27: Compute U;(k) = z; Y- In (y; + (e pf™ — €=, pi™))
28: if (U;(k)> U;(k*)) then
29: Announce pj" > k* is set containing all except k
30: Select k
3L end if
32: end for
33: =k pair confirmed.

J .
34: Set xime =1 for 27’“ pair
J
35: Compute e;? = (SoC?" + SoC[ %) et — eds,,
36: Compute €, = (SoC}"e}t) + (SoC; el")
37 Start the next round.

38: end for
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Figure 4: Edge-as-asservice in energy trading.

utilities of the both entities wherein distance is one of the important param-
eters. In the considered example, the utility of ** EV with respect to each
edge node is shown in Table 2./ The utility of i** EV is maximum for edge
node 1 and thereforedt is.selected to handle its computational tasks.

Table 2: Values of utility (EV versus edge nodes)
EV /edge node | E1 E2 E3 E4
BV, 1.834 1.678 1.456 1.105

Now, thettility of i EV is calculated on the basis of various parameters
of*which distance is the most important. Table 3 shows the values of various
parameters considered and the utility computed. According to Table 3, the
"™ EYV achieves highest utility value with respect to D. In the similar way, the
CSs also compute the value of their utilities if multiple EVs are requesting
them (this case is not discussed in the example).
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Table 3: Values of various parameters and computed utility (EV versus CSs)

CS| D (in mtrs) | e/ (inkWh) | ¢, (in kWh) | p¢" (in Rs) | U;(k
A | 5500 8 7.9 bt 0.5
B | 1500 8 4.4 5 22
C | 2800 8 7.1 5 4.5
D | 1100 8 3.2 5 24

4.2. Blockchain for secure energy trading using edge-as-a-service

The blockchain scheme is used to provide the security/for energy trading
between the EVs and CSs. The consensus algorithm. isyused to validate
the transaction after which it is added to the blockchainsand its log is shared
among the approver nodes. All the nodes that are selected.as edge nodes serve
as approver node expect the one which is used to compute the operations
for an EV. This implies that the edge node which perform computations
for a particular EV would not participate as its approver node to validate
that transaction. The complete processof validating the transaction using
approver nodes with the help of blo¢kchaih consensus algorithm is shown in
Fig. 5 and the same is explained as follows.

_Transaction initialization

v 1. Send credentials 2_ Computes hash value H
3_ Initializes transaction (T) | Block creation
SSL/TLS i i :
Ed i4. Extract hash value ofroot node
ge node : H
{5, Compute message digest (MD)
T. MD

Approver 6. Compute hash value for the wransaction
MD =PoW

node 7. Generates proof-of-work (Po™W)
H transaction

Figure 5: Blockchain process for energy trading.
(a.) Transaction initialization:

Initially, when the i EV which wants to trade the energy with CS, it sends
its credentials (i.e., identity, price, energy) to the trusted edge node present
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in its present cluster. This edge node then computes a hash function (H;)
and initializes the transaction (7;) which is floated in the network. The
calculation of these values is given as follows.

H; =[ID; || Eiy || nonce] (27)

where, ID; is the identity of i EV, E;; is the edge nodes identity where the
computations are performed, nonce is nonce value, and B; is‘the data block
(which contains information regarding excess/required energy, prige, amount
of energy).

(b.) Block header generation:

Once the transaction for i EV is finalized, the bléek headers are computed
in the following way. The block header is generated by computing the hash
of root in the Merkle hash tree. The basic premisesbehind using the Merle
hash tree is that the hash value of the ro6t mode. (Hp) in this tree can be
easily computed by merging the hash values of the left (H;) and right child
(H,) of the root node.

Hy = Hash(Hy|| H,) (29)

In general, as the tree wouldyhave the index of all the transactions in the
network, the value of roetihash can be computed as,

A message digest is now computed using SHA-256 as,
MD;=SHA =256 (Hp. || Hg || T; || ts || . || padding) (31)

wherg, H,,. isthe previous hash value in the transaction, t¢s is the time-stamp,
t, is the time for which the transaction will remain valid, and padding is the
padding bits added to make the fixed-sized message digest. The value of H,,,
isiextracted from the last hash value in the present blockchain. The message
digest is sent to the approver nodes for validation purposes. The value of t,
depends on the time that the EV would remain connected to the edge node
(it can be either specified by the EV owner or can be computed from the
mobility pattern of the EV). The edge node sends the values of M D;, ts, t,,
and T; to the approver nodes for validation purposes.
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(c.) Block validation and proof-of-work (PoW) generation:

Once the approver nodes receive the message digest from the edge nodes,
they compute the PoW for each transaction which is to be added in the
blockchain. It is to be noted that the edge node which performs computatiens
for a particular EV would not take part in the validation process as it‘acts
as an intermediate agent for the EV to process the transaction. 4All the
other edge nodes present in the network would act as approver{mnodes for
validating the transaction for that EV. For this purpose, all these approver
nodes compute the PoW in the following way and if more tham50%-wreach to
a general consensus (either valid/invalid transaction), thén the transaction
is added to the blockchain depending on the outcome of the consensus. The
approver nodes have an access to the log of all the validstransactions in the
blockchain at the present instance of time. The cembined list of all such
transaction can be represented as,

Ty =11 || Ty || T3, A=) (32)

The hash value of the root node in Merkle‘hash tree is computed as depicted
in eq. (30). The value of Hp,. is extracted from the previous block in the
blockchain. Using these values an intermediate hash value is generated as,

Hne'w = [Hpre || HR] (33>

This hash value is thenrappended with the values of time-stamp, valid time
of transaction, and the transaction itself which are received from the edge
node. However, before that, the valid transaction time is checked. If the valid
time of the tranSactien is less then the present time, then the transaction is
discarded and the EV would make another request after joining next edge
node. Othérwisey the final hash value for i* EV is computed as,

Hfinat = [Hnew || Ti || ts || to || padding] (34)

The approver node generates a PoW for it* EV for this hash value using the
following equation.

PoW; = SHA — 256 (H jina)) (35)

If the value of this PoW is matched with the received message digest, then
the block is considered validated by the approver node. Now, all the approver
nodes compute PoW for i** EV and send their result to the transaction server.
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If more than 50% of the nodes agree on a general consensus that the block
is valid, then this block is added in the blockchain, otherwise, associated
transaction is discarded. After the block is added in the blockchain, all the
approver nodes as well as the edge node are informed about it and théir
ledger is updated to add the information of this newly added block.

5. Results and Discussions

The case study of a city of 5 km x 5 km is considered which.is consid-
ered for evaluating the proposed scheme which comprises 6f 4 CSs-placed at
different geographical locations and 40 EVs which can charge jor discharge
at any of the CSs based on their requirements. Thel EVs of different types
are considered for energy trading with their battery specifications given in
Table 4 [32]. The CSs are considered to be available for 24 hours with ample
charging points available for the EVs. The value ofuSoC!" is fixed at 50%.

Table 4: Type of EVs,considered.

EV type | Battery cas | Charging Charging
pacity (kWh)' hvoltage (V) | current (A)
Type 1 35 240 32
Type 2 16 240 15
Type 3 24 240 40
Type 4 56 240 70
Type 5 24 115 12
Type 6 8 120 15
Type 7 44 120 15

5.1. Pexformance of energy trading scheme

Considering all these parameters, the energy trading in the smart trans-
portatien-sector takes place in a secure manner. The primary factor for
energy trading is the energy level in the EVs’ batteries and the charging re-
quirements of the CSs. The EVs which want to sell their extra energy will
go to the CS which presently face energy deficit and the EV would get the
charging from the CS which has excess energy with them. The energy level
in the EVs’ battery is dependent on the present SoC level in the batteries
which is shown in Fig. 6.
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Figure 6: Present SoC level of the EVslbatteries.

Depending on this SoC level, the excess and required energy in the EVs’
batteries is computed on the basis of the threshold SoC level which should
be present in the batteries. This excess and“tequired SoC level for all the
EVs is depicted in Fig. 7.

T
45 Bl Excess energy ||
Bl Energy required

0 5 10 15 20 25 30 35 40
EVs

Figure 7: Excess and required SoC level of the EVs’ batteries.

On the basis of excess or deficit SOC levels, the EV moves to the CS
either for charging or discharging purpose which helps to stabilize the load
profile of the CS. The change in its load profile before and after the energy
trading is highlighted in Fig. 8. It can be inferred from this figure that the
proposed scheme is effective to balance the load to a great extent on the CS
by trading energy with the EVs. It is to be noted that the balanced load
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profile in Fig. 8 for CS is assumed to be fixed to depict a typical case of
CS facing peak and valley in the load demand at different time intervals.
During the peak shaving, the EVs which have excess energy travels to CS
while for valley filling, the EVs which require energy would help to cater the
load imbalance at the CSs.
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Figure 8: Load profile of the @GS, before and after energy trading.

The price announced by the EVs and CSs is a major factor to calculate
their utilities based on/which the energy trading decisions are taken. When
the CS requires energy, it would follow the price announced by the EV and
when the EV needs energy, it would adhere to the price announced by the
CS. The price.announced by one EV and one CS is illustrated in Figs. 9
and 10. It can be seen in Fig. 9 that this EV announced fixed price from
10 to 17 houts; ityis because this duration falls within the office hours of the
EV ownerand the EV can easily be parked at the CS during this duration.
Howeéver, the same is not true in the case of CS which announces the price on
the'basis of the energy requirements of the associated users, therefore, more
fluctuations can be seen in Fig. 10. Whenever the gap between demand and
supply is more, the CS would choose to buy /sell the energy at a higher cost
agrcompared to the case when the gap is less.

5.1.1. Impact of edge-as-a-service platform and SDN
It is very important to analyze the impact of using edge-as-a-service plat-
form in comparison to remote control center. It is pertinent to mention here
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Figure 9: Price announced by the EV to'discharge its battery.
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Figure 10: Price announced by the CS for charging EVs’ batteries.

that sérving requests of EVs closer to their location has strong impact on
delay and throughput. The impact of this factor is clearly visible in results
obtained in Figs. 11 and 12. In Fig. 11, the delay incurred for processing
request using edge-as-a-service platform is far less as compared to
remote control center scenario. Here, the remote control center refers to a
centralized scenario where decision making is performed by a remote con-

28



troller rather than an distributed edge-as-a-service platform. Moreover, the
role of SDN is also accessed on the delay incurred. The result clearly shows
that using dynamic network control through SDN further reduces delay in-
curred to handle EVs request. Moreover, the impact of proposed schemg’is
visible on throughput achieved also. Fig. 12 shows that when edge-as-a=
service platform is used along with SDN, then throughput achieved ig higher
in contrast to other two cases.
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Figure 11: Delay.
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Figure 12: Throughput.
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5.1.2. Performace of blockchain in energy trading

The proposed scheme is also evaluated in terms of providing robust secu-
rity while energy trading on the basis of its communication and computation
costs. To calculate these costs, the size of the various fields used in the
blockchain should be known which is given in the Table 5.

Table 5: Information about size of various fields.

Field Size Field Size
1D; 32 bits ty 16 bits
E; 32 bits Hp 160 bits
nonce 16 bits MD; 256 bits
T, 160 bits PoW 256 Dits
ts 16 bits - 3

Communication Cost: The communieation.cost is computed in terms
of bits transferred while initializing the transaction. Initially, the hash value
H; is computed at the edge node which ‘takes.80 bits (32 bits of identity, 32
bits of edge identity, and 16 bit nonee value). After this, the transaction is
initialized which uses the hash functionywhich gives the output of 160 bits.
Now, to generate the block header, the hash values from Merkle hash tree
are computed which are of460, bits’and the final message digest for the EV
is computed using SHA-256 which outputs the digest of 256 bits. Similar to
this message digest, the BoWifor each EV is generated at each approver nods
which outputs a 256 bits value. As each EV communicates its message di-
gest, time-stamp] valid time, and transaction, so, the overall communication
cost for an EV'in terms of message bits comes out to be [256+16+16+160]=
448 bits. For each approver node, it computes the PoW which takes 256 bits
and send§ another bit for computing the validity of the transaction, thereby,
taking [256+1)' = 257 bits.

Computation Cost: The computation operations required in the blockchain
are addition, hashing, and append operations. If the total time taken for
these operations is 1 ms, 3.8 ms and 0.35 ms respectively, then, the com-
putation cost in terms of calculation time can be calculated as follows. For
an EV, there are nine append operations, (n-1) add operations (with ‘n’ at-
tributes in Merkle hash tree), and four hash operations. So, for a Merkle
hash tree with 100 nodes, the computation cost for an EV comes out to be
[0.35%x9 4+ 99x 1 4+ 4x3.8] = 117.35 ms. Similar to this, each approver node
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uses five append operations and one hash operation. So, the computation
cost of each approver node is [0.35 x 5 + 3.8 x 1]= 2.75 ms.

Analyzing the results into further detail, the impact of number of trans-
action on header generation, validation and block preparation time is also
accessed. Fig. 13 shows the variation of header generation and validation
time with respect to an increase in the number of transactions. It is clearly
shown that the time required to generate header value and validate‘the trans-
action increase with an increase in the number of transactions.~Similarly, as
shown in Fig. 14, the block preparation time also increases with/ansincrease
in the number of transactions.
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Figure 13: Computation time.
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Figure 14: Key transfer time.
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6. Conclusion

This paper presents SURVIVOR: a blockchain based edge-as-a-service
framework for secure energy trading in SDN-enabled V2G environment. Edge
nodes are used to serve the EV request closer to their physical location. /The
SDN-enabled communication architecture is used to provide communication
backbone to the complete smart transportation sector. This increases the
overall throughput of the network by decreasing the network latency for
passing the information among various nodes. Apart from it{ the computa-
tion of energy trading transactions for EVs are performed at-the,edge nodes
which are secured using the blockchain consensus algorithm. The ‘edge nodes
are selected on the basis of utility function. The energy trading takes place
such that the utility for the EVs as well as the CS§ increases upon the suc-
cessful energy trade. The results obtained prové that, the proposed scheme
effectively manages the energy trading requests by reducing the delay for
communication. Moreover, the security of4ramnsactions is ensured using the
blockchain mechanism by generating the proef-of-work. The results depict
that it is lightweight in terms of computation.and communication costs and
does not put excess burden on the network. Moreover, the block preparation,
header generation and validation,times were also computed for SURVIVOR.

In future, the consortium blockchain mechanism can be used to ana-
lyze the performance of the*proposed work. Moreover, the issues of content
caching and vehicle mobility could be investigated to improve effectiveness
of the proposed scheme.
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