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Abstract

The first aim of this article is to demonstrate the high level of dependency between modeling activities and
VVQC activities (Verification, Validation, Qualification and Certification) during the entire course of a project
in an enterprise. It therefore aims to show the interest and relevance of VVQC to the enterprise modeling
domain, before highlighting the objectives to be achieved and requirements to be fulfilled by future work on
VVQC. The first part introduces the concepts and definitions required. The second part describes the state of the
art concerning the uses, best practices and main current research related to VVQC in the enterprise field. The
third part proposes some orientations for future research to be prioritized in order to deal with crucial
challenges in the enterprise. It appears that these research orientations have been applied for some years by
both academic and industry-based researchers. © 2007 Elsevier B.V. All rights reserved
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Several of these works stress the need to
manipulate and analyze enterprise models [5].
Consequently, it is important to raise crucial
questions about the quality and relevance of these
models before considering their transferability to
the enterprise. These questions have already been
posed in other domains such as software
engineering, electronic system engineering and

1. Introduction

An enterprise is a complex socio-technical system
which must remain competitive in an unsettled
market. Therefore, it must become more reactive,
and flexible in an unpredictable environment while
remaining attractive to its customers.

Various industrial challenges highlighted in [1] system engineering [6]. The goal of this
have to be fulfilled before 2020 in order to help the verification,  validation,  qualification  and
actors of the enterprise to reach their objectives. certification (VVQC) is to prove the suitability of a
For example, several research works focus on model by means of its requirements, objectives,
increasing the interoperability of systems [2, construction rules, usages and so on. However
developing new rules of thumb about virtual VVQC remains little recognized and used in
organization [3], improving the application of Enterprise  Modeling. This paper therefore
distributed control [4] and so on. proposes:

« To show the need to link any part of
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enterprise modeling to an act of VVQC throughout
the various project steps,

. To assess the state of the art regarding the
uses, best practices and works in progress in this
domain,

. To propose priority research orientations for
the coming years concerning both conceptual and
methodological aspects.

2. Context and requirements

This section establishes the links between
enterprise modeling and VVCQ tasks and the
requirements that need to be taken into account by
these tasks. In the first part, we define the concept
of a project in detail. We consider that most
enterprises various to manage projects in order to
solve different problems: organization, behavior of
a production unit, design of new products, etc. In
the second part various kinds of models identified
by this framework will be described. The third part
shows how those models are characterized and used
to understand and modify enterprise systems. Then,
before completely defining VVQC, the third part
identifies the VVCQ requirements for enterprise
projects.

2.1. Enterprise projects

GERAM [7] proposes a three-axis reference
framework, summarized in Figure 1, which is
interpreted here as follows.
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Figure 1: three-axis reference framework (inspired by
GERAM [7])

This framework formalizes the aspects that actors
need to take into account when they manage such
projects according to the objectives of the project.
This is done by means of:

« Different views through which the objectives
of the project must be considered: functional,

resource, information or organization views,

- A sequence of steps to be performed in order
to cover project life cycle requirements. However,
some of these steps may not be required in a
particular project. For example, designing a new
product does not require the same steps as
improving logistics.

- Different levels of abstraction, from generic to
particular, again according to the objectives of the
project.

2.2. Enterprise models in enterprise projects

Each element of the matrix identifies a particular
viewpoint which requires one or several models. In
other words, each viewpoint contains model(s) of
the aim of the project. These models are dedicated
to a given step in the project, are seen at a given
level of abstraction through a specific view.

They are built, on the one hand, to take into
account the requirements and objectives of the step
and, on the other hand, to allow the various actors
involved to work together.

Commonly, these models are classified in three
categories in function of the life cycle axis, as
shown in Figure 2:

« AS IS models,
. TO_BE models,
« IMPLEMENTATION models.

The AS IS model describes the current situation
that has to be taken into account to achieve the
intended objectives. This model is built during the
identification and concept steps of the project. It is
used in the next steps of the project.

The TO BE model describes the structure,
functions and behavior of the solution that has been
designed. This kind of model is built during the
requirements and design steps of the project

The IMPLEMENTATION model then describes
the equipment, devices and resources that have to
be used to implement the solution. This model is
built and used during the implementation and
operation steps and is required during the
decommission step.

Finally, each step in a project overlaps with the
others. As a result, the AS IS, TO BE and
IMPLEMENTATION models are built, modified
and improved simultaneously rather than
sequentially. In the enterprise context, these models
are used to adapt the enterprise structure, operation
or behavior to frequent changes in the environment.
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Figure 2: AS-IS, To-Be and IMPLEMENTATION models

2.3. Enterprise models adapted for enterprise
projects

First of all, the enterprise is considered as a system
in order to take into account its complexity. Most
current approaches formalize the enterprise through
various projects, providing a global behavior for
fulfilling a given mission, taking into account:

« Constraints due to possible divergence
between the missions of the enterprise and its
actors’ expectations.

. Constraints due to the interactions between
resources, flows, activities and processes.

. Constraints due to interactions between the
enterprise and its environment (suppliers,
customers and other partners).

These different kinds of constraints determine the
capability of the enterprise to react to changes, and
require the enterprise to be considered as a system.

A system is defined as the representation of an
active phenomenon that can be identified by its
projects in an active environment in which it
evolves [8].

General system theory provides a framework for
modeling a phenomenon to make it more
intelligible and facilitate its modification.

Consequently, in an enterprise context, these
different models are used [9]:

. to understand the current situation in an
enterprise,

. to design a new enterprise or a new part of an
existing one,

. to modify an enterprise to adapt its behavior
to environmental changes.
The intelligibility of an existing system is
necessary for several reasons:

« To understand why a dysfunction occurs.

. To compare a current situation with an
expected one for controlling a process.

- To characterize an initial state when a change
is planned.

« To check the conformance with a specific
standard or norm (for example, ISO 9000 or ISO
14000).

In this case, the actors need to have confidence in
the model to be sure that their arguments are based
on reliable premises.

The design of a new system requires the ability, on
the one hand, to define its mission and, on the other
hand, to guarantee that the system will be capable
of fulfilling this mission whatever the situation
during its life cycle. In this case, the TO BE model
describes the structure, the functions and the
behavior of the future system. However, this model
must be interpreted, taking into account
technological constraints and existing solutions, in
order to produce the IMPLEMENTATION model.
This describes the equipment, devices and
resources of the future system. In this case, actors
must have confidence firstly in the relevance of the
model and secondly in the process of
transformation from the TO BE to the
IMPLEMENTATION model without loss of sense.

A system modification is required when the
system is not capable of fulfilling the intended
mission or when the environment changes. In other
words, the enterprise must enact continuous
improvement processes. This approach requires
being able to manage several concurrent projects in
order to understand the causes of the problems, to
find solutions and to implement them.

System Theory [8] gives us a framework for
studying the modification of a system, shown in
Figure 3. This framework identifies four cases by
considering whether or not the mission or the



environment changes.

Regulation defines a project that maintains the
system in a stable state. In this case, the actors
should know whether their projects are consistent.
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Figure 3. Control framework of a system [8]

Project adaptation is performed when the current
project and steps are not able to fulfill the intended
mission. This case requires firstly an evaluation of
the current state of the system and secondly
correction of the project by:

- Deleting actions.
- Modifying actions.
 Adding new actions.

Most of the time, it is necessary to modify the
sequence of actions. Then, the actors should be able
to verify that the new project fits the mission. For
example, a model should be able to prove to the
customer that his or her requirements are fulfilled
by a given solution.

Structural adaptation is applied when changes in
the environment lead to the definition of new
objectives. In some cases, project adaptation is not
sufficient and it is necessary to define a new
organization to supply new functions and new
behaviors. The actors must then check the
consistency of the new structure and its capability
of fulfilling the new missions.

System evolution is a combination of the last two
cases (project and structural adaptation). The
modification of the system therefore relies on the
AS IS, TO_BE and IMPLEMENTATION models.

This part has shown the different use of models in
the enterprise context and has highlighted some
actors’ expectations. The next part will describe
more precisely the requirements of VVCQ

2.4. From enterprise models to VVQC
requirements

We describe the different VVCQ requirements
expected in the enterprise models through different
situations.

Firstly, during a design step, several simulation
models may be necessary in order to test or to
compare the performances of different alternative
solutions. However, these models may represent the

same system taking into consideration different
view as proposed in Figure 1. So, these models
must be coherent, and not contain ambiguities or
misunderstandings.

Secondly, a model can result from the
decomposition of another one in order to detail, for
example, a part of the enterprise or a given
behavior. Each of these models must remain
coherent with the model corresponding to the
highest level of detail.

Lastly, different modeling languages are usually
used to take into account objectives, life cycle,
actors’ competencies and available time for the
modeling tasks. These modeling languages do not
use the same syntax, do not share a unique
semantic, are not available using the same tool and
so on. In the enterprise-modeling domain, there is a
plethora of modeling languages, constructs and
approaches [10] used during the different steps of a
project. So, many types of models can emerge from
the project.

Let us make a parallel with the software
engineering domain to illustrate this problem.
Software engineering introduces two kinds of
refinement of models. Usually, a distinction is
made between vertical and horizontal refinements.

The first type covers the decomposition of a model,
which is used to add new details using the same
modeling language. In this case, mechanisms are
required to prove that the new representation is
coherent with the initial one. For example, IDEF0
uses the MECS checking approach to guarantee
that a child diagram is coherent with its parent.

The second type covers the rewriting of a model in
another modeling language. For example, the
TO_BE model has to be transformed, or translated
respecting technical constraints or existing
solutions, into an IMPLEMENTATION model. In
this case, refinement enables technical details to be
added and new viewpoints about the future system
to be highlighted. Refinement therefore enables the
use of specific modeling concepts different from
those used during the TO_BE model design. These
concepts are required for unambiguous modeling of
the same real object view from different
viewpoints. There is therefore a semantic distance
between the modeling languages that needs to be
taken into account. In this case, actors must be
confident of the mechanisms which guarantee that
the properties of each model are maintained during
a transformation.

Vertical refinement is used to facilitate exchanges
communication between actors, model exploitation
and even model re-use in the case of very similar
problems. Horizontal refinement is used to obtain
more and more details about a given phenomenon,



i.e. to facilitate the understanding of the actors.
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Figure 4: A step in a project

The actors involved in a given step have several
requirements:

« They must have a demonstrated and good (or
sufficient) level of confidence in each model (good
construction, no errors of omission, no mistakes
linked to the modeling process, fidelity,
completeness when possible and relevance of the
model).

. They expect improved interoperability
between models by ensuring the coherence of all
the possible models and of all of the possible detail
levels of a given enterprise model.

So, the information and knowledge incorporated
into the models must firstly be verified and
secondly  validated. =~ When required, this
information should be qualified for the actor’s use
and certified if it correspond to standardized and/or
re-usable information in the domain.

3. VVQC in enterprise modeling

3.1. Generalities

Any project activity in an enterprise, as shown in
Figure 4 is a sequence of Modeling, VVQC and
Decision/Action activities.

It involves a group of actors from the problem
formulation stage (understand, validate, manage)
till the exploitation of the obtained model(s) in
order to define an (a set of) action(s) to solve the
problem. In the enterprise modeling context, taking

into account the role of the “AS-IS”, “TO-BE” and
“IMPLEMENTATION” models, Erreur! Source
du renvoi introuvable. shows where and when
VVQC activities are required.
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Figure 5: Verification, Validation, Qualification and
Certification in enterprise modeling

These activities can thus be defined as follows by
taking into account [11,12,13]:

. Verification: as illustrated in Figure 6 the
goal is firstly to detect any mistakes by focusing on
a given model; that is to say to prevent any
misunderstanding concerning the interpretation of
the meta-model during the modeling task.
Secondly, it aims to detect any incoherence



between two models which must, for example,
respect the same set of properties. So, the outputs
of the verification activity may be a correctly built
model or a set of errors, mistakes or warnings about
model structure or behavior, or about the coherence
and thus non-alignment of two models. In all cases,
the modeling task must be reinitialized in order to
improve the model. Concerning coherence, as
proposed in the previous section, verification
enables the following aspects to be demonstrated:

— The coherence between models obtained
by decomposition i.e. the horizontal refinement
principle. In this case, the goal of refinement
should be to characterize in more and more detail
the behavior (for example the behavioral
decomposition of an activity), the structure (for
example a description of the internal organization
of a given organizational unit), the function, the
topology, etc. of an enterprise part. It uses the same
modeling  language throughout the model
decomposition.

— The coherence between models obtained
by vertical refinement; that is to say after a
rewriting phase or interpretation phase using
different modeling languages. For example, the two
models may describe the same phenomenon in the
enterprise, but one model may investigate its effects
while the other is used only to simulating the
behavior of the identified system in which the
phenomenon occurs.
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Figure 6: Verification

« Validation: as illustrated in Figure 7 the goal
of validation is to demonstrate that the model is an
accurate and relevant representation of reality and
that it takes into account the specified requirement
coming from the enterprise part. The outputs of this
activity are exploited directly in a decision activity.
So, the ‘quality’ of these outputs, i.e. their
adequacy with the system and their interest with
respect to the project objectives to be solved,
directly impacts the decision process especially
when a human interpretation of these outputs

remains necessary, as shown below. This activity
enables the detection of any semantic errors or
omissions which could interfere with the
interpretation of the human expert. This again
requires improving the model.

Respect of the functional and ava
non functional requirements i

4 Relevance of the behavioral 7
description j»

(irocer

/

Requirements
- Existing System
Specifications

Figure 7: Validation

« Qualification: The model needs to be
interpreted with a sufficient confidence level.
Knowledge incorporated into the model must be
reused without loss or bad interpretation by actors
coming from different domains and involved in
other decision processes in the enterprise.

« Certification: as illustrated in Figure 8, the
model is then recognized by an authority as
sufficiently relevant and generic in order to
establish or to furnish the base for a certification
goal in different domains.

Respect of the fundamental —
rules of thumbs of the domain ,

/7
/

Model I;

Respect for conformity to
standards and norms

quirements
Existing System
Specifications

Figure 8: Certification

As suggested by Figure 4, a model must be verified
as fully as possible before being validated. This
validation is required in order to decide if the
model can be qualified for some other purpose.
Lastly, certification, which is an ‘external’
acknowledgement of a model by a community,
should as far as possible be based on a validated
and qualified model which is a model of the
enterprise recognized and shared by all the
enterprise actors. This requires a new encapsulation



of all these activities, a new process henceforward
called VVQC, linked to the modeling and decision
processes. Of course, not all these activities are
required for all projects. However, verification and
validation cannot be missed out.

3.2. Interests

The implementation of VVQC activities presents a
number of interests for the actors involved. The
following section gives some examples:

- Decision-making process support: Let us
consider project aiming on for example
reorganization of a workshop to respond to an
opportunity, acquisition of additional resources,
modification of the resource control code, schedule
optimization, etc. Any decision taken during these
projects is usually based on the evaluation or
interpretation of models of the problem. It is thus
necessary to obtain a relevant and reliable model,
i.e. checked and wvalidated, before it can be
exploited in a decision task. It is then possible to
use the same checking mechanisms (coherence in a
given situation or configuration) and validation
mechanisms  (situation  parameter  settings,
simulation, expertise, etc.) to exploit the model.

. Interoperability [2,14,15,16,17] which is
defined according to [13] as the ability of two or
more systems or components to exchange
information and to use the information that has
been exchanged'. ‘Physical related interoperability’,
‘information related interoperability’ and ‘semantic
related interoperability’” are three different
formulations  of  interoperability = problems.
However, existing standards and norms describe
physical formats, interfaces between components,
connectors, protocols, etc. so physical related
interoperability can be assumed by respecting these
standards independently of technological aspects.
Information and semantic related interoperability
problems remain important. For example, the
enterprise networking approach involves several
enterprises that need to exchange and interpret data,
information and knowledge at all times. To achieve
this, the various members of the network share data
models, protocol transfer models etc. that have to
be recognized with a high level of confidence,
safety and security by all members. More precisely,
within the more operational framework of
information systems, [18] defines interoperability
as ‘the capacity to communicate, cooperate and
exchange models or data between two or several
applications in spite of the differences in the
languages of implementation, the environments of
execution or the models of abstraction'. 1t is thus
important to ensure the conformity of a service, the
adequacy of data or the coherence of an exchange
(from a temporal or semantic viewpoint). Checking
and execution mechanisms for the models

describing these services, data or exchanges are
therefore necessary. This position is implicit in a
universe where everything is a model as proposed
in the MDA approach (Model Driven Environment)
[19,20]. This considers models to be the basis for
any communication, so any transformation between
models must be described as a new model itself.

« Certification [21,22]: certification processes
require representations of enterprise parts, for
example the organization of processes required by
ISO for ISO 9000-9002. The authority in charge of
this certification is thus implicitly involved in a
VVQC process.

- Knowledge management: Particularly during
verification and validation, the actor in charge of
these activities often requires more information or
knowledge than that contained in the model.
Indeed, in order to achieve sufficient proof of
results and confidence, it is necessary for the actor
to include and understand additional information,
not incorporated in the model, which considerably
opens the actor's field of vision. For example,
validating a communication protocol model may
require more information than that contained only
in the model describing the sequence of the phases
of the protocol.

- An information system is a system that is at
the same time technical, technological and human
charged with collecting, storing and then
processing an ensemble of information according to
established procedures. An information system is
now considered as a system of knowledge
management. It can ensure the coherence of the
data, information and knowledge, their integrity,
their enrichment (by cross-matching mechanisms,
fusion, exploration by data mining techniques ,
etc.) and their provision at the right time and place
using recognized interchange formats like XML
(eXtensible Markup Language) [23]. Information
systems are currently becoming more and more
open to new means of communication induced by:
the needs of the market (electronic trade); the
development of emerging and  portable
technologies; the need for nomadism, division of
information and navigation via the Web using
information portals; the use of decentralized and
distributed systems such as data warehouses etc.
We are seeing the transition from a ‘data driven
environment' to a ‘co-operative information and
knowledge-driven environment'. The engineering
of such a system is a complex project in which it is
impossible to circumvent the concepts of VVQC
[24,25]

- Risk management [26]: the objective here is
to formalize operational, technical, financial,
human or organizational risks and to help the actors
involved in a project to detect the emergence of
such situations.
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Figure 9: Overview of techniques [32,33,34,35]

Generally, modeling approaches provide limited
concepts for modeling or analyzing risk. It may be
interesting to become able to check models in order
to analyze the occurrence of risks, their possible
causes, and their impacts and effects on the
performance of the system.

- The generation of software applications
such as Workflows [27], EAI [28,29] or ERP
systems [30]. The Implementation model makes it
possible to obtain a more rigorous and safe code
covering the requirements without any doubt or
misunderstanding, ensured by means of checking
techniques. For example, these techniques may
consist in assisting the diagnosis of modeling errors
using simulation tools. In the same way, it is
interesting to analyze the role of resources, as
suggested in [30], so as to analyze dysfunctions and
impacts on the system situation.

3.3. Techniques

These VVQC tasks are supported using several
techniques some of which are summarized in
Figure 9, taken from [32,33,34,35]. These
techniques can be classified according to the formal
level of analysis they provide (non formal, semi
formal or formal) and the aspect of the enterprise
concerned by the project: information, resources,
organization or behavior.

Finally, all the proposed techniques can be also

classified according to the point of view to which
they are most appropriate.

Firstly, a technique may focus on the model to be
analyzed considering only a static point of view i.e.
without requiring the execution of the model. This
avoids construction errors, mistakes or omissions,
enables the detection of syntactic anomalies or
semantic problems and, more generally, can check
that systems or models comply with construction
standards. These techniques can be used during the
verification or validation tasks.

Secondly, a technique may require the execution of
a model to evaluate its operational semantic. This
aspect requires the use of formal modeling
language to determine the validity of the model by
studying the output data corresponding to data
inputs or orders. For this type of analysis, the
techniques used can be based on simulation,
emulation or testing. This prevents bad behaviors,
detects deadlocks or evaluates the performance
level of the modeled system i.e. it essentially covers
the validation and qualification goals.

- Non formal techniques

These are essentially based on human expertise and
do not require such a high level of formalization of
the model.

They consist in discussing and appraising the
model within the framework of reviews, meetings
or by using certain simple tools like the automatic



generation of documentation starting from the
model. So, they focus essentially on model
validation. In enterprise modeling, this kind of
technique is the most commonly used approach and
the best practice.

It can be based on:

- An anticipative way of modeling, which may
consist in strictly guiding the modeling tasks of the
project. Indeed, the actor who models the system
must strictly respect given reference models
[36,37,38], the maturity of enactment rules [39]
modeling rules, reference architectures or
standardized constructs [40] even simple rules of
modeling and good practices such as proposed in
[41]. A model is thus built up on the basis of more
or less rigorous groundwork. This reduces errors or
mistakes and the occurrence of warnings, and of
course can avoid incorrect interpretation of the
modeled system on the part of the modeler and
avoid irrelevant models.

- After modeling the pointed out system, a
human expert can check the model. Indeed, a model
filters reality. It disregards certain detail levels
considered as non necessary and arbitrarily
selected. So, the knowledge and the know-how of
an expert or a group of experts can interpret this
model or interpret results resulting from its
simulation, and draw a certain amount of additional
information from it. If the expert has a long
experience on using some modeling languages or
modeling frameworks, this can be used to check the
model. The expert must respect some experimental
construction rules, and the syntax and semantic of
the domain. In other cases, it can be used to
validate and certify a given model with a given
level of confidence.

- Semi formal techniques

These techniques are essentially based on model
execution. They remain a popular approach [42,43]
and are even regarded as sufficient and relevant in a
large number of projects [44,45]. However, their
appropriateness is arguable in some cases. Indeed,
they require the formalization of a single and
unambiguous operational semantic fundamentally
defined by a set of formal execution rules, temporal
hypotheses and initialization rules for the model.
This enables effective execution of the model a
high level of confidence in the execution results. In
addition, it frequently requires the development of
dedicated and often specific models known as
simulation models [46], and the definition of
scenarios defined a priori, thus excluding
objectively or subjectively ‘forgotten' behaviors
that it would however be interesting to analyze.

In the same way, emulation consists in translating a
model into another one for which execution tools
and an operational semantic already exist. This

requires unambiguous and formal rules of
translation making it possible to produce a model
equivalent to that under study. The techniques of
analysis based on simulation, emulation or, more
generally, the testing of models through execution,
are widely used in experiments to check that correct
results are obtained starting from a sample of initial
data. This may reassure the user but does not
exclude erroneous results because of the non-
exhaustiveness of the scenarios taken into
consideration.

- Formal techniques

Such techniques are strongly related to formal
methods [47,48,49,50]. They require a high level of
formalization of the modeling language. In other
words, the modeling language used must be
equipped with an adequate mathematical semantic
based on interpretation rules which guarantee the
absence of ambiguity in the descriptions produced
and deduction rules which make it possible to
reason about the specifications in order to discover
potential errors, mistakes or inconsistencies by
proving properties [51,52].

Some formal approaches implementing a formal
language have been used, such as the Z method
[53], B method [54], VDM method [55], or derived
approaches such as Object-Z [56, 57], inspired by
both Z and the object paradigm. For example, B
and Z have been employed in manufacturing
system engineering [58] to establish design patterns
i.e. reference models for production system
structuring and modeling. Certain work in
enterprise modeling was directed inspired from
formal approaches. We can also cite the Process
Specification Language PSL [59] which includes
mechanisms for checking the specifications.

In the same way, other works [60,61] tackle the
problem of process formalization. The Albert II
modeling language [62,63] enables the formal
description of enterprise requirements in order to
facilitate their validation by means of the
generation of scenarios. Lastly, as suggested in
[64,65], algebras have been developed in order to
describe manufacturing processes.

In all cases, these approaches can provide actors
with rigorous proof or, on the contrary, can
highlight any problem in the model. Two main
techniques are then available: model checking and
theorem proving.

Model Checking is intended for the checking of
behavioral models of systems modeled using states
automata. Given an ensemble of such automata and
a property, this kind of tool explores the whole set
of reachable states in order to check that the desired
property is satisfied. If a property cannot be
checked, the sequence of transitions from driving
state to property violation is generated as a



counterexample, showing that the system is
incorrect. A property is thus regarded as a
formalized statement of expectation by means of a
formal language. This one may may be for example
a temporal logic [67,68] or a specific logic such as
HOL (High Order Logic). It can be also inspired by
communicating process concepts as suggested by
C.A.R. Hoare with CSP (Communicating
Sequential Process) [69], Estelle [70], Promela
which is used in the tool SPIN [71], LOTOS or
process languages in an algebraic form (mixing
LOTOS and Petri nets) in CADP (Caesar
Aldebaran Development Package) [72]. Lastly, it
can use more abstract languages inspired by the p-
calculus or Pi calculus approach [73].

However, model checking is often limited by the
combinative explosion of the number of possible
states in a sequence. Several works therefore
propose rules of abstraction [74], substitution,
partial projection of the model or simplified
assumptions for which traceability of proof is
possible.

On the other hand, Theorem Proving is based on
the specification of a system model by using a
formal description. It thus consists in progressively
creating a mathematical proof. In other words, it is
a question of describing the property to be checked
in the form of a theorem, stated using logic as in
model checking, and of showing that it can be
directly deduced from the specification of the
system and the axioms by means of the deduction
rules suitable for the logic used.

Moreover, such techniques can be implemented by
means of quite a vast panorama of tools, described
in [75]. These are tools of the "theorem prover" or
"model checker" type. These tools often support
both the description of the model and the properties
to be checked, the formal checking mechanisms for
proving those properties and, for many tools,
validation starting from an instantiation of the
model according to different scenarios. This is the
case, for example of the B Tool, Z-Eves [76] or
even STEP [77,78] which is based on different
temporal logics. There are also more indirect
approaches based on the translation, refinement or
rewriting of models in an intermediate language, as
proposed in another domain in [79].

Several Model Checking tools like SMV [80] or
PVS [81] are used at the industrial level for
example within the framework of critical
applications in safety [82,83,84].

The following tools allow also to handle theorem
proving functionalities. For example, Z-Eves [76]
can check the consistency of Z specifications, Step
[77] can check properties described using temporal
linear logic. We can also mention the tools COQ
[86], Otter [87], ACL-2 [88] which supports High

Order Logic (HOL) in its various versions (from
the HOLBO version to the current version HOL 4
[89]), and the environment called Isabelle [90], also
based on HOL or SPIN.

However, a theorem prover is generally regarded
rather as an “evidence assistant” usually helping to
guide the user to build a proof. Indeed, a theorem
prover cannot be considered as an automatic proof
support system.

The use of formal methods therefore remains a
delicate issue. They are relatively expensive in time
in order to reach a good level of proof [91,92] and
are obviously not always usable or relevant,
depending on the project of the modeler.

Moreover, the modeler must have a good
knowledge of the tools, and at the same time of
concepts that are often relatively abstract or at least
not easily comprehensible or comparable with
reality for the other actors involved in the project.
The required knowledge about mathematical of
formal theory is always more or less complex. Last
the problem of non decidability in certain cases of
proof remains an obstacle to their use in certain
contexts. For example, a non synchronism in
parallel systems can only be checked using certain
assumptions.

There is therefore a real contradiction between the
completeness or exhaustiveness offered by formal
methods and the required level of confidence, the
effective cost, the time and abilities needed, etc.

This comparison of these different techniques
allows us to highlight some problems to be solved
in order to adopt and become able to support
VVQC process in any kind of project. There are
some opportunities of development for future
research axes in the enterprise modeling domain.

4. Proposed research axes

This part aims to propose research axes that should
be investigated in the enterprise modeling domain.
These axes are defined from the requirements
identified in the previous sections, which show the
interest of VVQC tasks, methods and tools.

In the enterprise domain, projects are planned to
allow the enterprise to become more flexible,
attractive and robust, and to respond to evolutions
in the market and customer’s demands. Each
project step requires a modeling task to obtain a
representation of the part of the enterprise
concerned.

To be able to propose, decide and control the
actions that need to be performed, actors should
have:

« To prove the coherence of a model whatever it



may be (AS IS, TO BE or IMPLEMENTATION),
the modeling language used and the viewpoint
described in the model. This requires checking the
syntax ~ (not  relevant  here), meta-model
conformance, consistency, non ambiguity and non
redundancy of the model, and also the correctness
of the model and its compliance with existing
standards.

« To prove horizontal coherence:

- First case: between models which
represent two different viewpoints of the system.
This may be done by using different modeling
languages often dedicated to a given viewpoint,
sometimes adapted for several simultaneous
viewpoints. These modeling languages handle
concepts that sometimes reflect the same semantic
but have different names, describe the same class of
objects in the real world but define them differently
and so on.

- Second case: between two models, one
of which was produced by the rewriting, partial or
otherwise, of the other. The two models aim to
describe the same system but use two distinct
modeling languages.

. To prove vertical coherence:

— First case: between two models, one of
which was obtained by decomposition of the other
one in order to describe a more detailed level of the
same enterprise part from a given viewpoint, using
the decomposition rules of the same modeling
language.

- Second case: between models based on
different modeling languages but all to describing
the same view point.

. To ensure, when possible, the completeness of
a viewpoint representation.

. To prove, if they are specified, that the
functional and non-functional requirements coming
from the final user(s) of the system are covered,
that is to say the model respects these requirements.

. To establish, when possible, or to improve the
relevance of a viewpoint representation by means
of the system itself.

« To qualify the model for internal use or re use
in a future project, and to make possible to accredit
the model by an external authority

. To facilitate and then to improve the
efficiency of modeling tasks: reducing loss time,
and eliminating errors and omissions. Indeed actors
must be able to modify a model if, for example,
V&V tasks conclude that its lacks definition.
Actors also need to have increasingly precise
information on real requirements as a given step
continues. Lastly they have to take into account the
enterprise environment or even technological
evolution. So, actors must be able to:

- To ensure the model evolves more
rapidly and more coherently. To do this, a model
needs to remain relevant, coherent and consistent
throughout the re-modeling task.

- To test and ensure alternative solutions
without excessive modeling work and to show that
the expected levels of performance, stability and
integrity [93] can be achieved by the system.

-To have a better understanding of
possible emerging situations and risks due to the
unpredictability of interactions between the system
and the other systems composing the entire
enterprise.

Of course, the constraints remain the same for any
project in an enterprise: results must be achieved at
minimum cost and as far as possible by using
actors' existing competencies, knowledge and
know-how .

Covering these requirements in a much more
appropriate way requires the definition of research
axes. These should focus on three main objectives:

. Conceptual:

- How will it be possible to improve
informal or semi formal approaches by developing
dedicated mechanisms based on standardized, pre
formatted and if possible semi-formal concepts and
tools for enterprise modeling?

- How is it possible to wuse formal
approaches gaining advantages with regard to the
current VVQC situation without the trouble and
limitations of use induced by these approaches?

« Technical:

- What kind of toolbox can emerge from a
consensus between academic and industrial
partners?

-~ How should this toolbox be used,
adapted and made available for the actors involved
in a project, whatever their role, the project
objectives or the enterprise type?

- Usage: training and achieving VVQC tools,
tasks and methods

- How to train future actors (engineers,
researchers, technical staff, and also decision
makers) to consider verification, validation and if
possible qualification and certification goals as
usual and relevant for their work, as is done in
other domains.

-~ When and how to formalize the VVQC
processes and VVQC maturity level of an
enterprise, as is now proposed in the System
Engineering domain by the INCOSE [-]

In this context, the Working Group “Verification,
Validation and Accreditation of Enterprise Models”
from Technical Committee TC5.3 and “Enterprise
Networking and Integration” from the IFAC board



aim to promote and to improve VVQC tools,
concepts and approaches:

. Conceptual objective: the aim of this sub-
group is to adapt and to formalize a set of concepts
coming from other scientific domains and applied
for a long time [32,33,34,35]. This implies defining
the formal foundations of a set of relevant and
important modeling languages such as UEML in its
future version 2.0 [10]. This also requires defining
and promoting a set of mechanisms and tools for
supporting VVQC tasks when using this new
modeling language. This has to be done using a
mixture of semi-formal and formal approaches.

. Technical objective: a complete response to
the conceptual aspect needs to be defined. However
the sub group intends to produce an overview of
existing tools which can be employed all along a
project taking into account the project objectives,
constraints and actor’s profile (competencies, role).

« VVQC usage: this sub-group intends to
define a guide for VVQC practitioners in industry
working on information system building projects.
This guide will have to be generalized in the future
for other kinds of projects.

More precisely, this sub-group wants to promote
several research axes which focus on merging
formal and non formal tools and techniques. This
requires:

- Developing property concepts for expressing
functional and non functional requirements. A
property may be proved on the model and then used
to detect modeling errors, mistakes, lack of
coherence, of relevance or dysfunctions. This
involves being able to describe what a property is
and how it is possible to prove it on the model as
proposed by [95,96].

« To formalize and to integrate formal rewriting
mechanisms with dedicated ontologies including

analysis mechanisms such as Deductive Enterprise
Model (DEM) proposed in [96].

« To define and to formalize partition
mechanisms for checking the coherence between
models coming from different points of view, or
coming for the decomposition of another one.
Considering  for  example a  behavioral
decomposition, the behavior of a model from the
higher level must be equivalent to the behavior of
the set of models coming from the refined level.

« To define and formalize rewriting
mechanisms enabling the checking of the coherence
of the resulting models after a horizontal
refinement whatever the original and target
modeling languages used during this rewriting
process 1i.e. translation rules which can be
formalized between two languages.

« To create new modeling languages or to
extend the formalization of existing ones and of

modeling frames integrating formal proof tools and
concepts. Among other things, this will improve the
model  checking possibilities  without any
translation in other formalisms leading to a loss of
sense or waste of time: the modeling language
becomes able directly to support formal analysis
techniques.

. Taking into account recent research works
focusing on the unification of concepts required for
enterprise modeling, to propose a common set of
rules or to formalize existing behavioral rules so as
be able to execute a model and measure results
staying independent from any interpretation. In
particular, the Multi Agent Systems paradigm must
be introduced in this domain to define new
simulation mechanisms. In particular, human
resources behavior must be modeled in a more
precise manner to enable unambiguous simulation
of the global behavior of a complex socio technical
system i.e. the enterprise system.

- To propose formalization languages and rules
improving standards in order to be more formally
specified and more suited to formal proof
techniques.

. To define, formalize and standardize the use
of knowledge reference models and knowledge
representation  approaches. This  particularly
concerns improving the ontology concept which is
now one of the numerous areas of interest in
research

5. Conclusion

This aim of this paper is to identify some areas of
research that need to be taken into account for the
next decade. Some of them have already been
explored lasting recent years. However, it is now
necessary to share and discuss these works and to
evolve much more towards a common viewpoint of
VVQC in enterprise projects.

The authors would firstly like simply to initiate this
discussion and secondly to highlight the work on
formal techniques, models, languages and tools that
has been done and their application in industry to
other kinds of complex system engineering
approaches. The goal is not to replace existing
VVQC approaches when they are already in use,
but rather to merge formal and non formal
approaches in a common framework and toolbox.
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