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Abstract

Carlitz rank and index are two important measures for the com-
plexity of a permutation polynomial f(x) over the finite field F,. In
particular, for cryptographic applications we need both, a high Car-
litz rank and a high index. In this article we study the relationship
between Carlitz rank Crk(f) and index Ind(f). More precisely, if
the permutation polynomial is neither close to a polynomial of the
form az nor a rational function of the form az—!, then we show that
Crk(f) > q — max{3Ind(f), (3q)"/?}. Moreover we show that the per-
mutation polynomial which represents the discrete logarithm guarantees
both a large index and a large Carlitz rank.
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1 Introduction

In 1953, L. Carlitz [2] proved that all permutation polynomials over the finite
field IF, of order ¢ > 3 are compositions of linear polynomials ax +0b, a,b € F,
a # 0, and inversions 2972 = x(‘)’l i;g’ see [2] or [5, Theorem 7.18].
Consequently, any permutation of I, can be represented by a polynomial of
the form

Poz)=(...((cox + )T 2+ ¢)T 2. . 4+ ¢)T 2 + g, (1)

where ¢; # 0, for i = 0,2,...,n. (Note that ¢;c,,1 can be zero.) This repre-
sentation is not unique and n is not necessarily minimal. We recall that the
Carlitz rank Crk(f) of a permutation polynomial f(z) over F, is the smallest
integer n > 0 satisfying f(z) = P,(z) for a permutation polynomial P,(x) of
the form (I). The Carlitz rank was first introduced in [1] and further studied

in [3, 4]. For a survey see [10].
In 2009, Aksoy et al. [I] showed

Crk(f) = q —deg(f) =1 if deg(f) = 2. (2)

In [3] Gomez-Perez et al. gave a similar bound for Crk(f) in terms of the weight
w(f) of f(x), that is the number of its nonzero coefficients. If f(z) # a+bx?72,
for all a,b € Fy, b # 0, then

q .
Crk(f) > w12 1 if deg(f) > 2. (3)

In this paper, we study the relationship between the Carlitz rank and the least
index of a polynomial introduced in [8 [12] as follows.

Let ¢ be a positive divisor of ¢ — 1 and { a primitive element of IF,. Then
the set of nonzero ¢th powers

| 1
Cbz{@@j:OJ,Wg7——1}

is a subgroup of F; = F,\ {0} of index ¢. The elements of the factor group
F;/Cqy are the cyclotomic cosets

Ci=¢€6C, i=0,1,....,0—1.



For any positive integer r and any ag, ay, ...,ap—1 € F}, we define the r-th

order cyclotomic mapping fy .. ., , of index £ by

. B 0 ifx=0,
ag,al,...,ag,l(x> - { aix'f‘ lf T € C’i) 0 S Z S f — 1 (4)

For a polynomial f(z) over F, with f(0) = 0 we denote by Ind(f) the smallest
index ¢ such that f(z) can be represented in the form (). The index was
introduced in [I2] based on [§] and further studied in [6] [IT], I3]. The index of
f(x) with f(0) # 0 is defined as the index of f(x) — f(0). Since Crk(f + ¢)
is the same as Crk(f) for any ¢ € F, we may restrict ourselves to the case
f(0) =0.

By [12] Theorem 1], fr , . (¥)is a permutation of F, if and only if
ged(r, (g—1)/0) = 1 and {ag, a1€", ax€?, ..., a; £V} is a system of distinct
representatives of F; \ Cy. In particular, f; , = (x) is a permutation if
ged(r, (¢ — 1)/¢) = 1 and all ag,aq,...,a,_; are in the same cyclotomic coset
C; of order /.

Now we define two further measures for the unpredictability of a polyno-

mial. The linearity L(f) of a polynomial f(z) over F,[z] with f(0) =0 is
L(f) = max[{c € F,: f(c) = ac}|

and the invertibility Z(f) of f(x) is

C

{xEFZ:f(x):—H.

Z(f) = max "

ceFy

For cryptographic applications we need unpredictable permutation polyno-
mials, see for example [9]. In particular, £(f) and Z(f) must both be small,
and Crk(f), deg(f), and w(f) must all be large. In Section [3 we prove a rela-
tion between Crk(f) and Ind(f) of the same flavour as (2] and (B]) provided
that £(f) and Z(f) are not large. We improve this result for large index ¢ in
the special case when the coefficients ag, ay, ..., a1 in ({@l) are all in the same
cyclotomic coset of index /.

Moreover, in Section ] we provide an example of a permutation polynomial
of small linearity, small invertibility, large degree, large weight, large index and
large Carlitz rank. This polynomial represents (up to an additive constant 1)
the discrete logarithm of [F,, for prime p.



2 Preliminary results

Let f(z) be a permutation polynomial of F,. Then there exist «, 3,7,0 € F,
such that
ac+ S

fle) = S for at least ¢ — Crk(f) different elements c € F,, (5)

see [10, Section 2]. We may assume
ad # By

since otherwise i? is constant and thus Crk(f) > ¢ — 1.
v

Note that if 5 =~ = 0, then f(c) = %c for at least ¢ — Crk(f) different

elements ¢ € F, and thus

Crk(f) = q—L(f) if f=~=0 (6)
If « =6 =0, then f(c) = % for at least ¢ — Crk(f) different ¢ € F, and thus
Crk(f)>q—2Z(f) if a=06=0. (7)

Now let f(x) be an r-th order cyclotomic mapping permutation polynomial
of index ¢ as defined in () and assume that 5 # 0 or 7 # 0 or r > 2. Then
(@) has at most (r + 1)¢ solutions and we get

Crk(f) >q— (r+1)Ind(f), B#0or~y#0. (8)
Ifa#0ord#0orr<q-—3, then
., actp
a;c =
yc+ 90

or equivalently
ye+ 0 = a; Hact" + B

has at most ¢ — r solutions and thus
Crk(f) 2 q— (g —r)Ind(f), o #0ory#0. (9)
Collecting (@), (@), (&), @) we get
Crk(f) > g — max { min{r + 1,q — r}nd(f), E(f),I(f)}.

Our goal is to find a similar bound which does not depend on 7.
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3 Main results

Theorem 1. For any permutation polynomial f(x) we have

Crk(f) > q — max {3Ind(f), (3¢)"*, L(f),Z(f)}.

Proof. By (@) and () we may restrict ourselves to the case when neither
f=~=0nor a=4¢=0.

Put ¢ = Ind(f), that is, f(z) is of the form (@).

Let N be the number of solutions ¢ € I, of

_acHtf

fle) = ye+ 6

Put R(c) = ‘j‘;j:? and note that N is the cardinality of the set

N={(y):i=0,1,....0—1,y € Cy with a;{"y" = R(¢'y) }.

Let N; be the contribution to N for fixed ¢ = 0,1,...,¢ — 1. Then by the
Cauchy-Schwarz inequality we have

-1 2
N? = ( N,-) < IM,
=0

/-1
M = ZO N?.

where

Now we have

M = |{(y,2):i=0,1,....0—1,y,2€Cy
with a;£"y" = R(¢'y) and a;£"y"2" = R(E'y2)}|.
Then ' . '
R('yz) = ai{"y"2" = 2" R(£'y),
that is,

allyz+p _ ally+p
Wyz+0 A€y 46’

which implies
€22z 4 (adz + By)E'y + B = a2y 2" T 4 (ad + Byz)Eyz" + Boz". (10)
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First we consider the case ay # 0. We note that 2" = 2 implies z = 1
since z € Cy and ged(r, %) = 1. Therefore for the case z = 1, ([I0) is true for
all N pairs (£, y) € N. For each z # 1 there are at most two solutions £%y.

Thus .
M§N+2<%—1),

which implies
N? <IN +2q < 3max{(N, q}.

Hence we get
N < max{3¢, (3¢)'/?}. (11)

Now we suppose that ay = 0. First consider the case &« = 0. Note that here
§ # 0 and By # 0. Then we have 3v&'y + 86 = ByEyz"' + B5z". This
equation has at most one solution £y for each z # 1 and N solutions if z = 1.
Therefore

e (171 ),

which implies

N < max{2/, (2q)"/*}. (12)
The case 7 = 0 is similar. Now the result follows by (&), (IIl) and (I2]). O
-1
Remark. [8, Theorem 1] implies that deg(f) > Iq i) + 1 and the right
n
hand side of (2]) is at most ¢ — ]i;( 7 2. Hence Theorem [l improves (2))

if :;nax{lnd(f),ﬁ(f),l(f)} < (¢/3)"? and @) if max{Ind(f), L(f),T(f)} <
2q/9.

We note that the following theorem gives a better bound whenever Ind(f) >
¢'/? provided that all coefficients a; are in the same cyclotomic coset.

Theorem 2. Let f(x) be a permutation polynomial of F, of index ¢ of the
form ({{]) with all a; in the same coset of order . Then

Crk(f) = q — max{3¢'/%, L(f),Z(f)}.

Proof. Since otherwise the result follows from Theorem [Il we may restrict our-
selves to the case Ind(f) > ¢'/? as well as to the case that neither o = § = 0
nor § =~ =0 by (@) and (7).

Let x be a character of order ¢, then y(a;) = p for all : = 0,1,...,¢ — 1.
(Note that some of the a; can be the same and we can do this also if £ > |Cy| =
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(¢ — 1)/¢, that is, £ > ¢"/2.) Under this condition f(z) is a permutation and
we can estimate the number N of ¢ satisfying

ac+ B
e+ 6

R(c) f(e). (13)
If (I3) is true, then we have y(R(c)) = x(c")p. Since

-1 ' '
00 = 1 3 (xtac + e+ ) = { § XN =X

for any ¢ with c(ac+ 8)(ye+9) # 0, we have

N < > 0(c),

c€F\{-Ba~1,—oy~1}

and get
-1 ,
N < 23S (xlac+ B+ ox(e) )
1=0 celfy

_ 4 - — ) q 1/2 1/2
= -+ {na><£12(x(ac+ﬁ)x(vc+5)x(c )) <7 t2077 <3¢

celfg

by the Weil bound, see for example [5, Theorem 5.41], and the result follows
by (). O

4 The discrete logarithm of [,

In this section we consider the following permutation over [F, where p > 2 is a
prime which represents up to +1 the discrete logarithm of F,,,

f(€Y=i+1, i=0,1,....,p—2, f(0)=0, (14)

where & is again a primitive element of F,,. We show that any polynomial f(z)
representing this permutation has large degree, weight, Carlitz rank and index
as well as small linearity and invertibility.



Theorem 3. The unique polynomial f(x) € Fplz] of degree at most p — 1
defined by the property (I4) satisfies

deg(f) = w(f) =p—2,

Ind(f) = p >3,
EU)<(( )V”+1
I(f) < 2(p — 2)Y2 + 1,

and
Crk(f) >p—2(p—2)"* - 1.

Proof. By [1] we have

and the first result follows.
Next we estimate the index ¢ of f(x). Assume ¢ < (p — 1)/3. Then there
is some a € F) with

fE) =ag™, i=01,....(p-1/—-1>2
Taking + = 0,1,2 we get a = 1,
(+1=¢" and 2041=¢""

which implies

€ -1 =0
Since ged(r, (p—1)/¢) = 1, we get £ = p — 1, a contradiction. Finally we have
to exclude £ = (p — 1)/2. Otherwise we have

(0 +1)/2 = F(E072) = f(=1) = (-1)"
which is impossible since 1 < (p+1)/2 < p — 1 for p > 3. Hence,
Ind(f)=p—1, p>3.
The proof of [9 Theorem 8.2] can be easily adapted to estimate the num-

ber N of solutions of
ac+

ye+ 0

R(c) = = f(c)
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in the case 7 # 0. The case v = 0 follows directly from [9, Theorem 8.2] and
gives the bound
N(N—-1)<2(p—2)

which implies

L(f) < @p—2)"+1

and
N<(@2p-2)"+1, y=0. (15)

Now consider the set
D={2<a<p—1:f(c)=R(c) and f(ac) = R(ac) for some c}
of size |D| < p — 2. There are N(N — 1) pairs (¢, ac), a # 1, with
fle)=R(c) and f(ac)= R(ac) (16)

and for some a € D (I8) has at least N(N — 1)/|D| > (N — 1)*/(p — 2)
solutions c. For this a

R(ac) = f(ac) = f(c)+d= R(c)+d

has either for d = f(a) € {0,1} or for d = f(a) — 1 ¢ {—1,0} at least
(N —1)?/2(p — 2) solutions ¢. On the other hand we have

Rlac) = aac+ B  ac+fB

 yac+6  ye+6 +d=E(c)+d

which implies a quadratic equation for ¢ since ady # 0 with at most 2 solutions
and thus

(N-12<4(p-2), 40 (17)
The case o = § = 0 provides the bound on the invertibility Z(f). The bound
on the Carlitz rank follows by (@), (I5]) and (I7). O

Finally, we note that the results of this section can be easily extended to
arbitrary finite fields using the approach of [14].
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