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bDepartment of Computer Science, City University of Hong Kong, Hor 3 Kor | 5.
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Abstract

With the rapid development of Internet-of-Things (IoT), there is an inc. ~sing demand for securing the IoT environ-
ments. For such purpose, intrusion detection systems (IDSs) are one of t. @ most important security mechanisms,
which can help defend computer networks including IoT against vai. s th eats. In order to achieve better detection
performance, collaborative intrusion detection systems or networks “"IDSs or CIDNs) are often adopted in a practi-
cal scenario, allowing a set of IDS nodes to exchange requirc* = “____._.ion with each other, e.g., alarms, signatures.
However, due to the distributed nature, such kind of collaborativ. network is vulnerable to insider attacks, i.e., mali-
cious nodes can generate untruthful signatures and share * . ~+~mal peers. This may cause intruders to be undetected
and greatly degrade the effectiveness of IDSs. With the adv nf of blockchain technology, it provides a way to verify
shared signatures (rules). In this work, our motivation to de =lop CBSigIDS, a generic framework of collaborative
blockchained signature-based IDSs, which can incremewan, huild and update a trusted signature database in a col-
laborative IoT environment. CBSigIDS can provid - veriti-ble manner in distributed architectures without the need
of a trusted intermediary. In the evaluation, our resui.. demonstrate that CBSigIDS can enhance the robustness and
effectiveness of signature-based IDSs under adversarial scenarios.

Keywords: Intrusion Detection System, Inte  aet-of-1 hings, Signature-based Detection, Collaborative Network,
Blockchain Technology, Insider Attacks.

1. Introduction one of the most essential and important tools that can
help identify potential anomalies and policy violation-
s [37, 42]. Based on the deployment, an IDS can be
classified as either host-based IDS (HIDS) that focus-
es on local system logs, or network-based IDS (NIDS)
that monitors network state and traffic. Further, there
are two typical detection approaches: signature-based
detection and anomaly-based detection. The former
like [50, 40] (also known as misuse detection) uses a
signature matching process to compare the stored sig-
natures and the observed events like payload and sys-
tem record. The latter like [49, 12] identifies a potential
threat by discovering a significant deviation between its
pre-defined normal profile and the observed events for
a period of time. If any security violations are found,
an alarm would be sent to notify security administra-

The Internet-of-Things (IoT) re e1. ‘o a system of
internet-enabled computing devices, mec..anical and
digital machines, and objects th' ¢ ha e the capability to
transfer data over a network w."or ¢ requiring human-
to-human or human-to-comr iter im. ~ction [14]. More
and more organizations ar usi’ g [oT to improve their
performance, i.e., operating . re ¢ ficiently, better un-
derstanding, improving .ccision-i..aking, etc. While the
interrelated IoT devici s are als. threatened by many at-
tacks, i.e., the threat-tre ~d sta’ s moving from manipu-
lating informatior .o confrolling actuations [2].

To safeguard rarious OT devices and critical in-
frastructures, intr. ‘on - etection systems (IDSs) are

* A preliminary “er (on of this paper appears in Proc. of the Ist

IEEE International C. ~ference on Blockchain (IEEE Blockchain), pp.
1228-1235,2018 [1].

**Corresponding author: Email - weme@dtu.dk, phone and fax:
+45 45253068

Preprint submitted to Elsevier

tors. Figure 1 depicts the high-level detection workflow
of both signature-based and anomaly-based approach.

With the rapid development of cyber attacks, it has
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Figure 1: The high-level workflow for both signature-based and
anomaly-based detection.

¢ Alarms

become much difficult for separated IDSs to accurately
discover complicated attacks, as they only have limited
information on the protected environments. Therefore,
traditional IDSs could be easily bypassed by both well-
prepared attackers and complex attacks, e.g., Denial-of-
Service (DoS) attack. To enhance the detection per
formance in practice, collaborative intrusion detection
systems or networks (CIDSs or CIDNs) are emploved,
which encourages a set of IDS nodes to request and ..
trieve data from other nodes [53]. As an example, ID-
S nodes can share their signatures (also nam . . ‘les)
with others in a CIDN, with the purpose .f impro -
ing detection accuracy and reducing unwante. alar -
s [25, 30, 24]. However, such type of cc .(abc-ative in-
trusion detection is usually vulnerable t¢ ‘nsi .er a* acks,
due to the distributed nature, i.e., ms 1cious ~c .es can
provide false rules to affect the def .. “on performance
of other nodes. In this case, there is a grea. ~eed for de-
signing appropriate security me na. ‘sms to secure the
process of signature sharing in * CI" .S/CIDN.

Motivations. Inspired b a broa. adoption of Bit-
coin, blockchain technole ,y h- s att-acted much more
attention from both academia ad ir Justry, allowing un-
trusted individuals to onnect w.ch others in a verifi-
able manner without he need >f a trusted centralized
entity [55]. A blockch. *n is .n ordered list of block-
s, in which each ut them has a cryptographic pointer
to their precursoi  New b dcks can be appended to the
blockchain using a ~~ne asus protocol, which eventu-
ally allows ¢ >c. ~* hlockchain nodes to synchronize
their copies of . 'c ckchain locally. By taking advantage
of consensus mec “anisms, blockchains can provide a
transparent and integrity protected data storage, where-
as the recorded data in any given block cannot be mod-

ified retroactively without the mr dification of all subse-
quent blocks. This characterist’ . v hlockchains is desir-
able for sharing IDS signature 1n a secu. > way for CIDN
and IoT environments.

Contributions. Motiva. 1b- the recent development
and applications of bloc. ~hains, ‘n this work, we focus
on signature-based ID<< anu Yesign CBSigIDS, which
is a generic blockct uin-t = ~d framework for securing
signature sharing a_~in<. malicious nodes in IoT envi-
ronments. The k= idea * ~hind is to apply blockchain
technology for .:ncreme “tally building a trusted signa-
ture database. "his cap ensure the detection effective-
ness by ado” ._ag ou., wusted and verified signatures in
a collabor tive v1 network. Our contributions can be
summarizeu s foll sws:

o To reduc the influence of malicious nodes, we
p» mose 7 blockchain-based framework called CB-
el oy combining blockchains with distributed
cien. gre-based IDSs in an IoT environment. Our
approach enables various IDS nodes to incremen-
ta..y generate and verify a signature database in
CIDNs. With the use of blockchains, CBSigIDS
can provide a verifiable manner for sharing signa-
tures among different nodes without the need of a
trusted intermediary.

o In the evaluation, we study the performance of CB-
SigIDS in different environments and adversarial s-
cenarios, e.g., in a simulated and a real CIDN envi-
ronment respectively. We further compare our ap-
proach with a blockchain-based SDN application
called DistBlockNet [43] in a practical 10T envi-
ronment. The obtained results demonstrate that
CBSigIDS can enhance the robustness and effec-
tiveness of signature sharing in a CIDN through
building a trusted signature database, i.e., it can
protect DistBlockNet against malicious nodes.

It is worth noting that this work focuses mainly on
signature-based detection, which has a larger imple-
mentation in practice as compared with anomaly detec-
tion [46]. This is because anomaly-based IDSs often
result in a high false alarm rate due to the difficulty of
building an accurate profile. While the combination of
blockchain technique and anomaly detection is one of
our future work. The major purpose of this work is to
explore the feasibility of applying blockchain technolo-
gy in CIDNSs, and to stimulate more research in design-
ing robust signature sharing in CIDNs.

The remainder of this paper is organized as follows.
Section 2 introduces related research studies in relation
to distributed and collaborative intrusion detection. In



Section 3, we introduce the background of blockchain
technology and describe CBSigIDS in detail, e.g., the
high-level architecture on how participating nodes con-
struct a consortium blockchain. Section 4 presents our
evaluation settings and discusses the obtained results.
Section 5 presents some limitations and challenges in
this field. Finally, we conclude our work in Section 6.

2. Related Work

Traditionally, a separated IDS often has no informa-
tion about the deployed network where it tries to protect,
leaving an opportunity for attackers to bypass its exam-
ination. For instance, cyber intruders can launch some
complex attacks like DoS attack to compromise a single
IDS, as it cannot have an overview of the whole traffic
status in a network. In this case, there is a great need for
a collaborative system or IDS network to leverage the
detection performance of a single IDS [53].

Distributed systems. In the literature, distributed mon-
itoring systems have been developed for decades. For
example, distributed Intrusion Detection System (DID
S) [44] was introduced in 1991, which could utilize dis-
tributed monitoring and data reduction with centra’ ~~4
data analysis module to analyze a heterogeneous cot
puter network. Event Monitoring Enabling Responses
to Anomalous Live Disturbances (EMERALD® (5, vas
developed in 1997, which could track malici us activi y
across abstract layers in a large network. It co. ~hir es
models from distributed high-volume ev- ats v ith tradi-
tional intrusion detection. COSSACK », “te a [37 | was
designed for mitigating DDoS attac’. in an =~ .omatic
way. This system does not require .iu. “an intervention
and supports independent attack signature g neration.

In addition, DOMINO (Distri’.ute« Overlay for Mon-
itoring InterNet Outbreaks) [ ! v as another type of
distributed IDS, which enh- aces c . 'aboration among
heterogeneous nodes in a * etwr .k. The overlay design
enables this system to be he -~ 'oge  eous, scalable, and
robust to attacks and fa’"uies. It hes the capability of de-
tecting spoofed IP sou ces, red. cing false positives, and
classifying threats in a ."mely - ianner. Then, PIER [13]
was an Internet-- ale guery engine, which support-
s massively distr buted, d tabase-style dataflows for s-
napshot and contin. ~1s - series. It can serve as a build-
ing block for . . * ~f diverse Internet-scale information-
centric applica. o7 s.

Collaborative intrusion detection. In order to achieve
better detection performance, a CIDS or CIDN enables

an IDS node to exchange require . information with oth-
ernodes. In 2006, Li et al. [15] ig. ~=d out that most dis-
tributed IDSs were relying on either cc. tralized fusion,
or distributed fusion that ar . no unscalable. Motivated
by this issue, they propose. ~ tv pe of CIDS based on the
emerging decentralized . ~atio.. nd routing infrastruc-
ture. However, their machan. m assumes that all peers
in the network are t- aster  ~vhich would be vulnerable
to insider attacks. 1. the field of collaborative intrusion
detection, insider ~*tack. ~re considered as one of the
biggest threats. where . 1 intruder has the right to con-
sume resources 1 a netv ork.

To protec* ZIDIN. «gainst insider threats, a promising
solution is to d- ,1g. appropriate trust mechanisms to e-
valuate the ..putat’'on levels among IDS nodes. As an
example, » “ma et al. [5] introduced a P2P-based over-
lay method for IDSs (shortly Overlay IDS), which uses
a trust-a are .ngine for correlating alerts and an adap-
tive sc. ~me for managing trust. Tuan [48] proposed an

- p-vwwn ol USINg game theory to model and analyze the
pro. ~sses of reporting and exclusion in a P2P network.
Thav concluded that if a reputation system was not in-
¢ ative compatible, the more numbers of peers in the
s_stem, the less likely that a malicious will be reported

~rrectly.

Based on this observation, Fung et al. [8] proposed a
challenge-based CIDN, where the trustworthiness of an
IDS node depends on the received answers to the chal-
lenges. They first introduced a Host-based IDS frame-
work that enables each HIDS to evaluate the trustwor-
thiness of others based on its own experience and uses
a forgetting factor to give more emphasis on the recent
experience of each peer. To improve the performance of
such mechanism, Li et al. [16] identified that differen-
t IDS nodes may have different levels of sensitivity in
detecting different types of intrusions. They then pro-
posed a notion of intrusion sensitivity (IS) that measures
the detection sensitivity of an IDS in detecting different
kinds of intrusions. Accordingly, they proposed an in-
trusion sensitivity-based trust management model [17]
that could allocate the values of IS by means of machine
learning classifiers (e.g., a knowledge-based KNN clas-
sifier [30], ensemble classifier [25]). As a study, they
described how to apply intrusion sensitivity for alarm
aggregation and investigated its effect on defeating pol-
lution attacks, in which a group of malicious peers co-
operate together by providing false alert rankings [19].
The experimental results indicated that their method can
decrease the trust values of malicious nodes in a fast
manner.

Li et al. [20, 22] further identified intruders could
use some advanced attacks to compromise a challenge



mechanism. They introduced a passive message fin-
gerprint attack (PMFA), which enable malicious nodes
sending malicious feedback to only normal request and
their trust values. They also developed a special On-
Off attack (called SOOA) [23], in which malicious n-
odes could keep responding normally to one node while
acting abnormally to another node. In addition, how
to reduce the overload in communication is a critical
issue for challenge mechanisms in different scenarios,
e.g., healthcare [21, 34]. Some other related work re-
garding how to enhance the performance of an IDS can
be referred to [6, 7, 18, 26, 27, 28, 29, 31, 32, 35]

Blockchain-based intrusion detection. How to apply
blockchains in the field of intrusion detection is an in-
teresting and important topic. Many studies have s-
tarted researching in this area. Alexopoulos et al. [3]
described a framework of a blockchain-based CIDS,
where they considered a set of raw alarms produced
by each IDS as transactions in a blockchain. Then, all
collaborating nodes employed a consensus protocol to
ensure the validity of the transactions before delivering
them in a block. This can guarantee the stored alerts
are tamper resistant in the blockchain, but they did nc
implement and evaluate their method in practice.

Focused on this issue, Meng ef al. [33] prov -
some early insights regarding the intersection of ID>.
and blockchains, and discussed some challenges in this
area. They believed that blockchains can ha ¢ a | si-
tive impact on distributed intrusion detectic in the a -
pects of data sharing, alarm exchange ar d trus. ~c n-
putation. Golomb et al. [11] then intror aced CloTA, a
framework that uses the blockchain cou. ~r. to - erfor-
m distributed and collaborative anor ialy dew .1on for
those devices with limited resourcer. U. the other hand,
IDS technique can also help protect blockcaain appli-
cations. Steichen et al. [47] prr post 1 ChainGuard, an
OpenFlow-based firewall for se. “+i* g blockchain-based
SDN, which requires all tr ffic to e blockchain n-
odes should be forwarded ' y th- swi*zhes controlled by
ChainGuard. This could he,, ‘edv e the malicious be-
havior from the partici- aung noacs. Sharma et al. [43]
proposed DistBlockNe , a distn uted secure SDN archi-
tecture for IoT by integ ~tine .ae blockchain technolo-
gy, allowing a ne .e to irteract with others without the
need of a trusted entral ci ntroller.

How to share rui. = in < secure way is an important is-
sue in the fie « .7 ~*msion detection [9]. Our previous
work [1] introc "¢ .d how to achieve this by leveraging
blockchain technc'ogy. In this work, we further con-
sider DistBlockNet in the evaluation, and evaluated both
CBSigIDS and DistBlockNet in a practical IoT environ-

ment. It is found that CBSigIDS an be used to enhance
the robustness of DistBlockNet n . ~fending against ma-
licious nodes.

3. Our Approach

In this section, w* v« 2in by introducing the back-
ground of blockch' m te _hnu.ogy, and then introduce
how to design CBSig:. * for CIDNs in detail.

3.1. Blockchai. Techno. gy

Blockch? ... can oo considered as a distributed data
structure, Wlov .ng ‘nformation to be shared and veri-
fied among uitfere’ ¢ entities in a peer-to-peer network,
without the ~eea of a trusted third party. In other words,
bloc-chain tec nology is a decentralized ledger that en-
abl~s rec -dir s transactions across various participating
nodes, . ~d protecting data integrity via strong cryptog-

.y wuis. The recorded data in any given block can-
nou . ~ altered retroactively without the alteration of all
_ ~ceauent blocks [33, 54]. A typical blockchain con-
t-.ns a list of records (called blocks) that can be chrono-
1. vically ordered by discrete time-stamps. In particular,
.~ch block is linked to the previous block via a crypto-
graphic hash, and the first one is called genesis block.
A block usually contains a payload, a time-stamp and a
cryptographic hash value of the entire previous blocks in
the chain. Thus, blockchains can be treated as an imple-
mentation of a shared secure distributed ledger, where
the participants have the right to read and write without
any constrains in most cases.

According to specific types of permission control, ex-
isting approaches of blockchain implementation can be
categorized into three types: public, consortium, and
private. More specifically, a public blockchain allows
every entity to act as a reader and a writer without any
constrains, like Bitcoin [36] and Ethereum [52]. A con-
sortium blockchain only allows registered entities or a
small group of verified entities to have the right to read
or write on the blockchain. A private blockchain is often
controlled by a single entity, but still can be distributed
in different locations. A blockchain can be updated vi-
a a consensus protocol, which ensures all participating
entities to agree on a uniform view of the ledger. A con-
sensus protocol can be dependent on specific blockchain
implementation and threat model [33].

e Proof of work. This method allows a node to
successfully accept a block, when a pre-defined
amount of computational resources (known as
‘work’) can be proved to spent.
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Figure 2: The high-level architecture of CBSigIDS, where the partic-
ipating nodes can construct a consortium blockchain.

o Proof of stake. This method ensures a consensus to
be achieved by considering both random selection
and the influence (known as ‘stake’) of the partic-
ipating entities. It is assumed that entities woulc
guarantee the integrity of blocks when they have a
large stake in the blockchained network.

e Proof of elapsed time. This method ensures a con-
sensus to be achieved by requesting everv yuw tial
verifier to share a secure and random v ting tin 2
from a trusted execution environment

3.2. CBSigIDS

As discussed earlier, collaborativ . intrus.. . detec-
tion encourages IDS nodes to shar > 1c mired informa-
tion with each other in order to enhance ti.: detection
capability. For example, a sign: .ure- »ased IDS can up-
date its own rule database and .. ~n share some rules to
help other nodes improve the .r detec.. 1 performance in
a network. However, we pn tice .hat "IDNs are typical-
ly vulnerable to various insi. - atts _ks; thus, an insider
can share false signatur s 10 degraue the effectiveness of
detection, i.e., hiding - xternal « tackers.

Motivated by the wic > ade- don of blockchain tech-
nology, in this w.rk, we focus on insider threats and
propose CBSigll S, whic, is a generic framework of
collaborative blocw h2ir_d signature-based IDSs. It
mainly lever. -« _"~~"chains to help build a trusted rule
database in a c. ! .borative network environment. Fig-
ure 2 depicts the igh-level architecture of CBSigIDS,
in which the participating nodes can construct a consor-
tium blockchain.

It is worth noting that consorti.m blockchains are ap-
plicable in existing CIDNs, w} z1c ~uly a group of ver-
ified nodes can join and interact with « ich other in the
network. For instance, cha’.eng -based CIDNs require
a node to register to a trus. > ¢ _rtificate authority (CA)
and obtain its unique p.>of o1 "dentity (e.g., a public
key and a private key) bhefoi. *t can join a CIDN. This
attempts to provide 7 drst ! er of defence against mali-
cious nodes, i.e., av. ‘dir 2 a participant to register many
identities.

As depicted m Figu. > 2, a signature-based IDS n-
ode often conta ns threr major components, including
P2P commy ..cation component, collaboration compo-
nent and t 1st ¥ .anz yement component [8, 16, 17].

e P2P con. munication. This component is responsi-
"~ for es  ablishing a connection with other IDS n-
~des 1« carding network organization, management
ana - nssibly physical communication.

o (cllaboration component. This component is used
to allow an IDS node to collect required informa-
tion to evaluate the trustworthiness of target nodes,
and send corresponding feedback requested by oth-
er nodes.

o Trust management component. This componen-
t is responsible for implementing trust computa-
tion and evaluating the reputation levels of target
IDS nodes. As an example, challenge-based trust
mechanism investigates the reputation of a node by
comparing the received feedback with the expected
answers [8, 17].

Threat model. In this work, we assume that an at-
tacker can control one or several nodes in a CIDN, but
cannot successfully manage a large number of IDS n-
odes within a short period of time. In addition, as each
CIDN node has a pair of private and public key, their
identities cannot be easily manipulated and duplicated.

CBSigIDS blockchain. In CBSigIDS, each IDS node
(or blockchain node) in the consortium blockchain can
monitor the network traffic, identify attacks and period-
ically share a set of signatures (rules) with others. This
set of rules has to be signed by a private key from a n-
ode, in order to understand the source of rules. Other
nodes will only accept these rules by verifying them a-
gainst their local database. In this case, the blockchain
can be only expanded if the majority of nodes have ver-
ified that the received block contains trusted rules.
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4. Evaluation

In this section, we evaluate the performance of CB-
SigIDS under some adversarial scenarios in a simulated
and a real CIDN environment, respectively.

4.1. Experiment-1

In this experiment, our goal is to investigate the . -
formance of CBSigIDS against worm attack and flood-
ing attack in a simulated CIDN. Our simulated - “vork
contains a total of 50 nodes that were ran- omly a. -
tributed in a 10 X 10 grid region. We used ... ~tt [4 )]
as the signature-based IDS and adopted s defaul. _ale
database. The experiment could be start d w’ en a’. IDS
nodes built a list of neighbors and es ablis. ~d - stable
connection. When an IDS node upd . =s its rules, it can
share the rules with others via the ulockci. *n.

Flooding attack. To test tF: pec formance of CB-
SigIDS, we randomly selectea ¢ outside nodes (not
belong to our CIDN) to laur ©h a flo. ing attack, while
an IDS node inside the CII" N st~ .ted ~haring two related
rules against such attack. k., ‘e ? presents the packet
rate during the floodir _ pericd. che attack was start-
ed from 4s and stoppc 1 at 44s, in which the maximum
packet rate could reach . “oun 3200 pacekts/s.

Figure 4 depict the nvmber of infected nodes during
the flooding attac <. ‘Infec =d’ nodes here refer to those
nodes who failed \ o pt an alarm for the launched
flooding atta. .. = ~~rally, if a blockchain node accept-
s the shared ru. s it has the capability of detecting the
flooding attack. C 'r obtained results indicated that CB-
SigIDS could help steadily decrease the number of in-
fected nodes, i.e., from an initial number of 49 to 10
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Figuwi. ** The nu 1ber of infected nodes during the flooding attack.

au “ng the flooding attack. We also found that the de-
creasin,, speed depends heavily on the verification and
ur Jaung procedure in the blockchain.

Norm attack. Under this attack, it is assumed that
three IDS nodes updated its rules and started sharing re-
lated rules with others via the blockchain, and that the
other nodes were not capable of detecting the worm at
that time (denote as vulnerable node). Only the vulner-
able nodes those who accepted the rules before being
hit by the worm, could immediately protect themselves
(denote as survived node) and mitigate such attack by
reacting in a proper way, i.e., closing the vulnerable port
or disconnecting from the network until the vulnerabil-
ity is fixed. During the attack period, worm would be
distributed to IDS nodes in every 2 seconds.

Figure 5 depicts the number of survived nodes under
the worm attack. It is found CBSigIDS could gradual-
ly increase the number of survived nodes to 32, with a
survival rate of 66.7%. In [5], they used a P2P-based
overlay for intrusion detection that addresses the wor-
m attack using both a trust-aware engine for correlating
alerts and an adaptive scheme for managing trust. They
evaluated their method with a virtual network with 36
clients and an Internet worm attack. The overlay IDS
can produce an alarm if it receives three similar alert
messages from other nodes. In our experiment, our
work could achieve a similar but better result (66.7%),
as compared with the overlay IDS (a survival rate of
60%). These results demonstrate that the feasibility and
performance of our approach in securing the CIDNs un-
der attacks.
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Figure 5: The number of survived nodes under the worm attack.
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Figure 6: The packet rate during the period - . flov. "¢ attack in a real
CIDN environment.

4.2. Experiment-2

In this experiment, we ¢’ dabr rated with an IT com-
pany to study the perforr.. nc of .BSigIDS in a real
CIDN with a total of 4 ~odes. " ne IDS nodes could
connect with the Inter et throw ~h a server that could al-
so provide many comj. ting re ources. We implement-
ed our approach v "1 a p..uf-of-concept blockchain,
and Snort [45] w s deplo, =d in each node.

Flooding attack. <i~ .ar to the first experiment, we
also utilized .. ~vternal nodes to launch a flood-
ing attack, why » .n IDS node inside the CIDN start-
ed sharing releva. * rules to defeat such attack. Fig-
ure 6 shows that the period of attacking traffic was start-
ed from 2s and stopped at 80s, in which the maximum

'\ ©BSigIDS

CBSigIDS

Time (s)

Figur 7: The nun ser of infected nodes during the flooding attack in
are?l ClL. "

, “cketrate could reach around 3450 pacekts/s. Figure 7
desc. “es the number of infected nodes during the peri-
ue  “fooding attack. It is found that our approach could
< cadily reduce the number of infected nodes from 49 to
0 ‘means that all nodes could produce alarms for the
1.yoding attack), when the time reached 66s.

Insider exploration. To explore the effectiveness of
signature sharing, we randomly selected one node in-
side the CIDN to be malicious, which could share false
rules with other nodes. We mainly manipulated the pat-
terns in these signatures (rules) that are used to detect
flooding attack and worm attack. The main purpose be-
hind this exploration is to study the impact of malicious
nodes on CBSigIDS. We repeat such exploration sever-
al times, and found that these false rules would not be
accepted by other nodes, as they could not bypass the
verification in the blockchained signature database. Our
obtained results validate that an attacker cannot compro-
mise our approach of CBSigIDS, if he fails to manage
the majority of blockchain nodes in a CIDN.

4.3. Experiment-3

In this experiment, we collaborated with another IT
organization and established an SDN-based IoT envi-
ronment. Figure 8 shows the high-level network archi-
tecture, including a controller layer and an IoT device
layer. In particular, the controller layer contains three S-
DN controllers that could synchronize information, and
device layer consists of 56 IoT devices, like PCs, lap-
tops and smartphones, which are managed by the con-
trollers. Snort was deployed in each node to perform
signature-based detection.
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Figure 8: The high-level architecture of blockchain-based SDN.

DistBlockNet. In this experiment, we consider Dist-
BlockNet [43], which employs distributed network con-
trol in the IoT network by using the blockchain tech-
nology to improve security, scalability, and flexibility,
without the need for a central controller. In particular,
they applied blockchain technique for updating a flow
rule table, in order to securely verify a flow-rule table.
To mitigate different types of attacks, it could deploy
some additional security mechanisms for threat preven-
tion, data protection, and access control. For example, it
implemented two modules called Shelter and OrchApp
in each local network to help handle the security attacks
at a different level. OrchApp mainly works at the man
agement or application layers, the controller-application
interface, and the control layer. Shelter handles the ...
layer, the controller-data interface, and the control layer.
However, we found there was no particular mechanism
in the IoT device layer to identify false dat chat 1. 1y
be sent by malicious nodes. Their evaluatio.. esults i -
dicated that DistBlockNet could detect ms .icious "= dc
under flooding attacks.

Flooding attack. Similarly, we u'ed son. xternal
nodes to conduct a flooding attac’ . -4 deliver mali-
cious traffic to such IoT environment. As s..>wn in Fig-
ure 9, the period of malicious trz ac -as started from 3s
and stopped at 100s, in which ¢ = v .ximum packet rate
could reach around 3772 pac _kts/s.

Different from the abov . twr exp-riments, this time
we assume that all insider nu.” *s hz ,e one effective rule
in detecting this attack and set up two malicious nodes
to started spreading n alicious wules that attempt to re-
place the effective rule ~ith - false one from 3s. Fig-
ure 10 depicts the aumber of infected nodes during the
period of floodin - attack. ‘Infected’ here refers to the
nodes who adopt th. fal¢- rule during the attacking peri-
od. Itis foun. w..” ™ <tBlockNet was vulnerable to such
attack, where t1.~ 7 (fected nodes could increase gradual-
ly and all nodes b. ~ome infected at around 80s. This is
because DistBlockNet did not employ a particular mech-
anism to check the signatures sent by insider nodes.
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Figure 9: '1.. macke. rate during the period of flooding attack in the
IoT environment.
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Figure 10: The number of infected nodes during the flooding attack in
the IoT environment.

As a comparison, we applied our approach into Dist-
BlockNet and re-performed the experiment three times.
We found that the false rule would not be accepted by
insider nodes under CBSigIDS, as the false one could
not bypass the verification of our blockchained rule
database. Our results demonstrate that our approach of
CBSigIDS can help enhance the robustness of a collab-
orative signature-based CIDN by building a trusted sig-
nature database.

5. Discussion and Limitations

To the best of our knowledge, this is the first work in
discussing the application of blockchains with collabo-
rative signature-based IDSs. There are many issues and
open challenges in this emerging area.



e Signature-based detection. As signature-based

IDSs often produce fewer false alarms than an
anomaly-based IDS, it has been more extensively
used in practice [46]. Therefore, this work main-
ly focuses on signature-based IDSs and explores
how to share rules in a verifiable way. It is worth
noting that Golomb et al. [11] has tried to combine
blockchains with anomaly-based detection through
building a trusted training model. Based on the re-
sults obtained in this work, it is one of our future
topics to consider how to build a more effective and
robust collaborative anomaly-based IDS.

CIDN environmens and CBSigIDS blockchain. In
this work, we explored the performance of CB-
SigIDS in a simulated and a practical CIDN, re-
spectively. In practice, CIDNs have been wide-
ly implemented, whereas blockchains are still un-
der construction especially in the field of intrusion
detection. As a result, we only adopted a proof-
of-concept blockchain in current work. In future
work, we plan to validate our approach using more
practical and well-developed blockchains.

e Adversarial scenarios. Similar to other studies in

1

the area of intrusion detection, this work m' ™.
considers several common attacks like flooding a.
tack and worm attack. The obtained experimental
results demonstrated the feasibility and cttec.. 'e-
ness of our approach. In future work, tisani -
teresting topic to consider other atta' ks in.'d’ag
advanced attacks, and different netv ork ettings.

Trust mechanisms. Currently. most C.” Ns are
likely to deploy at least one tr .st-. ~sed mechanis-
m to help identify insider aftacks, like challenge-
based mechanism that ev' wat s the trustworthi-
ness of target nodes by . m ,aring the received
feedback with the exr .cted a. wers. In future
work, we plan to cond «ct 8 -omrarison among sev-
eral trust mechanisms v~ a bl ckchain technology
in securing CIDN _nvironme.ts.

Large-scale evalu.. “on. (o investigate the scala-
bility of a ser urity mechanism. It is very importan-
t to perform. a large nd systematic evaluation by
considering v. ‘e ,ariables and scenarios. How-
ever, blc .. “~-based intrusion detection is an e-
merging t. v ., some special conditions should be
considered o. how to design such kinds of experi-
ments, i.e., which type of blockchains can be used
in the evaluation.

Intuitively, blockchain techne ogy can help improve
intrusion detection in the aspr cu. ~f data sharing and
alarm exchange, but it still suffers fro... some inherent
challenges and limitations 7 -co1 'ing to [33].

e Energy and cost. The . mputational power is a
concern for blockchai. ~nplications in real-world
scenarios. For 7 ista e, Wang and Liu [51] iden-
tified that the - qui- :d computational power could
be added on <ingic miners at first, while could be
greatly inc eased fterwards when the network e-
volved.

o Secur’.y an/ »rivacy. Most existing blockchain ap-
plicai or* requ re smart transactions and contracts
to .~ link~d .0 known identities. This could in-
crease v *h privacy and security concerns when s-
. ving the data on the shared ledger. In addition,
hlocw.l.ain technology can be threatened / hacked
by .. "ny traditional attacks like distributed denial-
of-service (DDoS) attacks.

T atency and complexity. Depending on different s-
cenarios and architectures, blockchain application-
s possibly require several hours to finish until all
parties update their corresponding ledgers, which
may open a hole for cyber-criminals. In this work,
we only used a proof-of-concept blockchain in-
stead of an existing blockchain, hence the achieved
speed could much faster than that in a practi-
cal blockchain application. While the proof-of-
concept blockchain is still valid to investigate the
robustness of our approach in terms of our goal-
s. In future, we plan to construct a more practical
blockchain and re-evaluate our results.

e Organization and block size. Due to the wide adop-
tion of blockchain applications, many different or-
ganizations may develop their own blockchain re-
lated standards. Due to the increasing size of dis-
tributed ledgers, this may greatly degrade the per-
formance and make the blockchains less efficient
than current frameworks.

6. Conclusion

Collaborative intrusion detection has become an im-
portant and essential security solution to safeguard IoT
environments, which allows various IDS nodes to ex-
change information with each other, e.g., rules. Howev-
er, malicious nodes in a CIDN may generate untruth-
ful signatures and share to others, which can great-
ly degrade the effectiveness and robustness of detec-



tion. In the literature, blockchain technology is be-
lieved to provide a verifiable manner for sharing infor-
mation without the need of a trusted centralized enti-
ty. Motivated by the recent blockchain applications, in
this work, we focus on signature-based detection and
develop CBSigIDS, a generic framework for collabora-
tive blockchained signature-based IDSs, which adopt-
s blockchains to help incrementally share and build a
trusted signature database. In the evaluation, our ex-
perimental results in both simulated and real IoT envi-
ronments demonstrate that CBSigIDS can enhance the
robustness and effectiveness of signature-based detec-
tion under adversarial scenarios (e.g., flooding attacks)
by sharing the signatures in a verifiable way.

Our work is an early research study in this area, show-
ing how to use blockchains to improve the effectiveness
of collaborative signature-based IDSs. The main pur-
pose is to complement the literature and stimulate more
research on this topic. Future work includes building
a secure IDS framework via blockchains for anomaly-
based detection and developing a strong mechanism in
defending IDS nodes against advanced insider attacks.
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Highlights

We propose CBSigIDS, a framework by combining blockchains with signatv ¢ hased IDSs in
a collaborative 10T environment.

Our framework enables various IDS nodes to incrementally produce and ".erif a signature (or
rule) database without the need of a trusted intermediary.

We evaluated CBSigIDS in different environments and adversarial srenan.~ including both a
simulated and a real CIDN environment.

We also compare and apply our approach into a blockchain-base. SDN application in a
practical 10T environment.




