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a b s t r a c t 

In 2005 a company in charge of repairing electric transmission towers made a deal with 

guerrilla militants to demolish the towers. This company thrived, because the attacks were 

attributed to guerrilla groups, who commit these attacks often. However, the number of at- 

tacks increased significantly, raising alarms and leading to the discovery of the plot. We 

model this situation as a game between contractors and the power transmission company, 

and show how misaligned incentives enabled contractors to profit by colluding with guer- 

rilla groups. We also analyze how to modify the contractual policies reducing the incentives 

to collude with guerrillas. In particular, the transmission company can prevent attacks by 

creating competition and exploiting market inefficiencies. 

© 2019 Elsevier B.V. All rights reserved. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Introduction 

Colombia has suffered decades of internal conflict between
the government, paramilitary groups, and leftist guerrillas.
In this asymmetric conflict the rebel groups have used un-
conventional military strategies, such as kidnaps, extortions,
and attacks against critical infrastructures . According to a study
documenting attacks against the electricity sector worldwide,
Colombia suffered 2470 attacks (out of 5846 tabulated in the
study), far more than any other country [1] . The next most
∗ Corresponding author. 
E-mail addresses: carlos.a.barreto@vanderbilt.edu (C. Barreto), alaca

agustin.palaomendizabal@utdallas.edu (A. Palao), jcrestrepo@intercolo

https://doi.org/10.1016/j.ijcip.2019.05.006 
1874-5482/© 2019 Elsevier B.V. All rights reserved. 
afflicted country in the study was Slovenia, with 810 attacks
against the electric sector. 

It is difficult to deal with terrorists, because they are de-
termined adversaries who pursue political or ideological ob-
jectives that oppose the official governments. Since the par-
ties often deny the demands of the adversary, clashes seem
unavoidable. Besides, terrorists actors also pursue economic
interests, which may lessen or exacerbate their actions. 

Here we present a case study that shows the importance
of economic incentives for the security of critical infrastruc-
tures. In this bizarre case, Electroservicios, a contractor in
rde@ucsc.edu (A.A. Cardenas), jholmes@utdallas.edu (J. Holmes), 
mbia.com (J.C. Restrepo). 
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Fig. 1 – Transmission tower destroyed by attack. Photo 

courtesy of Interconexion Electrica S.A. E.S.P. (ISA). 
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1 The southwest region includes the following departments: 
Cauca, Nariño, Valle del Cauca, Huila, and Tolima. 
harge of repairing transmission towers, payed guerrilla mil- 
tants to destroy towers that it would repair afterwards. Con- 
retely, Electroservicios paid around $4k USD to bring down 

ach tower, but received around $75k USD to repair them. With 

his corrupt plot Electroservicios managed to thrive, sponsor- 
ng around 215 attacks on electric towers during 2005–2008 
2,3] . 

The experience of the Colombian government and private 
ectors, who operate critical infrastructures under continuous 
ttacks, can provide insights into the strategic and adversarial 
ature of defender-attacker conflicts. In particular, some ele- 
ents of such conflicts can be relevant for cyber-security and 

he protection of other critical infrastructures. For example,
ecurity problems aggravated due to misaligned incentives,
an occur in other industries. Concretely, Brian Krebs reported 

hat a company specialized in protecting against distributed 

enial of service (DDoS) attacks co-authored the Mirai mal- 
are to attack some of its customers [4] . In this way, the com-
any thrived by manufacturing both threats and protections,
hile the victims had no choice but to accept this deal. 

In this paper we analyze perverse incentives that aggra- 
ate security problems and strategies to prevent them. We 
tart by providing some background on attacks to the Colom- 
ian power grid in Section 2 . The historical data shows that 
he number of attacks sponsored by Electroservicios exceeded 

onsiderably the usual guerrilla activity. 
In Section 3 we present the bidding process used to se- 

ect contractors and we show how Electroservicios profited by 
olluding with guerrilla groups. In particular, the perverse in- 
entives arise because the infrastructure administrator can- 
ot verify the identity (or the motivation) of the attackers. For 
xample, Electroservicios was successful (at least for a while),
ecause the authorities associated its attacks with the usual 
ctions of guerrilla groups. 

An infrastructure administrator may prevent corruption by 
educing the information asymmetries, e.g., developing mon- 
toring schemes to detect frauds. However, here we analyze 
ow to prevent frauds by modifying the mechanism to se- 

ect contractors. We find that it is possible to reduce the per- 
erse incentives by assigning repair contracts randomly. In 

ection 4 we propose and analyze a random selection mecha- 
ism and illustrate its efficacy with a numerical example. We 
lso show how audits on the repairs can mitigate the contrac- 
or’s perverse incentives. 

Finally, Section 5 shows that other parties involved in the 
epair process (e.g., local workers) may have incentives to at- 
ack the system. We also show how the mechanism from 

ection 4 can mitigate the perverse incentives of workers. In 

ection 6 we summarize related work and conclude with a dis- 
ussion in Section 7 . 

. Analysis of attacks against the power grid 

olombia has suffered more than five decades of conflict be- 
ween leftist guerrillas, right-wing paramilitaries, government 

ilitary forces, and illegal drug trade. The largest leftist guer- 
illa in the nation is the FARC (Fuerzas Armadas Revolucionar- 
as de Colombia). The rebels have targeted the critical infras- 
ructure of Colombia, such as the power grid and oil pipes,
o expose government weaknesses, to force negotiations, and 

o create diversions for other strategic actions ( Fig. 1 shows 
n example of a transmission tower destroyed by a guerrilla 
roup). 

The attacks against the power grid can be intense and may 
ffect large geographical areas. For example, in January 2002,
he FARC attacked 38 towers, leaving 28 municipalities with 

utages and brownouts [5] . Also, the attacks may affect major 
ities. On March 2000, an attack on 11 towers and an electricity 
ubstation caused blackouts in at least seven cities, including 
he capital Bogotá [6] . Such attacks disrupt the economy and 

ause significant losses; in particular, the cost of attacks has 
een estimated to be 1.8% of commercial activities [7] . Besides,
he attacks also endanger human lives. In 2012, five workers 
ere killed and six others were wounded by landmines left 
ehind to sabotage relief works in Tumaco [8] . 

The companies operating the power system have gained 

aluable experience maintaining the service provision despite 
onstant attacks by rebels. For instance, repairing electric tow- 
rs took around 13 days in 2004, while in 2009 it took 6 days
n average. They also established new protocols, such as in- 
talling provisional towers whenever appropriate while the re- 
airs finished. 

The southwest region of Colombia,1 where irregular tower 
ttacks happened, has 2,744 towers and 17 main power lines.
hey represent only 18% of the total number of towers in the 
ower grid and 20% of the total number of main power circuits.
ig. 2 shows the percentage attacks in the southwest region 

ompared with attacks in the rest of the power grid during 
he 2000–2010 period. This figure shows that the number of 
ttacks intensified in the southwest region during the 2006–
008 period. 

Fig. 3 presents a comparison of the number tower at- 
acks versus the number of violent events attributed to 
uerrillas. The disparity of tower attacks with respect to 
uerrilla violence in the southwest region of Colombia 
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Fig. 2 – Tower attacks comparison. The attacks increase in the southwest region during 2005–2008. 

Table 1 – Tower attacks - Guerrilla violence ratios 2000–2009. the highest ratios between power grid attacks compared to 

other types of violence are colored in red, yellow and green. 

 

 

 

 

 

 

 

 

 

 

 

 

 

is notorious. In particular, while the number of guerrilla
violence remains stable in this period (around 63 violent
events on average), the number of tower attacks increased
significantly. 

Table 1 shows the ratio between tower attacks and guer-
rilla violence per department 2 (we highlight the highest ratios
with color red, yellow, and green). Observe that Antioquia is
2 We extract the activities of guerrillas from the database of ac- 
tors and conflict dynamics, compiled by the CINEP (Centro de In- 
vestigación y Educación Popular). 

 

 

 

consistently in the first three places, e.g., Antioquia suffered
most of the attacks between 2000 and 2009 (710 attacks on
towers in total). However, in the 2005–2008 period, Antioquia
switched positions with other departments, especially with
Cauca, which experienced a swiftly increment in the num-
ber of tower attacks. In fact, from 2006 to 2008 Cauca had the
largest ratio of towers attacked vs. violent events, reaching the
highest ratio in the table (by far) in 2008, with tower attacks
doubling other violent actions. 

After analyzing the aforementioned anomalies in Cauca,
ISA (the major service provider of the Colombian power grid)
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Fig. 3 – Tower attacks - Violence comparison 2005–2008. 
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Fig. 4 – Number of attacks on the main affected regions 
during 1999–2015. The intervention of Electroservicios from 

2005 to 2008 raised the attacks in Cauca, which surpassing 
other regions known for their antecedents of violence. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3 Retaliation may take many forms. On one hand, the whistle- 
blower in Electroservicios case received life threats from guerrilla 
groups. On the other hand, Brian Krebs suffered a 620 Gbps DDoS 
attack (the largest at the time) because he published a story that 
mentioned a co-author of the Mirai botnet. 

4 The transmission companies designated a single contractor to 
repair the towers in a given region. 
examined reports from repair activities and found that the at-
tacks had the following characteristics: 

• All the towers demolished belonged to them. 
• The attackers’ modus operandi was the same (e.g., they

deployed the explosives in the same place). 
• The same contractor (Electroservicios) repaired almost

all the towers. 

After tipping off the police, the authorities infiltrated the
contractor and in 2008 they discovered that Electroservicio’s
business boomed since 2005 thanks to its cooperation with
guerrilla groups. The contractor did not attack the electric
towers directly; instead, it hired four guerrilla militants to de-
molish the towers. Electroservicios paid each militant around
$1k USD and received from $25k to $75k USD to repair each
tower. Fig. 4 illustrates the time line of the attacks in Cauca,
compared to attacks in other affected regions. 

Electroservicios and the guerrilla militants used the follow-
ing criteria to choose the targets and execute the attacks: 

• They chose towers with easy access to facilitate the es-
cape of militants and the arrival of workers. 

• The guerrilla militants had instructions to damage par-
tially the towers to allow both cheap and fast repairs. 

• Electroservicios ordered the attacks only on weekdays
to avoid paying overtime to its employees. 

Thanks to the previous precautions, Electroservicios
demonstrated competence repairing towers and also thrived,
because besides increasing the frequency of the services, the
planned attacks also reduced repair costs. On the other hand,
ISA’s estimated loses during 2005–2008 amount to $8 million
USD. 
2.1. Why did it take so long to detect the fraud? 

In hindsight, the singular properties of the attacks suggest a
glaring fraud; however, it was difficult to determine the cause
of the anomalies. On one hand, attacks on critical infrastruc-
tures are often attributed to guerrilla groups (even when they
do not claim responsibility), therefore, such anomalies may
not raise alarms. In fact, a prosecutor disregarded the initial
denounces by ISA due to the apparent implausibility of the
allegations. 

On the other hand, demonstrating the implication of the
contractor required extreme caution, because hasty accusa-
tions without solid evidence would fail, allowing the culprits
to flee and/or manipulate evidence. Moreover, the whistle-
blower also faces the risk of retaliation [9] .3 In the Electroser-
vicios case, a prosecutor eventually agreed to investigate the
case, ordering infiltrations to determine the responsibility of
the contractor. 

3. Traditional selection of contractors 

Due the large volume of attacks, transmission companies in
Colombia had to hire third parties to repair transmission tow-
ers.4 However, selecting a service provider is a non-trivial task,
since both the transmission company and the contractors
have conflicting interests and asymmetric information. Con-
cretely, while transmission companies attempt to minimize
their expenses, the contractors benefit with larger payments.
Hence, the contractors may conceal their private information
(e.g., the repair costs and/or benefits) to improve their rev-
enues. 

Below we introduce a model of the conflict between the
parties and describe typical policies used to negotiate repair
services. With these models we show how Electroservicios
exploited the contractual policies by colluding with guerrilla
groups. 

3.1. Model of agents 

Let us assume that N contractors, which conform the set C =
{ 1 , . . . , N} , offer repair services (bids). In particular, we denote
the offers of all contractors with the vector s = [ s 1 , . . . , s N ] ,
where the i th contractor bids s i ∈ R . 

Let us consider a transmission company that commits to
a mechanism M = 〈 p, t〉 to select the contractor (or con-
tractors) that will repair the towers in a given region. This
mechanism specifies two functions that determine the par-
ticipation and the compensation of the bidders. On one hand,
p(s ) = [ p 1 (s ) , . . . , p N (s )] determines the probability of selecting
each contractor given the bid vector s , where p i ( s ) ∈ [0, 1] with∑ 

i p i (s ) = 1 . On the other hand, t(s ) = [ t 1 (s ) , . . . , t N (s )] deter-
mines the payment of the contractors, with t i (s ) ∈ R . 
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Now, let us define the profit of the agents with the mecha- 
ism M . First, we define the expected losses of the transmis- 
ion company as 

 (s ) = θ

⎛ 

⎝ l + 

∑ 

i 

p i (s ) t i (s ) 

⎞ 

⎠ , (1) 

here θ represents the number of towers damaged with legit- 
mate attacks, l represents losses caused by the interruption 

f the electricity flow, and 

∑ 

i p i (s ) t i (s ) represents the expected 

epair costs.5 

Second, we define the expected profit of each contractor 
 ∈ C as their expected income minus the expenses, that is, 

 i (s i , s −i ) = θ p i (s )(t i (s ) − E) , (2)

here s −i = [ s j ] j � = i represents the bids of all, except the i th con-
ractor. On the other hand, E represents the expected expenses 
o repair a tower, which comprises the costs to mobilize equip- 

ent, materials, and personnel to repair a tower.6 

Additionally, we assume that each contractor i demands 
ome minimum return to accept a repair contract. We repre- 
ent this restriction with 

 i (s i , s −i ) ≥ r i θ p i (s ) E, (3) 

here θp i ( s ) E represents the expected expenses for repairing θ
owers and r i ≥ 0 represents the return of investment required 

y the i th contractor. Thus, the minimum bid that satisfies the 
eturn required by the contractor (see (2) and (3) ) is 

 

∗
i = (1 + r i ) E. (4) 

We assume that the transmission company has limited 

nowledge and ignores the minimum profit r i E required by the 
 th contractor. In the literature of mechanism design , the private 
nformation of each agent, in this case r i E , represents the type 
f the bidders. Although in practice the transmission com- 
any can estimate the damage of each tower to adjust the pay- 
ents t , we assume that the transmission company ignores 

he value of the repair expenses E . This is the worst case in 

hich the transmission company makes the same payment 
ndependently of the type of attack. In other words, the trans- 

ission company cannot distinguish legitimate from spon- 
ored attacks. 

In summary, the mechanism M creates a game in which 

he contractors’ profit depends on their own bids s i and the 
ids of other contractors s −i . The timing of the game is as fol-

ows: 

i. The principal publishes a mechanism M = 〈 p, t〉 . 
5 Although the Colombian regulations do not penalize failures to 
eliver electricity caused by terrorist attacks, transmission com- 
anies still must purchase more expensive sources of electricity 

if available), such as carbon-based fuels. 
6 Although the losses l and the repair expenses E may vary in 

ach attack, we assume that the transmission company and the 
ontractors use average values to determine their strategies. 

v
i
s
t
p

t

ii. The contractors realize their private information and 

submit a message (bid) s i to the principal. 
iii. The principal determines the outcome (participation 

and compensation) based on the bid vector s . 

.2. Selection of lawful contractors 

conomic theory has an extensive literature on the design 

f policies to reach a desired goal despite the conflicting ob- 
ectives and the asymmetric information of the participants.
pecifically, some celebrated results from mechanism design 
emonstrate that auctions can both elicit private information 

rom agents and maximize the revenue of the auctioneer [10] .
In this case, the transmission company can use a reverse 

uction 7 to select the best contractor. In a reverse auction the 
ransmission company wants to buy a service (e.g., tower re- 
air) and multiple sellers (who must satisfy the contract spec- 

fications) offer bids on the contract (e.g., repair costs). The re- 
erse auction can have many stages in which bidders make 
ffers using closed envelopes. The bids at each stage start at 
he lowest bid offered in the previous stage; thus, the sellers 
ompete reducing their bids and the seller with the lower bid 

ins the contract. 
Let us illustrate why a reverse auction elicits private in- 

ormation from the contractors and maximizes the revenue 
f the transmission company. On one hand, in a reverse auc- 
ion each contractor (if selected) may receive a compensation 

qual to its bid, that is, 

 i (s ) = s i . (5) 

oreover, the transmission company may select the probabil- 
ty vector p to minimize the costs (see (1) ); hence, p solves 

minimize 
p 1 , ... ,p N 

θ

⎛ 

⎝ l + 

∑ 

i 

p i t i (s ) 

⎞ 

⎠ = θ

⎛ 

⎝ l + 

∑ 

i 

p i s i 

⎞ 

⎠ 

subject to 
∑ 

i 

p i = 1 , 

p i ≥ 0 . 

lthough we formulate the mechanism allowing random se- 
ection, the optimal selection rule, denoted p d , is deterministic 
nd satisfies 

p d i = 

{ 

1 if s i ≤ s j i � = j 
0 otherwise . 

(6) 

n other words, the transmission company minimizes its costs 
y selecting the contractor that offers the minimum bid.8 

On the other hand, a mechanism given by (5) and (6) in- 
entives contractors to offer the minimum cost that they can 
7 Auctions are mechanisms that allow a seller to elicit the pri- 
ate information from buyers and assign a good to the buyer will- 
ng to pay the largest quantity [11] . A reverse auction follows the 
ame principle, but inverting the roles of the parties. According to 
he Colombian contracting code of public administrations [12,13] , 
ublic biddings must follow reverse auctions. 
8 In Section 4 we show that random selection of bidders con- 

ributes to prevent attacks. 
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accept, denoted s ∗i . In particular, with enough competition, se-
lecting s i = s ∗i is a Nash Equilibrium , that is, when other partici-
pants make their minimum bid (denoted s ∗−i ), the i th contrac-
tor weakly prefers to to bid s ∗i over other strategy s i , that is, 

u i (s 
∗
i , s 

∗
−i ) ≥ u i (s i , s 

∗
−i ) . 

Observe that if the contractor offers a bid s i = s ∗i +ε, with ε > 0,
then the contractor may lose the bid (even if the contractor
can offer the lowest bid). On the other hand, a bid s i = s ∗i − ε

violates the restriction in (4) , therefore, the contractor may not
receive its minimum expected compensation. 

In summary, the auction mechanism, denoted M d = 〈 p d , t〉 ,
incentives contractors to reveal their private information,
which allows the transmission company minimize its ex-
penses. Observe that the auction assumes implicitly that no
agent can control the repair expenses E ; however, this as-
sumption fails when the contractors secretly cooperate with
guerrilla militants. Below we show how the bidding strategy
changes considering collusions with guerrilla groups. 

3.3. Modeling the Electroservicios case 

A contractor that colludes with guerrilla militants augments
its action space, because now it decides whether to sponsor
attacks. Let the vector a = [ a 1 , . . . , a N ] be the attack strategy of
all contractors, with a i ∈ R ≥0 for i ∈ C. 

We define the profit associated to sponsored attacks as 

w i (s, a ) = p i (s )(s i − E a ) 
∑ 

j 

a j − b(a i ) , (7)

where E a is the cost to repair a tower damaged with a spon-
sored attack. Since carefully planned (sponsored) attacks re-
duce the repair expenses, then E a < E . This implies that the
contractor earns a larger profit with sponsored attacks, com-
pared with legitimate attacks. 

On the other hand, the function b ( a i ) represents the bribe or
cost to launch a i attacks. We assume that the bribe b : R ≥0 →
R + is convex and strictly increases with the number the at-
tacks, because 1) the risk of being captured increases with
the frequency of the attacks (since the military forces would
increase the frequency of patrols); and 2) the guerrillas may
charge the opportunity cost incurred attacking electric towers
rather than doing other activities. Hence, we assume that the
bribe function b ( · ) satisfies ˙ b > 0 and b̈ ≥ 0 . 

Remark 1. We ignore the risk of detection for the contractor,
because in the worst case the transmission company won’t
distinguish sponsored from legitimate guerrilla attacks. 

The mechanism M d selects only one contractor to repair
the towers within a region. Hence the contractor who wins
the auction also repairs all the towers affected with sponsored
attacks, which amount to �j a j . In addition, given the timing
of the game, the decision to sponsor attacks takes place once
the auction finishes. As a consequence, only the contractors
who wins the auction may have incentives to sponsor attacks.
Thus, we can assume that if the i th contractor wins the auc-
tion, then a j = 0 for j � = i , 

∑ 

j a j = a i . Hence, (9) becomes 

w i (s, a i ) = a i (s i − E a ) − b(a i ) . (8)
In summary, the total profit of a contractor will have two
components, given by both the legitimate (see (2) ) and the
sponsored attacks (see (8) ). Consequently, a contractor can of-
fer lower bids anticipating the benefit of sponsoring attacks. In
particular, the bid s and attack a that guarantee the minimum
return required by the contractors satisfy 

u i (s ) + w i (s, a ) ≥ r i p i (s )(θE + a i E a + b(a i )) , (9)

where θE + a i E a + b(a i ) represent the total expenses for spon-
soring attacks. Thus, the minimum bid that a contractor can
offer, denoted s a i (a i ) , satisfies (9) with equality 

s a i (a i ) = s ∗i + (1 + r i ) 
b(a i ) − (E − E a ) a i 

θ + a i 
. (10)

Observe that when a = 0 the contractor cannot offer lower
bids, that is, s a i (0) = s ∗i ; however, a contractor can reduce the
bids (i.e., s a i (a i ) < s ∗i ) if the benefit from sponsored attacks
(E − E a ) a i exceeds the cost of the attacks b ( a i ). Nevertheless,
this reduces the profit of the contractor. 

In the next example we reconstruct the case of Electroser-
vicios using information from news reports and assuming
worst case scenarios. We show that the failure to estimate the
real expenses ( E and E a ) play a vital role for the success of the
attack. Also, we illustrate how lower bids impact the profit of
the corrupt contractor. 

3.4. Numerical example 

3.4.1. Recreating the Electroservicios case 
Here we assume that the contractor does not offer reduced
bids; therefore, it can collect the maximum profit from the
sponsored attacks. In other words, the contractor bids s i = s ∗i ,
which satisfies (4) . 

The news reports mention that ISA (the transmission com-
pany) paid from $75k to $25k USD to repair electricity towers
[2] . For simplicity, we consider that legitimate attacks cause
maximum damage, while sponsored attacks do the opposite,
reducing the expenses to the minimum. Hence, we assume
that t max = $75 k and t min = $25 k USD are fair compensations
for repairing towers damaged by legitimate and sponsored at-
tacks, respectively. 

According to the previous considerations we define the
usual payment for repair services as 

t i = s ∗i = t max , 

where the i th agent is the winner of the auction. 
With a rate of return r i = 10% , we can use (4) to find the

expenses to repair each tower (which suffered a legitimate
attack) 

E = 

t max 

(1 + r i ) 
= $68 , 182 . 
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9 In the literature of mechanism design the principal is the agent 
that design the mechanism. Here, the principal is the transmission 

company. 
10 The theorem applies if the participants are risk neutral and 

have i.i.d. valuations. 
n a similar way, we define the expenses to repair towers that 
uffered sponsored attacks as 

 a = 

t min 

(1 + r i ) 
= $22 , 272 . 

From the reports we know that the contractor payed 

round $4k USD to attack each tower. Although the reports 
ive little information about the form of the bribe function 

 ( · ), we follow the standard practices in economics and as- 
ume that this function is increasing convex. In particular, we 
efine the bribe function as in [14] 

(a i ) = a i b 0 + λ
(1 + α) a i − 1 

α
. (11) 

et us assume that the bribe required to attack one tower as 
(1) = b 0 +λ = $4 k USD, where b 0 represents the fixed cost and
= 0 . 2 b 0 is a parameter of the variable cost (see (11) ). Conse-
uently, b(1) = 1 . 2 b 0 and b 0 = $3 , 333 . Furthermore, we choose
to satisfy the following assumptions about the optimal num- 
er of attacks. 

The story by Caracol [3] reports that Electroservicios spon- 
ored approximately 215 attacks on energy towers during 3 
ears. Here we assume that the number of sponsored attacks 
as optimal, that is, the contractor had maximum profit with 

 

∗
i = 215 / 3 ≈ 72 attacks per year. In consequence, a ∗i must sat-
sfy (8) , that is, 

 

∗
i ∈ arg max 

a i 
a i (s 

∗
i − E a ) − b(a i ) . 

e find numerically that the previous expression is true with 

= 0 . 0625 . Finally, we estimate the number of legitimate at- 
acks as θ = 20 . 

.4.2. Role of asymmetric information 

ow we show how asymmetric information creates incen- 
ives to sponsor attacks. Let us represent with 

ˆ t (γ ) = γ t min + 

1 − γ ) t max an estimation of the costs to repair towers targeted 

y sponsored attacks. Here γ ∈ [0, 1] represents the accuracy 
f the estimation. Thus, estimations with minimum accuracy 
 γ = 0 ) will lead to the maximum payment ˆ t (0) = t max , while
ccurate estimations ( γ = 1 ) will lead to the appropriate pay- 
ent, in this case, ̂  t (1) = t min . 
Let us define the profit of sponsored attacks (see (8) ) as a 

unction of the estimation accuracy γ

 i (s, a i , γ ) = a i ( ̂ t (γ ) − E a ) − b(a i ) . (12)

ig. 5 shows the optimal number of attacks a ∗i that maximizes 
he contractor’s profit in (12) as a function γ . In this case, the 
ontractor reduces the number of sponsored attacks as the 
ost’s estimations become more accurate. In particular, ignor- 
ng the minimum rate of return, sponsored attacks become 
nprofitable if ̂  t (γ ) − E a < b(1) , for some γ ∈ [0, 1]. 

.4.3. Contractor’s bidding strategies 
ig. 6 shows the profit of a contractor when it uses two dif- 
erent bids, namely the optimal bid without attacks s ∗i (see 
rom (4) ) and the minimum bid with a i planned attacks s min ( a i )
see (10) ). In this case the contractor can offer more compet- 
tive bids at the expenses of a lower profit; however, the con- 
ractor still has incentives to sponsor attacks. 

. Designing contracts to prevent attacks 

n this section we discuss alternatives to prevent attacks 
nd introduce a modified auction that discourage sponsored 

ttacks. The new auction introduces a competition among 
ontractors and leverages market inefficiencies (such as the 
ragedy of the commons [15] or the price of anarchy [16] ) to reduce
he total number of attacks. 

.1. Strategies to prevent attacks 

he transmission company can prevent attacks by reducing 
he asymmetries in information. For example, direct monitor- 
ng, such as the investigations that revealed the fraud, can 

xpose corrupt companies, but are prohibitively expensive.
oreover, indirect monitoring, such as Yardstick competition,
elps identifying anomalous behaviors by comparing the bids 
f similar firms [17] . Although such mechanism help to iden- 
ify anomalous small bids, a malicious contractor can antici- 
ate the detection efforts and offer bids that avoid alarms. 

The principal 9 may redesign the mechanism to guarantee 
hat the participants report their private information, e.g., the 
eal cost of repairs and/or the capacity to collude with guer- 
illas. Such mechanism should incentive contractors to re- 
ort vulnerabilities in the contracts, just as bug bounty pro- 
rams incentive individuals to report software vulnerabilities.
n other words, the mechanism proposes a negotiation be- 
ween the parties, including the guerrilla groups. We don’t 
xplore this scenario because companies that negotiate with 

uerrillas may face severe penalties, since economic transac- 
ions can be interpreted as cooperation with insurgents. 

A third alternative consists in selecting another type of 
uction to assign the repair contracts. In this case, we use 
he celebrated revenue equivalence theorem (RET) to determine 
hether a different auction leads to the same results [10,18] .
ccording to the RET, auctions that satisfy the following con- 
itions yield the same expected welfare to both the principal 
nd the bidders: 10 1) the highest bidder wins the auction and 

) bidders with the lowest valuation expect zero surplus. 
The RET is relevant because the transmission company 

ses an ascending auction to select repair services (see 
ection 3 ). Therefore, the RET implies that first price, second 
rice , and all-pay auctions (among others) are equivalent, be- 
ause the outcome (expected welfare of the participants) will 
e the same. That is, auctions that comply with the RET may 
ive the contractors the same incentives to sponsor attacks.
elow, we leverage the RET to design an auction that leads to 
 different outcome, which disincentive attacks. 
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In this case, we propose a new mechanism M r = 〈 p r , t〉 ,
hose selection rule p r designates multiple contractors to re- 
air towers within a region, rather than a single one.11 In par- 
icular, the principal can change the game in substantial ways 
y selecting randomly a contractor to repair each damaged 

ower. On one hand, the results of the RET do not apply to M r ,

ecause it designates multiple contractors. As a consequence,
his mechanism can change the expected welfare of the bid- 
ers. On the other hand, the timing of the game changes, be- 
ause now the principal selects the contractors ex-post , that is,
fter the attacks take place. 

.2. Random selection mechanism 

et us assume that the principal selects a pool of n firms that 
an provide repair services. Without loss of generality, we de- 
ne the pool as C r = { 1 . . . , n } . The proposed selection mecha-
ism change the strategy of contractors in two fundamental 
ays. First, any contractor from the pool, which have a posi- 

ive probability of repairing each tower, may have incentives 
o sponsor attacks. Second, the contractors may have less in- 
entives to sponsor attacks, with respect to the mechanism 

 d , because now a lottery determines whether they will en- 
oy the benefits. Here the timing is critical, because unlike M d , 

ponsoring an attack doesn’t guarantee benefits. 
We assume that the mechanism M r creates interdepen- 

encies between the contractors, because their combined 

trategies may affect the cost of attacks (e.g., if they hire the 
ame militants to attack the towers). We model this situation 

ith a Cournot competition , in which the contractors compete 
n the number of attacks that they select. Hence, we see the 
uerrilla as a service provider with cost function b ( · ). 

If the guerrilla is price taker ,12 then it is optimal for them to 
et prices as the marginal costs, i.e., ̇  b (·) . Thus, the profit from 

ttacks (see (7) ) becomes 

 i (s, a ) = p r i (s )(s i − E a ) 
∑ 

j∈C r 
a j − a i ̇ b 

⎛ 

⎝ 

∑ 

j∈C r 
a j 

⎞ 

⎠ . (13)

.3. Properties of the mechanism M r 

he contractors experience the tragedy of the commons with 

 r , because the self-interest reduces the collective welfare.
his happens because the contractors have less incentives to 
ponsor attacks. Therefore, the competition between contrac- 
ors improve the security of the system. We summarize this 
esult in the following theorem.13 

heorem 1. Consider the the mechanism M r and a bid s such that 
p r i (s ) ∈ [0 , 1) for i ∈ C r . Let a ne be the Nash Equilibrium of the

ournot competition between contractors and a op be their optimal 
ollective strategy. If the bribe function satisfies ˙ b (z ) > 0 for z ≥ 0,
11 In fact, ISA, the transmission company, adopted a similar 
echanism after the case of Electroservicios came to light. 

12 A price taker does not have power to set prices. This may be 
he case, because multiple insurgent groups can provide the same 
ervice (i.e., attack towers). 
13 We include the proof of this and the following results in the 
ppendix . 

i
a

w

hen the contractors implement strictly less attacks in the Nash Equi- 
ibrium. That is, 

∑ 

i a 
ne 
i < 

∑ 

i a 
op 
i . 

The previous results is true as long as p r i (s ) ∈ [0 , 1) , which
s true if and only if the mechanism selects multiple firms. 

The next result shows that, even if the contractors collude,
he mechanism M r guarantees that the aggregate attacks 
oes not exceed the attacks that a single contractor would 

ponsor. In particular, if the transmission company selects a 
ingle contractor with bid ˜ s = 

∑ 

i p 
r 
i (s ) s i (the expected bid given

 

r and s ), then this contractor would sponsor ˜ a = 

∑ 

i a 
op 
i at- 

acks. In other words, in the worst case the contractors may 
mplement roughly the same number of attacks as a single 
ontractor. 

roposition 1. Consider a mechanism M r that selects among n bid- 
ers given a bid vector s. Let a op be the optimal collective strategy
nd a ne be the Nash equilibrium when the mechanism selects a sin- 
le contractor with bid ˜ s i . If ˜ s i = 

∑ 

i p 
r 
i (s ) s i , then, 

∑ 

i a 
op 
i = 

∑ 

i a 
ne 
i . 

The previous result shows that the new contracts would 

ail if a large set of contractors collude in attacks, but as far as
e are aware, that level of corruption hasn’t been encountered 

n Colombia. 
Now we are interested in the design of the selection rule p r 

o reduce the number of attacks. The next result shows that 
he total number of attacks decrease with n if the expected 

enefit with each repair p r i (s )(s i − E a ) (see (13) ) decreases with
he size of the pool n . 

heorem 2. Consider the mechanism M r and a bid s. Let a ne be the
ash Equilibrium of the Cournot competition between contractors. If 

lim 

 →∞ 

p r i (s )(s i − E a ) = 0 (14) 

or all i, then 
∑ 

i a 
ne 
i → 0 as n → ∞ . 

Observe that p r modifies the expected benefit of each re- 
air, p r i (s )(s i − E a ) , which in turn determines the number of
ttacks. Hence, the principal may design p r to reduce the 
arginal valuation of all the participants. In particular, the 

rincipal can reduce the number of attacks guaranteeing that 
he contractors have the same expected profit, which implies 
hat they use the same strategy. The following result specifies 
he properties of p r to minimize the number of attacks given 

ome n . 

roposition 2. Consider the mechanism M r and a bid s. If the se-
ection probability p r guarantees p r i (s i − E a ) = p r j (s j − E a ) for every
idder i , j, then the the Nash equilibrium has minimum aggregated 
ttacks. 

emark 2. The optimal policy from Proposition 2 requires 
nowledge of the real expenses E a ; however, the principal may 

gnore such information. Therefore, the principal may use an 

lternative policy 

p r i (s ) = 

1 
n 

, 

hich satisfies (2) . 
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4.4. Impact of audits 

A weakness of the mechanism lies in its dependence with
the number of companies n . Here we investigate how audits
can reduce information asymmetries, and in turn, mitigate
the perverse incentives to sponsor attacks. Concretely, we con-
sider audits, conducted with probability β, that reveal the real
repair costs; thus, the transmission company distinguishes le-
gitimate and sponsored attacks with probability β. Moreover,
we assume that the transmission company adjusts its pay-
ment to guarantee a fair rate of return (i.e., (1 + r i ) E a ); hence,
the corrupt contractor’s net profit becomes 

πi = 

{ 

r i E a , with probability β
s i − E a , with probability 1 − β

(15)

The audit modifies the expected profit of the contractors
(see (13) ) as follows 

w̄ i (s, a ) = p r i (s )E[ πi ] 
∑ 

j∈C r 
a j − a i ̇ b 

⎛ 

⎝ 

∑ 

j∈C r 
a j 

⎞ 

⎠ . (16)

The next result shows that the audit’s probability β that
prevents attacks decreases linearly with the number of con-
tractors n , when p r i (s ) = 1 /n . 

Proposition 3. Consider the mechanism M r with p r i (s ) = 1 /n and
an audit with probability β (see (15) ). Then, the Nash equilibrium
satisfies a i = 0 if 

β ≥ s i − E a − n ̇ b (0) 
s i − (1 + r i ) E a 

for all i ∈ C r . 

Fig. 7 shows an example of the total attacks as a function
of n , the number of contractors that participate in the selec-
tion process. In this case we assume that each contractor bids
s i = s ∗i = (1 + r i ) E. We allow different bids by drawing r i from
a normal distribution with mean 0.1 and standard deviation
0.01. Furthermore, we select p r satisfying Proposition 2 . 

In the worst case, when the contractors collude, the total
attacks 

∑ 

i a 
opt 
i remain roughly constant; however, the compe-

tition among bidders reduce the number of attacks. Therefore,
the competition created by M r improves the security of the
system by leveraging the tragedy of the commons, as indicated
by (1) . Moreover, the attacks become unfeasible if n ≥ 13, which
occurs because p r satisfies (2) . 

5. Worker’s incentives to sponsor attacks 

The contractors often hire non-specialized workforce from the
region of the accident to reduce costs. A concern is that these
workers would demolish the towers to have an employment
opportunity. In particular, individuals who are unemployed or
have a low salary may profit by sponsoring attacks. In this sec-
tion we analyze the conditions in which workers can sponsor
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ttacks and we use ideas from the previous section to make 
hese attacks unprofitable. 

.1. Incentives of workers 

ere we consider the conditions that make attacks profitable 
or a single worker. Let S be the salary paid by the repair com- 
any, S min the minimum salary (either the worker’s current 
alary or the minimum salary accepted), and τ the time that 
akes to repair a tower. We assume that repairing towers gives 
igher compensations ( S ≥ S min ), because it is a risky activity.
pecifically, workers are exposed to bombs hidden close to the 
owers and they can be kidnapped by the guerrilla groups [19] .

For a worker, sponsoring attacks on δ towers is profitable if 
he profit with an attack is higher than its cost. We can express 
his condition as 

S − S min ) τδ > b(δ) , 

hich can be rewritten as 

 − S min ≥
b(δ) 
τδ

. 

rom this expression we can see that longer repair periods in- 
rease the interest in sponsoring attacks. From technical re- 
orts we know that repairs can take τ = 13 days in the worst 
ase. Consequently, at least one attack is profitable if 

 − S min ≥
b(1) 
13 

= $307 . 7 . 

he minimum daily wage in Colombia during 2005 was S min = 

7 . 89 . Hence, an individual worker can sponsor an attack if 
is payment exceeds in at least 38 times the minimal wage 
 S > 38 S min ), which seems unlikely. On the other hand, if the
ompany hires m workers, they can form coalitions to share 
he cost of launching an attack. In such case, the workers may 
ponsor attacks if their individual compensation is positive,
hat is, 

 − S min ≥
b(δ) 
mτδ

. 

We know that, in the worst case, a tower requires 4 
uadrilles (or teams) to repair it. Each quadrille is composed 

y 25 persons, of which 14 are specialists. Hence, we assume 
hat 11 persons per quadrille can be hired from the local re- 
ion. Consequently, we assume that the company hires m = 44 
ocal workers. With these parameters we calculate the mini- 

um salary that incentives at least one attack 

 − S min ≥
b(1) 

44 · 13 
= $6 . 98 . 

ote that in the worst case, unemployed workers have S min = 

 . Since contracts cannot offer salaries lower than the minimal 
age, then a coalition of workers can get some profit sponsor- 

ng an attack, because the minimal wage ($7.89) exceeds the 
inimum salary $6.98 required to sponsor an attack. 
The transmission company may attempt to avoid attacks 

electing the salary as S = S min . However, this approach can 

ail, because a low salary may not compensate honest workers 
or the risk that they take repairing towers. 
.2. Incentives with random selection of workers 

lternatively, we can think in a raffle to choose workers. Let 
s assume that the total number of possible workers is M . If m
orkers plot an attack expecting to be hired by the company, k 
orkers of the coalition have the following probability of being 
ired: 

 (M, m, k ) = 

( m 

k ) ( 
M −m 

m −k ) 

( M 

m 

) 
. 

herefore, the expected number of workers that belong to the 
oalition is 

¯  = 

m ∑ 

k =0 

B (M, m, k ) k < m. 

urthermore, m̄ decreases as M increases. Thus, the condition 

or a profitable attack becomes 

 − S min ≥
b(δ) 
τδm̄ 

> 

b(δ) 
τδm 

. 

herefore, random selection of workers hinder attempts to co- 
rdinate attacks, because the profit of workers decrease with 

he total number of workers M . 

. Related work 

he interest for the security for critical infrastructures has 
rown in the last years, in part due to threats manifested in cy-
er attacks against Uranium enrichment plants [20] , the power 
rid [21] , and other industrial plants [22] . A weakness of criti-
al infrastructures comes from the large number of vulnerable 
eld devices, which extend the attack surface and may allow 

ophisticated attacks [23–25] . 
The research on cyber security often contemplates a va- 

iety of financially motivated attacks. For instance, Liu et al.
26–29] introduce attacks on devices or communication chan- 
els that can change the electricity’s market equilibrium ben- 
fiting the adversary. On the other hand, the defenses often 

ocus on designing and/or deploying mechanisms to prevent,
etect, and mitigate attacks [30–34] . 

Moreover, the works in the literature usually analyze con- 
icts between two parties, namely the adversary and the de- 
ender. However, we consider a third party that colludes with 

he adversary and manages to profit while remaining anony- 
ous. Such situation can occur in some cyber attacks, because 

t is difficult to identify the adversaries, who can do business 
ith the defender (e.g., in cases of insider threats). Moreover,

s happens in other financially motivated attacks, we propose 
 mechanism that mitigates the interest of the adversary. 

. Discussion and conclusions 

n this paper we model a series of attacks that happened in the
olombian power system, and the actions the electric trans- 
ission company took to minimize future contractors and 
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Table 2 – Firms and workers operate in different ways, because they interact in different ways. Nevertheless, the random 

selection mechanism can reduce their perverse incentives. 

Relation Perverse Incentives Mechanism’s impact 

Firms Compete through bids Auction’s winner colludes 
with guerrillas 

Changes the contract’s timing 
and creates competition 

Workers Independent Cooperate to create labor’s 
demand 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

workers from launching similar attacks (see Table 2 ). This real-
world example shows how economic incentives can have a
dual role in the protection of a system. On one hand, mis-
aligned incentives can be exploited by adversaries, and on the
other hand, the system can be made more resilient to attacks
by properly designing contracts. 

Practical implementations of the proposed approach may
face some issues. On one hand, the mechanism needs a large
pool of contractors and workers to reduce the perverse incen-
tives; however, in practice few firms may offer repair services.
Nonetheless, audits can lessen these difficulties, because they
reduce information asymmetries exploited by corrupt con-
tractors. On the other hand, these mechanisms may result in
additional transportation costs and delays, which may raise
the repair expenses. 

In practice, the electricity company adopted audits before
choosing a repair company. Concretely, the electricity com-
pany first sends an engineer (by helicopter or by ground if
possible) to estimate the damages and resources necessary for
repairing the towers. They then select an appropriate contrac-
tor; however, the repair costs are based on the contracts signed
with the firms. 

We believe that the lessons from this case of perverse in-
centives can help to protect other systems against physical
and cyber-attacks. For instance, Krebs [4] exposed cyber se-
curity service providers that orchestrated attacks against its
clients to profit. Our scenario has some resemblances with the
case in [4] , because the adversaries implemented low cost at-
tacks and operated anonymously. In such situations, random
selection of firms and audits can reduce the adversary’s oppor-
tunities to profit. Moreover, the random selection of workers
may help to reduce the insider threat in other organizations. 
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Appendix 

Let us introduce some preliminary definitions used in the
proofs. If a ne is the Nash equilibrium of the game generated by
M r , then the strategy of the i th contractor in the Nash equi-
librium solves 

maximize 
a i 

w i (s, a i , a 
ne 
−i ) 

subject to a i ≥ 0 . 
(17)

Let us define the Lagrangian of (17) as 

L i (a i , λi ) = w i (s, a i , a 
ne 
−i ) + λi a i . 

Therefore, the optimal strategy of the i th contractor satisfies
the following 

∂ 

∂a i 
L i (a i , λi ) 

∣∣∣
a i = a ne 

i 

= p r i (s )(s i − E a ) 

− ˙ b 

⎛ 

⎝ 

∑ 

j 

a ne 
j 

⎞ 

⎠ − a ne 
i b̈ 

⎛ 

⎝ 

∑ 

j 

a ne 
j 

⎞ 

⎠ + λi = 0 , (18)

with λi ≥ 0 and λi a 
ne 
i = 0 . Hence, if a ne 

i > 0 , then λi = 0 . 
In a similar way, the collective attack strategy that maxi-

mizes the profit of all contractors ( a op ) satisfies 

∂ 

∂a i 

∑ 

i 

w i (s, a ) 
∣∣∣
a = a op 

= 

∑ 

i 

p r i (s )(s i − E a ) 

− ˙ b 

⎛ 

⎝ 

∑ 

j 

a op 
j 

⎞ 

⎠ −
∑ 

j 

a op 
j b̈ 

⎛ 

⎝ 

∑ 

j 

a op 
j 

⎞ 

⎠ + μi = 0 , (19)

with μi ≥ 0 and μi a 
op 
i = 0 . 

Proof of Theorem 1. We use (18) and (19) to extract the follow-
ing expression 

∂ 

∂a i 

∑ 

i 

w i (s, a ) = 

∑ 

i 

∂ 

∂a i 
w i (s, a ) + (n − 1) ̇ b 

⎛ 

⎝ 

∑ 

j 

a j 

⎞ 

⎠ . 

Now, we evaluate the previous expression in a ne (we assume
that a ne 

i > 0 , which is the case of interest), resulting 

∂ 

∂a i 

∑ 

i 

w i (s, a ) 
∣∣∣
a = a ne 

= (n − 1) ̇ b 

⎛ 

⎝ 

∑ 

j 

a ne 
j 

⎞ 

⎠ . 
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f n > 1, satisfied if p r i (s ) ∈ [0 , 1) for all i ∈ C, and 

˙ b (z ) > 0 for
 ≥ 0, then 

∂ 

∂a i 

∑ 

i 

w i (s, a ) 
∣∣∣
a = a ne 

> 0 , 

hich implies that in the Nash equilibrium, the contractors as 
 collective have incentives to increase the number of attacks,
hat is, a ne 

i < a op 
i . �

roof of Proposition 1. Let us assume that 
∑ 

j a 
op 
j > 0 ; hence,

he collective attack strategy that maximizes the profit of all 
ontractors ( a op ) satisfies 

∂ 

∂a i 

∑ 

i 

w i (s, a ) 
∣∣∣
a = a op 

= 

∑ 

i 

p r i (s ) s i − E a 

− ˙ b 

⎛ 

⎝ 

∑ 

j 

a op 
j 

⎞ 

⎠ −
∑ 

j 

a op 
j b̈ 

⎛ 

⎝ 

∑ 

j 

a op 
j 

⎞ 

⎠ = 0 . (20) 

n the other hand, if the mechanism selects a single contrac- 
or with bid ˜ s i , then it’s optimal strategy a ne 

i satisfies 

∂ 

∂a i 
w i (s, a ) 

∣∣∣
a i = a ne 

i 

= ˜ s i − E a − ˙ b 
(
a ne 

i 

) − a ne 
i b̈ 

(
a ne 

i 

) = 0 . (21) 

bserve that (20) and (21) have the same form if ˜ s i = 

∑ 

i p 
r 
i (s ) s i .

n such case, it is necessary that 
∑ 

j a 
op 
j = a ne 

i . �

roof of Theorem 2. If p r i (s )(s i −E a ) → 0 as n → ∞ , then for large
 , the equilibrium condition in (18) holds only if λi > 0 (recall 
hat ˙ b > 0 and b̈ ≥ 0 ) This implies that a ne 

i → 0 as n → ∞ .
oreover, if (14) holds for every contractor, then 

∑ 

i a 
ne 
i → 0 as 

e increase the size of the pool n . �

roof of Proposition 2. First, we show that the selection proba- 
ility p r satisfies Theorem 2 , that is, it reduces the attacks as n

ncreases. Afterwards, we show that p r minimizes the number 
f attacks for a given n . 

Let p r i (s i − E a ) = σn for all i ; hence, 

n 
 

i =1 

p r i (s i − E a ) = nσn . 

oreover, since 
∑ n 

i =1 p 
r 
i (s ) = 1 and p r i (s ) > 0 , then 

in 

i 
s i − E a ≤

n ∑ 

i =1 

p r i (s i − E a ) ≤ max 
i 

s i − E a . 

he previous expression implies that n σ n is bounded; hence, 

lim 

 →∞ 

σn = 0 . 

or this reason p r satisfies Theorem 2 . 
Now, let us assume by contradiction that there is a distri- 

ution ˜ p � = p r that minimizes the number of attacks, given 

 and n . Since ˜ p is different than p r , then the bidders will use
ifferent strategies. In particular, the individuals with high ex- 
ected payoff, ˜ p r i (s )(s i − E a ) > σn , will sponsor more attacks. In 

 similar way, agents with ˜ p j (s )(s j − E a ) < σn will reduce their 
ttacks. 
Since ˜ p minimizes the number of attacks, then the total 
ncrement in the attacks (with respect to p r ) is lower than the
otal reduction. This implies that selecting a single contrac- 
or, rather than n , should reduce the number of attacks. How- 
ver, this contradicts Theorem 1 , because selecting multiple 
idders indeed reduces the number of attacks. Therefore, we 
onclude that p r is the best selection policy. �

roof of Proposition 3. From (16) we get the following FOC for 
he optimality of the attack strategy a given some bid s and 

udit with probability β. 

∂ w̄ i (s, a ) 
∂a i 

= p r i (s )E[ πi ] − ˙ b 

⎛ 

⎝ 

∑ 

j∈C r 
a j 

⎞ 

⎠ − a i ̈b 

⎛ 

⎝ 

∑ 

j∈C r 
a j 

⎞ 

⎠ ≤ 0 , 

here 

[ πi ] = r i E a β + (s i − E a )(1 − β ) . 

rom the previous equation it follows that a i = 0 for all i ∈ C r 
f 

≥ 1 
p r i (s ) 

(s i − E a ) p r i (s ) − ˙ b (0) 

s i − (1 + r i ) E a 
. 

bserve that the attacks are feasible if the expected profit ex- 
eeds the cost of an attack; hence, (s i − E a ) p r i (s ) − ˙ b (0) > 0 .
oreover, the asymmetric information guarantees that the 

ayments without audits ( s i ) exceed the fair compensation 

ith them ( (1 + r i ) E a ), that is, s i − (1 + r i ) E a > 0 . Therefore,
f p r i (s ) = 1 /n, we can guarantee zero attacks if 

≤ s i − E a − n ̇ b (0) 
s i − (1 + r i ) E a 

(22) 

or all i ∈ C r . Observe that (22) is linear decreasing with respect
o n . �

upplementary material 

upplementary material associated with this article can be 
ound, in the online version, at 10.1016/j.ijcip.2019.05.006 . 
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