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Abstract

This work presents joint optimization algorithms fightpath establishment as well as sparse plantwieoptical
performance monitoring (OPM) equipment in opticaiworks. OPMs are necessary to efficiently moniterimpact
of physical layer attacks and are usually placddcations that are more probable to be impactej@doyning attacks.
A jamming attack is defined as a harmful signatiifgrence with other signals, leading to serviagra@ation, that is
possible through intra-channel or inter-channekstak effects. An Integer Linear Program (ILP)nfiotation is
proposed to solve the problem of attack-aware mguand wavelength assignment (Aa-RWA), jointly witie
placement of OPM equipment, in order to minimize ithpact of physical layer jamming attacks in cgitieetworks.
Moreover, a Genetic Algorithm (GA) is proposed tve the same optimization problem. The proposed GA
algorithm is compared to the ILP formulation ashaslto an attack-unaware RWA algorithm that haarasbjective
the minimization of the number of wavelengths reegiito accommodate all traffic demands, not acaogrior the
crosstalk interactions. Simulation results indidt&t the proposed GA algorithm provides a solutlmat is close to
the optimal in terms of crosstalk interactions, letalso providing a very good solution in resoussage, measured
in terms of the required number of wavelengths.

Keywords- routing and wavel ength assignment; monitor placement; physical layer attacks; optical networks.

1 Introduction

With the exponential network traffic growth, oplicaetwork operators are required to provide upgiade
architectures for their large-scale data transpetivorks in order to accommodate the increasirffjdravhile also
avoiding service disruption due to either malici@aitacks or faults. Optical performance monitorsaivelength
division multiplexed (WDM) optical networks are cemtly being utilized by the network operators &ffective
fault/attack detection as well as signal monitoritigus ensuring better quality-of-transmission (Pd&dr these
networks. In all-optical WDM networks, data arensmitted through lightpaths, realized by deterngnan path
between the source and the destination of a caoneahd allocating an available wavelength ontadl links of that
path. The selection of the path and the waveletwthe used by a lightpath is an important optini@aproblem,
known as the routing and wavelength assignment (Rigvéblem [1], [2]. The RWA problem belongs to ttetegory
of NP-complete problems, that is, the computatidima¢ for these problems would increase expondytwith the
problem size. Thus, a wide range of optimizatiorihods and heuristics have been proposed to sohleugaoptical
network optimization problems related to RWA [3]].[ Genetic algorithms (GAs) are stochastic seaptimization
methods that are widely used in combinatorial ojzttion and parameter tuning applications and tadse been
used for solving the RWA problem [$§].

All-optical networks are vulnerable to physicaléayttacks, such as high-power jamming attackkrasas the data
signals remain in the optical domain throughoutghth, and are not regenerated at intermediatesnédeattack is
defined as an intentional action against the idedl secure functioning of the network [7]. Sigrafit research work
has been carried over the last few years on the adphysical layer threats and attacks in optrestiworks [7]-[17].



In general, there are two main categories of plhydayer attacks in transparent optical networkamealy (i)
eavesdropping and (ii) service disruption. In theecof an eavesdropping attack, the attacker gdgsinalyzes the
traffic in the optical network after gaining accésshe transport network. Usually, in order torgaiid-span access,
the eavesdropper has to physically access an thdil/ffiber [8]. The service disruption attack oe tither hand is a
result of high-power jamming through the crosseffiect. This kind of attack is classified in threstegories: (ijn-
band jamming due to intra-channel crosstalk, which is the testipower leakage between lightpaths on the same
wavelength crossing an optical node (with non-idisalation of its input/output ports). Note thatrazchannel
crosstalk cannot be filtered out, since the intarfgsignal is on the same wavelength as the a&ffeane. (ii)out-of-
band jamming due to inter-channel crosstalk that appears dymteer leakage between neighboring channels and
nonlinearities for channels co-propagating on thmes fiber (under high-power input). (iigain competition in
optical amplifiers, which appears due to the increased power of leibgver jamming signal, resulting in reduction
in the gain of the rest of the co-propagating cletswon the same fiber. These attacks can potgnpatipagate
through the network and affect several connecticemylting in the loss of a large amount of datausl techniques
must be designed that can eliminate or at leastiza the impact of such types of attacks.

Today’s transparent optical networks are not oribhlly vulnerable to external threats but also taekts from
internal threats, which are usually difficult tofeled against. Thus, the infrastructure of thesevoilds should be
planned/designed in such a way that mitigates ammzes the effect of external as well as inteattdcks.

Management of attacks and security mechanisms inVMIEansparent optical networks have become crlical
important for the network operators due to the higha rates employed and the several security rabiigies that
their transparency imposes on the network. In ora@rotect optical networks against service disamp and reduce
the impact of high-power jamming attacks by limijtitheir propagation within the network, differenetimods have
been explored. For example, in [9], authors progdseuristic algorithms for attack-aware wavelenggisignment
that minimizes the propagation of in-band crosgthming attacks, in order to achieve better ptaiaagainst such
types of attacks. An ILP formulation for the rawgisub-problem has been proposed in [10], that &nmsinimize
the effect of out-of-band jamming and the gain cetitipn caused in optical fibers and optical ameis,
respectively. Also, a tabu search heuristic alparitfor larger networks has been proposed. In [&@i{hors also
proposed ILP formulations and heuristic algorithm®rder to minimize the attack propagation, whig12], ILP
formulations were proposed in combination with xaléon techniques to solve the RWA problem with dibgective
to minimize the effect of in-band jamming attacks.[13] authors propose ILP and heuristic algorghbased on
simulated annealing techniques in order to mininttee in-band and out-of-band jamming attacks, whilg¢14],
authors propose a GA in order to solve the RWA lemobwith the objective to minimize the in-band and-of-band
crosstalk interactions and therefore to minimizeithpact of jamming attacks. An overview of segucitallenges in
communication networks can also be found in [15].

Additionally, research work has also been undertakeat focuses on the placement of optical devineg/DM

transparent optical networks in order to limit ffrepagation of high-power jamming attacks [16],][1Specifically,
in [16], the authors proposed a heuristic algoritand in [17] an ILP formulation for the placemerit aptical

attenuators as power equalizers for a given rowdaingme, having as an objective the minimizatiothefnumber of
required attenuators. Moreover, optical performamamitors (OPMs) can be used to monitor the optiogihal at
specified nodes in order to detect signal anomailres ensuring better QoT in the network. Authorgl 8] proposed
a novel monitor placement algorithm to minimize tember of monitors required for facilitating perfance
monitoring at the network operation time. Furthiar[19], authors extended their previous work bggaemting an
optimization algorithm focused on the placement dmel minimization of the number of required moriitgr
equipment. Finally, in [20], a review of various KARechniques is presented for direct-detectionesystand digital
coherent systems and future technologies and ciggleare analyzed for power monitoring in optiedivorks.

This current work extends on previous methods ptesein the literature, proposing a novel ILP fotation, as well
as a novel GA technique in order to solve the kitagare RWA problem with the objective to minimite in-band
(intra-channel) and out-of-band (inter-channel)sstalk interactions, thus minimizing the impact rogh-power
jamming attacks in the network. The algorithms embanced with a monitor placement feature so aetide the
minimum number of required OPMs to monitor the stakk interactions as well as the placement ofahmenitors
in the network (sparse placement is assumed ompeatific output ports of the nodes). Attack awassnis taken into



consideration during the network planning phas¢hab the number of the affected connections froninéentional
attack will be minimized during the network operatphase. The novelty of the ILP formulation desit®m the fact
that the RWA problem is now solved having as objest (jointly) the minimization of the crosstalka@nactions as
well as the number of required monitors. Furtheis tvork considers also the use of a GA techniguerder to solve
the RWA problem with the objective to minimize tingpact of in-band and out-of-band crosstalk effeatd also to
minimize the required monitors. Crosstalk awarenggsaken into consideration during the crossovet autation
process of the GA in order to handle the lightpgatkractions more effectively. The novelty of thé @&chnique
derives from the fact that the GA is enhanced depbto consider the placement of the monitors actifip locations
of the networks and at the same time to minimisediosstalk interactions and the number of requivadelengths.
Finally, the proposed approaches now consider tbelgm of monitor placement at specific output past the
network nodes and not to the entire nodes thdileicommon practice in other works. This approaehrty is better
than other proposed techniques, as it resultsnsiderable opex and capex savings.

The performance results presented in this workwshuat, by considering crosstalk-aware RWA algonish a
significant decrease on the impact of in-band amdofrband channel interactions and on the numlbeeguired
monitors is achieved, as compared to the case wher@WA is implemented without any considerationgossible
attacks. Thus, this work is essential for the netwslanning phase, ensuring that when the netwsiik ioperation,
the effect of any physical layer attack will beeetively addressed.

The rest of the paper is organized as follows.i8e@ describes the network architecture and trssipte crosstalk
interactions considered. Moreover, this sectiorcidess the use of OPMs at network locations whieecrosstalk
interactions are present. In Section 3, the attskre RWA (Aa-RWA) and monitor placement (MP) peshé are
described. This is followed in Section 4 by thegareed ILP formulation that accounts for the minimiian of the in-
band and out-of-band crosstalk interactions anchtimber/placement of the necessary OPMs, havirggmsal the
minimization of the effect of high-power jammingteatks. In Section 5, the proposed genetic algori{GnA)
technique is presented to solve the same probldlopwed by the performance results in Section Galy, Section 7
presents some concluding remarks.

2 Network Architecture and Crosstalk Interactions

A network topology is represented by a connectegplyG=(V,E), whereV denotes the set of optical cross-connects
(vertices), ande denotes the set of (point-to-point) single-fibiek$ (edges). Each fiber link is able to support a
common seC={1,2,... W} of W distinct wavelengths, while nodes are assumee tallboptical and do not have any
wavelength conversion capabilities. The buildinghponents of a WDM optical backbone network corsigiptical
nodes interconnected by pairs of bidirectional ffithieks. Further, in a WDM optical system, trandmritreceiver
pairs, known as transceivers, are required in dalegceive/transmit data via optical channels.

Reconfigurable optical add/drop multiplexers (ROABINR1]-[23] are the key elements currently utitize order to
build an optical node. A ROADM takes as input sigret multiple wavelengths and selectively dropnismf these
wavelengths locally, while letting others pass tigio, switching them to the appropriate output pdrtse choice of
ROADM architecture and the underlying technologpeteds on how effectively current and future traffan be
addressed. ROADM architecture and technology inftes their cost, power consumption, optical perforoe, and
configuration flexibility.

Figure 1 illustrates a typical WDM network, whelede lightpaths are established in order to satsfyet of
connection requests. The first lightpapgw;) from n, to ng is established using wavelength The second lightpath
(pLwi+1) from ng to ng is established using wavelength; and the third lightpathpg,w;) from n; to ns is established
using wavelengtlw. In general, there are several ways to estaliisget lightpaths. According to the current lightpath
establishment, lightpathg,w) and ¢, wi.,) interact through inter-channel crosstalk in lifmg, n,) because these
lightpaths occupy adjacent wavelengths. In additiaghtpaths fow;) and (.,w;) interact through intra-channel
crosstalk when crossing nodg because these lightpaths utilize the same wagtlen

In Fig. 1, examples of both high-power in-band and-of-band jamming attacks are presented; peiv) be a



malicious lightpath (high-power signal) that usess/alengthw;. This lightpath affects lightpatlp(w:. ;) by degrading
its QoT when crossing linkn(, ny) through inter-channel crosstalk. In additionhtjgath po,w) is also affected when
crossing node,, through intra-channel crosstalk.

P2

Out-of-band crosstalk

In-band crosstalk

[J : monitor

Fig. 1. Network architecture and crosstalk intdoars.

Due to the fact that an attack can be spread throlug network (an attacked lightpath becomes nagcndary
attacker, affecting other lightpaths that it int¢sawith and so on), it is important to considethbtive in-band and
out-of-band jamming attack propagation during thenping/design phase of a transparent optical métwkor this
reason, OPMs are required in places where thetatbsffect is present. As an example, in Fig. PM3 (that can
provide continuous and real-time information abthé optical signals) are placed at the output poftaetwork
nodes (denoted by squares in the figure) in omeletect/monitor high-power jamming attacks atltioations where
the signal is degraded (due to an attack). Spatlifi at noden;, an OPM is placed at output pont,(n,) to monitor
the inter-channel crosstalk interaction of lighksa, wi.;) and ,,w;). Moreover, at node,, two OPMs are placed at
output ports iy, ny) and €4, Ng) in order to monitor the intra-channel crosstalteraction of lightpathsp{w;) and
(p2,wi). By utilizing OPMs, as soon as the signal degiada(due to an attack) is detected, specific actian be
taken to enhance the signal quality, thus mitigathre effect of the attack; this is achieved byatipg the power of
the transmitted signal as soon as an attack istéelein order to provide an acceptable opticataigo-noise-radio
(OSNR) at the receiver.

3 Attack—aware RWA and Monitor Placement - Problem Dénition

In this section, the problem of attack-aware rauand wavelength assignment, as well as monit@eptent in WDM
optical networks, is described for a given set ofrection requests. The algorithms are given aifspdRWA
instance; that is, a network topology, the set afelengths that can be used, and a static traifioasio. OPMs can be
used in the WDM optical network in order to moniysical layer attacks, which affect the netwoekfgrmance.
Due to cost considerations, it is not possibleaeehan OPM at every port of the network. Thus pitedlem addresses
the sparse placement of OPMs in the network. Tlectbes of the problem are the following:

1. Minimize the number of wavelengths required to le&h the given set of lightpaths.

2. Minimize the number of required OPMs at the outmuts of optical nodes and specify the locationsneh
these monitors should be placed. This objectiveimies also the in-band and out-of-band crosstalk
interactions among different lightpaths that intéia the optical nodes and fibers.



The objective of the algorithms is to minimize thesstalk interactions among lightpaths as mugoasible, trying to
achieve zero interactions. If this is not possithien OPMs at the output ports of optical nodegegeired in order to
monitor possible attacks at the interaction poilits.address this problem, an ILP model is formalate Section 4,
while in Section 5 an efficient GA approach is pyegd that tries to minimize the crosstalk intecadj while at the
same time keeping the required number of wavelasrgtld OPMs as small as possible.

4 Optimization Algorithm

In this section an ILP formulation is presenteaider to jointly solve the problem of attack-awBWWA and monitor
placementILP-MP). The proposetl.P-MP algorithm consists of two phases. In the firstgghla candidate paths are
identified for serving each requested connectidrest paths are selected by employirigshortest path algorithm
(any k shortest path algorithm can be used). In this wbekfollowingk shortest path algorithm is used. First, the
shortest path is calculated using Dijkstra’s altyon, assuming that all the links have cost equaht. Then the cost
of the links which belong to the shortest patmiséased (doubled in this work) and Dijkstra’s alipon is executed
again. This procedure is repeated uktiaths are found. After a subdey of candidate paths for each source-
destination pairgd) is computed, the total set of computed pakhs;l,, Py, iS inserted to the next phase. The
advantage of usinkgshortest paths as a preprocessing phase is thiarthelation can now be more computationally
tractable, because the search space is reduceu tMétapproach, there is a high probability that dptimal solution
will be inside this search space (this probabilitgreases with the value &f- whenk is large enough in order to
include a large number of paths between the sandehe destination there is a much higher proibaliile optimal
solution will be inside this search space) or thkitfon is close to the optimal (clearly, it is nexpected that a
particular lightpath will pass through all the Inkf the network but it is more likely to pass tgh the links of the
shortest paths (note that tkgaths are not edge disjoint)). Obviously, globatiroality requires enumerating all the
possible paths between each source-destinatior{ipall the possible paths are in the search sphen the optimal
solution is in this space) [2]. However, this makes problem intractable even for networks of seradize. For this
reason, we have opted on utilizing the preprocgsginase in the formulation. While our approach,hwie
preprocessing phase included, may not always peotheé global optimal solution, however such a tepmn is
necessary to be included in the ILP formulationrmfmre effectively defining constraints related tosstalk.

In the second phase, the problem is formulatechdkR with two objectives: 1) Minimize the maximumumber of
required wavelengths and 2) Minimize the requirednber of monitors and place them at specific locetithat
exhibit crosstalk interactions.

4.1 |LP-MP Formulation
The following parameters, constants, and variadesused for theLP-MP formulation:
Parameters:

* s, dV: network source and destination nodes= N.

« WLIC: an available wavelengtig| =w.
* | UE: a network link,|E| = L.
* pUP; UP: a candidate path frontoj, |P”. =k.

« {p|(mn)Op, p}, P'isa paththat has the linkf) common with pattp.

Constants:
* Ag: the number of requested connections from rexdenoded.

* B: a constant (taking large values). Constuii used to take into account only the constrdmtshe lightpaths
that will be utilized from the set of all candiddightpaths.

« M: large constant, witiv >> B. Constavitis used to specify the location where a monitol bél placed.

Variables:
* X,,'aBoolean variable, equal to 1 if pgtoccupies wavelength, and O otherwise.



* Y., . a Boolean variable, equal to 1 if there is a nwnat the output port of node at the beginning of link
(m,n), O otherwise.

¢ Whax the maximum assigned wavelength in the network

The formulation of théLP-MP problem is presented below:

Objective
Minimize: ¢, W, +¢,0> >y

m n
The first term of the objective accounts for theximmaum used wavelength and the second term accdanthe
required number of monitors. The coefficiemtsand c, declare the relative importance of the maximumduse
wavelength and the number of required monitorgeetvely.
Subiject to the following general constraints:

(1) Incoming traffic constraint:

DD X, =Ny, O(s,0) pairs

pOPy W
(2) Distinct wavelength assignment constraint:

> %, <1,010E0Ow0C

p:lUp
(3) Maximum assigned wavelength:
wix,, W, 0OwdC, OpuUP
(4) Constraining the out-of-band crosstalk interactiand placing the required monitors:

(x
{pI(m,n)p,p}

+ X +BX,, —M 0, < B, O (mn)Up, OpOP, OwlC

p'w-1 pw+ 1)

(5) Constraining the in-band crosstalk interactions plading the required monitors:

> X, *tBX,~-MI,<B,0mlp 0p0P,0OwlC

{plmip, p}

4.2 Analysis of the Constraints

Constraint (1) ensures that all the lightpaths heotal capacity equal to the requested demand lusl &ll the
incoming traffic is satisfied. Constraint (2) isetldistinct wavelength assignment constraint andiressthat each
wavelength is used at most once on each fiber. tGons (3) is used in order to compute the maximused
wavelength. The available wavelengths are in sd@lender so as to account for the maximum wagtiethat will
be utilized. In this way, by minimizing the maximurtilized wavelength, we try to restrict the usaf¢he spectrum.
This is done as the second objective tries to sipiteaspectrum in order to achieve the desiredmimaition in terms
of crosstalk interactions. Thus, by having these tbjectives, a balance is achieved between thersippe utilization
and the crosstalk interactions. The wavelengthicoity constraint requires that the same wavelemgtist be used



on all the links that a lightpath traverses. Ttosstraint is implicitly taken into account by thefidition of thex,,,

variable, since this variable uses the same wagtienacross all links that constitute a patirherefore, there is no

need to include the wavelength continuity constragan additional constraint in the formulation.

To avoid theout-of-band jamming attacks, Constraint (4) is used for every patind wavelengthv in order to count

the out-of-band channel interactions of adjacentalngths through the term Z (Xp‘,w—l + X . That is, the
{pl(mn)0p, p}

total number of out-of-band crosstalk interactitmet affect the signal of lightpath,) on link (m,n).

p',w+1)

The effect of out-of-band crosstalk for each gatind wavelengtiv is formulated as follows:

1) Case whergy.,, =0 , that is the case where there is oroton attached to linkngn). Then, Constraint (4)
becomes
(
{pI(mn)0p, p}
a) In case lightpattp(w) is selected in the solutior,(~=1), thenBx,,~B, and the above constraint becomes
(Xp',w—l + Xp‘,w+1) = O’
{p1(m,n)0p, p} (4a-i)
b) In case lightpathp(w) is not selectedx,,~0), thenB x,,=0, and the above constraint becomes
> (xp,,w_1 + xp.vwﬂ) <B,
{plI(mn)Op,p} (4a-ii)

which always holds, when constdBitis large enough. Thus, constdhis used to make the constraint active
when lightpath §,w) is utilized, and inactive (always true), othemvis

+Xoe1) ¥ B, < B. (4a)

p'w-1 p'w+ 1)

2) Case wher¢/.,, =1 | that is the case where there iston@itached to linkn,n). Then Constraint (4) becomes:

(BI(raTp e B #Xps) £ B, =M < (4b)

In this case, the above inequality is always tineesM >> B and thus irrespective of the value of theaide x, ,,
the above inequality becomes
(xp.w_l + xp.vwﬂ) -M <0.

{pI(mn)0p, p} (4b-i)
Thus, Constraint (4) is used to minimize the oub@nhd interactions among the lightpaths and alspldce the
minimum number of monitors in the proper locatigtig¥ough variabley,,, ), in order to eliminate the otrband
jamming attacks.

Constraint (5) follows the same principle as Caistr(4) for accounting for the in-band crosstaiteractions, where

in this case Z Xpiw is the total number of in-band crdksteerfering sources that affect the signal ghtipath
e

(p,w) on Iinlip(lm,r:)‘.)}

It is worth noting that a monitor at the output tpof a node can monitor both the in-band and theobband

crosstalk interactions. For this reason, yhgvariable is again used for monitor placement andoimmon in both
Constraints (4) and (5).

5 Genetic Algorithm

Genetic algorithms (GAs) are heuristic search nagthased for finding optimized solutions based anttieory of
natural selection and evolutionary biology. GA teigues try to emulate a phenomenon observed irraadurvival



of the fittest by using evolutionary biology tectinés such as natural selection, crossover, andtionut&Jsually,
each solution is represented usingeae, and all solutions, i.e., all genes, form an iidliial chromosome. The latter
mate with each other to create outcrossings, angloodindividual (solution) of the problem is found. Genetic
algorithms do not guarantee that an optimal satutian be found, since these are stochastic pracefbe main
steps for executing a GA are as follows:

Initialization: In the initialization phase, a random set of indial chromosomes (also called initial populatian) i
initialized with random values. A unique cost meid assigned to all, to identify thditness function. This fitness
function depends on the problem to be solved aswl d¢termines the fitness of each individual. Titme$s function
is the function which takes a candidate solutiothtdproblem as input and produces its cost vadueugput, which
denotes how “fit” or how “good” a solution is withspect to the problem under consideration.

Crossover: In the crossover phase, individual chromosomesceresovered (mate) with a specified probability, to
produce the next generation of individuals thataatéed to the total population. The cost of eaditiadtal individual
chromosome created is calculated again, basedeofitiess function, and the worst performing onesdiscarded.
Usually, an upper bound on the number of individusimaintained (population), and when this ishedg all the rest
are not considered for next generation crossovers.

Mutation: During this step a single gene is modified. Tlsisdone to avoid loops around a local, but not dloba
(optimal) solution. This is necessary since GAsstashastic search engines, may be trapped araumdimal
solutions during random crossovers between thegaeegirming individuals.

5.1 Genetic Algorithm for RWA

As defined in Section Z3(V,E) denotes a simple graph that models the networkrethes the vertex set ardis the
edge set. The demand &eis a set of source-destination pai(s;{d,), (s, d) . . ., (S, dn)}, wheres, d € V,i=1, ...,

n, with n being the total number of requests for connectians, §, d) are the source and destination nodes of that
request, respectively. For each request specific lightpath,; is assigned with a specific path and wavelength (
The constraints that must be satisfied by the GA-Gmple) in order to solve the RWA problem are the incagmin
traffic constraint, the wavelength continuity coasit, and the distinct wavelength assignment cairdf as defined

in the previous section.

In the case oGA-Smple, each gene in an individual chromosome represergof thek-shortest paths for a specific
source-destination pair. Each chromosome consistsgenes, where is the number of all source-destination pairs
and constitutes a solution for the routing probléig. 2a shows an example f6¢3, for the network topology of Fig.
4b. The genes that constitute an individual comedpto the following source-destinati¢ggd) pairs: {(1,5), (2,4),
(3,1), (3,5)}. Each gene denotes a certain routing path. Ib#s chromosome is the one shown below (Fig. 2a), a
auxiliary graph is created (Fig. 2b) in order ttcatate the minimum number of wavelengths, by assma different
color to the nodes of the graph that are conngetedex coloring of the created auxiliary graphpeThodes in Fig.
2b correspond to the genes of the solution, whiteetdges correspond to the common links betweepatis that the
genes represent. Note that a heuristic is utilfeedertex coloring as this problem is NP-compl4].

Chromosome " Gene |
$=1D=5 $=2D=4 $=3D=1 | $=3D=5 |

1 2 0 0 i

pZ | <

/ ‘ ¥ \ 4-7 3-2
0 EYETH | O EEXEY GTM 2
RIS TN |1]2232624 132425721 324575 l
2-5
(b)

1
1—)3—)6—)5 AVIS RN | 213552621 |2]3>2>6>5

a)



Fig. 2. (a) Example of the individual (chromosons&ucture with four genes, each pointing to a odawdi routing path. (b)
lllustrative solution displaying the common edgéshe genes (s-d pairs). For example, gene (1-8)ame (2-4) have edge (4-7)
in common.

The main features of the proposed genetic algor({tBAqaSmple) are the following:

Fitness function: The objective ofGA-Smple is to minimize max{}, that is the maximum number of wavelengths
that are required in order to establish the conmectquests. This is equivalent to coloring theilaary graph with
the minimum possible number of wavelengths utifizine vertex coloring heuristic.

Let F, be the cost of a link that is equal to the number of paths that crivésl! In the GA proposed in [5], the

fitness of a chromosom€nh is given by (Ch) = > N" , wher&=|V| is the number of nodes in the network. However,
I0E

summing the exponential costs of the links doegevdal the true fitness of the chromosadie since a link that is
utilized by many paths in the chromosome can sicanitly increase the cost of a path. Thus, the G discard a
good candidate solution and not reach the glob&mhomn. To avoid this, a cost for each gene of th@mosome is
defined and three different fitness functidf(s) for the chromosomes are examined [6]. Thesedt functions are
based on the averagg) and the variancg(.) of the cost values of the genes that comphisechromosome.

To obtain a graph that can be colored with a smathber of wavelengths it is important to avoid tepeatability of
the links in the paths (genes) that comprise thherabsome. Thus, in the proposed formulation, wegas® each
gene §d) of the chromosomeCh the following cosf, =) F,pOP,andpOCh . The foliog three fitness

10p
functions of the chromosonteh are defined:

i) F(Ch)=o(cy), i) F(Ch)=pu(c,), i) F(Ch)=N“*) whereu(.) anda(.) are the average and the variance of the
cost values that comprigeh. Based on the analysis and results of [6], oubhefthree fitness functions examined, the
fitness function that results in the minimum numbkrequired wavelengths B(Ch) = N“*)  and this is preciskdy t
fitness function utilized in this work.

Thus, for example, to find the cds{Ch) = NA) of the chrormos&h depicted in Fig. 2a, we need to examine each
gene and calculate its cog}, . The first gene thaksponds to source-destination pair (1,5) hasconemon edge

with the second gene (namely, edge (1-4)), anddfyss 1; the second gene (2,4) has one common edgeheitfirst
gene (edge (1-4)) and one common edge with thelfgene (edge (2-5)), and thas, = 2; the third gene (3,1) has
one common edge with the fourth gene (edge (3a2)), thuscs;=1; finally, the fourth gene (3,5) has one common
edge with the second gene (edge(2-5)) and one conathige with the third gene (edge (3-2)), and thys2. Since

in the given topologN=7, the cost of this solution is:

1+2+1+ 2

F(Ch)=N“=)=7 4+ =1852

Crossover: A single-point crossover method is used to genemnate individuals from two existing chromosomes
(parents). The two parents for crossover are chbased on the conventional Roulette Wheel selesttbeme as in
[5]. During the crossover operation, the cross@@int c is selected randomly between {&, wheren is the number
of genes in an individual (humber of source-desiinepairs). The genes {&;1} of the first parent and the genes {
n} of the second one are used to create the newithdil which is included in the population. Aftaossover, if the
population is of size, then the firsv individuals are maintained based on their fithedsle the rest are discarded.

Mutation: A random uniform mutation is used in this approadgth a probability of]/z(sd)m_rs/\sd . During the

mutation phase, the created chromosome repla@sriégardless of the (new) fithess function. Thdividual with
the worst fithess function is selected for mutatidnis is done in order to produce a fitter induatl out of a “non-fit”
individual in the population.



5.2 Attack-aware RWA and Monitor Placement Genetic Algorithm

The objective of the attack-aware and monitor pleex® GA GA-MP) is to establish for each source-destinatid) (
pair a lightpath with the smallest number of intheand out-of-band channel interactions, minimum ineimof
monitors, and minimum number of required wavelesgffig. 3 presents the pseudocode of the propG#ellP
algorithm. The proposed algorithm works as follosthe beginning, the initial population is creditey using a set
of shortest paths. This set of shortest pathsrigpabed by employing kshortest path algorithm, whekadenotes the
number of shortest paths per lightpalimg 1, in Fig. 3). Each iteration of the algorithm sesdvthe RWA problem
based on th&A-Smple algorithm (ine 9, in Fig. 3) as described in Section 5.1. Theekength assignment process
is necessary to count the crosstalk interactionsdah lightpathline 10, in Fig. 3 calculates the crosstalk interation
by counting the in-band and out-of-band lightpatteiactions). If there exist crosstalk interactiamsany of the
lightpaths, the algorithm tries to apply “fixedine 12, in Fig. 3), for eliminating the crosstalk argdhe established
lightpaths. These “fixes” are performed with thgeakive to retain the maximum id of the utilizedweéengths. In
particular, when a given lightpath interacts withey lightpaths (in-band or out-of-band crosstatit, algorithm tries
to assign a different wavelength from the alreasligned ones in the existing solution. The optinaatution is to
find a wavelength that produces zero crosstalkrasteons, without violating the constraints of tREVA solution.
When this fails, the algorithm tries to find thdwimn that produces the minimum number of crogsiateractions by
minimizing the crosstalk cost (number of in-band ant-of-band lightpath interactions).

For reducing the required monitors in the netwdhlk, algorithm minimizes the spread of the in-band aut-of-band
interactions across the affected nodes and limkpatticular, the algorithm tries to maintain thebiand and out-of-
band interactions in the same nodes and linksltiggun using fewer monitors in the network. Dugithe calculation
of the spread of the interactionigné 13, in Fig. 3) the algorithm iterates through thkk in-band and out-of-band
interactions of the various lightpaths to find common nodes and links. The smaller the numbepwihcon nodes
and links, the greater the spread of the interasti@he total cost of the chromosome is then justsum of the
crosstalk cost plus the interactions spread dos {4, in Fig. 3). Finally, the algorithm terminateg selecting the
fittest solution in the population (i.e., the chmsome with the smallest cost), utilizing the fithésnction of theGA-
MP algorithm as shown below:

F(Ch) = G, G 4, &
maxC, maxC, max,
where:
e C;= N*) js the fitness cost of tHeA-Smple approach as defined in Section 5.1.

o C2 =C21 + C22 with:

Ca= > (Xp-,w-1+xp-,w+1) is the number of out-of-band crosstalk interactiandC,= > x,.,,
{pI(mn)Op, p} {pImip, p}
is the number of in-band crosstalk interactiondefsed in Section 4.2.
e GCg= 1CI accounts for the spread of the interactions adtws®utput ports of the affected network

DL
nodes. By minimizing this term the interactions aomstrained to a few output ports and thus, the
number of required monitors is also minimized. this term,Cl,, denotes the number of lightpath

interactions at output pontn, L is the number of links in the network, amél~ IS éxponential cost
of the lightpath interactions at output pom. Thus, term> L“~  denotes the sum of this cost across
all output ports. This term has to be maximizearder to minimize the number of required monitors.

Therefore, in order to achieve this maximizatiomrt% has to be used as a minimization term in

mn

the fitness function.



To give each of the optimization components a ntim@a value, each term is divided with the maxim(maxC)
value of the term found in the population. The nansi are placed at locations (output ports of thées) where there
exist in-band and/or out-of-band interactions basethe established lightpaths.

1. Popul ation = Ceneratelnitial Popul ati on(k)

2. Epoch =0

3. Wile True {

4. Epoch = Epoch + 1

5 If Optim zationCriteria(Popul ation)= True

6. Exit Wil e;

7 El se{

8. For each chronpsome in Popul ati on{

9. Sol ve_ RWA( chr onbsone)

10. Crosstal k = Count Crosst al k( chr onbsone)

11. If Crosstalk > 0

12. Fi xCr osst al k( chr onbsone)

13. I nteractionsSpread = | nteractionsSpread(chronpsone)
14. chronmosone. Cost = Crosstal k + | nteracti onsSpread
15. }

16.

17. }

Fig. 3. The pseudocode of the proposed attack-asratenonitor placement genetic algorithGA(MP).

6 Performance Evaluation

To evaluate the performance of the proposed algost a number of simulation experiments were pewéor. For
these simulations, a small network with 6 nodes @&tidks, as well as the generic Deutsche TelekDiT) (hetwork
topology that comprises of 14 nodes and 23 linkeeveensidered (Fig. 4). The results were obtaimtdg a series
of traffic matrices produced by a random traffimgetor. The network load is denoted as the ratio of the total
number of requested connections over the numbesingfle requested connections between all possinlecs-
destination pairs, that ip:%, whereA is the number of requested connections for thecsodestination

pair s-d, Z/\sd is the total requested connections of the netwdrig the number of network nodes, aNd- N is

the number of single requested connections betwbqrossible source-destination pairs. Ten (10) R&kacutions
were performed corresponding to different randoaticstraffic instances for each traffic load. FbetDT network,
we have also used synthetic data based on thepdatéded for the DICONET project [25], that werendamly
modified in order to include several traffic comalits, from small to medium and higher traffic loaBer solving the
ILP related formulations, the Gurobi library wasedg26], utilizing a PC with Core i5-2400@3.1GHzda#GB
memory for the simulation environment.



Fig. 4. Network topologies used in the simulati@):6-node network and (b) DT network topology.

Table 1 shows the simulation parameters for theetye@lgorithm. The same parameters are used fibr the GA-
Smple and GA-MP. The number of shortest paths was chosen equal (ice., k=2). The initial and maximum
population chosen was 50 and 75 respectively, whigenumber of iterations (epochs) was set to BOfwst be
noted that th&A-Smple algorithm is a crosstalk-unaware algorithm andsed only as a benchmark for the worst
case, since it does not consider the placemehiecDPMs and the lightpath interactions.

TABLE 1. Genetic algorithm simulation parameters.

Shortest pathk 2
Initial population 50
Max population 75
Epochs 30(Q

One of the metrics used for comparison of the #lyms is the number of in-band and out-of-band tpgth
interactions. In order to compute the value of tmstric, for each lightpatly;, the number of the established
lightpaths that interact with it through in-banddamut-of-band crosstalk is computed. The sum ofitiberactions
across all lightpaths is then the value for thistrioe(the total number of in-band and out-of-banghtpath
interactions).

6.1 Crosstalk Interactions and Traffic Load

6.1.1 6-node network

Figures 5 and 6 depict the performance analysteeproposed algorithms (ILP and GA) in the 6-nodavork. In
Fig. 5, the number of lightpaths that interact tigio in-band and out-of-band crosstalk vs. netwogkllis presented.
For the 6 node network, the number of availableehengths per fiber was chosen to be equal to 12.rationale
behind the choice of the number of wavelengthstlier experiments was the fact that under the gieguested
connections, in order to point out the benefitstted proposed algorithms, a relative small numbeadilable
wavelengths would give no room for improvementng algorithm. The resources would be limited, dmet¢fore no
algorithmic technique would be effective in minitnig the crosstalk effect. Similarly, a relativedarnumber of
available wavelengths would produce zero lightpateractions and zero required number of WSSs (\witly
algorithm, after a certain number of wavelengttes banefit would be obtained). Thus, the number afelengths
was chosen so as to demonstrate that for smals|dhdre is no need for WSSs and the need for Vit&Sieguired
after a certain point of traffic in order to compate for the crosstalk effect.

The estimated mean values for the ten runs aresepted together with 95% confidence intervalstas bars based
on the Student-t distributioihe confidence interval is visible only for the eas the GA-Simple algorithm, because
for the other two algorithms this interval is smatid lies inside the symbols that represent thmattd mean value.



Moreover, 95% confidence intervals are representdy for Figs. 5 and 7, since in all other cases dlze of the
confidence intervals was smaller than the sizéefsymbols.

It is obvious that the performance of the propoSédalgorithm GA-MP) is significantly better than that of tit&A-
Smple algorithm and also its performance is very clasthée solution given biL P-MP. The performance of thBA-
Smple algorithm exhibits a high number of lightpath natetions, while the crosstalk-aware techniques destnate
that even with increasing traffic load, the numbginteractions remains low (even though as thHitrincreases
more lightpaths are established in the networkthatefore more lightpath interactions are potelgtiabssible). The
reader should note that the confidence intervalsible only for the GA-Simple algorithm, since ghalgorithm is a
crosstalk-unaware algorithm, and the number ofaneband out-of-band lightpath interactions diffar évery run, as
this performance metric is not in the optimizatiobjective of the algorithm. On the other hand, toafidence
intervals of the two crosstalk-aware algorithms roeshown in the figure because these are tod glealithin the
symbols), since their performance metric is now pathe optimization function and as a resulteliént runs return
very similar results.

In Fig. 6, the number of required wavelengths etwork load is presented. Fig. 6 shows that th@gedGA-MP
algorithm can utilize network resources effectivedince only a very small increase is observechexrtumber of
required wavelengths. Note that the results ofGAeS mple algorithm as presented in Fig. 6 signify the lolweund
of the required number of wavelengths, since theablve of GA-Smple is to minimize the number of required
wavelengths of the network without taking into aaaiocrosstalk interactions. It is worth noting thaP-MP requires
a slightly larger number of wavelengths in someainses compared B8A-MP, since the prime objective of theP-
MP formulation is the minimization of the crosstaltdractions rather than the minimization of the hamof
required wavelengths. This is the case, becausieeiproposed formulation, the relative cost of @Ms and as a
consequence the cost of the lightpath interactisriaken to be larger than the cost associated théhnumber of
utilized wavelengths. This is usually the casegesitihe cost of adding extra OPMs requires extragtaoy cost which
iIs much higher compared to the cost of using ewagelengths that are already available in the WDB#Sstesn (the
assumption here is that the additional spectruhzaitiion cost is much lower than the additionaleapost associated
with extra OPMs being introduced in the network).
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Fig. 6. Total number of wavelengths used overihd vs. network load (6-node network).
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6.1.2 DT Network

Regarding the DT network, as can be seen from Figand 8, the performance of the proposed crosatatke
algorithms follow the same trend as in the 6-nodévork. The number of available wavelengths peerfivas
assumed to be equal to 20 for the DT network (ahdsdhe same manner as for the 6-node networkqimddhe
average number of lightpaths that interact thromgiband and out-of-band crosstalk vs. network Isapresented in
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Fig. 7, while Fig. 8 presents the results on thalmer of required wavelengths vs. network load.
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Fig. 8. Total number of wavelengths used overirgifisl vs. network load (DT network).

6.1.3 Time Complexity
Figures 9 and 10 depict the execution times ofalgerithms when computing the required number ofedengths

and the required number of monitors. Each exectima is computed as the mean value of all thesdbfit instances
for each traffic load. As expecte@A-Smple requires considerably less time compared to therdivo algorithms
(GA-MP andILP-MP). Moreover,GA-MP requires significantly less time thabP-MP, while having comparable
results. The maximum running time fGA-Smple is 22 minutes for the 6-node network and 37 misdioe the DT
network, while the maximum running time f&A-MP increases to 40 minutes and 3.3 hours for thedgrmmd DT
networks respectively. In the casel bP-MP, it requires 1 hour for a load equal to 1 for theogle network, while for
the DT network it does not converge within the time lirgget to 10 hours for each instance) for the castésload
equal to 0.5 and above. Therefore, in cases whereunning time is a crucial parameter @& MP algorithm should

be preferred.
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Fig. 9. Execution time vs. network load (6-nodenek).
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6.2 Crosstalk I nteractions and Number of Wavelengths

6.2.1 6-node network

In Fig. 11, a comparison between the proposedkattaare RWA algorithmsGA-MP and ILP-MP) and theGA-
Smple algorithm for the 6-node network is depicted. Ttetwork load was assumed to be equal to 0.8. Aig. 1
presents the number of lightpaths that interactuph in-band and out-of-band crosstalk in relatmthe number of
available wavelengths. As it can be seen fromithed, the performance GA-Smple is independent of the number
of available wavelengths, since the objective efalgorithm is to minimize the number of requireavelengths. For
the GA-MP and ILP-MP algorithms, the number of interactions decreasgsficantly with increasing number of
available wavelengths. Furthermo@A-MP andILP-MP exhibit similar performance that is significanbgtter than
that demonstrated bA-Smple. Further, as the number of wavelengths increasgena a certain point, no more
crosstalk interactions occur. This is expectedhasattack-aware RWA algorithm&A-MP andILP-MP) are designed
to exploit the wavelength domain in order to awmiosstalk interference among the established laghp
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Fig. 11. Number of lightpaths that interact throuigiband and out-of-band crosstalk vs. number ofelengths for the 6-node
network (load=0.8).



6.2.2 DT Network

A second simulation for the DT network was alsdqrened in order to validate the results obtainedlie (smaller) 6-
node network topology. Fig. 12 depicts the residtsthe DT network topology in the same mannertes results
presented for the 6-node network in Fig. 11. Ferrersults of the DT network in Fig. 12 the load wasumed equal to
0.6 and the number of available wavelengths wasased from 20 to 38. The performance resultsh®iXT network
follow the same trend as in the 6-node networleims of the lightpath interactions. Note that ig.Ri2, theGA-MP
and thelLP-MP exhibit almost the same performance. Note alsh ihaome cases, for larger networks, tthie-MP
algorithm could not find the optimal solution withthe set time limit. Thus, in general, as the oekwsize and the
traffic load increases, tHeA-MP algorithm is preferable in order to achieve resalose tdLP-MP in faster running
times.
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Fig. 12. Number of lightpaths that interact througband and out-of-band crosstalk vs. number ofelengths for the DT
network (load=0.6).

6.3 Monitor placement

Figures 13 and 14 present the number of requirdd<3R order to monitor the crosstalk-related intéins among
lightpaths vs. network load for the 6-node topol@ayd DT network, respectively. The Full-Placemeppraach
provides the upper bound when all the network nadesequipped with OPMs. The number of wavelengths
assumed equal to 12 and 20, for the 6-node topaadyDT network, respectively. As it can be seemfthe figures,
the performance of th&A-Smple algorithm requires a higher number of monitorsprapching the case where
monitors are placed at all ports of all network e®dfor higher traffic loads). On the contrary, thvesstalk-aware
algorithms require significantly less number of bors. Specifically]LP-MP requires the smallest number of OPMs
in both networks, whil&A-MP requires a slightly higher number of OPMs.
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It is important to note that this improvement imte of the number of required monitors is achiebgdhe proposed
algorithms while also not increasing the requiretivork resources in terms of required wavelengtsspfeviously
demonstrated in Figs. 6 and 8).

It is also worth noting that the number of requi@@Ms in both networks can be significantly redubgdising more
wavelengths in the network. Based on Fig. 11 fer@mode network, theA-MP algorithm requires 22 wavelengths
in order to avoid using OPMs while thieP-MP algorithm requires 18 wavelengths. On the othedhday using the
GA-Smple algorithm, this cannot be achieved, since as # praviously demonstrated, the number of interastia
that case does not decrease with an increasingewoflwavelengths. In addition, for the DT netwattie required
number of wavelengths to achieve the same goagdbas Fig. 12, is 38 foBA-MP and 36 forLP-MP. In the DT
network these values are now closer, sincelltfeeMP algorithm is now unable to find its best solutwithin the
specified time constraint due to the larger sizthefnetwork.

7 Conclusion

This work proposed an ILP formulatiohLP-MP) and a GA GA-MP) technique for solving the RWA problem
during the design phase of a transparent WDM dptiework having as objectives to minimize the rneeginumber



of wavelengths, the in-band and out-of-band crisstéeractions, and also the required number ohfitoos that are
placed at the output ports of optical nodes. Miaing crosstalk interactions protects the networkireg the spread
of potential high-power jamming attacks in the natey while the monitoring of lightpath interactiongth the
smallest possible number of OPMs will enable to enoost-efficient network design that allows foreetive
monitoring of the optical signal, thus ensuringt®eQoT within the network. The proposed attack+@vgenetic
algorithm technique GA-MP) reduces the number of lightpath interactionshwvét performance close to the one
obtained by LP-MP, while at the same time having a performanceithelbse to th&sA-Smple approach in terms of
the required number of wavelengths in order tolbdista all requested connections. Thus, the prapdze-MP
solution that can be utilized for large networkdlmgies (in contrast to the ILP formulation) cantaib excellent
results in terms of minimizing the effect of phyditayer attacks (minimizing lightpath interactipmehile at the same
time utilizing a small number of resources (in terof the required number of wavelengths) and kegthia network
cost low (in terms of the number and placementptital performance monitors).

Future work under consideration includes the expansf this work in flexgrid networks, as well astworks where
there is uncertainty in the traffic forecast.
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