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On Decision Optimality of Terrorism Risk Mitigation Measures for
Iconic Bridges

Sebastian Thons

Technical University of Denmark, Lyngby, Denmark
Mark G. Stewart

The University of Newcastle, New South Wales, Australia

ABSTRACT: This paper describes the assessment of the cost efficiency of risk mitigation strategies for ter-
rorist attacks with Improvised Explosive Devices (IEDs) for an iconic bridge strueture. The assessment is per-
formed with a decision theoretical framework building upon very recent advances-in the COST Action
TU1402 on Quantifying the Value of Structural Heath Monitoring. The decCision scenario is formulated for a
decision maker constituting an authority responsible for the societal safety. of the infrastructure and conse-
quently the direct risks for the infrastructure owner and the indirect risk.duesto fatalities and importance of the
infrastructure are considered. The mitigation strategies are classified within-the decision theoretical context as
prior analyses for the assessment of protection strategies and as.control strategies requiring a pre-posterior de-
cision analysis. The identification of efficient risk mitigation strategies is based (1) on the risk and expected
cost based optimization of actions and information and their combination before implementation, (2) on quan-
tifying and ensuring the significance in risk and expected eost reduction and (3) on quantifying and ensuring a
high probability of cost efficiency. These criteria, ise. the optimality, significance and efficiency ensure the
performance of the strategies at the decision point in time before implementation. It is found that the strate-
gies are relying on the identification of the threat-level and that control strategies are in favor as their signifi-
cance and probability of efficiency are higher,and their costs are adjustable. However, for high threat levels,
both the bridge protection strategies and.control strategies are cost efficient.

1 INTRODUCTION

The study of protective-measures and their efficiency for terrorist threats constitutes to society a very relevant
and important topic of research and is challenged by the seemingly permanent terrorist threats and by risk-
averse regulatory measures e.g. in US (e.g. [1], [2], [3], [4], [5] and [6]). The research on hazard and risk as-
sessment of\infrastructure systems has substantially increased in the last few decades. For example, methods
for the investment optimization for unknown and emerging threats focused on infrastructures and on large
scale networks [7], [8], the utilization of risk assessment approaches for the identification of critical US
bridge infrastructures [9], and the identification of critical road network corridors [10] have evolved. Explo-
sive loading scenarios have been comprehensively analyzed and modelled, see e.g. explosive loading and
structural performance modelling in e.g. [4], [11], [12] and [13], the improvised explosive device perfor-
mance (e.g. [14]), and the structural design for explosive loads [15].

The effectiveness of security measures for critical infrastructures based on utility and game theory is analyzed
by Hausken [16] who focuses on the modelling and quantification of terrorist utilities benefitting from the
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loss of human lives and loss of economic value. This game theoretical model is extended in [16], by introduc-
ing a governmental player who optimizes the security measure investments by maximizing its expected utility
calculated as the product of threat score and a target valuation.

However, an efficient implementation of counter-terrorism strategies necessitates a forecast, an analysis and
an optimization of the risk reduction by information acquirement strategies and risk mitigation measures be-
fore their implementation. This is facilitated by the utilization of the pre-posterior decision analysis based on
the Bayesian probability, utility and decision theory. This paper thus focusses on (1) the explicit formulation
of the optimization of risk mitigation strategies in the framework of the Bayesian probability, utility and deci-
sion analysis building upon [17], [18], [19] and (2) the combined and consistent assessment of the perfor-
mance of information acquirement strategies with risk mitigation measures. The optimization will lead to the
identification of efficient information acquirement and protective measures for terrorism fisk reduction in the
context of on long span and iconic bridges like e.g. the recently completed 2.7 km cable stayed Queensferry
Crossing bridge near Edinburgh in Scotland with a cost £1.35 billion or $1.9 billien [20]; and the Golden
Gate Bridge is valued today at approximately $1.6 billion [21]. It should be noted‘that for.such infrastructure, a
high (target) valuation of terrorists and of the government can be found in [16].

The decision theoretical approach is formulated in Section 2 distinguishing counter terrorism protection
measures, which may be implemented in the design phase of a bridge, and control, i.e. information acquire-
ment via surveillance, strategies and accordingly prior and pre-posterior decision analyses. The objective
function for the calculation and optimization of the risk and the-expected consequences and costs in depend-
ency of the decision variables strategies and information and action-parameters of strategies is formulated.
Section 3 contains the description of the decision scenarios.in“the-context of Improvised Explosive Device
(IED) attacks to large iconic bridges and the development and discussion of the probabilistic information, in-
formation precision, action and system states and consequence models for the individual risk mitigation strat-
egies. The results for the protection strategy and contrel optimization are shown in Section 4 and the optimal
decision variables are explicated and explained:The paper concludes with a discussion of the boundaries of
the analysis and insights gained beyond its specifics,in Section 5 and with a summary and the conclusions in
Section 6.

2 APPROACH

The approach of assessing information and protection measures for structures under terrorism attacks takes
basis in the framework.for structural integrity and risk management as developed in [22] and [23]. Figure 1
shows an adapted deeisionitree distinguishing a do-nothing (i.e. business as usual) branch and risk mitigation
strategy branches with and ‘without additional information. These main branches contain choice nodes (rec-
tangles) for decision variables and chance nodes for probabilistic models associated to the choice nodes. Con-
sequences are symbolized with diamond shapes nodes.



Strategies Risk Management -

Choice & Choice i, Chance Z, Choice a, Chance X

No risk mitigation

Strategy Information Indication Action System states
5, i Z, i X.

Figure 1: Decision tree for risk mitigation strategies with decision nodes (rectangles), changenodes containing the probabilistic
models (circles) and consequence nodes (diamonds)

The decisions are based on the minimization of the expected value of the consequences in dependency of the
choices, i.e. decision variables. The expected consequences for the strategies without and with additional in-

formation, E| C,(a,") | and E|C,(i,,a, )| respectively, are defined Wwiththe strategy s, optimal actions a,” ,
1 al 2\"2172 Sl al

the strategy s, optimal set of actions a, and the optimal information“acquirement strategy i,. The expected
consequence in the do-nothing-branch is denoted with E[CO] and its system states with X e X.

The expected consequences with no consideration of additional information E[Cl(al*)] represent a prior de-

cision analysis as they depend solely on the choicgwof actions a,, €a, and the - eventually action dependent -
probabilistic system state models X _ e X:

E[C.(a")]|=min(E,, [C.i(a, ,xm)]) 1)

8 €ay

The expected consequences with consideration of additional information E[C2 (I; ,az*)] is dependent on the

vector of information acquirement strategies i, ; €1,, their probabilistic outcome models Z,, € Z, and the

strategy dependent set-of‘actions and the system states. In the extensive form, the expectation over the poste-
rior system states is calculated by Bayesian updating (operator E;m ) and the dependency on the system states

is then marginalized with the expectation in regard to the probabilistic information outcomes with the opera-
tor E, :

E[C2 (i5, .2 )] =minE, [min Ey, [CZ (i 2412, ,Xm)ﬂ )

1,j€l2 a1 €ay

The value of the strategies may be expressed as the decrease in the expected value of the consequences due to
the identification of the optimal action strategy or the optimal information acquirement and action strategy:

V, =E[C,]-E[C,(a)] €)

V, =E[C,]- E[c2 (i, ,a;)] (4)
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For a positive strategy value, the optimal strategy is identified by maximizing the expected consequence de-
crease, which is equivalent to the minimization of the expected value of the consequences (Equ. (1) and (2)):

v =max(V,.V, ) ()

The measure of significance of these information acquirement and/or action strategies is defined with relating
the expected consequence decrease to the expected consequence of the no mitigation base scenario:

- E[CO]—E[Cl(ai*)]

T E[C,] 6)
V52 _ E[Co]_E[[c(;z](i;az*)} @

Beyond the identification of the optimal strategies on the basis of the expected-value, the probabilistic charac-
teristics of the consequence distributions C,, Cl(ai*) and C, (i;,az*) should be considered (see Equ. (1) and

(2)) to ensure that the risk mitigation strategies are cost efficient. With.thexdistribution of the consequences,
the probability of cost efficiency of information acquirement and/or action.strategies can be calculated in rela-

tion to the base scenario of no risk mitigation, i.e. P(Cl(al*) > CO) and P(C2 (i.a,7)> Co).

3 DECISION SCENARIOS

In the following an iconic bridge with a value 0f €2:0 Billon or annual cost of €81 Million for a 100 year de-
sign life and an interest rate of 4% is considered. The decision maker is a public authority responsible for the
safety of a large scale and iconic bridge.-The objective of the decision maker is to minimize total risks for so-
ciety and the bridge users and thus toimplement mitigation strategies, which minimize the total risks and ex-
pected costs on an annual basis.

Two risk mitigation strategies are distinguished, namely, the implementation of protective measures in bridge
design (strategy protect: s;),and the implementation of a surveillance system in combination with bridge
temporary closure during times of high threats (strategy control: s, ) taking basis in [1] and [24].

3.1 System state model-and consequences

The system states safe and bridge collapse are analyzed. The probability of a collapse is calculated with the
probability\of‘asthreat P(T), the conditional probabilities of a hazard P(H |T) and collapse of the bridge

P(FIH),ik:

P(F)=P(FIH)-P(HIT)-P(T) (8)

The probability of threat can be inferred by looking back to past threats and hazards. However, current threat
information should also be accounted for and the estimation of the threat probabilities should be based upon
information by police and security services. Such information are usually not public nor accessible by scien-
tists. It should further be considered that large and iconic bridges may attract attackers more than typical
highway bridges and it may also attract skilled attackers so that the likelihood of an attack increases [1]. Thus,
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e.g. in US the San Francisco’s Golden Gate Bridge or New York’s Brooklyn Bridge might be a more tempt-
ing target for terrorists as evidenced by the 2002 poorly conceived (and quickly abandoned) plot to sever the
stay cables of the Brooklyn Bridge with blowtorches [39].

The quantification of the threat probability in the U.S. based on the publicly known plots would result in
6.7-10°° per bridge per year. The basis are the Brooklyn bridge plot as the only one in 15 years against a large
bridge in the U.S. and 1000 large/iconic bridges in the U.S. [25]. The 2002 plot to destroy the Brooklyn
Bridge was more fanciful than a serious threat. Mueller [26] summarizes the threat as “in 2002, Iman Faris
travelled to New York City under orders from Khalid Sheikh Mohammed to survey possible terror targets
within the United States. After basic internet research Faris decided on the Brooklyn Bridge as a potential tar-
get and believed that ‘gas torches’ could be used to bring the bridge down. However after conducting physical
reconnaissance of the bridge (which consisted of driving over it once), Faris concluded that anattack was un-
likely to succeed “because of the bridge’s structural design and because of the New York Police Department
patrols there, and he never sought to acquire the equipment necessary for such an attack.”There may be other
threats that we are unaware of, but the threat level is likely to be less than one-threat per year. No plots are
publically known to the authors in Europe.

The conditional probability of a hazard P(H |T) may be assessed by consideringthe construction, placement

and successful donation of an explosive device. While the technical reliability of an IED detonation is high
[27], human errors play a significant role and reduce the probability of.a successful attack. The past infor-
mation for Western countries has been studied in [14] for the time'period of 1970 to 2013. The analyses used
two different measures for success; (i) non-attacker fatalities and\(ii) nen-attacker casualties and/or significant
infrastructure damage (i.e. greater than $1 million in U.S. dollars); see Table 1.

Table 1: IED Attack Success Rates in Western Nations (adapted from[14])

1970-2013 1970 1997 1998 - 2013 2002 -
2013
Location Fatalities | Casualties or | Fatalitiesy| Casualties or | Fatalities | Casualties or | Fatalities
>$1 million >$1 million >$1 million
infrastructure infrastructure infrastructure
damage damage damage
Western 8% 21% 9% 22% 4% 19% 3%
Countries
Great Brit- 12% - - - - - 13%
ain
uU.S. 3% - - - - - 4%
Spain 9% - - - - - 7%
Northern 21% - - - - - 1%
Ireland
Other 4% - - - - - 2%
Western
Countries

Given that Northern Ireland and Spain sustained prolonged terror campaigns across the period 1970-2013,
this table provides some context to the actual threat arising from IED Attack for relatively stable political en-
vironments (U.S. and Great Britain), and unstable political environments (Northern Ireland and Spain). In-
deed, in the post-9/11 environment a general decline in the success of IED Attacks is observed, noting that for
the U.S., Great Britain and Spain the number of attacks post-9/11 are biased by considering the Boston 2013,

London 7/7 and Madrid 2004 bombings as numerous separate attacks [14]. Table 1 shows that P(H |T) may
6



reach a maximum value of 22%, and an average 3% if success is based on attacks causing fatalities. If we as-
sume that an iconic bridge may be attacked by skilled terrorists, a triangular distribution with a minimum of
0%, a mode of 15% and a maximum of 25% is utilized, see also [3].

The probability of a bridge collapse P(F|H) depends on the scenario, i.e. the energy release of the IED

charge, its location and the structural system and its robustness. The probability of a bridge collapse is as-
sessed rather high to P(F|H)=90% due to (1) the assumption that an IED contains a large amount of ex-

plosives, (2) skilled terrorist are assumed having being able to design a collapse scenario and (3) iconic bridg-
es may have a highly utilized structural system with a low redundancy. Studies of progressive collapse of e.g.
cabled stayed bridges ([28] and [29]) point towards a high collapse probability for the assessed scenarios. Fur-
ther, the need for more robust bridges is acknowledged and approaches can e.g. be found in [30].

The consequences of a bridge collapse encompass the property damage and reconstruction costs to the bridge
structure and the vehicles on the bridge as the direct consequences and the costs from fatalities, the indirect
costs linked to the importance of the bridge in the road network, traffic diversions and user delays, business
losses, etc. Added to these are social losses that reflect the level of fear and.anxiety within society (and per-
haps on civil liberties). The losses are interconnected, for example, a fearful public'may be reluctant to travel
and so contribute to business and tourism losses, or may be reluctant tosinvest. People often effectively place
a higher value on a life lost to terrorism than on one lost to more mundanesand less sensational hazards [31].
A value of statistical life (VSL) approach concluded that the best estimate.is about $7.5 million in 2015 dol-
lars [32]. Most VSL studies focus on relatively common risks(e.g., workplace or motor vehicle accidents)
and Robinson et. al. [32] suggest that ‘more involuntary, uncontrollable, and dread risks may be assigned a
value that is perhaps twice that of more familiar risks,” a process that essentially adds into the analysis much
of the substantial indirect and ancillary costs associated with a terrorist event. The differentiation between di-
rect, indirect, and social losses is less precise, hence, aggregate losses presented in this section tend to err on
the conservative side by placing a high premium on indirect and social losses as “increased fear and anxiety
within society may be one of the most importantieensequences of terrorist attacks” [32].

The Federal Highway Administration Blue Ribbon Panel on bridge and tunnel security found that the “loss of
a critical bridge or tunnel at one of the numerous ‘choke points’ in the highway system could result in hun-
dreds or thousands of casualties, billions ofidollars worth of direct reconstruction costs, and even greater so-
cioeconomic costs,” that the “ordinary.cost of construction to replace a major long-span bridge or tunnel on a
busy interstate highway corridor in the United States may be $1.75 billion,” and that, summing reconstruction
costs and socioeconomic losses, the “loss of a critical bridge or tunnel could exceed $10 billion.” [25]. The ra-
tio of total loss to bridge replacement value is estimated to $10 billion/$1.75 billion = 5.7. This is a reasonable
estimate as in [25] it is also. stated that “the socioeconomic loss to the region resulting from losing as many as
14 Interstate highway lanes forian extended period is many times the replacement cost of the facility.”

Based on EU project Security of Road Transport Networks (SeRoN: [24] and [33]), tons of explosives would
be necessary to‘causecollapse of a 2-lane, 250 m concrete arch highway bridge. In this scenario, reconstruc-
tion cost is €43 million, fatalities is €160 million using a VVSL of €6.3 million per person (i.e. $7.5 million),
and €80 million for indirect losses — leading to a total loss of approximately €280 million. The bridge value is
€30 millionjdeading to a loss to bridge replacement value of 9.3.

We can establish something of an upper bound by beginning with an estimate of the direct and indirect losses
inflicted by the terrorist attack that has been by far the most destructive in history, that of September 11,
2001. The attack directly resulted in the deaths of nearly 3,000 people. Using a VSL of $7.5 million leads to a
direct loss of approximately $25 billion arising from 3,000 fatalities. In addition 9/11 caused approximately
$30 billion in physical damage including rescue and clean-up costs [34]. Indirect costs were even more sub-
stantial. Thus, the International Monetary Fund estimates that the 9/11 attacks cost the U.S. economy up to
0.7% in lost GDP ($125 billion in 2016 dollars) in that year alone, while others estimate that associated busi-
ness costs and loss of tourism cost the U.S. economy $200 billion over three years (Hook 2008). Blomberg

7



and Rose [35] estimate that the impact on the U.S. economy of the 9/11 attacks range from 0.3 to 1% of GDP
or $50-175 billion in 2017 dollars. An upper bound estimate of the losses of 9/11, then, might approach $250
billion. However, this sum is for the total losses inflicted by four hijacked aircraft, not one. The destruction of
a long-span or iconic bridge is very unlikely to trigger the same public response as the 9/11 attacks. A high,
upper limit would be a lower bound drop in GDP of say 0.3% that equates to $50 billion, loss of life (say 500
fatalities) equates to $3-4 billion, and reconstruction cost of $2-4 billion. In this case, the total losses are
around $60 billion. The FHWA [25] $1.75 billion estimate to build a major long span bridge in 2003 equates
to approximately $2.4 billion in 2017 dollars, hence, the loss to bridge replacement value equals 60/2.4=25.
Following the above reasoning a Triangular distribution between 5 and 25 with a mode at 10 is herein used.

3.2 Prior decision analysis: Protective measures in bridge design

Measures to enhance security for new and existing bridges typically focus on strengthening columns and
girders by fiber-reinforced polymers (FRPs), additional steel reinforcement,.minimum dimensions, adding
lateral bracing, and increasing stand-off by bollards, security fences, and vehicle barriers. Although there is
much information available about design and retrofitting bridges to mitigate.the effects of blast damage there
is little information about their cost [1]. However, the FHWA Blue Ribbon,Panel report [25] contains a cost
analysis of protective measures for four large U.S. bridges, and concludes.that the cost to protect these bridg-
es ranges from $20.6 to $157.4 million. For an average cost of ‘$95.6) million, and a 2003 bridge value of
$1.75 billion, the cost to protect a bridge from terrorist attack 15.5.5% of the total bridge value. We will as-
sume that substantial mitigation of blast effects can be achieved for-a new bridge at a cost of 5% of a bridge’s
replacement value. Annualized over a design life of 100.years at-a 4% discount rates result in an annual cost
of protection of 0.2%. We will generously assume that these protective measures reduce the risk by a substan-
tial AR =95%.

The EU project Security of Road Transport Networks[24] reports that strengthening the concrete of a 250 m
arch highway bridge is less likely to damage-the bridge in the event of an IED attack. In this case, strengthen-
ing the arch will increase construction costs by €1 million or 3.3% of the bridge value. This equates to an an-
nual cost of 0.13% if discounted over 100 years at a 4% discount rate. The risk reduction is approximately

75% [24]. Based on the above argumentation, the risk reduction-cost-relationship (AR to C, ) in Figure 2

is established. The relationshipdmplies that very high risk reduction measures may only be achieved with an
over-proportional cost increase. .Low to moderate risk reduction maybe achieved with an almost linear cost
increase. It is noted that the risk reduction-cost-relationship follows the law of diminishing returns, i.e. protec-
tive measures that are at once effective and relatively inexpensive are generally the first to be implemented,
and thus the first expenditures/on counterterrorism protective measures are often more likely to be worthwhile
- that is, to be cost-effective’- than additional expenditures.

0.20%
0.18%
0.16%
0.14%
0.12%
0.10%
0.08%
0.06%
0.04%
0.02%
0.00%
0.05 0.25 0.45 0.65 0.85

Risk reduction

Cost of protection measure



Figure 2: Costs of protective measure in dependency of their risk reduction performance.
The probabilistic model for the protection measure strategy is summarized in Table 2.

Table 2: Probabilistic model for the prior decision analysis on the cost efficiency of protective measures (strategy: protect $,)

Nodes, states Consequence model Performance model
Do nothing a, 0 -
Protective actions | &;; | Cpqo =[0.01...0.2%] AR =[0.075...0.95]
Safe Xo 0 1-P(F)
Fail X, Tr(25.0,10.0,5.0) P(F)

Tr: Triangular distribution

3.3 Pre-posterior decision analysis: Surveillance information and bridge closure

A control strategy encompassing surveillance information in combination withtbridge closure may be imple-
mented in the design or in the operation phase of a bridge. The bridge closure would be required if surveil-
lance information resulted in an imminent threat detection necessitating a temporal bridge closure to allow for
time to apprehend the terrorists or defuse an IED.

The surveillance information are described with their detection performance, i.e. the indication and no-
indication probabilities of threats in conjunction with the costsof the surveillance system investment and op-
eration. The surveillance information model utilized here covers various strategies from enhanced incident de-
tection (low costs as it may be integrated in the existing systems) to high cost systems with a high detection
probability. The detection probability of surveillance systems can be assessed, see e.g. [36], [37], [38], [39],
[40], [41]. Consequently, the indication probability givena threat and the no-indication probability given no

threat, P(szl |T) and P(ZZV0 If), respectively, are varied between 0.7 and 0.99 (Table 3). The posterior
probabilities of bridge collapse P”"(F) according to,Equ. (10) are calculated with the updated threat probabil-
ity:

P(Z|T)-P(T)
P(Z|T)-P(T)+P(ZT)-P(T)

P(T|Z)= 9

with Z=2,,.2,, (10)

The rate of increase of annualized costs of the surveillance systems increases with a higher rate for precise
systems as shown in Figure 3. The costs are taking basis in the investment, installation and operation cost
with a 10 years replacement interval. A system with a low detection performance of 0.7 would require in-
vestment and installation costs of 20 k€ and operation costs of 6 k€ per year (similar to video surveillance
costs in [24]). Fora surveillance system with a detection rate of 0.97, the investment and installation cost sum
up to 150 k€with 46 k€ yearly operational expenses.



The cost of the bridge closing are calculated with the bridge importance in the traffic network and the associ-

Cost of surveillance

0.10%
0.09%
0.08%
0.07%
0.06%
0.05%

0.04%
0.03%
0.02%
0.01%
0.00%

0.7 0.75

0.8 0

.85 0.9

Probability of indication

Figure 3: Costs of surveillance systems in dependency of their reliability.

ated costs based on [24] and [33]. A bridge closure of 2 days is assumed forattack prevention and eventual

explosive charge detection, location and deactivation activities leading to'costs of 0.27% for the considered
bridge. The bridge closure leads to a reduction of the consequences for bridge collapse by reduction of the
property damage including a lower number of vehicles on the bridge and consequently a reduction of the
costs due to fatalities, bridge reconstruction and traffic diversion. A“Uniform distribution of total loss to

bridge replacement value between 1.0 and 5.0 is assumed (Table 3).

Table 3: Probabilistic model for the pre-posterior decision analysis on the cost efficiency of surveillance information (strategy: con-

trol S,)
Nodes, States Consequence Performance model

model

T T

{\i';’nthreat indica- |z | .. [0.3.20.01] [0.7...0.99]
Threat indication |z, | =[0.01...0.1%] { 75:7” 0.99] [0.3...0.01]
Do nothing a,, 0 -
Close bridge a,, 0.27% -
Safe X, 0 1-P"(F)
Fail X, 4 Tr(5.0,10.0,25.0) P"(F)
Fail given closure | X, |a,, U(1.0,5.0) P"(F)

Tr: Triangular distribution, U: Uniform distribution

3.4 Summary.of strategies

Figure 4 contains the decision tree for the analysis of the protection strategy with a prior decision analysis and
the control strategy with a pre-posterior decision analysis. It should be noted that the branch Z,,:a,,, i.e.

bridge closure in case of a no threat indication, is excluded.
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Strategies | Risk Management -

Choice s Information i, Chance Z. Choice a, Chance X

No risk mitigation

Protect: a,

Surveill.:1i, Indication  Action  SystemStates
Safe:Z,,  None:w,, Saferiy

Threat:Z,, Close: «,, Collapse: ¥,

Figure 4: Decision tree for analyzed strategies

4 RESULTS

The established decision scenario is analyzed individually/in detail for the protection strategy and the control
strategy and then jointly by the explanation of the'results and the identification of the optimal protection
and/or control strategy on the basis of the minimum risk and expected costs, their significance and the proba-
bility that measures are cost efficient. The_threat probabilities are chosen to illustrate the change in risk and
expected costs from the optimal decision‘do-nothing to protection and/or control and thus the relevance of the
significance and cost efficiency quantification.

4.1 Analysis of protective measures
The analysis and optimization of the protective measures is performed in dependency of the performance and
the cost of the measuresi(see Figure 2) and for threat levels between P(T)=0.9-10° and P(T)=2.0-10"°

per bridge per year/Figure 5 shows the minimum risk and expected costs dependent on the protection risk re-
duction. A change-ofithe.optimal action results in a discontinuity of the curve, e.g. at AR =86% for an annual
threat probability of P(T)=1.2-10"°. Here, the optimal action changes from do-nothing to protection. For in-

creasing threat levels, the change of the optimal action shifts towards protection measures with a higher risk
reduction and'the curves become more peaked.
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0.20%
0.18%
0.16%

0.14%

0.12%

0.10%
0.05 0.25 0.45 0.65 0.85

Risk reduction of protective measure

---P(T)=0.9-10°——P(T)=1.2.10°—P(T) = 2.0-10°°
Figure 5: Minimum risks and expected costs in dependency of the protection risk-reduction for different threat levels

The probability that the protection measure is cost efficient, i.e. P(CLi () > CO), is calculated to account for

the uncertainties in the models as the optimization and decision.is selely based on the expectation. The cost
efficiency probability increases with increasing threat probabilities;-however, the probability decreases for an
increasing risk reduction (Figure 6) and costs of the protective measure. It is independent of the minimum risk
and expected cost in Figure 5.
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Figure 6: Probability that the protection measure is cost efficient in dependency of the protection risk reduction for different threat
levels

The optimal risk mitigation strategies are identified as the minima in Figure 5 and listed in Table 4

. Only for a high threat level, a high level of the protection is optimal despite the over-proportional higher
costs. It is noted that the cost efficiency probability of the protection significantly increases with the threat
probability.
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Table 4: Optimal protection strategies for different threat levels together with the probability of cost efficiency

Annual threat proba- | Risk reduction Annual  protection | Probability of cost

bility costs efficiency
0.9-10° 0.15 0.018% 0.47
1.2:10° 0.52 0.079% 0.60
2.0-10° 0.85 0.161% 0.78

4.2 Analysis of surveillance information and bridge closure actions

The analysis and optimization of the control strategy is performed in dependency of the perfermance and the
cost of the surveillance strategy (see Figure 3) and the aforementioned three threat levels, Figure 7 shows a
change of inclination in the curve for the threat probability 0.9-10°. Here, the optimal action for a threat indi-
cation changes from do-nothing to closure of the bridge. The minimum risks and expected costs are located at
relatively high threat indication reliabilities and associated costs.
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Probability of indication
--- P(T)=09-10°——P(T)=1.2:10°— P(T)=2.0-10"

Figure 7: Minimum risks.and\éxpected costs in dependency of the surveillance performance for different threat levels

The probabilities that:the suryeillance and bridge closure strategy are cost efficient, P(Cz,i (...)> CO), in-

crease with an increasing threat indication probability (and corresponding surveillance strategy costs) until the
minimum of the risks'and expected costs are reached (Figure 8). The probabilities are highest for the highest
threat probability.
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Figure 8: Probability that surveillance is cost efficient in dependency of the surveillance performance for different threat levels

The optimal surveillance strategies for the considered threat levels are very similar in indication probabilities
(Table 5). The probability of cost efficiency increases significantly for higher threat probabilities.

Table 5: Optimal surveillance strategies for different threat levels together with the probability of cost efficiency

Annual threat prob- | Probability of indi- | Surveillance costs Probability of cost
ability cation efficiency
0.9-10° 0.94 0.065% 0.61
1.2-10° 0.95 0.068% 0.69
2.0-10° 0.96 0.075% 0.82

Table 6 contains the identification of the optimal strategies for risk mitigation based on the minimum risks

and expected costs together with the measures of significance and cost efficiency. The optimal risk mitigation
strategies lead to a significant risk and excepted cost reduction of about 10% and higher with the exception of

protection for a threat probability 0f-0.9:107. It is observed that the optimal control strategies lead to higher
significances. For both the strategies a very significant risk and expected cost reduction of 35.2% (Protect)
and 47.8% (Control) can be achieved for an annual threat probability of 2.0-107 per bridge per year. The
probability of cost efficiency ischigher for the control strategy, however, the difference in the probabilities de-
creases for a high threatdevel (see Table 4 and Table 5).

Table 6: Optimal protection and control strategies in comparison: performance, annual costs, significance and cost efficiency. The
overall optimal strategiesiare bold.

Annual Protect: s, Control: s,

threat

probability [\Risk reduc- | Annual Signifi- Probability | Probability | Annual Signifi- Probability
tion costs cance of cost ef- | of indication | costs cance of cost effi-

ficiency ciency

0.9-10° 0.15 0.018% <1.0% 0.47 0.94 0.065% 13.3% 0.61

1.2-107 0.52 0.079% 9.9% 0.60 0.95 0.068% 29.3% 0.69

2.0-10° 0.85 0.161% 35.2% 0.78 0.96 0.075% 47.8% 0.82
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5 DISCUSSION

The efficiency of risk mitigation measures is largely dependent and the analysis is highly sensitive to the
threat probabilities. Any decision should thus be based on knowledge of the threat probabilities and current
threat information accounting for the non-stationarity of the underlying human behavior processes. However,
no mitigation strategy is expected to be cost efficient when the historical statistics are considered, which lead
to an annual threat probability of 1.0-10 per bridge or lower (see Section 3.1).

Beyond the specifics of the decision analysis and taking into account the potential variation of the threat lev-
els throughout the long service life of a bridge, it should be noted that the cost efficiency of surveillance can
be influenced by pausing operation for periods with low threat probabilities as this contributes largely to the
annual costs. Hence, changing threats point to flexible and surveillance based systems. However, co-benefits
for protective measures may be found e.g. in a higher earthquake resistance (see e.g. [3]).

A combination of protection and control strategies constitutes an attractive option forweryrhigh threat proba-
bilities. However, for the analyzed threat probabilities, a combination will not be more significant, as the risk
reduction by the protective measure will result in lower absolute values notbeing able to accommodate for
the expected cost of the protection strategy.

6 SUMMARY AND CONCLUSIONS

This paper contains a cost efficiency assessment of risk mitigation"measures for terrorist attacks with Impro-
vised Explosive Devices (IEDs) for a large span and ieonic bridge structure. The assessment is performed
within a decision theoretical framework building upon very recent advances in the COST Action TU1402 on
Quantifying the Value of Structural Heath Monitoring.

The decision scenario is formulated based on an authority responsible for the societal safety of the infrastruc-
ture and consequently the direct risks for theuinfrastructure owner and the indirect risk due to fatalities and
importance of the infrastructure are considered, The risk mitigation strategies are classified within the deci-
sion theoretical context as protectionsmeasures; which may be implemented in the design phase of a structure,
and as control, i.e. information acquirement, strategies. Whereas the protection measures can be analyzed
with a prior decision analysis, the analysis of additional information requires a pre-posterior decision analysis
and an appropriate modelling of the information before its acquirement.

The identification of effiCient measures for risk mitigation is based on

1) The risk and expected cost based optimization of actions and information and their combination before
implementation,

2) On quantifying and assuring significance in risk reduction and

3) On quantifying and ensuring a high probability of cost efficiency.

These criteria, i.e. the optimality, significance and efficiency ensure the performance of the strategies at the

decision point in time before implementation.

Specifically, it has been found in the analysis of protective measures:

= High performance and expensive protection measures are optimal and significant for higher threat levels
(larger than 2.0-10° per bridge per year). The probability of cost efficiency is higher than 0.78.

= For lower threat levels between 1.2-10° and 2.0-107, protective measures even with a limited perfor-
mance and relatively low costs may be implemented as they are optimal, however, with a limited signifi-
cance of 10% to 35%.
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= Below a threat level of 0.9-10°, protective measures are identified as optimal. However, they should not
be implemented as the probability of their cost efficiency is lower than 47% and the risk and expected
cost reduction is insignificant.

In contrast to the optimal protection strategies, the identified optimal control strategies have a high indication
reliability and relatively high costs. The optimal control strategies are relatively insensitive to the considered
threat probabilities and may thus be identified very clearly.

= The optimal control strategies should have a threat indication reliability higher than 94% with annual
costs equal to 0.065% (or higher for higher indication reliabilities) per year per bridge.

= The identified optimal control strategies have a better performance than the protective strategies in terms
of minimum risks, significance and cost efficiency.

= Below a threat level of 0.9-10° control strategies should be carefully assessed for their significance and
probability of cost efficiency.

It is acknowledged that the risk analysis and optimal setting of risk reduction.measures excluded a resilience
performance assessment. It is noted that the (1) integration of the Bayesian decision and utility analysis and
resilience analysis and (2) the resilience analysis of infrastructure constitutes,topics of very recent and future
research, see e.g. [42],[43], [23] and [44].

Bayesian decision and utility analyses in general and in conjunction with their complexity and computational
demands should contain or provide interfaces (as with this paper) to (1) sophisticated models such as e.g. for
the structural performance modelling for explosive loadings;.(2) non-public (e.g. threat) information and (3)
sophisticated information acquirement performance models. Inyreturn, these models and information should
be available in the format, quality, and relevance required by the decision analysis to ensure transparent, con-
sistent and sustained decisions. For further research and-evolution of decision analyses, interface design,
model development and availability are seen as thesmost challenging aspects, however, with a clear and sub-
stantial potential to benefit society.
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