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A B S T R A C T   

Resilience is an emergent property of a system, which changes with various internal and external factors. 
Resilience is also a hidden property of a system that cannot be observed. Thus, experiments should be performed 
for a given system to measure its resilience. However, physical experiments are practically impossible. Inspired 
by the tensile test for the stress-strain curve in Material Science, this paper proposes a virtual experiment for 
measuring system resilience and applies it to a chemical process system. The physical parameters of system 
resilience of a process system are mapped to those of material resilience. A process system is viewed as a 
’specimen’ in this experiment. The system performance variation caused by disruptions is seen as the 
displacement of the specimen caused by the applied load. In absorption phase, the decrease speed of system 
performance is determined by the failure rate of components under disruptive condition. Response time, 
including fault diagnosis time and resource allocation time, is used to represent adaptation ability. Restoration 
ability depends on repair rate of components. For simplicity purpose, the proposed method is applied to resil-
ience assessment of a release prevention barrier system used in the Chevron Richmond refinery crude unit and its 
associated upstream process.   

1. Introduction 

Chemical processes are essential for our society, but they also pose 
severe safety risks. Unfortunately, major process accidents continue to 
occur with the rapid growth of chemical process technologies. Process 
systems become more automated, digitalized, complex, and interde-
pendent. This makes process systems vulnerable to uncertain disruptions 
(e.g., natural disasters, cyber-attacks, terrorism, etc.) [1]. Researchers 
have conducted enormous work to prevent and predict failures to ensure 
safety of process systems [2–9,32,35,37]. However, recurring accidents 
indicate that conducting traditional risk assessment alone to minimize 
risks at the design stage is insufficient to ensure system safety consid-
ering uncertain operating conditions and the socio-technological envi-
ronment that a process system works in. People are well aware that no 
matter how robust our preventative or control methods are, we still have 
to handle the residue risk of highly uncertain events. This residue risk 

also becomes evident from the continuous occurrence of severe process 
accidents [10,11]. Thus, there is a call to shift the focus of safety 
assessment from risk-oriented thinking to the paradigm of resilience 
engineering, which acknowledges the inherent uncertainty and 
complexity of system functioning and the need for performance vari-
ability [12–19,49,60]. 

The concept of resilience has drawn wide attention from academia as 
well as industries since it contributes to new ways of resisting disrup-
tions and recovering adequately [20–27]. Resilience is a concept origi-
nally used in Material Science to describe the property of a material to 
spring back to its original state after undergoing deformation [28]. 
Later, the term resilience was gradually introduced into other scientific 
fields to measure the ability of a system to absorb changes and distur-
bances and maintain the original state [29–31]. Thus, various defini-
tions of resilience have been proposed. The resilience of critical 
infrastructure is regarded as the ability to mitigate the degree of impact 
and/or duration of disruptions (NIAC, 2009). System resilience depends 
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on its ability to anticipate, absorb, adapt to, and restore from disrup-
tions. Fujita et al. [32] viewed resilience as the ability to resist and 
recover from accidents and natural events. Holling [33] defined the 
resilience of the ecosystem as the intrinsic property of the system, which 
is used to measure the persistence and ability of the ecosystem to absorb 
changes and disturbances and maintain the original species. Hosseini 
and Barker [34] considered resilience as the ratio of system performance 
recovery to system performance loss at a given disruption. Francis and 
Bekera [35] defined resilience as the comprehensive ability, comprising 
four attributes: absorption, adaptation, restoration, and learning. 

Based on the aforementioned definitions, different resilience metrics 
and corresponding quantification approaches have been proposed. Wu 
et al. [36] developed an indicator-based method, which includes two 
indicators, i.e., traffic efficiency and safety performance, to assess the 
resilience of transportation networks during the post-earthquake 
long-term recovery period. Kammouh et al. [37] presented an 
indicator-based method, using three indicators, i.e., vulnerability, 
robustness, and recoverability, to quantify the resilience of engineering 
systems. Each indicator has its own sub-index. Dynamic Bayesian 
network is employed to represent the logic and structure relationship 
between resilience and these three indicators and various sub-indexes. 
After that, the system resilience can be determined. Sun et al. [15] 
developed another DBN model to assess the resilience of safety barriers 
for the process system. Chen et al. [38] presented an indicator-based 
method, which considers main characteristic factors (e.g., adapt-
ability, resistance, and recovery), to assess urban resilience. Zinetullina 
et al. [39] presented a hybrid approach, which integrates the Functional 
Resonance Analysis Method (FRAM) and DBN to quantify system resil-
ience. Belline et al. [40] proposed a Q-FRAM approach based on System 
Resilience Index (SRI) to assess the system’s resilience. Yodo and Wang 
[41] developed a Bayesian network (BN)-based approach to quantifying 
reliability and restoration subject to disruptive events. Hosseini and 
Barker [34] introduced a novel method for quantifying resilience, 
including the ability of absorption, adaptation, and restoration, for 
inland waterway ports based on BN. Chen et al. [12] used storage 

capacity as the primary indicator of the hazardous material storage 
plants and introduced a dynamic stochastic approach to quantify the 
resilience. Cincotta et al. [42] proposed a method by considering 
vulnerability and recoverability to raise system resilience of firefighting 
strategies. Cai et al. [21] presented a DBN-based method to measure 
system resilience under different types of disruptions. Zhang et al. [26] 
developed a hybrid approach, which combines finite element models 
and DBN to quantify the resilience of mechanical structures. Yin et al. 
[43] proposed an approach, integrating knowledge-based method and 
data-driven method, to assess system resilience. Shandiz et al. [44] 
proposed a novel energy resilience framework, including three perfor-
mance indicators, to plan and assess community energy resilience. 

In the existing literature, resilience is often quantified based on 
mathematical models of system functional performance or performance 
index. In this paper, resilience is seen as a hidden, intrinsic, and emer-
gent property of a system. As a concept originated from Material Sci-
ence, we argue that system resilience can be measured via experiments 
similar to material resilience. Inspired by the tensile experiment for 
measuring material resilience in Materials Science, we aim to formulate 
an experiment to measure the resilience of chemical process systems. 
Since physical experiments for a complex system are practically 
impossible to perform at this stage, the present study proposes a virtual 
experiment for measuring the resilience of a chemical process system. 

In existing resilience assessment metrics and models, the initial 
resilience is assumed as 1. Researchers believe resilience starts at 1 and 
then changes over time when disruption occurs, finally recovering to a 
new stable state. The purpose of those methods is assessing how resil-
ience changes over time. As a contract, according to tensile experiment 
in Materials Science, the resilience of the specimen cannot be deter-
mined before the specimen is tested. Only when the experiment starts 
can the specimen’s resilience be observed by performing the test. Thus, 
the system resilience measured by the virtual experiment in this 
manuscript starts from 0 rather than 1. As a result, the experiment-based 
method aims to measure the maximum resilience of system. 

The proposed approach aims to measure resilience by a virtual 

Nomenclature 

σ stress 
ε strain 
σa the proportional limit 
εa strain corresponding to stress σa 
σb yield stress 
εb strain corresponding to stress σb 
σc the maximum stress that the material can withstand 
εc strain corresponding to stress σc 
E Young’s modulus 
P applied load 
A0 the original specimen cross-sectional area 
ΔL displacement of the specimen caused by P 
L0 determines the original length of the specimen 
σT the engineering stress in TSSC 
εT the engineering strain in TSSC 
σS the average value of the impact of the disruption on each 

component in resilience engineering 
εS the degree of the system performance change caused by σS 

in resilience engineering 
a’ disruption impact value in resilience engineering 
a the corresponding performance change caused by a’ 
b’ the maximum disruption intensity that the system can 

absorb in resilience engineering 
b the corresponding performance change caused by b’ 
c’ the maximum disruption intensity that the system can 

adapt to in resilience engineering 
c the corresponding performance change caused by c’ 
d’ the maximum disruption intensity that the system can 

recovery from in resilience engineering 
d the corresponding performance change caused by d’ 
I disruption intensity 
ΔS performance change caused by disruption 
N the number of components of the system 
S0 the initial performance of the system 
εSi the performance change rate of the system caused by 

disruptions 
FT the required for fault diagnosis 
MT the start time of maintenance activities 
RAT the required for resource allocation 
Re recovery factor 
DS diagnosis accuracy 
RAS probability of successful resource allocation 
MS the probability of successful maintenance 

Acronyms 
DBN dynamic Bayesian network 
SSC stress strain curve 
TSSC true stress strain curve 
RETSSC resilience engineering true stress strain curve 
CTPs conditional probability tables 
RPB release prevention barrier  
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experimental approach. To develop a virtual experiment for this pur-
pose, the physical parameters in the process system are compared with 
those in the material tensile experiment to form analogies. We aim to 
map the tensile experiment into the virtual experiment for measuring 
system resilience. The disruption intensity and system performance 
change are two critical parameters in the mapping process. The system 
performance in different process (i.e., absorption, adaptation, and 
restoration) can be determined by DBN. Firstly, duo to the impact of 
disruption, the failure rate of components will be increased, which make 
the system performance decrease rapidly. Secondly, adaptation ability is 
viewed as response capacity of system when disruption occurs, which 
can be represented by response time (RT). RT determines the time slice 
of DBN in the process of system performance degradation. Therefore, the 
process of system performance degradation depends on the ability of 
absorption and adaptation. After that, the restoration ability is depen-
dent on repair rate of components. When maintenance measures are 
taken after RT, the system performance will increase. Therefore, the 
process of system performance increase depends on the ability of 
restoration. DBN is used to quantify the performance profile of system in 
the process of degradation and increase. The virtual experiment is 
developed to find their relationship, thus measuring system resilience. 
The contribution of the manuscript is providing a new way to define and 
quantify system resilience. 

The remainder of this paper is organized as follows. Section 2 de-
scribes material resilience and how it can be measured and discusses the 
possibility of creating an experiment for measuring system resilience 
based on that for material resilience measurement. The proposed virtual 
experiment-based approach, including the DBN model and the resilience 
metric, is presented in Section 3. A case study is conducted in Section 4, 
followed by discussions in Section 5. Finally, Section 6 concludes this 
paper. 

2. Material resilience versus system resilience 

2.1. Stress-strain curve in Materials Science 

The Stress-Strain curve (SSC), determined by tensile/compression 
experiments, is an essential concept in Materials Science, which is pre-
sented in Fig. 1. 

In Fig. 1, the ordinate represents the stress, and the abscissa is the 
strain of the specimen. For SSC, in the early phase (stress below σa) of 
the curve, many materials follow Hooke’s law (i.e., the stress is pro-
portional to the strain), and the proportionality constant is the elastic 

modulus or Young’s modulus, expressed as E [46]. At this phase, the 
relationship between stress and strain is shown in Eq. (1). σ represents 
stress and ε is strain. 

σ = Eε (1) 

In Fig. 1, the σa is the proportional limit, which means that when the 
stress is greater than σa , the stress and strain are no longer proportional. 
The σb indicates yield stress, which is an essential indicator of plastic 
materials. When the stress is less than σb , the specimen is able to restore 
to its original state after the stress is removed. In Material Science, the 
area under the SSC up to a given value of strain εb is termed the resil-
ience of the specimen, which is shown in shaded area of the Fig. 1. 

When the stress ranges from σb to σc, the strain increases signifi-
cantly. If the stress is relieved at this time, the deformation of the 
specimen can only be partially recovered, while some residual defor-
mation is retained. As the stress continues to increase, the material will 
eventually fracture. 

2.2. The quantification of TSSC 

The engineering stress σE and strain εE are determined by Eqs. (2) 
and (3) [45]. 

σE =
P
A0

(2)  

εE =
ΔL
L0

(3)  

where P indicates applied load; A0 is the original specimen cross- 
sectional area; ΔL represents the displacement of the specimen; L0 de-
termines the original length of the specimen. 

A more efficient measure of the material’s response in the plastic 
flow range can be obtained using the true stress σT instead of the engi-
neering stress σE [45]. The true stress and strain can be described as Eqs. 
(4) and (5) [45]: 

σT = σE(1+ εE) (4)  

εT= ln(1+ εE) (5) 

According to Eqs. (3)-(5) can be converted into Eqs. (6) and (7). It 
can be seen from Eqs. (6) and (7) that there are only two variables: the 
applied load (P) and the displacement of the specimen (ΔL). Therefore, 
the main task of measuring material resilience is determining P and ΔL. 

σT =
P
A0

(

1+
ΔL
L0

)

(6)  

εT= ln
(

1+
ΔL
L0

)

(7) 

Based on Eqs. (6) and (7), the expression of σT with respect to εT can 
be expressed as Eq. (8). Based on Eq. (8), the true SSC (TSSC) can be 
determined. 

σT =
P⋅eεT

A0
(8) 

It is worth noting that, as for many materials, the relations 
mentioned above apply equally well if loads are placed to put the 
specimen in compression rather than tension. 

2.3. The mapping process and virtual experiment 

Once the relationship between stress and strain is determined, the 
function of TSSC can be obtained, i.e., Eq. (8). The area under the TSSC 
up to a given value of strain is termed the resilience of the specimen, 
which means that the resilience of the material can be determined by 
TSSC, which is shown in the shaded area of Fig. 1. To determine the Fig. 1. The true stress-strain curve (adapted from Kweon et al. [45]).  
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TSSC, the applied load (P) and the displacement of the specimen (ΔL) 
should be measured. 

When material ruptures in a tensile test, the experiment is termi-
nated. Material restoration is not considered in TSSC. However, to 
measure system resilience in Resilience Engineering, restoration ability 
is an essential element that must be considered. Therefore, to take the 
restoration ability into account, we extend the TSSC to formulate a 
‘TSSC’ for system resilience measurement in Resilience Engineering. It is 
named Resilience Engineering TSSC (RETSSC), shown in Fig. 2. The 
shaded area in Fig. 2 represents the extended area (i.e., restoration 
process), which is not considered in TSSC. The ordinate of Fig. 2 (i.e., εS) 
indicates the degree of the system performance change. The abscissa (i. 
e., σS) depends on the disruption intensity and performance loss, which 
can be seen in Eq. (9) in Table 1. The specific descriptions of critical 
points in Fig. 2 are presented in Table 1. It is worth noting that the in-
crease speed from (c, c’) to (d, d’) is dependent on the maintenance re-
sources, e.g., the number of maintenance teams. In other words, 
different maintenance resource will result in diffident rate of increase. 
Therefore, the curve may or may not be continuous at point (c, c’). 

In Resilience Engineering, a disruption affects the performance of 
process systems. This is similar to a load applied to a specimen that 
impacts the internal structure of specimens. As the disruption intensity 
increases, the performance of the process system may degrade. As long 
as the disruption is strong enough, the process system will malfunction 
eventually. Fig. 2 describes the process of performance change. It shows 
that when σS ranges from zero to b’, the absorption ability of the system 
offsets the influence of disruption. The system returns to its original 
status. If σS ranges from b’ to c’, the impact of the disruption cannot be 
completed absorbed. This leads to a large performance change in the 
system. At this stage, the residual impacts can still be reduced by the 
adaptation ability of the system. When σS is larger than c’, restoration 
measures must be implemented. Otherwise, the system remains in fail-
ure. The resilience of a process system can be measured based on 
RETSSC. A virtual experiment is then designed to generate RETSSC. 

The physical parameters of system resilience are mapped from those 
of material resilience in Material Science. The mapping process is pre-
sented in Table 1. The intensity of disruptions I in Resilience Engineering 
is seen as the applied load P of Materials Science; The performance 
change of systems ΔS caused by disruptions can be viewed as the 
displacement (i.e., ΔL) resulting from the load P. 

In the light of Eqs. (9) and (10) in Table 1, the expression of σS with 
respect to εS can be expressed as Eq. (11). It is worth noting that there are 
only two variables in Eqs. (9) and (10), namely I and ΔS. RETSSC 
developed based on these two variables is employed to measure the 

system resilience. Therefore, the two main tasks of the proposed virtual 
experiment are to quantify I and ΔS. 

σS =
I⋅eεS

N
(9) 

The tensile/compression experiment aims to determine the rela-
tionship between applied load P and specimen displacement ΔL to 
measure the material resilience. The developed virtual experiment at-
tempts to identify the relationship between disruption intensity I and 
system performance change ΔS to measure the system resilience. Like 

Fig. 2. The developed RETSSC based on TSSC.  

Table 1 
The analogy between TSSC in Materials Science and TSSC in Resilience 
Engineering  

Key points of 
TSSC in Fig. 1 
of Materials 
Science 

Descriptions Key points in 
RETSSC in  
Fig. 2 of 
Resilience 
Engineering 

Descriptions 

εT Strain (the degree of 
deformation) 

εS The degree of the 
system performance 
change 

σT Stress (load value of 
per unit area) 

σS The average impact 
of a disruption on 
each component 

Experiment 
variables 

P, ΔL Virtual 
experiment 
variables 

I, ΔS 

P The load applied to 
the specimen 

I Intensity of 
disruptions 

ΔL Displacement of the 
specimen 

ΔS The amount of 
performance change 

(εa, σa) Proportionality limit (a, a’) - 
(εb, σb) The yield stress, 

which is the 
maximum value of 
stress at which there 
is no permanent 
deformation 

(b, b’) b’ is the maximum 
disruption intensity 
that the system can 
absorb, which can 
be used to measure 
absorption ability 

(εc, σc) The fracture point. (c, c’) c’ is the maximum 
disruption intensity 
that the system can 
adapt to, which can 
be used to measure 
adaptation ability; 
In this point, 
restoration must be 
implemented. 
Otherwise, the 
system may fail.   

(d, d’)  
- - (d, d’) d’ is the maximum 

disruption intensity 
that the system can 
withstand after 
repair, which can be 
used to measure 
restoration ability 

Key functions 
in TSSC of 
Materials 
Science 

Number and 
description 

Key functions 
in RETSSC of 
Resilience 
Engineering 

Number and 
description 

σT =
P
A0

(

1 +

ΔL
L0

)

Eq. (6)  σS =
I
N

(

1 +

ΔS
S0

)

Eq. (9) where N is 
the number of 
components of the 
system; S0 indicates 
the initial 
performance of the 
system. 

εT = ln
(

1 +

ΔL
L0

)
Eq. (7) εS = ln

(
1 +

ΔS
S0

)

Eq. (10)  

σT =
P⋅eεT

A0 
Eq. (8) σS =

I⋅eεS

N Eq. (11)   
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the definition of resilience in Materials Science, the area under the 
RETSSC up to a given value of εS can be regarded as the resilience of 
process systems. Therefore, Eq. (11) can be converted to Eq. (12) to 
measure the resilience of process systems. Based on the aforementioned 
above, the system resilience R can be observed and measured with this 
virtual experiment. 

R =

∫εSi

0

σSdεS (10)  

where R indicates the system resilience, εSi represents the performance 
change rate of the system caused by disruptions. 

According to the resilience quantification method of specimen in 

Material Science, the area below the RETSSC at different stages is used to 
represent absorption, adaptation and restoration capacity, and then 
quantify system resilience in Resilience Engineering. Therefore, the 
system resilience R can be considered as the maximum amount of 
disruption impacts that the system can deal with without failing. The 
larger the R the better the resilience of the system. 

3. The proposed methodology 

The methodology is proposed to measure the system resilience. It 
comprises two main tasks: determining disruption intensity (I) and 
quantifying the performance change of the system (ΔS). A virtual 
experiment is developed to obtain RETSSC. Fig. 3 presents three main 

Fig. 3. The proposed methodology for assessing the system resilience.  
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parts of the virtual experiment: experiment design, experiment opera-
tion, and experiment data observation. The virtual experiment design 
has been discussed in Section 2.3. The rest of this section focuses on 
discussing the virtual experiment operation and experiment data 
observation. 

In the phase of virtual experiment operation, the process of absorp-
tion, adaptation, and restoration is represented and measured by DBN. 
Firstly, a DBN model is developed to determine the system performance 
change in the process of absorbing and adapting to the disruption. RT is 
utilized to determine time slice in this process. The DBN is then adjusted 
according to repair rate of components to quantify the system perfor-
mance change of the restoration process in different time-varying se-
quences. In accordance with the results of virtual experiment operation, 
a novel resilience metric is proposed to quantify the system resilience in 
the phase of experiment data observation. The details are presented in 
the following sections. 

3.1. Quantification of the first part of RETSSC 

At the stage of virtual experiment operation, the first task is to 
measure the system performance in the process of absorption and 
adaptation. 

As an extension of BN in the time domain, in general, the structure 
and principles of DBN are the same as BN [47,48]. The exception is that 
DBN contains more than one time slice. The relationship among time 
slices can be described by transition probabilities. The structure of DBN 
is shown in Fig. 4. 

In the normal degradation process, the prior probability of root 
factors and the conditional probability tables (CPTs) can be determined 
by the historical data and expert judgment [15,21,49,50]. Transition 
probabilities can be determined by failure rate λ and repair rate µ from 
OREDA and relevant literature. The probability is determined through a 
Markov-state transition relationship and is expressed as follows [51]: 

p(Xt+Δt =work|Xt =work) = e− λΔt (11)  

p(Xt+Δt = fail|Xt =work) = 1 − e− λΔt (12)  

p(Xt+Δt = fail|Xt = fail) = e− μΔt (13)  

p(Xt+Δt =work|Xt = fail) = 1 − e− μΔt (14) 

The duration of external disruption (e.g., cyber-attacks, sabotage, 
etc.) is very short compared to the absorption, adaptation, and recovery 
time. As a result, the external disruption can be regarded as instanta-
neous [26]. When a disruption impacts the system, the failure rate of 
root nodes will increase, which is dependent on the disruption intensity 
(I). The larger the disruption intensity (I), the higher the failure rate of 
the root nodes. A high-intensity disruption may lead to the common 
cause failure of nodes [51]. The failure rate of the root nodes after 
disruption is determined by Eq. (17) [52]. 

λD = gI ⋅λ0 (15)  

where λD indicates failure rate of root nodes under disruption condition, 

λ0 represents initial failure rate of root nodes, gI g denotes the score of 
dsiruption, which can be obtained from experimental data, historical 
data or expert opinion [53]. 

In the present study, DBN is used to determine the system perfor-
mance under normal and disruptive conditions. The performance dif-
ference between them is defined as the performance change (i.e., △S). 
Then △S is used in Eqs. (9) and (10), and Eq. (11) to obtain the first part 
of RETSSC. After this, the ability of absorption and adaptation can be 
determined. We assume that no external maintenance measures are 
taken in the process of absorbing and adapting to disruptions. The 
period between the occurrence of disruptions and the beginning of 
maintenance activities is defined as response time (RT), which can be 
determined by fault diagnosis time and resources allocation time [21]. 
In other words, system performance change during this period depends 
only on the ability of absorption and adaptation. 

3.2. Quantification of the second part of RETSSC 

The second task of virtual experiment operation is to measure the 
restoration process. The structure of the DBN model remains unchanged. 
However, when the maintenance measures are taken, the system per-
formance will be enhanced. The repair rate of components is used to 
determine the transition probability of the DBN model to calculate the 
system performance in the process of restoration. 

The maintenance measures start only after completing the related 
work of fault diagnosis and resource allocation. Fault diagnosis aims to 
identify the nodes that need to be repaired. Resource allocation is to 
rationally allocate and utilize existing resources to conduct maintenance 
activities under the condition of limited maintenance resources. 
Therefore, the sum of the time required for fault diagnosis (FT) and 
resource allocation (RAT) determines the response time(RT), which is 
expressed as Eq. (18). Furthermore, Eq. (18) can also be used to deter-
mine the number of time slices of the DBN developed for the process of 
absorption and adaptation. 

RT = FT + RAT (16) 

Once the repair activities begin, the system performance will be 
increased. The transition probabilities in DBN are determined by repair 
rates. The difference between improved performance and initial per-
formance (before maintenance measures are intervened) of a system can 
be regarded as △S. △S is then applied to Eqs. (9) and (10), and Eq. (11) 
to obtain the second part of RETSSC. Hence, the restoration capacity can 
be determined. By combining the first and second parts of RETSSC, a 
complete RETSSC can be obtained. In the light of the complete RETSSC, 
system resilience can be measured based on Eq. (12). 

4. Case study 

On August 6, 2012, a leakage accident originated from a pipe rupture 
in a crude distillation unit in the Chevron Richmond refinery occurred, 
resulting in a fire accident eventually. Fortunately, no one was injured in 
the accident [11]. The fire accident resulted from the “4-side cut” 
leaving the Richmond refinery’s C- 1100 Crude unit atmospheric column 
[3], causing flammable light oil released at the rate of 10,800 barrels per 
day [11]. The specific information regarding the Richmond refinery 
accident can be found in the CSB investigation report [11]. The process 
of the Chevron Richmond refinery crude unit and its associated up-
stream process is shown in Fig. 5. To prevent the release accident, the 
release prevention barrier of the Chevron Richmond refinery crude unit 
is used to demonstrate the proposed methodology. 

4.1. Quantification of the first part of RETSSC 

The release prevention barrier of the Chevron Richmond refinery 
crude unit is used to demonstrate the proposed methodology. The first 
task is to determine the components in the release prevention barrier Fig. 4. The structure of DBN.  
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(RPB) based on the process of the Chevron Richmond refinery and the 
accident report [11]. In this case, the RPB comprises four main sec-
ondary barriers:  

• Human factors barrier- utilized to respond to an abnormal situation, 
which involves human actions and inactions.  

• Process control barrier- attempts to use sensors/monitors, alarms, and 
controllers to keep the key parameters of the system within a safe 
range.  

• Facilities and equipment barrier- employs the physical and technical 
barrier to prevent the leakage and escalation events.  

• Management and organizational barrier- in the effort to use reasonable 
rules and regulations to ensure the safe behavior of workers and the 
safe state of equipment. 

The specific components of RPB and the corresponding DBN model 
are shown in Table 2 and Fig. 6. 

Safety barrier is a typical critical safety equipment (SCE). Its per-
formance is often indicated by “availability”, a dimensionless value 
defined in reliability engineering. The developed DBN model is 
employed to quantify the performance change of the release prevention 
barrier (RPB). Firstly, the system performance under the normal con-
dition (i.e., before the disruption) should be identified by the DBN. The 
initial data of the DBN model are identified by historical data and expert 
judgment. Moreover, when a disruption occurs at the system, the failure 
rates of the basic components are increased, and the failure rates of basic 
components can be determined by Eq. (17) and Table 2. The disruption 
intensity (I) is assumed as 0.8 to illustrate the proposed methodology. 
Through considering the actual situation of historical data, the process 
of the fault diagnosis needs 2 hours; the process of the resource alloca-
tion requires 6 h. According to Eq. (18), RT is 8 h. Therefore, the number 
of time slices for the DBN in the process of absorption and adaptation is 8 
h. In other words, maintenance measures are taken at 8 h after disrup-
tion occurs. 

In accordance with the failure data of each component and the 
developed DBN model, the performance functions of the system under 
the normal and disruption condition can be determined. According to 
the aforementioned above, the performance curve and the performance 
change curve of the RPB in the process of absorption and adaptation are 
presented in Fig. 7. 

Under normal condition, due to the degradation of components, the 
system performance decreases from 1 to 0.905. Therefore, the initial 
system performance is defined as 0.905. When the disruption occurs, the 
components of the system will be affected, leading to the performance 
decreases. Due to the required time for finishing fault diagnosis and 
resource allocation is 8 hours, thus, the system performance drops from 
0.905 to 0.206 after 8 h. The performance curve can be determined by 
the developed DBN, as shown in Fig. 7 (i.e., the black curve). The per-
formance change curve of the system can be determined by the system’s 

Fig. 5. Schematic diagram of the Chevron Richmond refinery crude unit.  

Table 2 
The specific information of components for the RPB system.  

Symbol Description Initial Prior 
probability 

Initial failure 
rateλ 

Initial 
Repair rate 

X1 Supervision 0.001 - - 
X2 Skill 0.001 - - 
X3 Experience 0.001 - - 
X4 Knowledge 0.001 - - 
X5 Work permit 0.007 - - 
X6 Work procedure 0.005 - - 
X7 Flow controller 0.00178 5.72×10-5 0.02 
X8 Temperature 

controller 
0.00198 5.72×10-5 0.02 

X9 Temperature 
monitor 

0.00146 4.66×10-5 0.023 

X10 Temperature 
alarm 

0.00158 6.54×10-5 0.022 

X11 Pressure monitor 0.00242 4.66×10-5 0.023 
X12 Pressure alarm 0.00167 6.54×10-5 0.022 
X13 Pump 0.0005 4.05×10-5 0.014 
X14 Valve 0.0003 6.13×10-5 0.021 
X15 Flange 0.00032 - - 
X16 Protective coating 0.00062 - - 
X17 Cathodic 

protection 
0.00053 - - 

X18 Maintenance 
procedure 

0.005 - - 

X19 Repair procedure 0.005 - - 
X20 Testing 0.003 - - 
X21 Routing 

inspection 
0.050 - - 

X22 Education 0.0004 - - 
X23 Training 0.0004 - - 
X24 Safety culture 0.005 - -  
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initial state and performance curve, which is depicted as the red curve of 
Fig. 7. In accordance with Fig. 7, Eq. (9), Eq. (10), and Eq. (11), the first 
part of RETSSC Resilience Engineeringcan be determined, which is 
sketched in Fig. 8. It can be seen from Fig. 8, when the σS increases from 
0.1 to 0.177, the εS increases from 0 to 0.573. The process of the per-
formance change in Fig. 8 is dependent on the ability of absorption and 
adaptation of the system. 

It can be seen from Fig. 9, for the same εS, the greater the σS, the 
greater of the system resilience. In other words, under the condition of 
the same performance variation, the stronger the disruption intensity 
the system can withstand, the better the resilience of the system. 
Therefore, improving the ability of absorption and adaptation can 
enhance the system’s ability to handle the effects of disruption, thus 
reinforcing the system resilience. 

4.2. Quantification of the second part of RETSSC 

As the aforementioned in Section 2.3, the TSSC of Materials Science 

does not include restoration ability. Thus, Fig. 2 is developed to extend 
the TSSC to consider the restoration ability of the system resilience. With 
maintenance activities, the system performance is enhanced. According 
to Table 2, the transition probabilities can be determined by repair rate. 
As a result, the system performance curve and performance change 
curve are shown in Fig. 10. It can be seen from Fig. 10, duo to the 
maintenance measures, the system performance is enhanced from 0.206 
to 0.905, which takes system 24 hours to recovery from the impact of 
disruption. After that, the system performance reaches an equilibrium 
state. The specific information of system performance change is depicted 
in Fig. 10. 

In the light of Fig. 10, Eqs. (9) and (10), and Eq. (11), the second part 
of RETSSC can be determined, which is shown in Fig. 11. From Fig. 11, 
we can see that when the σS increases from 0.177 to 0.249, the εS in-
creases from 0.573 to 0.912. The process of the curve change in Fig. 11 
depends on the restoration ability of the system. 

It is worth noting that, there is no maintenance measures for spec-
imen in tensile experiment of Material Science. Therefore, the 

Fig. 6. The DBN model for the RPB.  

Fig. 7. The performance curve and the performance change curve for the RPB 
in the process of absorption and adaptation. 

Fig. 8. The first part of RETSSC in the process of absorption and adaptation 
for RPB. 
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restoration ability is not considered in TSSC. As a contrast, for a process 
system, the maintenance measures can be used to increase system per-
formance after disruption. Therefore, by comparing Figs. 8 and 11 it can 
be concluded that duo to the restoration ability, the ability of system to 
deal with disruption is larger than that of a system without restoration 
ability. 

4.3. Quantification of the system resilience 

Based on Fig. 8 (the first part of RETSSC) and Fig. 11 (the second part 
of RETSSC), the complete RETSSC can be determined and shown in 
Fig. 12. The black line in Fig. 12 indicates the first part of the RETSSC 
considering the process of absorption and adaptation, and the blue line 
stands for the second part of the RETSSC, including the restoration 
process. In other words, due to the intervention of maintenance activ-
ities, the system can withstand greater disruption intensity than that of 
the system without restoration ability. The combination of the two parts 
formulates the complete RETSSC. According to Fig. 12 and Eq. (12), the 
system resilience of the RPB can be measured, as shown in Fig. 13. 

It can be seen from Fig. 13 that the resilience of the system starts 
from 0. This is because the resilience in this present study is measured by 
the proposed virtual experiment, which can be regarded as the ‘observed 
resilience’. When the virtual experiment starts, the system resilience is 
able to be observed and measured. This is like the resilience of speci-
mens in tensile experiment in Materials Science: the resilience of the 
specimen cannot be determined before the specimen is tested. Only 
when the experiment starts can the specimen’s resilience be observed 
step by step. 

In the beginning, due to the relevant work (i.e., fault diagnosis and 
resource allocation) requiring time to complete, no maintenance activ-
ities could be conducted during this period. In this process, the ab-
sorption ability mitigates the influence of the disruption on the system. 
On this basis, adaptation ability determines the response time (RT). Due 
to the positive effect of these two types of ability, the system resilience 
increases gradually at the first stage (i.e., the black line in Fig. 13). After 
this, maintenance measures will be taken at 8 hours when fault diagnosis 
and resource allocation are completed. Owing to the intervention of 
maintenance activities, the system resilience increases from 0.077 to 
0.149. In other words, if the restoration ability is not considered in the 
system (e.g., a specimen), the system resilience is 0.077. For RPB, duo to 
the impact of restoration ability, the system resilience is enhanced from 
0.077 to 0.149. Therefore, the restoration ability is a critical element of 
system resilience. 

Fig. 9. The different first part of RETSSC caused by different absorption and 
adaptation ability. 

Fig. 10. The performance curve and the performance change curve for the RPB 
in the process of restoring from the disruption. 

Fig. 11. The second part of RETSSC for RPB.  

Fig. 12. The complete RETSSC of Resilience EngineeringRPB.  
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4.4. Discussions 

It can be seen in Fig. 13b that the system resilience starts from 0 and 
then gradually increases. The increased speed is dependent on the ability 
of absorption and adaptation. To improve the system resilience, the 
system needs to be improved by changing design and operational stra-
tegies to enhance the absorption and adaptation ability of the system. 
For instance, improving fault detection and diagnosis, enhancing 
personnel training, optimizing inspection frequency, etc. The black 
curve in Fig. 13 Resilience Engineering represents the ability of ab-
sorption and adaptation. The ‘intersection’ (8, 0.077) in Fig. 13b in-
dicates the endpoint of the first part of RETSSC and the beginning of the 
second part of RETSSC. By improving the absorption and adaptation 
abilities of the system, the system resilience can be enhanced. After 8 
hours, external maintenance activities are carried out to increase the 
system performance. System resilience can be enhanced by improving 
maintenance effectiveness and efficiency. 

For process systems, the key properties of resilience are absorption, 
adaptation, and restoration. The system resilience can be determined by 
quantifying each ability. For different research fields, the quantification 
methods of resilience properties are different. Therefore, various resil-
ience metrics are proposed in different fields, e.g., infrastructure resil-
ience, water supply management, transportation network, process 
industries, etc. The present study focuses on using a virtual experiment 
to observe and measure system resilience. 

System resilience is a ‘hidden’ property of a complex system, which 
should be measured through experiments at a specific condition (i.e., a 
specific time interval and operating condition for measurement). It is a 

static property only given that the system structure and components, 
operating environment and strategies, and other influencing factors are 
unchanged. It becomes dynamic when these conditions change with 
time. We should perform an experiment to measure it. However, it is 
barely possible to conduct a physical experiment. Thus, a virtual 
experiment (simulation) is developed to measure it. 

Compared with conventional resilience assessment methods, the 
proposed methodology is the first experimental approach of its kind. In 
other words, this present study aims to ‘observe’ and ‘measure’ the 
system resilience by the virtual experiment. This is why the system 
resilience curve in Fig. 13 obtained by the proposed virtual experiment 
starts from 0 instead of 1. Additionally, the proposed methodology takes 
the disruption intensity I into account (e.g., in Eq. (11)) since the 
resilience behavior of the system will change with the dynamic change 
of the I. While in conventional resilience assessment methods, the I is not 
considered in the resilience metrics and methods. The proposed meth-
odology provides a potential way to perform such virtual experiments to 
measure system resilience. 

The proposed methodology still has some limitations. The relation-
ships between disruption intensity and system performance variation 
were obtained from the analogic relationship between stress and strain 
in Material Science. This is due to two reasons: (i) the authors can’t 
conduct physical experiments on chemical process systems; (ii) limited 
empirical data is available to obtain this relationship. The opportunity 
lies in using process simulation to generate data for deriving the rela-
tionship. Furthermore, DBN is used to obtain data on system perfor-
mance in the event of disruptions in which expert judgments were 
adopted. The primary aim of this paper is to introduce a new resilience 
assessment approach developed based on the concept of stress and strain 
curve in Material Science. Further investigation is in progress to improve 
the existing methods or develop proper methods for each step in the 
proposed methodological framework. 

5. Conclusions 

Resilience contributes to thinking about new means to deal with 
various uncertain disruptions to ensure system safety. To measure the 
resilience of process systems, the present study explores an experimental 
approach to measure system resilience inspired by the tensile test and 
stress-strain diagram from Materials Science. The proposed methodol-
ogy develops a virtual experiment to observe and measure the system 
resilience. However, in the process of tensile experiment, the restoration 
ability is not considered. Therefore, the restoration process is not 
included in the TSSC in Materials Science. To solve this problem, the 
RETSSC is proposed to extend the TSSC to consider the restoration 
ability to formulate a complete RETSSC for Resilience Engineering. 

In the virtual experiment design, the experiment parameters of 
measuring the resilience of process systems are mapped to these in 
material resilience. In the part of the virtual experiment operation, the 
dynamic Bayesian network (DBN) is used to determine the performance 
change (i.e., ΔS) curve under two different conditions (i.e., normal 
condition and under disrupted condition). In the light of these two steps, 
the system resilience is determined by the proposed resilience metric in 
the phase of virtual experiment data observation. The presented 
approach provides a potential experimental way to measure system 
resilience under uncertain conditions. Compared to the traditional 
resilience assessment approaches, the proposed method does not need 
the arbitrary determination of desired system performance. With 
chemical process simulators, the proposed method can be implemented 
practically and provide more insightful results to help improving the 
resilience of the system at the design stage. 
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