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Abstract. This paper discusses the research issues that need to be addressed in order to create a personal
distributed environment where people interact with various companion, embedded, or invisible computers not
only in their close vicinity but potentially anywhere. These systems are called personal networks (PNs). They
constitute a category of distributed systems with very specific characteristics. They are configured in an ad hoc
fashion, as the opportunity and the demand arise, to support personal applications. PNs consist of communicating
clusters of personal digital devices, devices shared with other people and even infrastructure-based systems. At
the heart of a PN is a core Personal Area Network (PAN), which is physically associated with the owner of
the PN. Unlike the present PANs that have a geographically limited coverage, the Personal Operating Space,
PN have an unrestricted geographical span, and incorporate devices into the personal environment regardless of
their geographic location. In order to do this they need the services of infrastructure-based networks and ad-hoc
networks to extend their reach. A PN extends and complements the concept of pervasive computing. We show
that PNs introduce new design challenges due to the heterogeneity of the involved technologies, the need for
self-organization, the dynamics of the system composition, the application-driven nature, the co-operation with
infrastructure-based networks, and the security hazards. We discuss the impact of these problems on network
design, assess present and proposed solutions, and identify the research issues.

Keywords: Personal Networks, Personal Area Networks, pervasive computing, self-organisation, ad-hoc net-
works, context awareness, ambient networking.

1. Introduction

There is a consensus that new ICT technologies should be centered on the user; they should
improve quality of life and adapt to the needs of the individual without being intrusive. The
physical environment of a person, e.g., his or her home, office, car, public places he or she
visits, public transportation, will become smarter, more responsive, and more accommodat-
ing to individual needs. For instance future technologies will provide location- and context
dependent services and will introduce new levels of personal comfort and safety. A future
is envisaged where personalization and ubiquitous access to information and communication
are essential. Users will be able to create a personal profile that, according to the situation
and moment, will allow them to access the most suitable communication means and relevant
information. These ideas can be found in visions produced by different groups and from
different perspectives. Examples are “Scenarios for Ambient Intelligence in 2010” [1], “The
Book of visions — Visions of the Wireless Word” [2], “Telecom Scenarios in 2010 [3], and
the vision of the Association of Computing Machinery (ACM) in “The Next 1000 Years” [4].

An implication of these visions is that there is a need for a communication substrate that
allows a person ubiquitous global access to a vast number and variety of information re-
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sources, ranging from inexpensive sensors and actuators, wearable digital devices, consumer
appliances to utility-like large scale computing facilities. Many of these information resources
will be mobile. This communication substrate will be formed by a variety of existing and
future communication and network technologies.

As a consequence, new research fields are emerging, addressing different aspects of this
problem. Examples are service portability and virtual home environments [5], concepts aiming
at providing users with the same service experience independently of the user interface, ter-
minal capabilities, access network technologies, and network- and service providers. Another
important and related emerging area is pervasive computing' targeting environments where
networked computing devices are ubiquitous and even integrated with the human user [6].

In this paper we introduce the new concept of a Personal Network (PN), a concept that
is at the heart of pervasive computing, and could become an important means to realize
service portability and virtual home environments. We will discuss its characteristics, goals,
requirements, conditions and the circumstances that make it timely to research the technical
issues that need to be addressed. We start in Section 2 by describing a number of scenarios
involving PNs. In Section 3 we make the concept of a PN more concrete by discussing the
composition and organization of a PN. In Section 4 we give an overview of the research issues
brought about by the distinctive characteristics of PNs. We then go on to discuss some of
these in more detail. Section 5 discusses architecture, Section 6 resource discovery, Section 7
context discovery, Section 8 self-organization, Section 9 addressing issues, Section 10 rout-
ing, Section 11 co-operation with infrastructure-based networks, and Section 12 security and
accounting issues. In Section 13 we draw some conclusions regarding the future research on
PNs.

2. From PANs to PNs: Some Scenario’s

The concept of a PN goes beyond the concept of a Personal Area Network (PAN). The latter
refers to a space of small coverage (less than 10 m) around a person where ad-hoc commu-
nication occurs, e.g., using Bluetooth [7] or IrDA [8]. This is also referred to as a personal
operating space (POS) [9]. IEEE P802.15 [10] in particular focuses on the development of
consensus standards for PANs or short distance wireless networks. These are intended to
interconnect portable and mobile computing devices such as PCs, Personal Digital Assistants
(PDAs), peripherals, cell phones, and consumer electronics. PNs extend the local scope of
PANs to a global one by addressing virtual personal environments that span a variety of
infrastructure- as well as ad-hoc networks.
Let us first describe some potential scenarios involving PNs:

o A health-monitoring application:
A disabled or elderly person has a PAN incorporating sensing and actuating devices
linked up to a health-monitoring server at home. As this person moves away from home
to another location the server stays connected all the time to the sensing devices in a PN,
which is formed by linking the PAN-connected devices via, e.g., a 3G network, and the
Internet to the Home Network where the health-monitoring server resides.

' Pervasive computing is an environment where people interact with various companion, embedded, or invisible
computers. It essentially means to enable networked devices to be aware of their surroundings and peers, and to
be capable to provide services to and use services from peers effectively. Pervasive computing encompasses many
different technologies, and is the enabling technology for such applications as e-commerce and connected home.
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o Walking through a smart building:

While a person walks through a smart building from room to room, a PN accompanies
him/her. It interacts with the building functions and controls the lighting, enables access
to restricted areas, and activates building devices. For instance, it incorporates into the
PN a large wall-mounted display where the person can view an incoming video stream
directed to him/her, which cannot be displayed properly on his/her PDA.

e Business environment extended from the office to the car

A person leaves his/her office and enters his/her car. A PAN is established incorporating a
number of car information accessories (via the on-board car network) so that he can listen
to his/her corporate e-mail text read by a computer, dictate and send replies. This could be
realized for instance by linking up and temporarily extending the persons PAN containing
a 3G-enabled PDA with on-board speakers, microphones and a voice-recognition and
-synthesis system.

e A telepresence session:

One or more video cameras and high quality displays surround a person in the office and
at home. These devices are incorporated, automatically and invisibly, into his/her PN as
he enters the office or sits down on a couch in his/her living room. They allow him/her
to start up a telepresence session via, e.g., his/her PDA, in which he can have a virtual
meeting with other people for business as well as for social occasions.

Alternatively a person on the move could carry around some high-quality portable wire-
less screens and cameras, which can be spread around to emulate the presence of remote
participants in a session. Again this would involve the establishment of a PN involving
local and remote devices.

e A remote babysitting application:

Consider the case of a mother visiting a friend’s house while her child is asleep at home.
She might want to remotely watch and observe the child. She does this by using a PN
consisting of some personal devices, e.g., a UMTS and Bluetooth capable PDA and a
head set she carries with her, and, a remote pair of eyes and ears in the child’s bedroom
at home. The latter consist of a digital video camera, a microphone and a UMTS phone,
forming a cluster of cooperating devices. But since the friend’s living room is equipped
with a TFT wall display including speakers, hooked up to the friend’s home network and
accessible to authorized guests via a Bluetooth link into the home network, she might
want to use these to observe the child instead of her PDA and headset.

A way to envisage how these scenarios could happen is as follows. An individual owns
a PAN, consisting of networked personal devices in his/her close vicinity, e.g., attached to
the body or carried in a briefcase. This PAN is able to determine its context (e.g., where it
is), interact and link up with devices in the environment or with remote devices in order to
temporarily create a PN. This PN provides the functionality (e.g., office functions in the car)
the individual wants at that very moment and in that particular context.

Referring to the multisphere model proposed in the WWRF Book of Visions [2] a PN runs
across the spheres defined around a person: starting from the PAN sphere and ranging via
the immediate environment, the instant partners, the radio access and the interconnectivity
sphere to the cyber world sphere. It reaches out to whatever resources or partners are needed
to support and enhance a person’s private and professional activities. These resources and
partners are not necessarily in the immediate geographic vicinity of the person.
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Figure 1. Personal Network.

PNs are very much centered on a person and his/her needs. They will be dynamic in
composition, configuration and connectivity depending on the time, place and circumstances,
the resources required and the partners one wants to interact with.

We envision a PN to have a core PAN, consisting of devices, which a person carries with
him/her most of the time, e.g., a combined PDA-cellular phone. This core PAN will, if its
owner desires so, look out continuously for what the electronic environment has to offer.
Alternatively, if a user values privacy or isolation under given circumstances, his/her core
PAN will isolate itself from this environment. The core PAN is extended, on-demand and in
an ad-hoc fashion (driven by the opportunity and the applications), with personal resources or
resources belonging to others (organizations or people). The resources that can become part
of a PN will be very diverse. One could think of, e.g., computers, PDAs, phones, headsets,
displays, cameras, Internet-enabled appliances, sensors and actuators. There are many more
devices with communicating and processing capabilities that will emerge in the coming years
(this is the main rationale for the IPv6 protocol). These resources can be private or may have
to be shared with other people. They may be free or one may be charged for their usage.

The extension of the PAN with remote devices will physically be made via infrastructure-
based networks, e.g., the Internet, an organization’s intranet, or via ad hoc networks such
as another persons PN, a vehicle area network or a home network. Figure 1 illustrates the
concept.

3. The Composition and Organization of a PN

Like a PAN a PN is intimately associated with a person. However it is a much more complex
structure, geographically distributed and, its composition is determined by the application and
context a person and his or her PN is operating in.

Our assumption is that a PN consists of five types of components:
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Figure 2. Components of a Personal Network.

e A core PAN consisting of personal devices in the close physical vicinity of a person and
moving around with that person. The core PAN is an essential component of a PN.

e Remote personal devices, which could be grouped into a cooperating cluster and which
are linked to the core-PAN via interconnecting structures.

e Local foreign devices or clusters thereof, which are owned by other parties and could
either be reserved solely for the PN owner or be shared with other people. They are
linked to the core-PAN via interconnecting structures.

e Remote foreign devices or clusters thereof, which are linked via interconnecting struc-
tures, and again can be shared with others or be reserved for the PN owner.

e [Interconnecting structures, which can be infrastructure-based or ad hoc networks, e.g.,
the Internet, a UMTS network, a WLAN infrastructure.

Figure 2 illustrates the different components of a PN using the remote babysitting sce-
nario presented in the previous section. The composition and organization of the PN will be
determined by the applications it is intended to support and by the context it and its owner
are operating in. It is clear that a particular application will require particular resources and
services. This implies that particular devices or clusters of cooperating devices will need to be
incorporated in the PN, e.g., in the remote babysitting example, a camera and a microphone
in a specific geographical location are essential. Not always will the request for a particular
service lead to the demand for specific devices, e.g., when a person in an airport lounge wants
to print documents he or she is receiving, any printer in the persons vicinity might do.

4. Research Issues

It should be clear that in order to realize the concept of PNs a dynamic, a context-aware
and application-driven communication substrate is needed for the many, and to a large extent
unknown, applications that will be developed in the future. This substrate should be able
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to incorporate many networking and link-level technologies and will have to interface with
middleware which delivers generic services to the applications.
Some of the requirements and conditions, which make the design of PNs challenging, are:

The very dynamic and unpredictable topology.

The mobility of a PN and its components.

The need for self-organization.

The heterogeneity of the underlying link technologies.

The variety of power, processing and storage constraints of the involved devices.
The need for fast localization of devices and services.

The geographical spreading of a PN.

In this vast problem domain, we focus on the communication aspects, and in particular,
the architectural — and networking issues. However there are also issues, which are specific to
PN, in particular regarding middleware, the link layer and the physical layer, including MAC
issues and radio access interfaces. These were discussed in [11]. In this paper we focus on the
following crucial issues:

The architecture of PNs.

Resource discovery.

Context discovery.

Self-organization and adaptation.

Addressing and routing.

Co-operation with infrastructure-based networks and other interconnection structures.
Security and accounting.

Important considerations for designing protocols and mechanisms for PNs are:

e The timeliness of the processes, directly tied to the user perception, e.g., how fast is a
PN aware of changes in its environment and how soon can applications take this into
account.

e The usage of communication bandwidth, since in a radio environment bandwidth will
always be scarce.

e The complexity of the protocols and procedures: since many personal devices have
restricted processing and storage capacities, the code footprint should be small.

e The energy consumption due to processing and communication should be low given that
personal devices may have very restricted battery capacity.

e Devices may only intermittently be accessible due to mobility, energy conservation, and
radio link characteristics.

Robustness and availability may be essential for certain applications, e.g., health related. This
will be a difficult problem given the ad hoc and dynamic nature of a PN.

5. Architecture

The architecture of a PN concerns the structuring (or decomposition) in terms of functional
entities and the way these entities interact with each other via underlying services (e.g.,
communication, authentication, etc.) to achieve the overall functionality required by the appli-
cations. An example of such functionality is the automatic discovery and secure incorporation
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of a resource into a PN. The goal is to ensure that the technical design is consistent and coher-

ent and that it will satisfy the requirements on network functionality. A crucial requirement of

the architecture is that it is future proof with respect to the incorporation of new technologies.
In particular architectures need to be developed for the following PN functions:

e The organization and maintenance of the PN configuration such that particular applica-
tions can be run. This includes the discovery of resources.
The discovery and maintenance of the PN context.
The handling of QoS across heterogeneous and dynamically changing link layers and
network nodes.
The provisioning of a secure and private communication environment.
The co-operation with a potentially large variety of infrastructure-based networks.

We will discuss these topics in more detail in the following sections. In terms of creating
an architectural framework the following generic issues need to be resolved for each of the
PN functionalities:

Which co-operating entities need to be defined to provide a particular functionality?
How is the mapping of functional entities to physical devices in a PN? Is it highly
centralized or strongly distributed?

e How is the model for co-operation between the functional entities, e.g., is it a tightly
coupled co-operation, is it in an asymmetric client server mode or a symmetric peer-to-
peer mode?

e What underlying communication services and protocols are required between these
functional entities?

In order to answer these questions a number of trade-offs have to be considered. In par-
ticular: the richness of the functionality needs to be balanced against the resulting software
footprint, the processing-, storage- and communications requirements, the energy consump-
tion, the response times to changing conditions and to application requests, and the robustness
in the face of the network dynamics.

Relevant for PNs is the work on middleware architectures for mobile distributed systems.
A survey can be found in [12]. This paper also considers hybrid systems, which consist of
mobile ad hoc subsystems and infrastructure-based parts. A PN is in principle also a hybrid
system. A concrete architecture involving a PN-like particular architecture is described in [13].
This solution solves many problems by relying on a dedicated infrastructure-based proxy, not
unlike a home agent in Mobile IP. It leads to similar signaling-like overhead since the proxy is
involved in many of the functions we discussed. Another significant approach which takes into
account the restrictions and characteristics of future mobile pervasive computing devices is
JXTA [14]. JXTA defines architecture for peer-to-peer computing based on an overlay network
model and protocols for, e.g., service discovery, security, routing, etc. The architecture and
protocols are kept minimal in order to increase the chances of achieving interoperability.

6. Resource Discovery

In order to form a PN capable of supporting a particular application with a particular quality,
methods are needed for discovering what resources are available at different levels. A PN
must be able, starting from its core PAN, to discover what devices, networks and services are
around that it has the opportunity to link up with. This is what we call resource discovery.
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For resource discovery, specific questions that need to be answered are:

e How should resources be characterized in terms of their functionality and their quality,
such that their identities and capabilities can be communicated?

e How can a PN find out which resources are around and available either locally or
remotely?

Let us now examine some techniques for resource characterization and discovery.

Resource Characterization

There are two aspects involved in resource characterization: functionality and physical
characteristics. Examples of functionality are: display, loudspeaker, temperature sensor, com-
munication device, router, and data host. A device and in particular a cluster may have multiple
functionalities. For example, in the remote babysitting application, a single baby-videophone
device may incorporate a camera, a microphone and a device with a UMTS or WLAN radio
interface. The physical characteristics determine the quality with which the functionality is
provided (a form of QoS). Examples are: the resolution of a display, the remaining energy in
the battery of a portable device, the processing capacity of a computer, the available storage
capacity for hosting data, and a measure of the trustworthiness of a device.

Given the variety of very different consumer and professional applications to be expected, a
general description framework is needed, which allows describing, communicating and adver-
tising the capabilities of devices and clusters of cooperating devices. Such a framework could,
e.g., be based on XML [15]. An example of a resource description system, which seems to be
well suited for use in PNs, is the Intentional Naming System (INS) developed at MIT [16]. It
defines a language based on attributes and values, which allows applications to describe what
they are looking for and not where to find it. INS specifically aims at resources in dynamic
mobile ad hoc systems and is scalable to large numbers of resources within a domain. The
same paper also analyses the shortcomings of present resource discovery techniques such as
the IETF Service Location Protocol (SLP) [17], Sun’s Jini service directory [18], the Simple
Service Discovery protocol (SSDP) [19], universal plug-and-play [20], and Berkeley’s service
discovery service [21]. These solutions are not suitable for PNs, because they do not provide
for the dynamism to be expected in PNs and preclude ad hoc operation since they involve
infrastructure-based servers.

Techniques for Resource Discovery

Two types of strategies can be considered for resource discovery: proactive strategies and
reactive strategies. In a proactive strategy, a PN attempts to be continuously aware of its
environment and resources are available so that when a particular application needs to run,
it can right away be determined whether this can be supported and the time needed to have
the service available can be shortened. In a reactive strategy, actions are only undertaken
when a particular application needs to be run. Depending on the time constants of the various
processes involved, e.g., the mobility of the user, the fluctuations in radio channel characteris-
tics, the processes of connection and disconnection of energy and cost aware devices, one or
the other strategy will be better. These strategies have been explored in depth in the context of
routing in mobile ad hoc networks [22].

The two usual techniques for discovering resources are:

e Advertising, i.e., through beacon messages, entities broadcast information about re-
sources to devices in their neighborhood.



Research Issues in Ad-Hoc Distributed Personal Networking 157

e Soliciting, i.e., an entity looking for resources broadcasts a query message and gets
eventually a response from devices that have knowledge about the availability of
resources.

Advertising and soliciting are standard techniques used in wireless and mobile networking,
e.g., in IEEE 802.11 WLAN both are used to connect mobile devices to an Access Point, and
Mobile IP relies on router advertisements for mobile hosts to get connected and obtain a
care-of-address. These principles can also be applied in PNs.

A less common method, which allows a device to be in a passive mode, is to overhear
unencrypted parts of communication between devices in its neighborhood, i.e., messages not
addressed to the device. From this it may be able to deduce the presence of certain resources in
its neighborhood. A technique with a lot of potential consists of an entity combining context
information with a learning process. An entity acquires and retains knowledge about the avail-
ability of resources in a particular context. Examples are, e.g., knowing that one enters one’s
car may imply that there is voice recognition and synthesis equipment available or, when a
person enters his or her office or home, the PN knows already what is available without having
to go through a discovery process. Another alternative is to acquire this knowledge through
“hearsay”. A friendly device or network in its proximity tells it right away all it knows about
the resources that are accessible so that the persons PN does not have to go through a learning
process, and can concentrate right away on establishing the desired services.

An example of a resource discovery mechanism, which takes these considerations into ac-
count and relies on an efficient spreading of resource information using a “hearsay” approach,
has been developed in the IBM DEAPspace project [23].

7. Context Discovery

The context of a PN and its owner is still a vaguely defined concept. We can refer to the
research in context-aware mobile computing [24]. According to [12] context is everything that
can influence the behavior of an application. Context-aware applications exploit information
about, e.g., the geographical location, the time of day, the available equipment, the interaction
history and the presence of other people to provide the user with a service, which is best suited
to his/her present situation [12].

However, a new element is introduced in PNs, which makes context-awareness a more
complex issue than in PANs. Since a PN may have a geographical spreading, which causes
different parts of the PN to operate in different environments simultaneously; one will have to
find ways to resolve the resulting effect on the applications. The knowledge that parts of a PN
are physically in a hostile environment may inhibit certain sensitive applications. An example
is the case where a PN strictly operating in a physically secure environment such as an office
building is allowed to run business applications, while a PN in a less secure place like a public
restaurant precludes the running of the same applications. Moreover multiple applications with
different environment-related restrictions or opportunities are likely to coexist. This implies,
e.g., that for particular applications the incorporation and use of certain devices or resources
may be undesirable. The owner of the PN also determines the context, e.g., the geographical
location of a person, the time of day, and the explicit or implicit wishes to use particular
services determine which devices and network elements will be incorporated in a PN.

Discovering what context a PN or its components are operating in is in general important
since it may determine what applications are allowed to run and what entities are needed
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to make these applications possible. In Section 6 we already hinted at the fact that context
discovery can also be important for resource discovery, e.g., the knowledge that a person
is entering a car may trigger the extension of a PN with on-board devices such as voice
recognition and synthesis equipment.

The questions that need to be answered are:

e What constitutes the context for a PN and its parts, and how should it be characterized
and represented? E.g., how do we characterize a public place, a private home, the office
and one’s private car?

e How can a PN find out which context its parts are operating in? One has to distinguish
between the core-PAN and eventual other private clusters of devices belonging to the PN.

e Each of these has to detect what context it is in. For each, techniques could be applied
that are applicable to PANs as well.

Characterizing the context is an open issue being researched in context-aware computing. Let
us now examine some principal techniques for context discovery.

Techniques for Context Discovery
Some potential methods are:

e Being told by the surrounding devices, through advertising or beacon messages, €.g.,

when entering a public WLAN hotspot, or by entering a car.

By asking the environment, i.e., sending query messages.

By listening in on messages in the environment providing one is authorized to do so.

By determining the absolute or relative geographical position and by having knowledge
about the implications of a particular geographical position, e.g., knowing that one has
entered one’s office or knowing that one is close enough to a particular facility.

e By making an infrastructure-based association, e.g., a device can remember that a car has
a WLAN base-station with a certain ID and in its neighborhood are more devices such
as a car stereo and a microphone.

e By direct user intervention, e.g., the user can indicate that he or she wants to operate with
a particular profile, for instance in a business mode, implying that some predetermined
resources will be needed or the user may hit a button when privacy is desired.

Context characterization and discovery are very much research topics with no crystallized
solutions [24].

8. Self-Organization

In general, PNs will consist of a large variety of heterogeneous entities (devices and clusters of
devices) connected in an ad hoc and dynamic fashion. The state of these entities may change
from active to stand-by or sleeping and disconnected during the running of applications. The
constituent entities and the links that interconnect them may change frequently due to the radio
link characteristics, mobility and state changes of devices (e.g., turning themselves of to save
power). Access to infrastructure-based networks and servers (the Internet in particular) may
not always be available or may be incidental. Under these circumstances network management
cannot rely on specific functionality (e.g., such as DHCP) to be available in particular servers.
The PN needs to be self-organized, meaning that there is no reliance on infrastructure-based
servers, e.g., a DHCP server, and that there is no server functionality long-term associated with
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particular network entities. This is a problem, which is inherent in mobile ad hoc networks and
is more severe in PNs than in PANSs.

In configuring and reconfiguring a PN one can consider a number of levels of connectivity
(assuming a layered architecture of a PN). The first one is at the physical and link level,
the second one is at the network level, further at the distributed computing or middleware
level, e.g., between distributed objects offering operating system-like generic functions, and
ultimately at the application level, where distributed application entities spread over the PN
components cooperate to run a particular application.

In order to establish connectivity, entities will have to use resource discovery and context
discovery at various levels. Ad hoc topologies will have to be established for supporting the
cooperation between distributed entities. To what extent these topologies are kept in system
states will depend on the dynamics of the PN at various levels.

At link level for WLANS, the self-organizational techniques are embedded in standards
such as IEEE 802.11. For Bluetooth networks, likely to be an important link technology
for the device clusters constituting a PN, the self-configuration of the elementary piconets
containing up to eight nodes is part of the standards. The self-configuration of so-called
scatternets consisting of multiple piconets however is still a topic of research. The issues are
the time complexity of the algorithm, the number of messages exchanged, which is related to
the energy consumption, and the quality of the resulting scatternet in terms of the efficiency,
of radio channel usage, the network diameter, which is important for message delay, and
the degree of connectivity of nodes, which relates to the relaying load of bridging nodes.
Solutions are provided for nodes with a limited number of nodes (maximum 36) in [25] and
a scalable solution is described in [26]. All solutions assume that nodes are all within radio
range of each other. In [27] an algorithm is proposed for fixed scatternets with nodes that are
not all within range of each other. All these solutions for self-organising Bluetooth networks
only address the initial configuration. The TSF protocol [28] on the other hand considers a
dynamic environment where nodes are allowed to join and leave. Moreover it does not require
that every node be within radio range of every other node. The problem faced in PNs, where
nodes join and leave already established clusters dynamically are not yet solved.

For the network level the problem has been studied extensively. Many routing strategies
have been devised and analysed [22], e.g., long distance geographic routing is a technique,
which relieves the nodes from keeping volatile network state information about distant nodes
and links. In Section 10 this is discussed further. At the middleware level, there is a lot of
ongoing research but no crystallized solutions yet [13]. At the application level the large
diversity of potential application characteristics makes it a wide-open field.

Specific solutions for self-organization of PNs can benefit from the fact that there is some
structure present in a PN as we have sketched in Section 3. This may suggest solutions, which
use a hierarchical approach, e.g., giving a central role to the core PAN and some essential
devices. But this is not a necessity.

9. Addressing

Addressing in PNs is related to the identification of resources, which was discussed in the
previous section. Where resource identification or naming mainly relates to the application
level, addressing is related to the actual transport of messages to specific network elements. We
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do

not consider link level addresses, which will be determined by the specific link technologies

that are used, e.g., as defined by IEEE 802.

What is specific for PNs regarding addressing is that

They have a composite and heterogeneous structure, consisting of devices and cooperat-
ing ad hoc clusters of devices linked via different link technologies.

The devices within a cluster are moving with respect to each other, complete clusters are
moving with respect to each other, with respect to single devices incorporated in the PN
and with respect to the infrastructure-based networks that tie them together.

Some of shared or public devices temporarily incorporated in a PN may have their own
addresses.

The structure of a PN would favor some form of hierarchical addressing. If IPv6 addressing

will be used the mechanisms used or proposed in IPv6 to establish an address space when
networks attach to each other or merge are likely solutions. On the other hand not all devices
in a PN may have IP addresses and be equipped with an IP stack.

An interesting point of view is taken in [13]. PNs are intimately tied to a particular person.

For applications involving parties in the outside (external to the PN) world wanting to com-
municate with a PN, it makes sense not to demand that they know which particular device in
a dynamic ad hoc PN needs to be addressed, but to send the message to “the person”. This
implies that a network address (e.g., an IP address) is associated with a person. One could
realize this by, e.g.,

10.

Any device or a set of devices belonging to the PN recognizing the person-associated
address (anycasting), and forwarding the message to the device on which the application
is known to run at that moment. Any node at the periphery of a PN with connections to
infrastructure-based networks could be a candidate for that role.

Having a specific device, e.g., a kind of home agent or proxy, with this address, which
has the specific role of knowing the state of the PN and forwarding the message to the
appropriate device. This is the solution chosen in [13].

Routing

There are some specific aspects to routing in PNs, which makes that most solutions proposed
for mobile ad hoc networks are not suitable:

Routing takes place at different levels: routing within a PAN (intra-PAN routing), rout-
ing within a PN, which may involve other infrastructure-based and ad-hoc networks,
including other PANs (intra-PN routing), and routing among different PNs (inter-PN
routing).

There may be multiple radio links to interconnect devices (e.g., WLAN and Bluetooth)
and to connect to infrastructure-based networks (e.g., cellular and WLAN)).

It has to deal with strong heterogeneity of nodes and (radio) links.

It has to be very power efficient (at least for some nodes) and bandwidth efficient.

It may have to be cost efficient, given the use of infrastructure-based networks, which
charge for their services.

Routing in ad-hoc networks has received a lot of attention in recent years. In particular,

the efforts around the mobile Ad Hoc Networking (MANET) [30] Working Group of the
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Internet Engineering Task Force (IETF) have resulted in many protocols. Even when this
work provides valuable insight in the problem, it has mostly concentrated on homogeneous
nodes and single parameter optimization. A good overview of routing protocols for mobile ad
hoc networks is given in [29]. A number of proposed techniques use principles used in fixed
networks, e.g., link state, distance vector, source routing and hierarchical routing schemes.
Specifically new for mobile ad hoc networks is the concept of geographic position assisted
routing, which has the advantage that the intermediate nodes do not have to keep large routing
tables in storage, which is a burden for small mobile devices. Some of the routing protocols
proposed are hybrids. An illustrative example is found in [30] where a combination is used
of a geographical technique for long distance routing and a distance vector protocol in the
proximity of the destination.
Research is needed on routing in PNs, taking into account the following:

e We can make use of the fact that a certain hierarchy can be recognized in the structure of
a PN. This leads to the distinction between intra-cluster and inter-cluster routing. This is
shown in Figure 3. Another reason to introduce hierarchy in routing is the inequality
between the capabilities of the different network elements, limiting for instance the
routing capabilities of certain nodes. Link technologies such as Bluetooth also impose
a hierarchical scheme.

e Scalability in terms of numbers of network nodes may not seem the overriding concern,
since unlike other ad hoc networks like sensor networks, PNs might not contain a huge
number of devices, because of the personal nature of many of the devices. However we
should be careful not to exclude a priori scenarios where a PN incorporates a very large
number of devices. Moreover scalability will still be a concern because of the limited
processing and storage capacities of many personal devices.

e Routing should take into account multiple points of connectivity of network elements
with the infrastructure based-networks and with each other. Multipath routing should
be considered for reasons of seamlessness, capacity, reliability and cost, e.g., a reliable
UMTS link with QoS guarantees for voice and a less reliable but cheaper WLAN link
for file transfer or streaming video transfer may be combined to support a single session.
An example of infrastructure-oriented routing is shown in Figure 4.

e Routing will have to consider multiple constraints, e.g., transmission power, energy
consumption, bandwidth usage, delay and QoS and cost of usage of the resources in
infrastructure-based networks.

e It is likely that routing in PNs will not rely on a single routing protocol, but combine
various protocols to support an application.

e The presence of an infrastructure-based network may offer opportunities for more effi-
cient and less energy and bandwidth consuming routing in a PN by utilizing paths through
this network instead of, e.g., ad hoc multi-hop routing within an ad hoc cluster belonging
to a PN.

An example of a routing protocol for a PN like network is described in [13], which uses a
hierarchical approach.
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Figure 4. Infrastructure-oriented routing.

11. Co-Operation with Infrastructure-Based Networks and Other Interconnection

Structures

There are two reasons why PNs may want to co-operate with infrastructure-based networks
and other interconnection structures and use their resources and services. They might want
to extend themselves with remote devices or remote networks and they might want to access

specific services delivered by servers that are not part of the PN.
The types of infrastructure-based networks a PN might need to co-operate with are:

e Public cellular networks, e.g., GPRS and UMTS.
Public or private fixed networks, e.g., one of the temporary nodes of a PN may be a

[ ]
stationary device with both radio interfaces and a fixed connection to the Internet, an
organization’s intranet or extranet, or a private home network.

e Public or private WLAN infrastructures, e.g., wireless campuses, WLANs in airport

lounges, cities, train stations and inside trains.

Co-operation with fixed infrastructures poses a new set of problems. Up to now solutions
have been proposed and implemented for single terminals or hosts interacting with such in-
frastructures, in particular in the context of cellular systems and Mobile IP. In PNs we no



Research Issues in Ad-Hoc Distributed Personal Networking 163

longer have single terminals (like in cellular systems or WLANSs) or hosts (like in Mobile
IP), but a very dynamic and heterogeneous mobile ad hoc network wanting to establish co-
operation with the infrastructures. This implies, e.g., that existing solutions either do not work
any longer or have to be modified.

One of the main concerns is that for many applications one would like that the establish-
ment and maintenance of the co-operation is seamless.

The specific issues that need to be addressed are

e Routing: the presence of an infrastructure may offer opportunities for more efficient and
less energy and bandwidth consuming routing in a PN.

e Establishing and maintaining QoS for particular applications, across a diversity of
network and link technologies throughout the PN.

e Roaming and (vertical) handovers: here seamlessness is an important issue, in particular,
how to deal with QoS during handovers.

e Environment and position awareness and tracking, where the infrastructure may provide
information to PN nodes.

e Ways to use specific functionality, e.g., caching and processing offered by the infrastruc-
ture.

e Dealing with the mobility of terminal devices and subnets will in general ask for new
solutions. Part of a PN, the core PAN, moves around with its owner, while other remote
parts may remain stationary. Worth mentioning in this context are the activities on mo-
bile networks within the Mobile IP Working Group [31] of the IETF and the work on
extensions of mobile IP for mobile ad-hoc networks interconnection [32, 33, 35].

Interaction with other networks will also have a strong impact on security and may have
accounting consequences. This will be discussed in the next section.

12. Privacy, Security and Accounting

The concept of a PN will only inspire trust and be accepted by its users when a sufficient level
of security is guaranteed. Since PNs are very much centered on the needs of an individual,
measures will have to be taken to protect the privacy of the owner of the PN.

PNs rely to a large extent on wireless links, which makes them vulnerable to eavesdrop-
ping and malicious interference. However, this is the same problem as faced by all wireless
communication (see e.g. [36]). Solutions developed in wireless LANSs, short range and cellular
radio link technologies will be part of the security measures in PNs.

The ad-hoc nature of PNs will pose serious challenges for authentication and authorization.
In particular security threats are posed by:

The opportunity-driven incorporation of foreign devices into PNs.
The incorporation of remote own devices through third party networks.
The linking up or merging with other PNs and with infrastructure networks.

The loss of own devices may not jeopardize the privacy and security of the rest of the
PN.

PN are nomads with respect to the infrastructure; this implies that they in turn also pose a
threat to other networks. They will have to be properly authenticated and authorized. Another
concern is raised because PNs may make use of the resources of other persons or organiza-
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tions. Furthermore they rely occasionally on network infrastructures. This may not come for
free and may require an accounting and charging mechanism.

The ad-hoc and distributed nature of personal networks often excludes the use of cen-
tralized servers. A different approach to security based on distributed key exchange and
authentication is required. A major challenge here is to find solutions that are efficient in
bandwidth usage and at the same time able to deal with the large variety of handheld and
other portable devices and their constraints, as limited computing resources, limited battery,
limited input/output capabilities. Partial solutions to the problems mentioned above have been
reported in [37-41].

13. Conclusion

In this paper we have introduced the concept of Personal Network (PN). A PN extends and
complements the concept of pervasive computing by creating a personal distributed environ-
ment where people interact with various companion, embedded, or invisible computers not
only in their close vicinity but potentially anywhere, i.e., independent of their geographical
location.

The concept of PN starts from a Personal Area Network (PAN) and extends its reach to
incorporate remote personal, shared or public devices or even networks, such that a com-
munication substrate is formed on which personal applications can run independently of the
physical location of the needed resources. A key idea is that a PN is configured in an ad hoc
fashion, as the opportunity and the demand arise, to support personal applications.

We showed that this concept introduces new challenges: the heterogeneity of the involved
technologies, the need for self-organization, the dynamics of the system composition, the
application-driven nature, and the security hazards. We have discussed the impact of these
problems on network design. We have shown to what extent these issues are subject of ongoing
research. Although many of the results could be applied to the PN domain, research activities
focused on this specific area are needed to make the concept of PN a reality.
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