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Abstract

The technologies of biometrics provide a variety of powerful
tools to determine or confirm individual identity while, more
recently, there has been considerable interest in using soft bio-
metrics (personal information which is characteristic of, but not
unique to, individuals) in the identification task. Although the
area has seen an increase advance in the last decade, there is
still the need to understand the existing demographics differ-
ences. More importantly, though, is the acquisition of new and
relevant multimodal databases that can be used for new inves-
tigations. Therefore, this paper presents a protocol for the col-
lection of the first hand-based multimodal biometrics database
with keystroke dynamics, keystroke-touch dynamics and hand-
written signature in Brazil.

1 Introduction

The use of mobile devices, social networking and electronic
messaging are unstoppable phenomena, with many benefits but
also dangers in their continuing spread, especially among vul-
nerable groups. The fast growing and development of such
computational systems in recent years have provided their
quickly popularisation in several areas of society. When we
think about these systems being used in areas such as banking
and business, it becomes inevitable not deal with a lot of users
and with the inherent necessity of authentication [4].

There are several ways to perform the authentication of
users in mobile devices, such as pin access number or the use
of biometric data. They vary widely in security, accuracy and
acceptability for the population, the pin numbers are easy to be
forgotten or stolen, but, that is not the case for the biometric
data, for example [15].

The use of biometric-based automatic authentication sys-
tems is relatively well accepted [22]. However, one of the
main problems in exploring more these type of data is the
lack of meaningful and representative databases [21]. For
some modalities, such as face [3], iris [12] or fingerprint [13],
there are a considerable amount of relevant data. However,
when looking for behavioural-based databases, especially mul-
timodal, it can be challenging.

The main motivation behind this work is to collect a
new open database of biometrics, where every modality in-
cluded is hand-based, thus increasing the number of sources
of hand biometric data available to research, and providing
a database filled with new demographic information. This
database will include keyboard-keystroke dynamics, touch-
keystroke dynamics and online handwritten signature data.

Physiological characteristics tend to be more robust when
continuous authentication is concerned, although some modal-
ities like voice patterns and handwriting generally offer a man-
ageable level of uniformity. On the other hand, having more
than only one hand-based behavioural modality can lead us to
accomplish new discoveries. It is possible to find in the liter-
ature indications that combining keystroke with other kind of
biometric data or even with soft biometrics data can make ac-
curacies more reliable and give us new types of information
[5,9].

We believe that by investigating different types of keystroke
dynamics (in our case touch and keyboard) as a hand-based
biometric as well as online handwritten signature can help us
to understand if, collecting more than one kind of biometric
(called modalities) that uses the hand to provide information at
the same time can influence on the data.

The main goal of this work is to collect a new Brazilian
hand-based database with keyboard and touch keystroke dy-
namics and handwritten signature. We have selected a fixed set
of words used in Portuguese and English (for both keystroke
datasets), chosen carefully to provide good and reliable infor-
mation during the collection process. We will also present
some initial results analysing the predictability of this new
database.

2 Hand-based behavioural biometric
modalities

Since our goal in this work is to propose a new protocol and
collect a new hand-based multimodal database with Brazil-
ian characteristics, it is important to understand what has been
done in the literature regarding keyboard-keystroke dynamics,
touch-keystroke dynamics and online handwritten signature.
This section will present the relevant literature review of the
three hand-based modalities that were collected in for this pa-
per.

e Keyboard-keystroke dynamics (also known as keyboard
dynamics or only keystroke dynamics) is the study of



the unique timing patterns embedded in an individual’s
typing and most often developed in a way characteristic
of that individual, hence the use of keyboard dynamics as
a biometrics-based identification modality. Processing of
such data typically includes extracting keystroke timing
features such as the duration of a key press and the time
elapsed between successive key presses [7, 8].

Two keys typed one after the other are called a digraph,
and three consecutively typed keys are called a trigraph
[8]. The use of accents, upper and lower case and spe-
cial characters, as well as the error of the user, inside
the collect text must be taken into consideration because
allowing those characteristics can make implementation
more complicated.

e Touch-screen-keystroke dynamics evaluates the typing
capabilities of a user when he/she types directly on a
touch-screen mobile device. It can be considered sim-
ilar to keyboard keystroke dynamics in the sense that it
analyses the time between each key as well as the dura-
tion with which each key is pressed [5, 2].

Despite the fact that the features analysed by this modal-
ity are similar to the previously cited, we can still find a
considerable difference because the measurements taken
by the keyboard are mechanical and the ones collected
by the touch screen are software-based [20].

e Online handwritten signature can be considered as the
basis of one of the oldest identification methods ever
used. Signature-based identification/verification pro-
cesses have played a very important role in document
forensic analysis [14], and many studies have shown that
for particular applications, it can be a reliable modality
[11].

This specific type of signature is written with an elec-
tronically instrumented device and the dynamic informa-
tion (pen tip location through time) is usually available
at high resolution, even when the pen is not in direct con-
tact with the paper [19]. It is an especially user-friendly
modality and well accepted socially, because of its fa-
miliarity and the fact that it is a non-invasive (and non-
intrusive) modality. It has long history of use in forensic
environments (most of the applications in this particular
domain use off-line processing for obvious reasons) [1].

It is a modality which offers the possibility of “natural
revocability” [23], which in a world worried about pri-
vacy and identity protection can be very useful.

There are several databases that collect either of the listed
modality and, in very few cases, there are databases with a
combination of two of them. However, to our knowledge, this
is the very first database that has combined the three modalities
from the same users.

3 Data collection protocol

Our data collection protocol is composed by a set of tasks, start-
ing with a questionnaire to be applied to every user, in order

gather demographic information, such as gender and age. As
a matter of convenience, the first modality collected was the
keyboard-keystroke, because the users needed to user a desk-
top computer. The second modality was the keystroke-touch-
screen modality and the last was the online handwritten signa-
ture, both collected using a tablet.

Initially, the user was asked to answer some demographic
related questions, such as which age band they were: < 25,
25—40, 40 —60 or > 60; what is their gender: Male or Female;
their handedness: left or right handed, or ambidextrous and
their level of familiarity with a keyboard: little, average or high.
In order to measure the hand size of every user, we have used a
hand-size model in the same scale for everyone.

The protocol for the keyboard-keystroke and the keystroke-
touch-screen were very similar. We have used fixed text, be-
cause it allowed us to make every user give the same kind of
data, helping with comparison analysis to be perform later. For
both modalities, we have collected the dwell time and flight
time of each word described in the protocol, but we only ig-
nored errors for the keyboard-keystroke dynamics modality.

After the questionnaire, each user started with our main
task related with keyboard keystroke dynamics. We have se-
lected 20 relevant words from the most frequently used words
in the Brazilian Portuguese as well as a set of numbers. Some
of the selected words are written in the same way for both
Brazilian Portuguese and English which makes our database
interesting and comparable with other databases.

We have taken into consideration a few aspects of the lan-
guages in order to choose the words collected. The word must
have very common digraphs from the Brazilian Portuguese,
and, if possible, a common digraph from English. All words
from this protocol were carefully analysed to provide good in-
formation significance. The list of words used along with its
justification can be seen below.

e america — Chosen because it is an English cognate and
it has the digraph ‘er’, very common in Portuguese, es-
pecially with verbs,

e internet — Chosen because it is a very common word in
both English and Portuguese, having the same meaning,
and it has important digraphs like ’in’ and ’er’;

e coisa — Chosen because it is one of the most used words
in Portuguese and it has some important digraphs like
‘oi’, ’is’ and ’sa’;

e normal — Chosen because it is an English cognate and it
has some important digraphs like 'no’, ’or’, ’al’;

o fazer — Chosen because it is one of the most used verbs
in Portuguese, like the English verb "to do”’;

o homem — Chosen because it is one of the most used words
in Portuguese;

e carro — Chosen because it is a common word in Por-
tuguese and all digraphs are important, mostly ’ar’ and
and the use of the same letter as a digraph 'rr’;



e porque — Chosen because it is one of the most used words
in Portuguese and it has important digraphs, like "or’
and ’qu’;

e case — Chosen because it is an English false cognate and
it has the important digraph ’as’;

e video — Chosen because it is a very common in both En-
glish and Portuguese, having some important digraphs
like ’de’ and ’eo’;

o jesus — Chosen because it is a first name in both lan-
guages, having 'us’ as an important digraph;

e mouse — Chosen because it is a word that exists in both

languages and it has important digraphs like "ou’, 'us’
and ’se’;

o felicidade — Chosen because it has important digraphs
like ’el’, ’li’, ’ci’, ’id’, “da’, "de’;

o pequeno — Chosen because it is a common word in Por-
tuguese and it has important digraphs, like 'no’ and

qu;

e primeiro — Chosen because is a long word in Portuguese
and it has important digraphs, such as ’ro’, 'pr’ and
me’;

e zoom — Chosen because it is a common word in both lan-
guages and it has important digraphs, such as 'om’ and
the use of the same letter as a digraph "00’;

e selfie — Chosen because it is a common word in both lan-
guages and it has important digraphs, like ’se’;

e ultimo — Chosen because it is one of the most used words
in Portuguese and it has important digraphs, such as
‘'mo’ and ti’;

o mulher — Chosen because it is one of the most used words
in Portuguese;

e cuba — Chosen because it is a common word in both lan-
guages;

After the collection of the described words, we have also
collected the set of numbers "0168245739”. It is important
to remember that we do not use capital letters, special char-
acters or accent within or set of words, because this kind of
feature may interfere with our analysis, increasing the process-
ing phase, and making the data more complex. Also, we have
used an universal QWERTY keyboard to collect the data. An
universal QWERTY keyboard can be easily found, and the de-
cisions to work without considering special characters, accents
and capital letters make the process of replicate the experiments
more simple and possible of replication.

After the keyboard-keystroke dynamics collected is fin-
ished, the user types exactly the same words in the tablet and
after that, the user provides three samples of its own signature.
The signature was written on a given area where the writer uses

the tablet pen. The information is only recorded when the pen
is in contact with the screen of the tablet, resulting in a file
that contains the collected data. We have collected data from
120 people. Each volunteer signed their full names three times
in order to minimise the natural variation that can occur every
time we sign. If there was any problems with the signature, the
user was asked to sign again.

Every software used in the process was tested more than
once to verify that everything was working properly, and after
the collecting process started, the time spent testing and re-
thinking our methods has been proved very valuable.

4 Data analysis

In order to produce a meaningful database for both keystroke
databases, we had to perform a deep analysis of all the digraphs
that we could use and that were representative enough for our
proposed system.

We have also decided to use only a part of the database for
these initial experiments, thus, we have selected 77 users from
the same collection session and the distribution of data can be
seen in Table 1.

Table 1. Demographic information about the users

Age < 25 > 25
Qtd 70 7
Gender | Female | Male
Qtd 20 57

After some experiments, we have decided to produce three
samples to each user (the same number so we can combine this
samples with the three signatures samples collected). We have
some digraphs that were the same, but we needed to use some
digraphs *per similarity’ which means that they were chosen as
similar because one of the keys is situated next to the other in
the keyboard used. Our final list of digraphs used can be seen
below.

e sample 1 = ME(america), ER(america), Rl(america),
IC(america), CA(america), IM(primeiro), IR(primeiro),
SE(case), MO(mouse), OO(zoom), DE(video),
EL(felicidade), RM(normal) and UE(porque)

e sample 2 = ME (primeiro), ER(internet), RI(primeiro),
IC(felicidade), CA(case), OM(zoom), OR(normal),
SE(mouse), MO(ultimo), RR(carro), DE(felicidade),
EL(selfie), EM(homem) and UE(pequeno)

e sample 3 = ME(homem), ER(fazer), RO(primeiro),
IC(america), CA(carro), IM(ultimo), OR(porque),
SE(selfie), NO(normal), 0OO(zoom), DE(video),

EL(felicidade), EN(pequeno) and UE(porque)

For each keyboard-keystroke database, we have used the
dwell time of the first key, the flight time the user took to go
from the first key to the second key and the dwell time of the
second key.



For each touch-keystroke database, we have used only the
flight time the user took to go from the first key to the second
key.

For the signature database, we have used the features pre-
sented in [16, 17]. The features are listed below.

e SIGDIST - The signature length.

e AVXYV and AVYYV - Average velocities in the X and Y
planes

e VEL1Y and VEL1X - Mean velocities/maximum veloc-
ities in the Y and X planes

e VEL2 and VEL3 - Minimum velocities (different from
zero) in the X and Y planes/ Average velocities in the X
and Y planes

e VEL4X and VELA4Y - First instance of velocities differ-
ent from 0 in the X and Y planes

e VELS5 and VELG6 - Average velocities in the X and Y
planes / maximum velocities in the X and Y planes

e VELCOR - Correlation between velocities in the X and
Y plane
o INITDIR - mes=min

z—Ymin

o XSIZE - X oz — Xmin

o YSIZE - Yoz — Yinin
e TOTALTIME - The total time taken to sign

e VELXZERO and VELYZERO - Total number of sam-
ples when velocities = 0 in the X and Y planes.

e AVPRESS - The average pressure.

e PIXELCENX and PIXELCENY - The mean X and Y
positions of all signature pixels (pixels forming the sig-
nature ink).

e PTD - Total distance in mm travelled by the pen in form-
ing the signature.

e HWRATION - Ratio of signature height to width.

e SET - The execution time (in seconds) to draw the sig-
nature.

e DCHANGE - The number of times the signature changes
direction

e DISTI1 - The total length of signature

e DURI and DUR3 - The total time the pen stays in one
side of CENTCROSS-X and CENTCROSS-Y.

e DUR2 and DUR4 - The total time the pen stays in the
other side of CENTCROSS-X and CENTCROSS-Y.

e TIME3 and TIMES - The time the pen stays at
maximum speed in one side of CENTCROSS-X and
CENTCROSS-Y.

o TIME4 and TIMEG6 - The time the pen stays at max-
imum speed in the other side of CENTCROSS-X and
CENTCROSS-Y.

These are considered very representative ¢ common used
signature features and we have selected a good balance of static
and dynamic features so we can achieve a realist classification
result.

5 Classification analysis

In order to analyse the predictability of our newly collected
database, we have run some classification experiments with
different traditional algorithms as well as with different con-
figurations of the data.

We have chosen three well known classifiers from the Weka
toolbox ! that can be described as follows:

e Multi-Layer Perceptron (MLP) [18] which is a Percep-
tron neural network with multiple layers. The output
layer receives stimuli from the intermediate layer and
generates a classification output. The intermediate layer
extracts the features, their weights being a codification
of the features presented in the input samples, and the
intermediate layer allows the network to build its own
representation of the problem. Here, the MLP is trained
using the standard backpropagation algorithm [10] to de-
termine the weight values.

e Support Vector Machines (SVM) which is based on an
induction method that minimises the upper limit of the
generalisation error related to uniform convergence, di-
viding the problem space using hyperplanes or surfaces,
splitting the training samples into positive and negative
groups and selecting the surface which keeps more sam-
ples.

e K-Nearest Neighbours (KNN) [6] which works by hav-
ing the training set seen as a composed of n-dimensional
vectors and each element represents a point in n-
dimensional space. The classifier estimates the k nearest
neighbours in the whole dataset based on an appropri-
ate distance metric (Euclidian distance in the simplest
case). The classifier checks the class labels of each se-
lected neighbour and chooses the class that appears most
in the label set.

Table 2 presents all the results of the individual modalities,
as well as their two-a-two combination and the identification
using all three modalities at once. Those results are very inter-
esting. But we need to understand the individual results first in
order to be able to analyse the combinations.

The online handwritten signature is a well known modal-
ity and their most used features are diverse and representative

'www.cs.waikato.ac.nz/ml/weka/



Table 2. All the accuracy % results for the individual modalities as well as their combination

Algo- | Signature | Touch | Keyboard | Touch + Touch + | Keyboard All

rithms Keyboard | Signature | Signature | modalities
KNN 82.0175 | 98.045 100 100 84.5629 95.6428 100
SVM 90.6678 | 92.2078 | 60.1732 100 83.632 95.7654 100
MLP 96.9298 | 81.8182 | 92.6407 08.6842 96.0526 92.5439 08.6842

enough for reaching very good results with such a considerable
database size. Since we have used a large set of features, it is
not surprising that we have managed to archive, with all three
classifiers, very good results. This can imply that we do not
need a great quantity of features for online handwritten signa-
ture classification.

When we analyse the keystroke results (both touch and key-
board), it is possible to note a very different performance even
though we are using very similar characteristics as features for
the classification. The keyboard tends to present better results
for the KNN and the MLP, when compared with the touch, but
the SVM behaves better for the touch instead. This can indicate
that the neural-based and the linear-based classifiers need more
information. But then again, these results will vary when we
select different digraphs.

When we analyse the combination of the modalities the
conclusions achieved are:

e There is always an improvement when we combine the
features of both keystroke modalities when we compare
them with the use of the individual modalities.

e When we compare the combination of any of the
keystroke modalities and the signature with their use in-
dividually, we see that this combination did not improve
the performance, in fact, we achieve worse results when
comparing any of those results with the individual signa-
ture modality.

And lastly, not surprisingly, when we use all the features
from all the modalities, we can see that we achieve almost per-
fect performance. However, those results are likely to hide
some problems since we have some discrepancy in the two-
a-two combination results.

It is very interesting that we have managed to reach such
high accuracies in our initial experiments and this can indicate
that this is a very promising database to be explored. We un-
derstand these are initial results and that we need to perform
a more detailed investigation, but we believe that since this is
the very first hand-based behavioural modality to be collected,
specially in Brazil, it has the potential of shedding light to new
demographic information until recently unknown.

6 Final remarks

This presented a new protocol to collect multiple modalities
of hand-based biometrics, with keyboard-keystroke dynamics,
touch-keystroke dynamics and online handwritten signature.
Over this work many of our initial thoughts were con-
firmed. The decision to put an questionnaire within the re-

quired tasks for the protocol showed good results, but also
showed some flaws, most coming from how we sorted the
possible answers, impacting in how we visualise the different
groups we described by each questionnaire question.

We have run some initial classification experiments, using
each dataset on its own and also an analysis of how they per-
form when used together. We can say that this database has a
lot of potential and our future investigations will aim at under-
standing the best features to each modality that need to be used
and, indeed, if we need the combination of these modalities at
all.

This kind of analysis can lead us to answer questions like
what group of keys containing digits the volunteers used to
type the sequence of digits inside the Keystroke Dynamics soft-
ware. Now we have enough data to start an analysis consider-
ing more in depth all the modalities and their relationship with
each other.

This expansion of our analysis will cover features like vari-
ance and co-variance between samples, cross tables showing
different features to discover characteristics in common from
different groups. Qualitative and quantitative analysis could
show us interesting unknown results extracted from our current
data. An analysis crossing our data with other already exist-
ing similar data can be also done, showing demographic dif-
ferences between Brazilian Portuguese writers and other lan-
guages writers.
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