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Background Secure clinical messaging and document exchange utilizing the Direct
Protocol (Direct interoperability) has been widely implemented in health information
technology (HIT) applications including electronic health records (EHRs) and by health
care providers and organizations in the United States. While Direct interoperability has
allowed clinicians and institutions to satisfy requlatory requirements and has facilitated
communication and electronic data exchange as patients transition across care
environments, feature and function enhancements to HIT implementations of the
Direct Protocol are required to optimize the use of this technology.

Objective To describe and address this gap, we developed a prioritized list of
recommended features and functions desired by clinicians to utilize Direct interoper-
ability for improved quality, safety, and efficiency of patient care. This consensus
statement is intended to inform policy makers and HIT vendors to encourage further
development and implementation of system capabilities to improve clinical care.
Methods An ad hoc group of interested clinicians came together under the auspices
of DirectTrust to address challenges of usability and create a consensus recommenda-
tion. This group drafted a list of desired features and functions that was published
online. Comments were solicited from interested parties including clinicians, EHR and
other HIT vendors, and trade organizations. Resultant comments were collected,
reviewed by the authors, and incorporated into the final recommendations.

Results This consensus statement contains a list of 57 clinically desirable features and
functions categorized and prioritized for support by policy makers, development by HIT
vendors, and implementation and use by clinicians.
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Conclusion Fully featured, standardized implementation of Direct interoperability
will allow clinicians to utilize Direct messaging more effectively as a component of HIT
and EHR interoperability to improve care transitions and coordination.

Background and Significance

The Direct Standard for secure and interoperable electronic
transport of clinically relevant messages and attachments was
developed by the Office of the National Coordinator for
Healthcare Information Technology, an agency of the
United States (U.S.) Department of Health and Human Services,
in a public-private partnership during 2010 and 2011 known
as the Direct Project.! When used by clinicians, hospitals, or
others to share clinical content across organizational and
health information technology (HIT) vendor boundaries, the
combination of that content and the use of the Direct Standard
is known as “Direct interoperability,” “Direct messaging,”
“Direct exchange,” or sometimes simply “Direct.” Direct inter-
operability is a key component of a multiyear U.S. effort to
reward clinicians and hospitals for the “meaningful use” of
EHRs and other HIT under the statutory mandates of the law
known as the Health Information Technology for Economic
and Clinical Health (HITECH) Act,? enacted as part of the
American Recovery and Reinvestment Act of 2009. Under
HITECH, eligible professionals and hospitals are required to
meet certain criteria for electronic exchange of health infor-
mation to receive incentive payments and to avoid payment
penalties. For example, if a primary care physician refers a
patient to a specialist and sends the patient’s Clinical Summary
using Direct interoperability, they meet one of the meaningful
use criteria related to transitions of care.

Since itsintroductionin 2011, use of Direct interoperability
to send, or “push” health information from one provider or
organization to another has grown rapidly and use cases have
expanded.3"5 As of late 2017, there were over 100,000 health
care organizations in the United States with at least one Direct
account, and over 1.6 million clinicians and staff members at
these hospitals, medical offices, clinics, long-term care facil-
ities, and other institutions who can send and receive mes-
sages and attachments via Direct interoperability. Over 350
EHR and personal health record (PHR) products are capable of
Direct interoperability. While care coordination and transi-
tions of care remain among the most common use cases,
secure transport of laboratory and other test results,® sharing
of claims attachments, and reporting from EHRs to disease and
population management databases and registries are among
the many other uses to which Direct interoperability is now
being put, often replacing fax, electronic fax, mail, and courier
as a preferred transport mechanism.

Secure, interoperable sharing of patients’ clinical informa-
tion improves operational efficiency and is critically important
to patients, clinicians, and care teams involved in patient care
transitions and coordination. This is particularly valuable where
patients are engaged with multiple clinicians from disparate
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organizations, who utilize diverse EHRs and other HIT applica-
tions. Although most HIT-enabled organizations in the United
States have installed systems with Direct interoperability cap-
abilities, after years of experience, this valuable functionality
remains poorly understood and underutilized by many clin-
icians and hospitals. The robust EHR features and functionalities
needed for the optimal use of Direct interoperability remain
undeveloped by some HIT vendors, unimplemented by health
care organizations, or unused by clinicians.2-'° To date, there
have been no peer-reviewed journal articles examining the use
or usability of Direct interoperability.

Objective

To address the inadequacies of existing clinical messaging
functions in HIT systems, in November 2016 DirectTrust''
convened a group of interested clinicians with experience in
Direct interoperability using diverse EHRs and other HIT
applications. This group created a list of prioritized feature
and function recommendations intended for the broad EHR
and HITvendor community to enhance the usability of Direct
interoperability.

Methods

A draft list of 51 recommended features and functions was
published online on February 1, 2017 with an invitation for
public comment.'? The document was broadly disseminated
through HIT media, listserves, and professional organiza-
tions. Comments were accepted via email through April,
2017. Additional input was collected from vendors and other
stakeholders at a Direct Exchange Workshop held by the
Office of the National Coordinator for Health Information
Technology in Washington, D.C., on June 9, 2017. The work-
group reviewed and developed responses to all written
comments during a dozen open online meetings and made
multiple changes to its original recommendations.

The workgroup categorized recommendations by use
case, i.e., transitions of care, clinical messaging, and admin-
istrative functions. Recommendations were further segmen-
ted, as appropriate, into “outbound” and “inbound” message
functions to offer additional organization and clarity. The
clinical rationale for each recommendation was also docu-
mented. A priority was assigned to each recommendation
with “1” as the highest need, “2” as highly desirable, and “3”
indicating anticipated future needs. Finally, each priority
was given a recommended timing, with the highest priority
items recommended for inclusion in the current or next
version of HIT products, priority 2 items within 1 to 2 years,
and priority 3 thereafter.
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Results

. . One hundred fifty-one comments were received from orga-
nizations and individuals representing 10 HIT vendors and
13 U.S. health care provider and payer organizations. One
hundred sixteen (77%) of the comments were from HIT
vendors. The workgroup received extensive feedback focus-
ing on the need to improve the usability of Direct interoper-
ability, the value of clinical messaging, the critical need for
users to be able to trust the information received, and the
technical feasibility and challenges of implementing the
recommendations provided. The comments included broad
support for building upon the success of Direct interoper-
ability as currently implemented by HIT vendors. The initial
recommendations and the feedback resulted in the 57 final
recommendations detailed in .

The largest number (23) of recommended features and
functions is prioritized as priority 1, or highest need, reflecting
clinicians’ urgent desire for basic messaging functionality to
safely and efficiently utilize Direct messaging to support
clinical care. These functionalities should be the primary focus
of HIT vendors for current development to assure that all
applications satisfy these basic requirements. The 21 features
categorized as priority 2 are highly desired by clinicians and
should be included in near term development for delivery and
implementation ideally in the next 1 to 2 years. The 13
functions designated as priority 3 include those that clinicians,
HIT vendors, and other stakeholders believe will require more
development, collaboration, and consensus building among
clinicians, vendors, and other groups, and/or the further
development of technology standards ( ).

Some recommended functions apply to multiple use
cases, e.g., transitions of care and clinical messaging, but
are listed only once in the tables to avoid redundancy. Similar
functions are listed more than once when associated with
use case-specific recommendations or rationale. It is the
intention of the authors that these recommendations be
addressed by HIT vendors and policy makers as a whole,
based on the priorities specified, rather than independently
addressing the requirements for specific functions.

A sender may not know if the intended recipient of a message is
out of the office, covered by another provider, having outside
patient, or to a pool that manages undeliverable messages will

ensure that important patient-related messages are not lost
transmission of non-patient-specific messages and attachments

supports communication which is required as a part of health
improvement, insurance preauthorization, and other billing and

messages routinely routed to another user or pool, or has left the
organization. Automated forwarding of the message to an
assigned back-up recipient/provider, who will assume care of the
The ability to utilize Direct messaging to support the secure
care organizations’ administrative functions including quality
reporting functions

Discussion

These recommendations focus on communication between
clinicians. Direct interoperability is and will be used across a
wide variety of situations, systems, and groups. While other
uses (e.g., Direct messaging between clinicians and patients)
will also benefit from the implementation of the recommended
features and functions, vendors and users should realize that
additional requirements will likely be necessary in the future to
address the unique needs of additional use cases.

receive the message, it will be auto-forwarded to a designated
user and/or pool
Sending user can add one or more attachments to an outgoing

non-patient-specific message. Attachments will consistently be

delivered with the message.
no patients and include, but are not limited to, spreadsheets,

When a user sends a message and the recipient is unable to
Supported document types include documents that contain
reports and information that may apply to multiple patients or
PDF, and Word documents

&) c o v Some EHR and HIT vendors have already developed many
2 e f = Eg_% - of the recommended features and functions. Some of the
§ o i % o é s &L advanced functions recommended will require not only the
< = _g g i) ‘q”é) g £ Q g development of a new software by vendors, but also the
£ g T2 3 §-§ 3 -:50 evolution of the Direct Standard itself. An example of this is

g E 5 % g g i S QEJ £ the development of an Implementation Guide for Expressing

Abbreviations: EHR, electronic health records; HIT, health information technology.

Context in Direct Messaging.13
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Categorization of recommended features/functions

Feature/Function Priority 1 Priority 2 Priority 3 Total

Transitions of care Outbound message functions 5 4 2 11
Inbound message functions 6 2 3 11

Clinical messaging Outbound message functions 6 8 5 19
Inbound message functions 4 5 0 9

Administrative functions 2 2 3 7

Total 23 21 13 57

While the focus of this consensus statement is Direct
interoperability, many recommendations also apply to other
methods of secure clinical information exchange including
query-based document exchange and interoperability using
application-programming interfaces (APIs). The recommenda-
tions address issues of both message content/payload and
transport, providing input and perspective from the viewpoint
of clinicians who desire to utilize these interoperability meth-
odologies to support the care of individuals and populations.

Conclusion

We recommend that the vendor community utilize this list of
desired features and functions to ensure that the highest
priority items are available to end users of Direct interoper-
ability in the shortest possible timeframe, followed by the next
highest priority group of features and functions. We further
encourage policy makers to consider this list of clinically
desirable functionality when establishing policies and regula-
tions to support the interoperability of health information.

Clinical Relevance Statement

Automated, real-time sending and receipt of secure clinical
messages and attachments via Direct interoperability by
members of a patient’s care team helps make them aware of
care transitions and provides them with current clinical
information. This enhances their ability to safely, efficiently,
and effectively care for patients. Electronic sharing of clinical
information across disparate organizations, EHRs, and other
HIT systems can help to overcome barriers created by the
patient’s care teams’ separate EHR systems and enables the
creation and management of a shared patient care plan. Timely
receipt of messages enhances the safety and efficiency of
patient care by facilitating information reconciliation in the
recipient systems and appropriate patient outreach to ensure
patient understanding of the updated plan of care. It also helps
prevent unnecessary duplicate testing and adverse events.

Multiple Choice Questions
1. EHR interoperability utilizing the Direct Protocol is

currently:
a. Available in all Meaningful Use certified EHR systems

b. Being tested in some EHR systems
c. Is untested and is in development within the public/
private sector

Correct Answer: The correct answer is option a. Direct
interoperable capability has been required to be available
in all Certified Electronic Health Record Technology
(CEHRT) systems since the 2014 edition of certification.

. The use of structured vocabularies for problems, allergies,

medications, immunizations, and procedures allows for:

a. Enhanced patient understanding of these elements

b. EHR documentation of these elements as discrete data

c. The ability for a Direct message recipient HIT system to
consume these data elements discretely

d.bandc

Correct Answer: The correct answer is option d. The use of
structured vocabularies for problems, allergies, medica-
tions, immunizations (called PAMI Data), and procedures
allows HIT system end users to enter patient data as
“discrete” or computable data. When these data are struc-
tured using a standard vocabulary, it allows an EHR or other
HIT system receiving a Direct message containing discrete
data to consume the data, thereby avoiding transcription
errors and facilitating the use of received information for
analytics, decision support, reporting, and other purposes.
The use of structured vocabularies is unrelated to patient
understanding of their clinical information.

. Optimal use of Direct interoperability requires

a. EHR configuration

b. Consideration of role-based workflows prior to
implementation

c. End user training and support

d. All of the above

Correct Answer: The correct answer is option d. Like any
other software implementation, optimal use of Direct
interoperability requires configuration, consideration of
role-based workflows within the organization, and end
user training and support. The best implementation of
Direct interoperability might also include considerations
of role-based workflows across organizations where mes-
sages will be sent and received.
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This manuscript does not involve any research on human
subjects.

None.

The authors are grateful for the workgroup support of Kelly
Gwynn, Natasha Kreisle, and DirectTrust; for the contribu-
tions of the workgroup members that are not listed as
authors: David Camitta, MD, MS - Dignity Health, Margaret
Donahue, MD - Veterans Affairs, Lucy Johns, MPH - Direct-
Trust, Francisco Rhein, MD - Dignity Health, and Steven
Waldren, MD, MS - American Academy of Family Physicians;
for the extensive comments and feedback provided by our
clinical and information technology colleagues in response
to the draft recommendations; and the Office of the National
Coordinator for Health Information Technology, which pro-
vided a forum for the public presentation and discussion of
the recommendations.

References

1

N

w

Applied Clinical Informatics

There are numerous sources of information about the Direct Standard
and the Direct Project. The Direct Project maintains a wiki at http://
wiki.directproject.org/. A comprehensive overview of the Direct
Project is The Direct Project Overview from February, 2010, available
at: http://wiki.directproject.org/file/view/DirectProjectOverview.pdf.
Accessed March 01, 2018 . The technical protocols and specifications
for Direct are specified in the Applicability Statement for Secure
Health Transport of the Direct Project, available at: http://wiki.direct-
project.org/Applicability+Statement+for+Secure+Health+Tran-
sport. Accessed March 01, 2018

HITECH Act Enforcement Interim Final Rule. Available at: https://
www.hhs.gov/hipaa/for-professionals/special-topics/HITECH-act
-enforcement-interim-final-rule/index.html. Accessed March 01,
2018

DirectTrust Reports Steady Growth in Number of Direct Exchange
Users. Addresses and Transactions during Third Quarter; October
24, 2017. Available at: http://www.globenewswire.com/news-

Vol. 9 No. 1/2018

4

5

[=2]

~

]

(=)

Lane et al.

release/2017/10/24/1152458/0/en/DirectTrust-Reports-Steady-
Growth-in-Number-of-Direct-Exchange-Users-Addresses-and-
Transactions-during-Third-Quarter.html. Accessed March 01,
2018

RI healthcare providers reach direct messaging milestone. R I Med
](2013) 2014;97(04):48

Isetts B. Integrating MTM (MTM) services provided by community
pharmacists into a community-based Accountable Care Organi-
zation (ACO). Pharmacy 2017;5(04):56

Reicher J], Reicher MA. Implementation of certified EHR, patient
portal, and “Direct” messaging technology in a radiology environ-
ment enhances communication of radiology results to both refer-
ring physicians and patients. ] Digit Imaging 2016;29(03):337-340
Sujansky W, Wilson T. DIRECT secure messaging as a common
transport layer for reporting structured and unstructured lab
results to outpatient providers. ] Biomed Inform 2015;54:191-201
Terry K. How to get started with Direct messaging. Many physi-
cians don’t use or are unaware of Direct secure messaging, but it
can help improve care coordination-provided you can navigate its
challenges. Med Econ 2015;92(07):42-46

Walker DM. Does participation in health information exchange
improve hospital efficiency? Health Care Manage Sci 2017. Doi:
10.1007/s10729-017-9396-4

Lehmann CU, Kressly S, Hart WWC, Johnson KB, Frisse ME.
Barriers to pediatric health information exchange. Pediatrics
2017;139(05):e20162653

DirectTrust is a collaborative non-profit association of health IT
and health care provider organizations to support secure, inter-
operable health information exchange via Direct interoperability
and other electronic protocols. Available at: https://www.direct-
trust.org/about-directtrust/. Accessed March 01, 2018
DirectTrust Clinicians’ Steering Group for Direct Interoperability in
Care Transitions and Coordination. White Paper: Feature and Func
tion Recommendations to the HIT Industry to Optimize Clinician
Usability of Direct Interoperability to Enhance Patient Care. Avail-
able at: https://www.directtrust.org/wp-content/uploads/2017/03/
WhitePaper_Final_03.16.2017.pdf. Accessed March 01, 2018

The Direct Project. Implementation Guide for Expressing Context in
Direct Messaging. Available at: http://wiki.directproject.org/file/
view/Implementation+Guide+for+Expressing+Context-+in+Direct
+Messaging+v1.0-DRAFT-2016122901.docx/602899718/Implemen
tation%20Guide%20for%20Expressing%20Context%20in%20Direct%
20Messaging%20v1.0-DRAFT-2016122901.docx. Accessed July 27,
2018


http://wiki.directproject.org/
http://wiki.directproject.org/
http://wiki.directproject.org/file/view/DirectProjectOverview.pdf
http://wiki.directproject.org/Applicability&x002B;Statement&x002B;for&x002B;Secure&x002B;Health&x002B;Transport
http://wiki.directproject.org/Applicability&x002B;Statement&x002B;for&x002B;Secure&x002B;Health&x002B;Transport
http://wiki.directproject.org/Applicability&x002B;Statement&x002B;for&x002B;Secure&x002B;Health&x002B;Transport
https://www.hhs.gov/hipaa/for-professionals/special-topics/HITECH-act-enforcement-interim-final-rule/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/HITECH-act-enforcement-interim-final-rule/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/HITECH-act-enforcement-interim-final-rule/index.html
http://www.globenewswire.com/news-release/2017/10/24/1152458/0/en/DirectTrust-Reports-Steady-Growth-in-Number-of-Direct-Exchange-Users-Addresses-and-Transactions-during-Third-Quarter.html
http://www.globenewswire.com/news-release/2017/10/24/1152458/0/en/DirectTrust-Reports-Steady-Growth-in-Number-of-Direct-Exchange-Users-Addresses-and-Transactions-during-Third-Quarter.html
http://www.globenewswire.com/news-release/2017/10/24/1152458/0/en/DirectTrust-Reports-Steady-Growth-in-Number-of-Direct-Exchange-Users-Addresses-and-Transactions-during-Third-Quarter.html
http://www.globenewswire.com/news-release/2017/10/24/1152458/0/en/DirectTrust-Reports-Steady-Growth-in-Number-of-Direct-Exchange-Users-Addresses-and-Transactions-during-Third-Quarter.html
https://www.directtrust.org/about-directtrust/
https://www.directtrust.org/about-directtrust/
https://www.directtrust.org/wp-content/uploads/2017/03/WhitePaper_Final_03.16.2017.pdf
https://www.directtrust.org/wp-content/uploads/2017/03/WhitePaper_Final_03.16.2017.pdf
http://wiki.directproject.org/file/view/Implementation&x002B;Guide&x002B;for&x002B;Expressing&x002B;Context&x002B;in&x002B;Direct&x002B;Messaging&x002B;v1.0-DRAFT-2016122901.docx/602899718/Implementation&x0025;20Guide&x0025;20for&x0025;20Expressing&x0025;20Context&x0025;20in&x0025;20Direct&x0025;20Messaging&x0025;20v1.0-DRAFT-2016122901.docx
http://wiki.directproject.org/file/view/Implementation&x002B;Guide&x002B;for&x002B;Expressing&x002B;Context&x002B;in&x002B;Direct&x002B;Messaging&x002B;v1.0-DRAFT-2016122901.docx/602899718/Implementation&x0025;20Guide&x0025;20for&x0025;20Expressing&x0025;20Context&x0025;20in&x0025;20Direct&x0025;20Messaging&x0025;20v1.0-DRAFT-2016122901.docx
http://wiki.directproject.org/file/view/Implementation&x002B;Guide&x002B;for&x002B;Expressing&x002B;Context&x002B;in&x002B;Direct&x002B;Messaging&x002B;v1.0-DRAFT-2016122901.docx/602899718/Implementation&x0025;20Guide&x0025;20for&x0025;20Expressing&x0025;20Context&x0025;20in&x0025;20Direct&x0025;20Messaging&x0025;20v1.0-DRAFT-2016122901.docx
http://wiki.directproject.org/file/view/Implementation&x002B;Guide&x002B;for&x002B;Expressing&x002B;Context&x002B;in&x002B;Direct&x002B;Messaging&x002B;v1.0-DRAFT-2016122901.docx/602899718/Implementation&x0025;20Guide&x0025;20for&x0025;20Expressing&x0025;20Context&x0025;20in&x0025;20Direct&x0025;20Messaging&x0025;20v1.0-DRAFT-2016122901.docx
http://wiki.directproject.org/file/view/Implementation&x002B;Guide&x002B;for&x002B;Expressing&x002B;Context&x002B;in&x002B;Direct&x002B;Messaging&x002B;v1.0-DRAFT-2016122901.docx/602899718/Implementation&x0025;20Guide&x0025;20for&x0025;20Expressing&x0025;20Context&x0025;20in&x0025;20Direct&x0025;20Messaging&x0025;20v1.0-DRAFT-2016122901.docx

