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Abstract Background With the pervasive use of health information technology (HIT) there has
been increased concern over the usability and safety of this technology. Identifying HIT
usability and safety hazards, mitigating those hazards to prevent patient harm, and
using this knowledge to improve future HIT systems are critical to advancing health
care.
Purpose The purpose of this work is to demonstrate the feasibility of a modeling
approach to identify HITusability-related patient safety events (PSEs) from the free-text
of safety reports and the utility of suchmodels for supporting patient safety analysts in
their analysis of event data.
Methods We evaluated three feature representations (bag-of-words [BOWs], topic
modeling, and document embeddings) to classify HIT usability-related PSE reports
using 5,911 manually annotated reports. Model results were reviewed with patient
safety analysts to gather feedback on their usefulness and integration into workflow.
Results The combination of term frequency-inverse document frequency BOWs and
document embedding features modeled with support vector machine (SVM) with
radial basis function (RBF) had the highest overall precision-recall area under the curve
(AUC) and f1-score, 72 and 66%, respectively. Using only document embedding
features achieved a similar precision-recall AUC and f1-score performance with the
SVM RBF model, 70 and 66%, respectively. Models generally favored specificity and
sensitivity over precision. Patient safety analysts found the model results to be useful
and offered three suggestions on how it can be integrated into their workflow at the
point of report entry, in a visual dashboard layer, and to support data retrievals.
Conclusion Text mining and document embeddings can support identification of HIT
usability-related PSE reports. The positive feedback received on the HITusability model
shows its potential utility in real-world applications.
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Background and Significance

The widespread use of health information technology (HIT),
including electronic health records (EHRs) has improved
certain aspects of patient care, but has also resulted in
unintended safety consequences. Many of these safety
hazards are associated with the usability of the technology
and these hazards can lead to patient harm or even death.1,2

Improving patient safety is a top priority for nearly every
health care provider organization. Unsafe care leads to
patient harm and unnecessary cost.

Identifying the specific HIT usability and safety hazards
associated with patient harm can be challenging given that
HIT is now intertwined with the care delivery process and
many hazards that may be associated with HIT may not be
easily related back to the HIT system. For example, a
physician may make an error and enter the incorrect
medication dose when ordering through the EHR, because
of a confusing display, and that error may be later caught by
the nurse attempting to administer the medication. This
near-miss event is often documented as a medication error
with no mention of the HIT system that may be associated
with the safety event. There has been limited published
research on identifying HIT usability-related safety issues
despite usability being a major concern, as acknowledged
by the Institute of Medicine.3 Given these concerns, we
focus on identifying HIT usability-related safety event
reports from large databases, evaluating different feature
selection techniques.

HIT Usability in Patient Safety Event Reports
One method to identify HIT-related safety events, although
incomplete, is to analyze patient safety event (PSE) report
data. Nearly every health care system collects PSE reports
which are entered by frontline clinicians and are composed
of both structured data, such as the event category
(e.g., medication, fall) and severity level (e.g., near miss,
reached patient, reached patient with harm), as well as an
unstructured free-text that provides a description of the
event with possible contributing factors. These reports hold
tremendous promise for identifying safety hazards and then
later monitoring whether a safety risk has been mitigated.
However, there are three major challenges that exist when
attempting to identify HIT usability-related safety events.
First, many frontline clinicians do not categorize HIT-related
events in the HIT structured category making it difficult to
identify the reports that are actually HIT related. Second,
with provider organizations accumulating tens of thousands
of these reports it is increasingly difficult for patient safety
analysts, who are often responsible for the integration,
analysis, dissemination, and management PSE reports,4 to
read each report to determine whether it is related to HIT
usability and safety. Third, HIT and usability issues are
generally underreported relative to other types of events.

For example, recent research focused on medication
events has identified that a large portion of medication
events (over 50%) can be attributed to computerized provider
order entry (CPOE).5

Researchers have explored the use of machine learning
and natural language processing (NLP) to analyze the free-
text of PSE reports.6–8 Chai et al developed NLP models to
classify HIT events using the Manufacturer and User Facility
Device Experience data setmade public by the Food andDrug
Administration in the United States.7 PSE reports have also
been used in the development of models to categorize tasks
associated with HIT such as inadequate handover, incorrect
patient identification, and medication errors.6,8 Building
upon this work, we seek to develop models, using different
topic modeling, and word embedding to classify PSE reports
as being related or unrelated to HIT usability. We then
applied the models to classify actual PSE data, presented
these results to patient safety analysts, and interviewed
them to determine the utility of the algorithms in their
workflows.

Topic Modeling and Document Embeddings
Topic modeling and document embeddings are two techni-
ques that extend beyond the standard bag-of-words (BOWs)
feature representation and have the potential to capture a
more robust representation of terms and phrases.9–14 Simi-
lar to other textual data, PSE reports can have latent topics.15

These topics may provide additional signals that could be
used for better classification. For example, a PSE report
classified as a “fall” by a frontline reporter could include
latent medication and provider fatigue themes or topics in
the free-text. Topicmodeling14 is an unsupervisedmethod to
detect these topics, which can be used as additional infor-
mation for classifying events. Previous work has proved the
effectiveness of topic modeling for text classification tasks
compared with BOW features.11–13 Latent Dirichlet alloca-
tion (LDA)16 is a popular generative topic model that discov-
ers topics in textual documents. To improve identification of
usability hazards from PSE reports, LDA can be used to
generate unsupervised topics to capture the themes of
each PSE report.

In addition, existing corpora can be leveraged to train
document-level embeddings17 an extension of word embed-
dings9,10 to learn word sequences in paragraphs and docu-
ments. Document embeddings is an unsupervised algorithm
that learns word sequence features from variable-length
documents or reports resulting in dense vector representa-
tions of documents.17 The interesting property of these
vectors compared with sparse BOWs features is that they
can capture semantic and syntactic relatedness between the
words andword sequences in a dense representation. There-
fore, document embeddings could represent the dependen-
cies and interactions between word sequences across
documents. A recent comparison demonstrated the robust
performance of document embeddings when trained on
large corpora.18

Integrating Machine Learning into Patient Safety
Analyst Workflow
The scope and responsibilities of patient safety analysts are
rapidly changing as the volume and frequency of reports
grow and the need to identify HIT-related events becomes
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more pressing. With few tools to support their analysis, the
cognitive burden on patient safety analysts is increasing.4

Machine learning models can be integrated to support
patient safety analysts; however, the successful integration
of machine learning models into real-world health care
workflow requires both valid models and proper user-cen-
tered integration into existing work practices.19 Many mod-
els and decision support tools fail after transitioning to a
real-world health care application due to a variety of reasons
including poor workflow or social integration, and a lack of
concern for end-user needs.19 These challenges highlight the
importance of understanding the needs and workflow pro-
cesses of patient safety analysts prior to implementation of
machine learning models in real-world health care settings.
After developing the HIT usability models, we explored how
these models could be effectively used by patient safety
analysts by soliciting their feedback on how the models
could be integrated to best support their work.

Methods

This study consists of two parts, the development of a HIT
usability classification model (Part 1) and the pilot testing of
the model with patient safety analysts (Part 2). PSE reports
were manually annotated as being likely or unlikely related
to usability (►Fig. 1). We then asked patient safety analysts
for their feedback on model results applied to their specific
data as well as its overall utility in their workflow. This study
was approved by the MedStar Health Research Institute
Institutional Review Board (protocol #2014-101).

HIT Usability Classification Model

Data Source
Our data source contains deidentified PSE reports from the
Pennsylvania Patient Safety Authority’s Patient Safety
Reporting System and from a large health care system based
in the Mid-Atlantic of the United States. The initial data set
consists of 1.735 million reports entered between Janu-
ary 2009 and June 2016. We sampled a subset of this data
set by selecting all PSE reports indicated as being related to
HIT by the reporter at the time of report entry (2,635 out of
1.735 million) and randomly selecting 3,385 PSE reports
without such HIT indication. This sampling approach for

training and testing was used because the percentage of
HIT-related reports in PSE data sets are generally low and
similar approach has resulted in good model performance in
related prediction tasks.7

HIT Usability
Duplicate reports and reports with missing free-text were
removed resulting in 5,911 (out of 6,020) reports for expert
coding (►Fig. 1). A team of five expert annotators (one
physician, one pharmacist, three human factors experts with
extensive experience inHITandusability)first coded the5,911
into likely HITor unlikelyHITor needmore information. Three
hundred fifty reports were first coded individually by all
annotators in four separate rounds. An interrater reliability
of 0.786 using Fleiss’ kappa was achieved before individual
coding of the remaining reports. 2,435 reportswere identified
as likely HIT related and was further categorized into “Likely”
or “Unlikely” related to poor HITusability, which is the extent
to which HIT support clinicians in achieving their goals in a
satisfying, effective, and efficient manner, was a contributing
factor in the report.3 HIT usability has been categorized to
include seven components: data entry, alerting, interoperabil-
ity, visual display, availability of information, system automa-
tion and defaults, and workflow support.1 “Unlikely” HIT
usability reports are those events in which the usability of
the systemwas not likely a contributing factor to the event or
the event description did not provide enough information to
clearly determine a link to HIT usability. ►Table 1 provides
examples of “Likely” and “Unlikely” HIT usability-related
reports.

The three human factor experts manually coded all 2,435
HIT reports as being “Likely” or “Unlikely” related to usability
with 75% complete agreement. Disagreements were recon-
ciled through group discussion and resulting in a final coding
of 982 “Likely” (40% of 2,435) HIT usability-related reports.
This ratio is comparable in magnitude to related research
showing usability issues as a contributing factor to 63.9% of
EHR and medication-related safety events.2 Reports requir-
ing additional clinical context were discussed with a physi-
cian prior to final coding.

Feature Selection
Three feature generation methods were evaluated: BOWs,
topicmodeling using LDA, and document embedding trained

Fig. 1 Report coding workflow for developing the model training and testing data sets.
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with the PSE reports (D2V). In addition, we evaluated the
combination of the three feature types.

Bag-of-Words
In order to classify PSE reports, we represented each report
as a feature vector. To do so, we used BOW features weighted
using the token frequency according to term frequency–
inverse document frequency.

Topic Modeling
We trained LDA topic models on the set of PSE reports. We
found 700 topics to be sufficient for this task. We used these

models to transform the PSE reports into its topic representa-
tion. We used the Gensim (https://pypi.org/project/gensim/)
tool for training the topic models.

Document Embedding
We trained document embeddings using the unannotated
corpus of 1.729 million PSE reports. We used the doc2vec
implementation of document embedding generation18

following the recommendations for hyperparameter
settings. The vector size was set at 500 and the window
size set to 15. The threshold to down sample high-frequency
words was set at 10�5 and the number of negative word
samples was set to 5. The minimum frequency threshold for
word typeswas 5 andwe used 400 training epochs. Using the
training doc2vec, we infer an embedding for each of the
5,911 annotated reports. This approach results in a docu-
ment vector of a PSE report that captures the embedding
representations averaged across occurring words and word
sequences.

Training and Testing
A total of 5,911 reports were used for training and testing
with 20% of the reports reserved for testing. Classifiers were
trained using support vector machines (SVMs) with radial
basis function (RBF) and linear kernels. Gamma and cost
parameters were optimized using grid search on the training
data for each respective classification model. SVM has been
shown to have high performance in similar classification
tasks with PSE reports.6,7 Each model was evaluated on
specificity, sensitivity, precision, f1-score, and precision-
recall area under the curve (AUC) using fivefold cross-
validation.

Usability Model Application
To evaluate the utility of our model in a real-world context,
we interviewed and surveyed 12 patient safety analysts from
amultihospital health care systemwith an average of 4 years
of experience in their current patient safety role (range 2–10
years). The flow of each interview is summarized in ►Fig. 2.
Participantswerefirst asked to describe their current process
of identifying HIT usability-related PSE reports. We then
applied the model from Part 1 with the best precision-recall
AUC and high specificity to their PSE reports extracted from
January 2017 to December 2017. We selected 10 reports
identified by themodel as likely HITusability related exclud-
ing incomplete reports, open reports, and reports with more

Table 1 Examples of “Likely” and “Unlikely” HIT usability-related patient safety events

Likely HIT usability related Unlikely HIT usability related

“…Medication ordered in CPOE, that order does not include all
needed data points…”
“…Confusing EHR systemwhen prescribingmedication. In EHR,
I ordered medication 20 mg. I wanted the child to take 3 tabs
once daily for 5 days. When I entered 3 tabs it converted it to
60 mg in prescription bar. Thismade it confusing when decided
the quantity to prescribe…”

“…Unable to print reports from computer in pre-admission
testing office. Unable to find printer in directory. Information
Systems help desk notified. System was dropping printer
unexpectedly…”
“…No medications were entered into EHR medication history
by the 5 PM huddle for patient. This creates limitations on
discussing the patient in his entirety…”

Abbreviations: CPOE, computerized provider order entry; EHR, electronic health record; HIT, health information technology.

Fig. 2 The flow diagram for each patient safety analyst interview.
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than 1,000 words. Participants were asked to provide feed-
back and overall impressions of the model-processed
reports. Lastly, patient safety analysts were asked to com-
ment on the utility of the model as well as how it could be
integrated into their workflow.

Results

HIT Usability Model
BOW þ D2V had the best precision-recall AUC and f1-score,
72 and 66% using SVM with RBF (►Table 2). Using only D2V
features achieved a similar precision-recall AUC and f1-score
performance with the SVM RBF model, 70 and 66%, respec-
tively. Models generally favored specificity and sensitivity
(or recall) over precision especially for SVM with RBF. LDA
had the highest specificity using SVM RBF, 95%, but poor
sensitivity, 38%.

In addition, we inspected BOWfeature importance ranked
by their coefficients in the BOW þ D2V linear SVM
(►Table 3). Linear SVM results are comparable to RBF SVM
with more interpretable coefficient rankings. A combination
of HIT systems nouns (e.g., emr, cpoe, and emar) and action
verbs (e.g., defaulted, deleted, clicked) were highly ranked
features.

Patient Safety Analyst Feedback
When describing their current process for identifying safety
events that may be HIT and usability related, patient safety
analysts said they rely on the free-text narratives of the PSE
reports or structured categories. One participant indicated
the use of a text search tool to identify reports with key-
words. Nine out of 12 participants did not think their
current process gave them a good representation of the
types of HIT usability events. “There are likely many [HIT

usability related] events falling through the cracks that we
are not aware of” [P2]. After reviewing the 10 model-
identified PSE reports, all participants agreed that the
model results identified reports that are generally more
fitting for the topic of HIT usability then the reports’
structured general categories assigned by the reporters
(e.g., medication, diagnosis treatment, imaging). Partici-
pants were all very receptive of the model. “This model
provides the opportunity to reframe [HIT usability] as a
system-based issued” [P9].

Table 2 Specificity, sensitivity/recall, precision, f1-scores, and precision-recall area under the curve (AUC) test results for each
feature and classification algorithm

Features Algorithm Specificity Sensitivity Precision F1-score AUC

BOW SVM Linear 87% 73% 52% 61% 64%

SVM RBF 88% 73% 55% 63% 65%

LDA SVM Linear 87% 61% 49% 54% 55%

SVM RBF 95% 38% 59% 46% 55%

D2V SVM Linear 86% 77% 52% 62% 67%

SVM RBF 88% 79% 56% 66% 70%

BOW þ LDA SVM Linear 87% 68% 52% 59% 64%

SVM RBF 88% 72% 55% 63% 66%

BOW þ D2V SVM Linear 88% 70% 53% 61% 65%

SVM RBF 89% 76% 59% 66% 72%

LDA þ D2V SVM Linear 87% 74% 53% 62% 66%

SVM RBF 88% 78% 57% 66% 70%

BOW þ LDA þ D2V SVM Linear 88% 68% 54% 60% 65%

SVM RBF 90% 74% 59% 65% 72%

Abbreviations: BOW, bag-of-word; LDA, latent Dirichlet allocation; RBF, radial basis function; SVM, support vector machine.

Table 3 Top 20 ranked BOW features in the linear SVM using
both BOW and D2V features

Top ranked BOW features

emr
cross
duplicate
order
discontinue
cpoe
enter
defaulted
initiate
set
emar
hold
comments
taper
indicate
communication
route
deleted
timed
clicked

Abbreviations: BOW, bag-of-word; SVM, support vector machine.
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Ten out of 12 participants said they would integrate the
model into their workflow and provided three main sugges-
tions (►Fig. 3). The most common suggestion (5/10) was to
integrate the model classification into a dashboard they are
currently using to analyze and trend PSE reports. “[I] would
love a dashboard to help highlight HIT issues and share with
our system safety groups and informatics leaders” [P6].
Another suggestion was to integrate the model at the point
of reporter entry as amechanism to recommend to reporters
which categories to choose. This suggestion resembles a
validator functionality recommended by previous studies.20

In addition, suggestions were made to integrate the model
when pulling and reviewing data for different patient safety
committees or when working on HIT system optimization
projects. “I would like to see the model used at initial data
pull” [P5]. Lastly, feedback was given on how this model
could be made more useful if the outputs were also tied to
“substantive actions” or recommendations that could be
taken by the safety team.

Discussion

Of the different feature selections examined, BOW þ D2V
performed well and demonstrates that machine learning
approaches can be used to identify HIT usability-related
safety events from large databases of PSE reports. Top ranked
action verbs highlight areas of user interactions (e.g., clicked,
initiate), workflow communication and interoperability
(e.g., comments, communication, indicate, cross), and sys-
tem automation (e.g., defaulted, timed) that could be more
associated with HIT usability challenges. These results also
demonstrate the utility of using document embeddings
trained on a large corpus of 1.7 million PSE reports to infer
dense document vectors for learning, suggesting additional
value for continued sharing and learning from PSE reports
across health care systems and states.

Given the recognized difficulty in identifying safety
events that may have usability as a contributing factor, a
more precise model has the potential to support the identi-
fication of HIT usability challenges and with this knowledge
HIT system usability can be improved to reduce or eliminate
these safety hazards. The HIT usability model developed can
be beneficial for both health care provider organizations as
well as organizations that are charged with collecting and
analyzing large databases of PSE reports from multiple
institutions, such as patient safety organizations. The Insti-
tute of Medicine, the Joint Commission, and other organiza-
tions highlight the safety challenges associated with HIT and

it is critical that new methods, like the models developed
here, are put to use to better identify and mitigate HIT safety
hazards.

Workflow Integration
Patient safety analysts agreed that the HIT usability model
provided a good representation of the types of HIT usability
events and that it would be beneficial to integrate the model
into their workflow. It was clear from discussions that for
successful adoption the model would have to be discreetly
embedded in their current workflowat natural touch points.
The three most common suggestions for model integration
are at the point of frontline report entry, at the dashboard
visualization layer, or during data retrieval. The first two
points of integration might benefit more with models tune
for higher precision while the data retrieval task might
benefit more from higher recall model results. Nevertheless,
determining the feasibility of front-end integrating a real-
time model to work in the reporting process and evaluating
reporter use of this type of feature requires future research.
The use of the algorithms includes the potential benefit of
identifying events that may be HIT related which would
otherwise not be categorized as such, and the benefit of
increased efficiency from reducing the amount of manual
coding that would otherwise be required. Given the demands
placed on patient safety analysts with increasing amounts of
data to analyze, the efficiencies are of major benefit.4

Limitations
Despite including data from multiple health care systems
and states, future work to apply and evaluate a HIT usability
model across health care systems will be useful. Further-
more, our model was developed from reports previously
identified as HIT related. It would be useful to expand the
modeling to include all types of annotated PSE reports,
combine multiple features, and explore boosting and bag-
ging modeling techniques to improve the model’s overall
performance. In addition, it is important to consider how
reporters’ behavior and free-text language might change
after the implementation and/or knowledge of a classifica-
tion algorithm to analyze reports in real time. This can make
reporters more aware of HIT and usability issues which can
impact the language used to describe such events. It will be
important to periodicity check the performance of any
implemented model and update as appropriate. Lastly, the
interviews only occurred at one health care system. It would
be important to expand this work to more health care
systems to capture more patient safety analyst input.

Fig. 3 Stars indicate model integration opportunities in the workflow of patient safety analysts.
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Conclusion

HITusability can contribute to safety events; however, identi-
fying safety reports that areHITusability related is challenging.
We demonstrated the utility of text mining to identify HIT
usability-related PSE reports. Patient safety analysts found the
results of themodeling approachpowerful and identifiedways
to better integrate the model with their work practices.

Clinical Relevance Statement

Although document embeddings can be more difficult to
implement compared to bag-of-word approaches, document
embeddings can capture word sequences that can be used in
predictive analytics.

Multiple Choice Question

1. When modeling health information technology usability-
related patient safety events, rank the following features
in order of decreasing test f1-score when using support
vector machine with radial basis function:
a. D2V > LDA > BOW.
b. BOW > LDA > D2V.
c. BOW > D2V > LDA.
d. D2V > BOW > LDA.
Correct Answer: The correct answer is option D (D2V >

BOW > LDA). Our analysis of health information technol-
ogy usability-related patient safety event reports demon-
strates the utility of document embeddings (D2V) features
especially when trained on a large corpus.

Note
These results are the opinions of MedStar Health research-
ers and do not reflect in any way an analysis or opinions of
the Pennsylvania Patient SafetyAuthority (the “Authority”).
This analysis was not prepared by the Authority. This
analysis was conducted by researchers from MedStar
Health. Neither the Authority nor its agents, and staff
bear any responsibility or liability for the results ofMedStar
Health’s analysis, which are solely the opinion of MedStar
Health. The opinions expressed in this document are those
of the authors and do not necessarily reflect the official
position of the Agency for Healthcare Research and Quality
or the U.S. Department of Health and Human Services.

Protection of Human and Animal Subjects
This study was approved by the MedStar Health Research
Institute Institutional Review Board (protocol #2014-101).
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