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Introduction

Proposed initiatives in the U.S. that require sharing of clinical
health information and facilitate easier access to that infor-
mation through open, standard digital interfaces raise risks
that sensitive information may be shared more broadly
outside of legal protections for health data and may be
more readily commercialized, in addition to existing com-
mercialization of health data by health care institutions
allowed by federal privacy laws. Is commercialization truly
health data’s “boogeyman” or is the problem the sharing of
health data without sufficient protections against harm or
inappropriate use? Can privacy risks be mitigated while still
enabling value to be gleaned through more widespread
sharing of health information? In this editorial, we argue
that the focus should not be onwhether the entity is or is not
currently covered by federal health privacy laws, or whether
the data are or are not “commercialized.” Instead, U.S.
policies and practices should encourage (or outright require)
(1) responsible use of data to improve health and health care,
(2) greater transparency to and participation by patients and
consumers, and (3) controls to minimize harm to individuals
and populations.

Background

Since the passage of the Health Information Technology for
Economic and Clinical Health Act in 2009 (HITECH),1 a part of
the American Recovery and Reinvestment Act of 2009,
Congress and U.S. health administrative agencies have pur-
sued policies to facilitate the adoption of electronic health
records (EHRs), with the ultimate goal of improving individ-
ual and population health. Although the policies adopted in
response to HITECH have facilitated widespread adoption of
EHRs by health care providers, these policies did not result in

the desired robust sharing of information for treatment, for
population health, and for medical discovery.2,3 In 2015,
the U.S. Department of Health and Human Services (HHS)
issued a report finding that entities and their EHR vendors
too frequently refused to share (i.e., “blocked”) information,
even for routine treatment purposes, due in part to lack of
business incentives to share data.4

Congress responded to that report with the 21st Century
Cures Act, directing HHS to establish policies to promote
“interoperability” of health information and to prohibit and
penalize “information blocking” by health care providers and
health information networks or exchanges.5 In response,
HHS proposed several bold initiatives to require data sharing,
including with patients. Specifically, under its authority to
define information blocking, the HHS Office of the National
Coordinator (ONC) established rules (the “information block-
ing” rules) that would essentially require health care pro-
viders and health information networks to share identifiable
health information for a broad range of purposes—both with
patients and with others—unless a refusal to share informa-
tion could be justified under one of eight exceptions.6 ONC
also finalized rules mandating that vendors of certified EHRs
make data available to individuals and others via open
standard application programming interfaces (APIs) (the
“API rules”), with no fees to be charged to vendors of
patient-facing applications or apps and, with respect to
apps serving providers, under licensing and payment terms
that are “reasonable and nondiscriminatory.”6 The Centers
for Medicare and Medicaid Services now requires health
plans under its oversight to share data with health plan
beneficiaries using open, standard APIs and requiring hos-
pitals to issue electronic alerts to physicians when patients
are hospitalized.7 Finally, the HHS Office for Civil Rights, the
office responsible for the Health Insurance Portability and
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Accountability Act (HIPAA) privacy and security regulations,
launched an enforcement initiative focused on improving
compliance with an individual’s right to obtain copies of her
health information pursuant to the HIPAA Privacy Rule.8

Opening the Door to Data Sharing for
“Good” or “Bad”?

Data sharing initiatives—particularly the aspects that facili-
tate greater sharing of clinical health information with
individuals (and with apps or services operating on their
behalf)—are supported by many patient advocates and by
technology companies seeking an opportunity to create
markets for their services. However, some health care pro-
viders and EHR vendors have voiced resistance.9,10 The
proposed information blocking rules allow providers to
decline sharing health information when necessary to pro-
tect privacy and security, and the proposed API rules include
protections to assure that consumer applications requesting
access to EHR data have been authorized by the consumer.
Nevertheless, critics of the rules areworried about the lackof
privacy protections for health information shared outside of
HIPAA (e.g., when an individual downloads information into
a medical application marketed to consumers), and the
possibility of consumer technology companies’ taking ad-
vantage of patients to sell andmisuse data for the companies’
commercial gain. HIPAA’s coverage does not extend to enti-
ties outside of the traditional health care ecosystem, cover-
ing only health care providers who conduct electronic
payment-related transactions with health plans, health
plans, health care clearinghouses (which standardize elec-
tronic payment transactions), and vendors who work on
providers’ behalf (known as business associates).11

The concerns about lack of privacy protections outside of
HIPAA are not unfounded.12Research shows that apps, includ-
ing health apps, routinely share data with third parties, often
for advertising, marketing, and other commercial purposes,
without transparency to users.13–15 Members of a Facebook
social media group for individuals with the BRCA gene (which
increases the risk of getting breast cancer) discovered that
their “closed” peer support network—where they shared inti-
mate details about medical treatments—was accessible to
outsiders, in contravention of Facebook’s stated policies.16,17

Several technology companies’ business models are based in
part on their ability to mine consumers’ digital activities and
leverage that data to predict and shape human behavior for
commercial gain.18 Further, application developers stack the
deck against individuals, who want to be careful about how
they share their data, as technologies frequently are designed
to maximize the likelihood individuals will consent to collec-
tion, uses, and disclosures of their personal informationwith-
out fully realizing to what they are consenting.19

However, individuals’ sharing of clinical data into spaces
not covered by HIPAA is not the only cause for concern. Large
technology companies have launched initiatives in health
and are increasingly partnering with health care organiza-
tions, including partnerships that involve access to clinical
health information. For example, Google has signed deals

with Mayo Clinic and Ascension Health to use artificial
intelligence (AI) help each of these entities make better use
of their clinical data.20 Microsoft is partnering with Provi-
dence St. Joseph Health to build a high-tech, hospital of the
future in the Seattle area,21 and the company also has
partnered with Humana to develop technologies that deliver
insights that will help the insurer better care for its senior
health plan members.22 These arrangements are covered by
HIPAA if they involve the sharing of identifiable information.
At the same time, the poor track record of some of these
technology companies regarding their use of consumer data
has caused many to question whether their motives are to
improve health and wellness or to inject sensitive clinical
data into advertising data pipelines—or both.23 For example,
HHS is investigating the arrangement between Google and
Ascension to ensure that it complies with HIPAA.24 It is
unclear if other arrangements are under review.

Legal Protections for Health Data Outside of
HIPAA

HIPAA does not cover all health data, but that does not mean
that companies collecting health data outside of HIPAA can
make unfettered use of it. Commercial companies can be held
accountable by the Federal Trade Commission (FTC) under its
Federal Trade Commission Act authority for “unfair” and
“deceptive” trade practices “in or affecting commerce,” and
the FTC has used this authority to enforce expectations about
how companies handle personal data. The FTC’s enforcement
actions regarding deception have been about more than
broken privacy promises and extend to general deception in
obtaining personal information through nontransparent, pri-
vacy-invasive activities. FTC’s “unfairness” actions have
addressed issues such as “retroactive policy changes, deceitful
data collection, improper use of data, unfair design, and unfair
information security practices.”25 The FTC’s recent $5 billion
settlement with Facebook, the largest penalty ever levied by
the FTC against a company but diminutive compared with
Facebook’s total annual revenues, raiseddoubts aboutwhether
the FTC is up to the challenge of enforcing privacy in amodern
data ecosystem.26 Others have expressed concerns that FTC is
underresourced,with respect to staff (numbers and expertise)
and funding.27 Even companies under FTC oversight have
argued that the FTC needs more meaningful rulemaking
authority, which could empower it to act more quickly to
address emerging privacy and security risks in the market-
place.28Furthermore, FTC’sauthoritiesaregrounded inwhat is
“reasonable” behavior for a commercial company. Conse-
quently,monetizationofhealthdata, ifdone inways consistent
with thecontextof thedatacollection, forpurpose(s) related to
the primary purpose of the data collection, and done with
transparency to data subjects, would not necessarily be an
unfair or deceptive act or practice.

States also have the power to regulate companies’ collec-
tion of data on state residents. For example, the California
Consumer Privacy Act (CCPA), whichwent into effect in 2020,
covers companies’ collecting large amounts of data (or
monetizing data) about California residents.29 CCPA has
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exemptions for data covered by HIPAA or by the state’s
Confidentiality of Medical Information Act, which includes
clinical information pulled from an EHR by a consumer app,
but otherwise the reach of the CCPA is potentially broad.
Because California authorities will not begin enforcing the
law until June 2020, there is insufficient experience to gauge
the impact it will have on the consumer data marketplace.
Other states are also considering strong consumer privacy
legislation, a development that has prompted technology
companies to ask Congress to pass a federal data privacy law
that would preempt (or supersede) state laws.30 Bills have
been introduced, and hearings have been held, but no bills
have made substantial progress toward passage.

In response to proposed interoperability and information
blocking rules, theAmericanMedicalAssociation31 andEpic,32

the largest EHR vendor, recommended that ONC require
consumer apps seeking to connect to EHRs through APIs to
bemore transparentwithusers about theirdatapractices. This
action could help individuals make application choices that
match their privacy tolerances. If ONC has legal authority to
require or promote application transparency, this is a worth-
while suggestion. However, the rhetoric accompanying these
recommendations aggressively warns about the “sale” and
commercialization of health data by big technology compa-
nies. ButdoesHIPAA sufficientlycontrol forcommercialization
of health data by entities covered by its regulations? Is
commercialization of health data always bad?

HIPAA and “Sale” of Data

The HIPAA Privacy Rule prohibits “sales” of protected (identi-
fiable) health information without the express authorization
of the individual, but there are several exceptions to this
prohibition. For example, a sale of a medical practice to
another physician, which would include all of the records,
would not constitute a “sale of data” requiring authorization
from each patient.33 Arrangements between covered entities
and vendors, which are business associates, also would not
constitute a sale ofdata as long as the reimbursement from the
covered entity to the business associate is for the provision of
services (even if data are shared as part of that service).

However, data that are “de-identified” in accordancewith
HIPAA standards are no longer regulated by HIPAA and thus
can be sold without limitation. The de-identification legal
standard is “no reasonable basis” to believe the information
can be re-identified. The Privacy Rule provides two method-
ologies for achieving de-identification. The safe harbor, or
“cookbook” method, first established in 2001, requires the
removal of 18 categories of identifiers and no actual knowl-
edge that the data can be re-identified. (This is a high bar—it
is actual knowledge, not mere suspicion.) Many have criti-
cized this method as being insufficient to protect individuals
from being re-identified given the greater amount of data in
the ecosystem that can be used to potentially identify
individuals.34 The other methodology, the expert or statisti-
cianmethod, requires a statistician to attest that the data—in
the hands of the recipient (and taking into account other
information the recipient has access to)—is at “very low risk”

of re-identification. Once information is de-identified per
HIPAA standards, it is no longer covered by HIPAA’s rules.

Consequently, sales of de-identified data do not have to be
tracked or reported, but crucially, they appear to be ubiqui-
tous.35 In Our Bodies, Our Data, Adam Tanner reported on
robust sales of detailed health profiles of individuals, all
created with HIPAA de-identified data.36 The entities that
can “sell” de-identified data are not limited to covered
entities like doctors and hospitals or health plans. Their
contractors/business associates can also de-identify and
sell data as long as their business associate agreements
with covered entities expressly allow them to do this.37 In
many cases, the business associate considers this contractual
permission to be part of the deal, with the ability to sell de-
identified data reflected in the price of the services. The
Meaningful Use-certified electronic medical record Practi-
ceFusion is free to physicians who agree to view advertising
when using the record; physicians also give permission for
PracticeFusion to sell de-identified patient record data.38

Omny Health, a health technology startup that facilitates
provider sales of their data, was voted by the audience as the
most promising new technology at the Health 2.0 conference
in 2019.39 Legally, sales of de-identified data can occur
without transparency to patients or the public, without
patient consent, and even over a patient’s objection.

Sale of de-identified data arrangements are increasingly
being subjected to scrutiny and legal challenge. In January
2020, patients at the University of PittsburghMedical Center
(UPMC) filed a class action lawsuit alleging that information
gathered frompatients via UPMC’sWeb site (including via its
patient portal) was disclosed to third parties for commercial
gain without the consent of the patients.40 In June 2019, a
patient filed a class action lawsuit against the University of
Chicago and Google after University of Chicago Medical
Center sold supposedly “de-identified” medical record data
to Google to enable the company to create AI tools to sell to
physicians and hospitals.41 In 2018, The New York Times and
ProPublica reported on an arrangement between Memorial
Sloan Kettering Cancer Center (MSKCC) and Paige.AI, a tech-
nology startup in which MSKCC and key executives were
investors. Paige.AI had an “exclusive deal” to use cancer
tissue slides from MSKCC and from decades of work by its
pathologists. Physicians and staff at the hospital questioned
the arrangement, noting that patients were concerned about
their health data being commercialized.42 In February 2020,
the HHS Office of the Inspector General found that some
pharmacies had unlawfully provided marketers with the
pharmacies’ credentials for querying information about
beneficiary eligibility for the Medicare Part D program.43

What’s the Harm?

Muchhasbeenwrittenabout thepotential andactual harmsof
unauthorized disclosures of personal data.44,45 Data shared
with employers or insurers, or in financial contexts (such as to
lenders) can lead to discriminationwhich, even if the data are
anonymized or de-identified, could be used in ways that
negatively affect populations. People already can become
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easy targets for potentially harmful health misinformation
because health status can be inferred from nonhealth infor-
mationcollectedonlineand throughdailyactivities. This could
beexacerbated if actual clinical data canbeadded to thesedata
profiles. Data collection and uses that are “creepy” (i.e., go
beyond social norms) generate strong public backlash.46 Indi-
viduals may become fearful of using services, including social
media, to share information and obtain support for self-
management of health concerns, and thereby experience
poorer quality of life.12 Survey data shows that individuals
practice “privacy protective” behaviors, such as not seeking
care, selecting the few remaining providers without EHRs, or
lying about health conditions, if they have doubts about
whether health information will remain confidential and not
misused.47Minorities admit to privacy protective behaviors in
greater numbers,48 and are far less likely to utilize consumer
tools such as portals,49 suggesting that the failure to address
these issues could exacerbate racial and ethnic health dispar-
ities. Consequently, concerns about how health information
can be accessed, used, and disclosed has the potential to
undermine public trust in digital innovation, whether in the
form of digital tools to improve individual health or with
respect to access to health data by technology companies.
Such loss of public trust also has the potential to undermine
the federal government’s substantial investment of taxpayer
dollars in health information technology.

It is not clear, however, whether there are potential harms
from “commercialization” of health information that are dis-
tinct from these general data-sharing harms, or distinct from
general concerns that the U.S. health care system may priori-
tize revenue over people. Research on the potential harms of
“commercialization” of research may shed light on potential
harms unique to health data commercialization. Such harms
include skewing of research toward projects with commercial
potential; withholding data for competitive advantage; sci-
ence “hype” (exaggerated representations of the state of the
science); premature implementationbefore thescience is fully
developed in a rush to get to market; and erosion of public
trust.50 With respect to health data commercialization, the
harms arguably can be quite similar: prioritization of data
initiatives with the greatest potential for monetization (at the
expense of data projects that could serve an important popu-
lation or public health need but for which potential for
commercialization is less clear); marginalization of popula-
tions absent from databases used for decision-making; use of
data intended to identify costs and negative outcomes in
populations that have been less able to prevent unwanted
data collection and that may subsequently be further discrim-
inated against; use of data to support nonhealth-care-related
forms of bias such as discrimination in housing and employ-
ment; overhype of data initiatives with the greatest commer-
cial potential; decisions made prematurely based on
incomplete or biased data; and erosion of public trust.

Protecting Data and Supporting Progress

Commercialization has had somepositive impacts on research
—for example, providing incentives for investment in research

and supporting translationof research intobeneficial products
and therapies.50 The entry of technology companies—with
their expertise, resources, and computing power—into the
health care space could help us solve seemingly intractable
problems of cost and quality in U.S. health care.51 Advertising
supports a free Internet andmobile services used by individu-
als; the problem is not necessarily that information is shared
with advertisers but that the tradeoff is not made sufficiently
transparent to consumers; that current data profiling is be-
yond theknowledge andcomfort level ofmost consumers; and
that consumers seeking tobemoreprivatewith theirdatahave
few, if any, options. Is it possible to glean the benefits from
greater health data sharing whileminimizing the harms, even
in a health care system in which revenue is a key driver of
decisions?

Despite these technical, political, and legal challenges,
some potential areas for action emerge:

Eliminate the distinction between HIPAA- and non-
HIPAA-covered data and between “Big Technology” and
traditional health care entities. Given that commercial
interests motivate behavior of entities both inside and out-
side of HIPAA, drawing policy lines based on HIPAA coverage
makes little sense. Prohibiting commercial and/or “Big Tech”
companies from acquiring health data altogether is a blunt
instrument that likely is infeasible and sacrifices any poten-
tial benefits. A more nuanced approach that supports inno-
vation while controlling for inappropriate, unexpected, and/
or potentially harmful uses of data better—if achievable—has
greater potential to advance the public interest.

Don’t overrely on informed consent to protect privacy.
The use of informed consent has been a foundational princi-
ple of health care research for decades, but its ability to
adequately control the flow of data pushes the burden of
protecting privacy to the individual and remains challenging
for technological, political, and practical reasons.52,53 Al-
though the use of dynamic consent (the use of health
information technology to support opting out of data sharing
at a granular level) holds potential for research,54 it is less
clear how well it can be implemented across the range of
health data sources for multiple, potentially valuable uses
(not all of which can be anticipated at the time of data
collection). However, providing individuals with some
choices with respect to their health information is critical,
particularly in circumstances where the collection, use, and
disclosure of their data arebeyondwhat reasonablywould be
expected given the context. The “no surprises” principle—a
principle that no one should ever be surprised by the collec-
tion, use, transmission, or disclosure of their personal infor-
mation—offers an approach that builds and supports the
trust individuals seek when making decisions about second-
ary uses of their data.55 In addition, U.S. policymakers should
explore policies that allow people to opt out of data collec-
tion and to have their data deleted from databases (com-
monly referred to as the “right to be forgotten”56), in
circumstances when these actions do not impair the utility
of the database for individual or population health uses.

Treat transparency to patients and consumers as a
fundamental value and a primary obligation.
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Transparency is an underrated—and underutilized—fair in-
formation practice principle. Users may be uninterested in
reading long Terms of Service or other agreements, but that
does not mean they do not care to knowwhen and how their
datawill be used, andwhether there is commercial gain from
such activities. Providingmore transparency to data flows so
that consumers understand how their data are collected,
used, and shared is paramount to building a trustworthy
ecosystem for health data. Greater transparency to the
public, plus other requirements for accountability such as
ethics review boards for data uses,57 should be explored and
implemented.

Develop a policy framework that will allowcommercial
companies to utilize data in ways that could improve
health and health care while minimizing harms to indi-
viduals and to populations. The pursuit of profit through
data commercialization as an end in itself is unsupportable
within health care. However, profit as a byproduct of data use
that has the potential to support health and improved health
outcomes should be encouraged. A privacy policy framework
that delineates how data may be used other than for direct
treatment purposes would establish guardrails for commer-
cial users and help restore confidence in the health care
system.58 Such policies should include real consequences for
data collection, uses, or disclosures that harm individual or
populations (including criminal penalties for intentional
misuses or abuses of data).

Explore new forms of benefits that accrue to patients
and consumers whose data are collected, used, and
shared. The idea that patients should share in any profits
generated as a result of discoveries based upon individuals’
personal information is not new.59,60 Patients also are con-
cerned about being unable to access treatments that are
developed using their data while others profit.61 Although
the value of innovation can be measured through sales
receipts, the financial value of personal data used in product
development is more difficult to assess because individuals
value privacy and compensation differently based upon
personal circumstances. Because the economic value of
health records is highly variable—from $1 to $1,000 per
record, depending upon completeness of record andwhether
it is sold singly or as part of a database62—financial compen-
sation for access to personal health information can be
challenging to calculate and distribute. Thus, other forms
of recompense to individuals for use of their data are needed.
Such benefits could include, but are not limited to, expanded
access to care and opportunities to partner with commercial
entities to facilitate research in the interests of patients.63–65

At a minimum, individuals should have the right to obtain
health and health-related information collected about them,
enabling them to use it and share it as they see fit. For
example, return of personalized, actionable information (e.
g., a report showing times of day when blood glucose levels
are most often outside the ideal range) to individuals could
support appropriate changes in diet and meal management.
Health systems can use individuals’ data to identify relevant
services and help individuals access that care, as well as
alleviate individuals’ concerns about the quality of care.66

Conclusion

Ultimately, our federal health data “policy” today reflects
more of a laissez-faire approach that undermines both
public trust and our ability to leverage data to improve
individual and population health. We need policies and
practices that focus less on eliminating the “boogeyman”
and instead help ensure that broader sharing of health data
—both inside and outside of HIPAA coverage—is transpar-
ent, trustworthy, and accountable and improves access to
care and health outcomes, reduce disparities, and makes
health affordable.

Clinical Relevance Statement

This works describes the lack of accountability surrounding
the sale of health data and identifies actions that canmitigate
the problems resulting from commercialization of health
data.

Multiple Choice Questions

1. The following group(s) support greater sharing of clinical
health information with individuals:
a. Technology companies.
b. Patient advocates.
c. Insurance companies and patient advocates.
d. Technology companies and patient advocates.

Correct Answer: The correct answer is option d. Technol-
ogy companies and patient advocates support the use of
health information technology to make patient informa-
tionmore accessible to patients on demand across a broad
range of platforms.

2. Actions that could result in more patient- and consumer-
friendly data protection and sharing include:
a. Treat HIPAA-covered and non-HIPAA-covered data the

same under the law.
b. Value and act as though transparency to patients is a

fundamental value and an obligation.
c. Develop new benefits for patients and consumers

whose data are collected, used, and shared.
d. All of the above.

Correct Answer: The correct anwer is option d. Treating
HIPAA-covered and non-HIPAA-covered data the same,
establishing transparency as a fundamental value and obli-
gation, and creating new benefits for those who share data
about them are all activities that could result in more
patient- andconsumer-friendly dataprotectionand sharing.
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