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Abstract Background The COVID-19 pandemic has forced rapid digital transformation ofmany
health systems. These innovations are now entering the literature, but there is little
focus on the resulting disruption.
Objective We describe the implementation of digital innovations during the COVID-
19 response of Australia’s largest health service, Metro North (in Brisbane, Queens-
land), the challenges of the subsequent digital disruption, how these were managed,
and lessons learned.
Methods Prior to the COVID-19 pandemic, the Australian state of Queensland
created the Queensland Digital Clinical Charter, which provides guidance for the
development of digital health programs. The guidelines utilize three horizons: digitiz-
ing workflows, leveraging digital data to transform clinical care, and reimagining new
and innovative models of care. The technical response to COVID-19 in Metro North is
described across these horizons. The rapid digital response caused significant disrup-
tion to health care delivery; management of the disruption and the outcomes are
detailed. This is a participatory action research project, with members of the research
team assisting with leading the implementation project informing the case report
content.
Results Several digital innovations were introduced across Metro North during the
COVID-19 response. This resulted in significant disruption creating digital hypervigi-
lance, digital deceleration, data discordance, and postdigital “depression.” Successful
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Background and Significance

Digital disruption is defined as “advancements in digital
technologies that occur at a pace andmagnitude that disrupt
established ways of creating value within or across markets,
social interactions, and, more generally, our understanding
and thinking.”1 Digital disruption occurs when emerging
digital technologies impact, or disrupt, existing technologies,
services, and procedures. When digital transformation
occurs rapidly, this can exacerbate the challenges.2 Digital
disruption in health care is well characterized,2–4 with

several key challenges often encountered (►Table 1). How-
ever, little is known about the significant digital disruption
created by the accelerated and deep digital response to the
COVID-19 pandemic.

The digital disruption which resulted from large-scale
digital innovations that occurred worldwide during the
pandemic is beginning to be described in the literature.
Several interventions were introduced across China includ-
ing online medical consultations, online appointment regis-
trations, and hospital self-service systems.5 More broadly,
the global digital innovations span numerous response

Table 1 Definitions and examples of challenges faced during the digital disruption

Disruption challenge Definition Case study finding during COVID-induced digital
disruption

Digital hypervigilance “The tendency during digital
transformation to overreact to potential
issues or to erroneously attribute
adverse events to the new technology
due to heightened awareness or
sensitivity induced by rapid, large-scale
change”2

This was measured by concerns raised by staff
members. Issues regarding data security and privacy
were raised during the COVID technological innovation.
The use of Microsoft Teams for telehealth required a
significant shift in the security requirements previously
applied to this service which caused some concerns

Digital deceleration The “transient, reduced operational
efficiency in the postdigital
transformation period”2

Reductions in hospital operational efficiencies were
encountered due to the use of Microsoft Teams.
Several the innovations implemented required the use
of this software. Staff were initially slow when using this
technology and encountered several issues, such as
individuals understanding and maneuvering the mute
function. However, over time staff became more adept
with the new technologies
Publicly reported hospital and telehealth outcome data
also showed that efficiency in terms of outcomes was
not impacted

Data discordance Data from different sources do not
match or data variables have the same
name but measure different factors2

While case definitions for COVID-19 were standardized
across Australia, reports from staff involved in
leading the implementation suggested there was
discordance between the level of detail provided and
the requirements of the digital system

Postdigital “depression” “The singularly focused efforts of
the organization in adapting to the
transformation can occur at the expense
of enthusiasm and resources for other
important change activities”2

Staff involved in leading the innovation provided
information regarding some of the deficiencies of the
new technologies, which were a result of the rapid
implementation. It was postulated that this may
lead to health care worker dissatisfaction with systems
over time

management of the digital disruption minimized the negative effects of rapid digital
transformation, and contributed to the effective management of the pandemic in
Queensland.
Conclusion The rapid digital transformation in Metro North during COVID-19 was
successful in several aspects; however, ongoing challenges remain. These include the
need to improve data sharing and increase interoperability. Importantly, the innova-
tions need to be evaluated to ensure that Metro North can capitalize on these changes
and incorporate them into long-term routine practice. Moving forward, it will be
essential to manage not only the pandemic, but increasingly, the resultant digital
disruption.
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activities including surveillance, testing, contact tracing, and
clinical management with specific examples including arti-
ficial intelligence, analysis of big data, telehealth services,
and mobile health applications.6–9

Recent additions to the literature show COVID-19 have
increased the need for rapid innovation to support clinical
and public health responders.10,11 The drivers for this rapid
innovation include the need to deliver care virtually and the
need for real-time information to guide response. A key
innovation has been rapid digital transformation of health
care and management of electronic data. During this process,
many health systems have reported issues with service deliv-
ery, staff anxiety and burnout (particularly in relation to
increased electronic medical record use), concerns about
privacy and data security, and coordination of data collection
and communication.5,6,10–15 These issues can be described as
“symptoms”ofdigital disruption. Themajorityof these studies
focused on only one or two of these issues, with many
identifying challenges during a specific innovation. Few have
focused on the effects created by rapid large-scale technologi-
cal change. Better understanding of the disruption associated
with the pandemic is critical to ensure future digital imple-
mentations take these lessons into consideration.

Australia is considered a global exemplar in the manage-
ment of the COVID-19 pandemic.16 Many digital health
innovations were introduced during Australia’s successful
response to the pandemic.17,18 The first COVID-19 case in
Australiawas identified in January 2020. Cases peaked in July
2020 with 10,224 notifications, after which public health
measures were successful in minimizing the spread.19 The
Australian state of Queensland had one of the most success-
ful responses in Australia, with a total of 1,655 cases and 7
deaths reported by June 20, 2021.20

In Metro North, the largest health service in Queensland,
Australia, the digital health response to the pandemic was
particularly vigorous and a suite of digital innovations in
response to the pandemic were rapidly implemented. Prior
to the pandemic, the jurisdiction had already commenced on
a digital transformation journey, with a single electronic
medical record across 5 million people and a digital clinical
charter guiding and aligning thinking. More broadly, govern-
ment level investments in health information technology in
Australia were already increasing prior to the pandemic. In
2016, the Australian Digital Health agency was funded and
formed using the declaration of the Public Governance,
Performance and Accountability (Establishing the Australian
Digital Health Agency) Rule.21 This is comparable to
increases in funding in countries like the United Stateswhere
federal programs such as the HITECH Act portions of the
American Recovery and Reinvestment Act 2009,22 have been
implemented to increase investments in digital health.

The pandemic truly accelerated the digital transformation
in Metro North. As this large health service rapidly shifted to
digital workflows and innovative models of care, significant
digital disruption occurred. We describe below, not only the
innovations developed during the COVID-19 response but
the challenges of the digital disruptions and how these were
navigated.

Objective

In this case report we aim to describe the digital disruption
evoked by a rapid technical and data-driven response to
COVID-19 and lessons learned.

Methods

Setting and Participants
Queensland has a population of approximately 5,220,561
people.23 Universal primary health care is provided
Australia-wide by the federal government with public hos-
pital care funded by individual states and territories.24Metro
North is the largest health service in Australia, serving over 1
million people with an annual budget in excess of AUD3B.25

The service encompasses six hospitals, two of which provide
specialist services, three secondary hospitals, and one re-
gional hospital. Metro North also services Brisbane’s inter-
national airport and seaport.25,26

Approach
Metro North implemented several technical and data innova-
tions to respond to the COVID-19 pandemic. The rapid imple-
mentation of digital workflows and innovative models of care
was difficult and risk-laden, especially during a very challeng-
ing and unpredictable time. Fortunately, Queensland had
recently undergone a wide consultation and consensus-seek-
ing activity to create a set of principles to guide digital
transformation: the Queensland Digital Clinical Charter.27

This consensus document provides guidance for the de-
velopment and implementation of digital health programs to
ensure that clinicians are a key part of the decision-making
process. The guidelines are described across three horizons:
digitizing workflows, leveraging digital data to transform
clinical care, and reimagining new and innovative models of
care (►Fig. 1).28 Each aspect of the digital response to COVID-
19 in the Metro North is described across these horizons.

This is a participatory action research project, with mem-
bers of the research team assisting with leading the imple-
mentation project informing the case report content.

Results

Digital Initiatives
Details on digital initiatives implemented in Metro North in
response to COVID-19 are described in ►Table 2.

Digital Disruptions and Challenges during COVID-19
Digital Response
Due to the deep and accelerated nature of the digital disrup-
tion during the pandemic in Metro North, several difficulties
were encountered (►Table 1).

Digital hypervigilance regarding data security was an
issue raised, which has previously been identified by several
pandemic digital innovations.5,10 Security is important in the
implementation of telehealth services35; consequently, the
existing platform provided this to a high level. However, the
pandemic shifted the balance between scalability and access,
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requiring the use of an alternate platform for telehealth.
Specifically in Metro North, the use of Microsoft Teams
required a significant shift in access requirements. Due to
consumer and clinician demand, this change will likely be
difficult to reverse, highlighting the need for updated ethical
guidelines regarding the use of telehealth in both hospitals
and primary care.36

Digital deceleration was evident in the initial stages of the
digital disruption. The introduction of new technology often
involves a steep learning curve and results in an initial
decrease in productivity.2 Several initiatives required the use
of Microsoft Teams with staff encountering numerous issues
with this technology; however, over time they became more
adept. After initial issues, the newmodels of care ameliorated
performance and digital disruptions did not negatively impact
efficiencyandproductivity. Despite pressures of the pandemic
on emergency department performance and the rapid intro-

ductionofnew technologies, in 2019 to 2020 thepercentageof
category 1 patients (the most urgent triage category) seen
within 2minutes increased from 99.4 to 99.8% in Metro
North.26 The literature shows mixed results of health system
performance in response to digital transformation.37,38 This
case study demonstrates that it is possible to rapidly introduce
digital innovation and transformation without compromising
service delivery, even during a health crisis.

Data discordance has also been identified as an issue
during digital transformation,2 and specifically within the
COVID-19 context.12 In general, there was a lack of agreed
data standards which limited the ability to rapidly exchange
and utilize data fromdifferent areas. In addition, the national
standardized case definition for suspected COVID-19was not
congruent with digital classification.39

Postdigital “depression” can result in staff experiencing
exhaustion after participating in a rapid digital transforma-
tion of their clinical workflows.2 For example, Digital Corona
Virus Application (DCOVA) providedmany benefits forMetro
North throughout the pandemic. However, as with any
innovation, the application is not without problems. After
the initial disruption, staff can become fatigued regarding
further change.2 It will be important going forward to
continue to improve the new digital workflows, while help-
ing staff to accept the changes, and emphasize that no system
will never be perfect.40

Characteristics of the Response
Several key strengths contributed to this accelerated digital
transformation (►Table 3).

Lessons Learnt
Several important lessons were learnt throughout the im-
plementation which may provide guidance for future rapid
transformations. Importantly, Australia had few cases of
COVID-19 compared with many countries, hence it is likely
that the difficulties encountered would be amplified in
hospitals with heavier caseloads.

Finding new ways to work was important. For example,
the development of new technologies was time pressured

Fig. 1 Digital clinical strategic framework to assist with articulation of clinical requirements for digital transformation.26,27

Fig. 2 Real-time heat maps of COVID-19 public health order using
Digital Corona Virus Application (DCOVA) data (source Metro North,
2021).18
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Table 2 Digital innovation implemented in Metro North during the COVID-19 response

Horizon Innovation Description

Horizon 1:
Building digital
foundations

Replacing paper-based medical
records with the Cerner
integrated Electronic Medical
Record (ieMR)29 for testing

To relieve the data entry burden, a workflow to rapidly record
COVID-19 testing was set up in Cerner ieMR to ensure consumer
centered care could be provided digitally across the health service

Texting of COVID-19 test results
directly from laboratory to
consumers

An application was developed to text results to consumers directly
from both public and private pathology laboratories. This replaced
the time-consuming task of requiring clinicians to call patients with
results

Management of staff sick leave in
relation to COVID-19 absences

An application was developed which allowed staff to digitally
notify managers of sick leave to allow rapid replacement of staff
with special skills (e.g., ventilator competent intensive care nurses)

Digital Corona Virus Application
(DCOVA)

A secure Web-based application, DCOVA, utilizes a cloud-based
data warehouse that captures and integrates information about
people required to quarantine. The application links numerous
data sources including surveillance data, quarantine information,
and laboratory testing data, and stores information in a secure
multiagency database. The application is used by several agencies
in Queensland, including Queensland Health, Queensland Police
Service, and the Department of Housing and Public Works18

Horizon 2:
Transforming
patient care

Integrate private and public
pathology results into data lake

Pathology testing for COVID-19 occurs at multiple private and
public laboratories. To streamline data collection and reporting, all
COVID-19 test results from all private and public testing facilities
for Metro North consumers were pooled into a single data lake

Data extraction to improve
decision making for clinical and
public health response

DCOVA provided improved data integrity which enabled validated
data outputs based on information from numerous sources.
Additionally, the application provided analyses to identify
vulnerable populations and several predictive analytical models
and data visualizations.18 An example of these visualizations is
provided below in ►Fig. 2

Horizon 3:
Reimagining
the future

Three-dimensional (3D) printing
of face shields

The global demand for personal protective equipment (PPE)
meant that the need outweighed supplies during initial phase of
the pandemic. With limits on the availability of crucial personal
protective equipment for frontline hospital staff,30 Metro North
developed and evaluated the use of 3D printed face shields. The
results showed that the printed face shields provided physical
protection against droplets at levels similar to commercial
products. Following the successful evaluation, a framework for
evaluating nontraditional PPE was developed31

Virtual visiting for hospital
inpatients

While visiting was banned in hospitals, tablets and Microsoft
Teams were used to create workflows for families to stay in touch
with their hospitalized members

Virtual emergency department
(ED)

EDs were under considerable pressure during the initial stages of
the Australian pandemic.32 Using tablets and Microsoft Teams
allowed general practitioners and residential aged care facilities
direct contact with an emergency physician tomanage emergency
cases remotely

Virtual Staff Forums The 19,000 Metro North staff33 were anxious and apprehensive
about the impact of COVID-19 on their own, and their families’
health. Traditional face-to-face staff forums were converted to
large online events using Microsoft Events, enabling thousands of
staff members to directly ask questions of the executive team

Virtual ward This model of care allowed COVID-19 patients to be managed
effectively in their own homes. This was achieved by providing
patients with tablets, Microsoft Teams, and remote vital signs
collection34

Virtual care Queensland Health has a previously developed platform for
telehealth which is highly secure to ensure patient privacy.
However, this could not be scaled up to meet demand during the
pandemic, and Microsoft Teams was rapidly implemented to fill
this need
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due to policy directions, requiring fast-paced develop-
ment.18 Traditional methods for health technology develop-
ment rely on an iterative process between developers and
users which takes time. To improve development time, pair
programming was used to develop DCOVA. This required
users and clinical informaticians to work together with
developers in real time.18,31 The use of this innovative
process enabled the successful development of tools in a
rapid time frame.

Data standards and interoperability need to be addressed
at a broader level. This is important for public health re-
sponse and reporting, as well as clinical care. While the
digital initiatives in this instance were successful, they were
localized to one hospital and health service. In a devolved
environment, the only way to ensure statewide and nation-
wide real-time data are with interoperable systems and
unified data standards. Currently in Australia, jurisdictions
use different operating systems.44 The need for greater
interoperability has been identified previously in several
countries.45,46 Following Australia’s initial COVID-19 re-
sponse, the First Interim Report from The Senate Select
Committee on COVID-19 recommended the development
of an Australian Centre for Disease Control to improve
coordination between jurisdictions which may assist to
address some of these issues.47

Improving data standards and interoperability is also
important for primary health and clinical care. Individuals
have numerous interactions with the health system, which

provides opportunities to combine information from multi-
ple health care providers. This provides the clinician or
health care provider greater detail about an individual which
results in better clinical decisions and patient outcomes.48

Data sharing with people outside of the hospital health
system could be improved. The initiatives described here
focus on services regulated under Metro North. Increasing
the availability of key health information, particularly during
outbreaks or pandemics, is important for clinicians who do
not work in hospitals, other primary care providers, and, in
some instances, the general public. The implementation of
data sharing will need to be carefully considered to ensure
the protection of individual patient data privacy.49

A technical debt has accrued throughout the transforma-
tion given the rapid and pressurized manner in which
innovations were developed and implemented. A technical
debt is incurred when digital innovations are expedited and
result in some issues of longer-term maintainability being
omitted.50 This often requires ongoing, postimplementation,
improvements. One proposed strategy for managing techni-
cal debt is the “Strategic Technical DebtManagementModel”
which involves: situation analysis, strategy formulation,
strategy implementation, and evaluation and control.50

This type ofmodelwill be adopted to address the operational
and technical debt accrued in Metro North.

Considering these lessons learned will likely be useful for
other health systems undergoing significant technological
shifts, with specific attention paid to thinking in innovative

Table 3 Characteristics of the Metro North digital response

Strength Description

Culture The urgency of the response increased key stakeholders’ appetite for risk. Agile
thinking was used and supported as traditional information and communication
technology (ICT) project approaches were not conducive to problem solving.
For example, a pair programming approach was used to develop new technology
requiring clinical and software developers to work together in real time, replacing
the traditional develop/review cycles41

Leadership and vision There was significant buy-in for new technologies from leadership and an
established digital strategy had already been formulated, agreed, and socialized
prior to the commencement of the pandemic28

A clear driver for technology adoption was constantly present with the threat of the
pandemic forcing the introduction of new digital initiatives

Governance Governance became decentralized and decision making was devolved to the local
teams which allowed rapid decision making

Information was used to
drive strategic and policy decision

Data collected via the digital applications was used to inform the containment
strategy and opening/closing of interstate borders. This immediately demonstrated
the value of the new digital applications and drove deep adoption by clinical staff

Funding Emergency COVID-19 funding was made available and used to support the
development of many of these initiatives42

Leveraging existing capacity There was an established business as usual applications development team

Preexisting technologically
advanced system

The digital systems already in place in Metro North were advanced prior to the
pandemic, including a new integrated electronic medical record (ieMR), a digital
record of individuals’ medical history across providers29 and existing robust
infectious disease surveillance systems43

Data and digital literate workforce Both the clinical and public health workforce in Metro North had high baseline levels
of digital and data literacy given the number of digital innovations implemented
prior to the pandemic26
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ways, interoperability, and working with staff to manage
expectations regarding technical debt.

Discussion

To ensure that the digital innovations continue to be utilized
long term, each challenge needs to be appropriately
addressed. Consolidation of each aspect of the transforma-
tion will be important. Staff leading the transformation will
need to evaluate each innovation from different viewpoints
including cultural and security perspectives, usability, and
usefulness, considering the different types of users. The
evaluations will consider which aspects of the transforma-
tion are needed long term, and which were required short
term for the initial pandemic response. Previous research has
identified that to enhance ongoing acceptance and use of
new digital technologies, it is important they are integrated
in ways that align with current organizational culture.51

These findings highlight the current gaps in knowledge in
this area, specifically regarding digital disruption. Future
work in this area could focus on not only evaluating each
aspect of the transformation, but the impact as a whole. This
whole of system approach would also assist in making these
findings more generalizable. The impacts of the innovations
on patient outcomes and experiences will also be important
to evaluate to further understand the utility of the innova-
tions and identify areas for improvement.

Limitations
To date, restricted resources have not allowed a formal
evaluation of the impact of digital innovations in Metro
North on patients and their families. Future work should
include a formal review of each of the different departments
within Metro North, as well as evaluations of the impacts on
patients and their families.

Conclusion

The rapid digital transformation in Metro North during the
initial phases of the COVID-19 pandemic was successful in
several aspects, including maintaining high levels of clinical
care, providing virtual care when face-to-face care was
unavailable, and assisting with the continuing pandemic
response efforts. Ongoing challenges were identified which
will require continuous attention to overcome. Most impor-
tantly, the innovations which were implemented need to be
evaluated to ensure that Metro North can capitalize on these
changes and incorporate them into long-term routine prac-
tice. Moving forward it will be essential to manage, not only
the pandemic, but also the digital disruption which has
occurred.

Clinical Relevance Statement

This article provides information regarding key lessons
learned during the implementation of several digital tech-
nologies in response to the COVID-19 pandemic and
describes the resulting digital disruption. This may provide

leaders in digital health with valuable insight to successfully
implement future COVD-19 digital interventions.

Multiple Choice Questions

1. When implementing large scale digital health innova-
tions, which of the following is important in regard to
statewide and nationwide data reporting?
a. Having technologically advanced information technol-

ogy systems.
b. Data standards and interoperability.
c. Email communication between stakeholders.
d. Staff trained in Microsoft Teams.

Correct Answer:Option b is the correct answer. The use of
digital technologies for reporting can negate the need for
email and other types of data and information sharing
processes. However, this requires that cooperating juris-
dictions are using the same data standards to allow for
appropriate comparisons, as well as the use of informa-
tion technology systems that are interoperable, or able to
exchange information. The need for improved interoper-
ability in digital health has been identified globally.

2. When implementing large scale digital innovations dur-
ing a pandemic, which of the following is correct?
a. Focusing on the technology and how it operates is most

important.
b. The introduction of technology during a pandemic

always improves the response.
c. Large scale change is likely to be well accepted by staff

with no negative impacts.
d. Managing the resulting digital disruption is equally as

important as the initial implementation.

Correct Answer:Optiond is the correct answer.When large
scale digital innovation is implemented, there is resulting
disruption, which presents itself in many ways including
digital deceleration and postdigital “depression.” To ensure
that innovations are correctly implemented and incorporat-
ed in the long term, managing the digital disruption is
important with research showing new digital technologies
are integrated inways that alignwithorganizational culture.
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