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Abstract — This paper presents a novel cryptanalysis of Substitution-
Permutation Networ ks using a chosen plaintext approach. The attack isbased
on the highly probable occurrence of key-dependent degeneracies within the
network and is applicable regardless of the method of S-box keying. It is
shown that a large number of rounds are required before a network is re-
sistant to the attack. Experimental results have found 64-bit networks to
be cryptanalyzable for as many as 8 to 12 rounds depending on the S-box

properties.

I. Introduction

The conceptof Substitution-PermutatioNetworks(SPNs)for usein block cryp-
tosystemdesignoriginatesfrom the “confusion” and “diffusion” principlesin-
troducedby Shannon[1l]. The SPN architectureconsideredin this paperwas
first suggestedy Feistel[2] and consistsof roundsof non-linearsubstitutions

(S-boxes)connectedy bit permutations.Sucha cryptosystenstructure referred
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to as LUCIFER! by Feistel,is a simple, efficient implementationof Shannon’s
concepts.

A generalN-bit SPNis composef R roundsof n x n S-boxes.We shalldenote
the cryptosystemplaintext input as P = P;...Py and the ciphertextoutput as
C = (1...C'y. S-boxesdn thenetworkaredefinedasamappingS,s : X,s — Y,

(rs) (rs) (rs)

whereX,, = X, ..X,  adY,s =Y, .Y.". The value of s identifies the

n

number of the S-box withinround r, 1 <r < R,and 1 < s < N/n. A smple

example of an SPN is illustrated in Figure 1 with N = 16, R = 4, and n = 4.

We shall consider S-boxes that are keyed using one of the following methods?:

1. selection keying: the key bits may be used to select which S-box mapping
from a set of mappings will be used for a particular S-box, and
2. XOR mask keying: the key bits may be exclusive-ORed with the network bits

prior to entering an S-box.

Recent cryptanalysis techniques have had a notable effect on the perceived security
of SPN cryptosystems. For example, in [6] and [7], Biham and Shamir introduce
a powerful chosen plaintext cryptanalysis technique referred to as differential

cryptanalysis. Utilizing highly probably occurrences of differentia sequences,

1 Another variant of LUCIFER [3] more closely resembles the network structure of DES [4].
2 Note that method 2 may actually be considered as a special case of method 1. We distinguish
between the two methods for clarity. Using method 2 only is a way of ensuring that a mapping

for a particular S-box is selected from the same cryptographic equivalence class [5].



probabilities can be assigned to possible key values with the most probable key
being selected as correct. As well, in [8], Matsui introduces the known plaintext
attack of linear cryptanalysis which makes use of the likely satisfaction of linear
equations involving the plaintext, ciphertext, and key bits. The applicability of
differential and linear cryptanalysis to SPNs is thoroughly discussed in [9].

The cryptanalysis presented in this paper is an efficient technique for determining
the network key bits. It uses a divide-and-conquer approach by examining
the ciphertexts corresponding to a number of chosen plaintexts and counting
the number of times a particular sub-key is consistent with a key-dependent
degeneracy in the observed ciphertext. Depending on the number of roundsin the
network, the correct sub-key is consistent with a significantly higher probability

than the incorrect sub-keys.

II. Terminology

The following terminology is fundamental to the understanding of the cryptanal-
ysis.

Degenerate Function: An m-input boolean function, f(X), X = X;...X,,, isa
degenerate function in input X; if changing X; only does not change the function
output for all possible inputs X € {0,1}™.

Degenerate Mapping: A m x n mapping is a degenerate mapping in input X;
if changing X; only does not change the mapping output for al possible inputs
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X € {0,1}™.
Target S-box: A target Sbox is the S-box under examination within the network.

The cryptanalysis targets one S-box at atimein order to find the key bits associated

with that S-box.

Target Sub-Key: The key bits associated with the target S-box are referred to

as the target sub-key.

Ciphertext Sub-Block: A ciphertext sub-block isablock of » ciphertext bitswhich
are associated with a particular S-box in the last round of the network. These
may or may not be contiguous in the output block depending on whether there
is a final permutation after the last round of S-boxes. There are N/n sub-blocks
in a ciphertext block.

Sub-Block Mapping: A sub-block mapping is generated by considering a mapping
from the n output bits of the target S-box to an n-bit ciphertext sub-block. A
partial sub-block mapping of dimension m x n is a mapping from a subset of m

output bits of the target S-box to an n-bit ciphertext sub-block.

ITI. Key-Dependent Degeneracy

The cryptanaysis exploits the highly probable occurrence of degeneracy in sub-
block mappings. In general, if an n x n mapping is randomly selected, there
is a non-zero probability that it is degenerate. It will be shown that sub-

block mappings within the network often have a much higher probability of
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being degenerate than that of a randomly selected mapping. In such cases, by
maintaining a count of the occurrence of such degeneracies for each possible
target sub-key, the correct sub-key can be derived with high probability. We refer
to the consistent occurrence of degeneracy for the correct target sub-key as key-
dependent degeneracy. Key-dependent degeneracy is very high in networks with a

small number of rounds and decreases as the number of S-box roundsis increased.

In the most difficult cryptanalysis scenario, each S-box in the network has a
number of associated key bits that are independent of the other key bits in the
network. The cryptanalysis begins by selecting a target S-box in the first round
of the network. An appropriate number of chosen plaintexts are selected so
that the target sub-key may be determined with reasonable statistical confidence.
Subsequently, the remaining first round S-boxes are targeted and the associated
key bits determined. Once the first round key is known, the appropriate partial
encryption can be used in targeting the second round of S-boxes with chosen
inputs. The attack may proceed by stripping off rounds of S-boxes as their key
bits are determined. As the unknown portion of the network decreases in size,
the number of required chosen plaintexts to discover the target sub-key decreases
significantly.

Consider the target S-box to be in the first round. In general, an SPN may
be represented by the first round S-boxes, the last round S-boxes, and an inner

network, as in Figure 2. The input and output to the inner network are denoted by
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U=0,..Uy and V = V]...Vy, respectively. The attack to determine the target
sub-key consists of a number of trials, each trial entailing 2" chosen plaintexts.
The plaintexts in a trial are selected such that the network inputs which are not
inputs to the target S-box are arbitrarily fixed and the n inputs to the target S-box
are cycled through all 2™ possibilities. In this scenario, the output of the target S
box forms an n-bit input into NV boolean functions corresponding to each output of
the inner network. The n-input boolean function, f;, corresponding to output V;,
is arbitrarily determined by the N — n fixed inputs of U (coming from the outputs
of the non-target S-boxes). For inner networks with a small enough number of
rounds, f; has a significant probability of being degenerate in one or more bhits.

If function f; has a high probability of being degenerate in a particular input,
Uj, then there is a high probability that all » inputs to a last round S-box are
degenerate in U; as well. When this occurs, the input to the last round S-box is
a degenerate mapping from the target S-box output and the corresponding sub-
block mapping from the target S-box output to the ciphertext sub-block will be
degenerate. However, since the target sub-key is unknown, the outputs of the
target S-box and, hence, the » inputs to the sub-block mapping are not known.
Therefore, there is a set of K; possible mappings for each sub-block where K,
represents the number of possible target sub-key values. One of these mappings

corresponds to the correct sub-key and is the actual sub-block mapping.

Each trial, consisting of 2" chosen plaintexts, may be considered conceptualy as
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illustrated in Figure 3. Assume that the target sub-key consists of one bit used
to select between S-boxes S’ and S”. The output of the target S-box is mapped
to a ciphertext sub-block, Z, through S : Y — Z. There are two possible
values for S, denoted S’ and S”, corresponding to S’ and S” respectively. The
actual mapping of S corresponding to the correct sub-key is selected arbitrarily
for each trial according to the fixed network inputs. The correct sub-key may be
deduced by executing several trials and counting the number of times 5’ and 5"
are degenerate. We expect (and experimental results confirm) that the correct sub-
key will typically exhibit mapping degeneracies most often. The number of trias
(and hence chosen plaintexts) required to determine the sub-key should be enough
to allow the degeneracy counts to clearly distinguish the correct target sub-key.

Example: The target S-box is selected by a key hit to be either S’ or S”. The
results of onetrial arelisted in Table 1: the outputs of one sub-block corresponding
to the target S-box inputs (the remaining network inputs having been arbitrarily
fixed) are given along with the possible target S-box outputs corresponding to
S" and S". From this information, Table 2 is compiled to conveniently display
sub-block mapping possibilities S’ and S”. 1t is obvious that S’ is a degenerate

mapping in input Y3 and that S” is not degenerate.

IV. Enhancement of the Attack Using Partial Mappings

The success of the cryptanalysis can often be enhanced by considering the
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target S-box S output S’ output sub-block
Input output

X1 X2X3Xq Y1Y2Y3Ys Y1Y2Y3Ya VAVAYAYY
0000 0100 1101 1010
0001 0001 1000 0001
0010 1110 1010 0110
0011 1000 0001 0011
0100 1101 0011 0000
0101 0110 1111 1010
0110 0010 0100 0111
0111 1011 0010 1110
1000 1111 1011 0000
1001 1100 0110 0110
1010 1001 0111 1110
1011 0111 1100 1001
1100 0011 0000 0001
1101 1010 0101 0011
1110 0101 1110 1001
1111 0000 1001 0111

Table 1. Key-Dependent Degeneracy Example

degeneracy of partial outputs of the target S-box. For example, a network with
4 x 4 S-boxes which displays significant key-dependent degeneracy in the 4 x 4
sub-block mapping of the target S-box output to ciphertext sub-block will also
display these degeneracy traits when considering a2 x 4 or 3 x 4 sub-block partial
mapping. A partial mapping is a mapping from a group of 2 or 3 target S-box

outputs to the ciphertext sub-block. The same set of chosen plaintexts used to
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target S-box

sub-block output

sub-block output

output for S for S
Y1Y2Y3Yy 212272324 212272324
0000 0111 0001
0001 0001 0011
0010 0111 1110
0011 0001 0000
0100 1010 0111
0101 1001 0011
0110 1010 0110
0111 1001 1110
1000 0011 0001
1001 1110 0111
1010 0011 0110
1011 1110 0000
1100 0110 1001
1101 0000 1010
1110 0110 1001
1111 0000 1010

Table 2. Sub-block Mappings Corresponding to Sub-keys

examine the full 4 x 4 sub-block mapping is also easily analyzed for degeneracies
in the partial mappings.

When considering partial mappings from atrial of 16 chosen plaintexts, the bits
that are not included as part of the mapping under examination must be fixed.
Hence, for any 3 bits of the target S-box output, there are two 3 x 4 mappings to be

examined: one corresponding to the fourth bit equal to 0 and one corresponding to
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target S-box input S output sub-block output
X1X2X3X4 Y1Y2Y3Ys 212272324
0011 1000 0011
0111 1011 1110
1010 1001 1110
1101 1010 0011

Table 3. Partial Mapping Example

the fourth bit equal to 1. Sincethere are four 3-hit groups, over all 16 target S-box
inputs we have a total of eight 3 x 4 sub-block mappings to consider. Similarly,
each 2 bit combination of outputs generates four 2 x 4 mappings, corresponding
to the four possible values of the 3rd and 4th bits. With six ways of selecting
the two outputs to consider from the target S-box, there are a total of 24 2 x 4
mappings. In general, for an m-bit partial output, there are (' )2"~™ possible

m X n_mappings to be examined for degeneracy from atrial of 2" plaintexts.

Example: Consider the example of Table 1. A portion of the table is reproduced
in Table 3 in order to illustrate a case where, if the first 2 inputs to the sub-
block mapping for S’ are fixed at Y;Y; = 10, the 2 x 4 sub-block mapping

Y3Yy — Zi...74 is degenerate in Y.

Often, the correct sub-key can be easily distinguished with fewer plaintext-
ciphertext pairs by anayzing partial mappings rather than the full sub-block

mapping. Although randomly selected mappings with fewer inputs have a higher
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probability of being degenerate, in many cases the key-dependent degeneracy is

significant enough to allow identification of the correct key.

V. Effectiveness of the Algorithm

In genera, it is hard to derive explicitly the complexity or the probability of
success of the attack. The effectiveness of the cryptanalysis depends largely on
the properties of the S-boxes and the permutations used. In analyzing the attack, it
is of interest to determine (1) the likelihood that different target sub-keys cannot
be distinguished and (2) the likelihood of the inner network being degenerate
with a probability significantly greater than is expected for a randomly selected
mapping. If we cannot distinguish between the correct sub-key and all incorrect
sub-keys or if degeneracy occurs with the same frequency as expected in a random

mapping, then the cryptanalysis will be unsuccessful.
Distinguishing Between Keys

It is quite possible that a particular trial will display degeneracies for the sub-
block mappings of different sub-keys, one of which may or may not be the
correct sub-key. The success of the attack relies on the correct sub-key displaying
degeneracy more often than incorrect sub-keys. Assuming that the probability of
degeneracy is large and a suitable number of chosen plaintexts is available, only
under exceptional circumstances will it be impossible to distinguish between the

correct key and an incorrect key. The relationship between S-box mappings which
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will alow this to occur and the subsequent likelihood of randomly selected S-

boxes being indistinguishable is given in the following theorem and corollary.

Theorem 1. Two n x n bijective S-boxes, S’ and S”, will be indistinguishable
if, and only if, each boolean function of S’ is identical to a boolean function or

the complement of a boolean function of S”.

Proof (Sketch):

Let two functions of 5" and S” be defined to be similar if they are identical or
one is the complement of the other. Changes in the output of similar functions
occur for the same input changes. Assume that S’ and S” are related as stated
in the theorem. Then, for any subset of the function of S”, al functions in the
subset are similar to output function of S” and since degeneracies are detected
based on changes in the cipertext sub-block, any degeneracies which are observed
can be associated with both S-boxes and the S-boxes cannot be distinguished.

Consider the case now where one of the boolean functions of S’, f;, is not
similar to a function from S”.  Then in the scenario where S’ is used for
the cipher and the sub-block mapping is degenerate in all inputs other than the
input corresponding to f;, there is no degeneracy of S” that is equivalent to this
degeneracy of S’ and the S-boxes can be distinguished. Hence, in order for
S-boxes to be indistinguishable, they must be of the format suggested by the

theorem. ]
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Corollary 1. The probability of two randomly selected »n x n bijective mappings

being indistinguishable is given by

D

Proof:

The number of possible mappings for S” that are indistinguishable from S’ is
simply given by the number of ways of selecting, for all » functions of ', either
the function or its complement and permuting the » functions within the mapping.
Thisis divided by the number of possible bijective mappings to give (1) above.[]
From Corollary 1, it is apparent that, if an S-box is keyed by selecting between
two randomly selected mappings and assuming a sufficient number of chosen
plaintexts to alow distinguishing, it is very unlikely that the two S-boxes will
be indistinguishable and it will only occur for the constrictive relationship of
Theorem 1. For example, if n = 4, the probability of two randomly selected
S-boxes being indistinguishable is 1.84 x 10711,

Degeneracy in Random Mappings

Success of the cryptanalysis requires that the probability of degeneracy for the full
and partial sub-block mappings is significantly different than the degeneracy of a
random mapping so that the correct sub-key is obvious for the number of chosen
plaintexts available. It is of interest therefore to determine the probability of a

randomly selected m x n mapping being degenerate. As the number of rounds in

13



the network increase, the probability of degeneracy approaches this value and it
becomes infeasible to distinguish the correct sub-key from wrong sub-keys.
Theorem 2:
The probability of a randomly selected m x n mapping being degenerate in one
or more inputs is given by:

Pieg = 1;::1 (—1)k+1<7§> * Pk 2
where P,; represents the probability of the mapping being degenerate in k

particular inputs and is given by:

P =TT (/2" 3

Proof:

To see how (2) is derived, consider first the probability of a random m-input
boolean function, f(X1,..., Xm), being degenerate. Since each output of the
function is independently selected to be either 0 or 1 with a probability of 1/2, the
probability that a change in only input X; not causing a change in the output over
al X € {0,1}" isgiven by P;; = (1/2)2m_1. This is derived by considering
2m=1 pairs of outputs in the truth table, each pair corresponding to values of X
differing in only X;.

The probability of the function being degenerate in two inputs, X; and X, is

given by the probability of being degenerate in X; multiplied by the probability
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mapping size probability of degeneracy
2x4 7.5684 E-03
3x4 4.5601 E-05
4x4 9.3130 E-10

Table 4. Probability of Degeneracy for Random Mappings

of being degenerate in X, given degeneracy in X;. Given that the function is
degenerate in X;, since there is no change in the output when only X; changes, we
need only consider half the function output values (for example, when X; = 0).
Hence, if the function is to be degenerate in X; given that it is already degenerate
in X;, there are only 2™~ /2 cases for which a change in only input X; must not
change the output. Therefore, the probability of the function being degenerate in

two particular input bits is given by Pys = (1/2)%" - (1/2)®" . The remaining
cases for degeneracy in more than two inputs can be derived similarly and in

general
k

Py = 0/2"
1=1
Considering now the random m x n mapping, since all output functions of the
mapping are independent, the probability of all » outputs being degenerate in &
particular inputs is given by (3). Using the principle of inclusion-exclusion from
set theory [10] and noting the symmetric nature of the degeneracy, the probability

of the m x n mapping being degenerate in one or more inputs is simply given by

). O
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Stage r 112 3 4 |5 6 7 18 9 10|11 12|13 |14 |15 |16

stager+1 1 |17 |33 |49]2 18 | 34]50 |3 19135 | 5114 |20)36 |52

stager 17118 |19 | 20|21 |22 | 23|24 |25 |26]|27 | 28|29 | 30|31 |32

stager+1 5 |21 |37 |53|6 |22 |38|54 |7 23139 |55]|8 24 140 | 56

stager 33134 |35 |36|37 ]38 |39]40 |41 |42]|43 |44 |45 |46 |47 |48

stager+1 9 |25 141 |57|10 )26 |42]|58 |11 |27]|43 |59]|12 |28 |44 |60

stager 49 | 50 | 51 | 52|53 |54 |55]|56 |57 |58]59 |60]|61|62]63 |64

stager+1 13|29 |45 |61]14 |30 | 46|62 |15 | 31|47 | 63|16 | 32|48 | 64

Table 5. PermutationUsedin 64x64 SPN Experiments

The probability of degeneracyor differentsize mappingsis givenin Table4.

VI. Experimental Results

This sectionhighlightssomeof the resultsof the cryptanalysisappliedto different
SPNs. We analyzeda 64 x 64 network comprisedof 4 x 4 S-boxesand a
permutationjistedin Table5, selectedrom theclassof permutationsuggestety
Ayoub[11]. Two typesof networkswereanalyzed:oneusing S-boxesarbitrarily
selectedfrom the rows of the Data Encryption Standard(DES) S-boxes[4] and
one using randomly selectedbijective, non-degenerat&-boxes. A setof 16 S-
boxeswas selectedfor eachnetwork andusedin all rounds. XOR maskkeying

was usedfor eachround with the key bits randomlyselected.

Experimentalresultswere compiled for 4 x 4 and2 x 4 sub-blockmappings.
A large numberof trials was executedfor eachnetwork and the probability of

degeneracyly.,, wasdeterminedasa functionof the numberof roundsfor SPNs
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4 x 4 Sub-blockMapping

2 X 4 Sub-blockMapping

DES Random DES Random

Round Boxes S-boxes S-boxes S-boxes

3 1 1 1 1

4 9591 9961 7949 9319

5 3444 .8491 .3095 7121

6 1.288x 103 .3189 4.054x 102 3745

7 <6.25x 107 | 4.606x 102 | 9.120x 103 1378

8 <6.25x 107 | 2.644x 103 | 7.643x 103 | 4.274x 107?

9 <6.25x 107 | 8.125x 10° | 7.583x 103 | 1.664x 10?

10 - <6.25x 107 - 9.750x 1073

11 - < 6.25x 107 - 8.191x 10°

12 - < 6.25x 107 - 7.741x 103

13 - < 6.25x 107 - 7.622x 103

Table 6. ExperimentalDegeneracyProbabilities
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with DES S-boxesand randomS-boxes. In Figure 4 the measureddegeneracy
probabilitiesfor the full 4 x 4 and the partial 2 x 4 mappingsof various size
networksare comparedo the valuesexpectedor a randommappingfrom Table
4. As well, the experimentalvaluesaretabulatedn Table6. Thegeneraltrend
of convegencetowardsthe randommappingvaluesis evidentin both network
types.However,it is alsoclearthatthe networkutilizing DES S-boxesapproaches
the desiredasymptotemuch more quickly than the randomly selectedS-boxes.
Intuitively, thisis likely dueto the strongdiffusion propertiesof the DES S-boxes.

In particular,the propertythat, for a single input bit change at leasttwo output




bits changeis very usefulin diffusing changeghroughthe network and thereby
minimizing degeneraciesThis propertyis unlikely to occurin randomlyselected
S-boxesand, therefore,it is not surprisingthat the frequencyof key-dependent

degeneracys higherin networkswherethe S-boxesaresimply randomlyselected.

Considerthe numberof choserplaintextsrequiredto determinea first roundtarget
sub-keyusingthe full n» x n sub-blockmapping. We can expectthe numberof
sub-blockmappingswhich must be analyzedbefore observinga degeneracyo
be given by 1/P;,. In caseswhere degeneracyoccurswith a much higher
probability than expectedor randommappings,t will typically take only a few
occurrence®f degeneracyo establishthe correctkey. Consideringhatanalyzing
a sub-blockmappingrequires2™ chosenplaintextsand that thereare N/n sub-
blocksto be examinedfor every ciphertextblock, we can determinethe number
of plaintextsrequiredto reveala first round target sub-keyto be on the order of
the nearestmultiple of N/n above {2" /[P, - (N/n)]}. (Roundingup to the
multiple of N/n is necessargincewe cannotconsideronly part of a ciphertext
block.) For example,basedon an analysisof the full 4 x 4 sub-blockmappings
and the experimentallydeterminedF,.,, a 6 round network with DES S-boxes
requireson the order of 784 plaintextsand an 8 round network with random
S-boxesrequireson the order of 384 plaintexts. Networks with DES S-boxes
composedf 5 or lessroundsand networkswith random S-boxescomposedof

6 or lessroundsonly requireon the order of 16 chosenplaintextsto determine
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the tamget sub-key.

In practice,using partial mappingsoften requiresfewer chosenplaintexts,partic-
ularly when P, becomessmall. Figure5 illustratestypical key countsfor an 6
round DES networkandan 8 roundrandomS-boxnetworkbasedon 2 x 4 partial
mappingkey-dependentiegeneracylIn both casesijt is apparenthat, with 160

chosenplaintexts,the correcttarget sub-keyis clearly distinguishable.

If the probability of degeneracyapproacheshe probabilitieslisted in Table4, it
mighttakemanytimesmorethanonedegeneracyccurrenceo clearlydistinguish
the correctkey. For example,analyzing2 x 4 partial mappingsjt wasfound that
the correcttarget sub-keywasdeterminedn 7 of 8 experimentseachexperiment
using 1.6 million chosenplaintexts,for the 8 round networkusing DES S-boxes.
Similarly, it takeson the orderof 1.6 million chosenplaintextsto distinguishthe

correcttarget sub-keyfor the 12 round network with randomS-boxes.

VII. Applicability of the Attack
Thwarting the Attack

There are a numberof ways to minimize the impact of the attack. The rapid
diffusion or avalancheof bit changess effective in decreasinghe probability of
degeneraciesccurring. Thereare severalechniqueghat canbe usedto improve

the diffusion in an SPN. Theseinclude:
(1) using larger S-boxes
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(2) using S-boxeswith good diffusion, and

(3) using a diffusive linear transformation(LT) as the interconnectionbetween
roundsof S-boxes.

The effect on the degeneracyrobability as a function of the numberof rounds

in the network is illustrated in Figure 6. Experimentalresults are presented

for randomly selected4 x 4 and 8 x 8 S-boxes,as well as for S-boxeswith

gooddiffusion and a diffusive linear transformationLT). Note, in particular,the

dramaticeffect of the diffusive linear transformation.

S-boxeswhich have good diffusion are capableof taking small input changes

and convertingtheseto a larger numberof outputchanges.The S-boxesusedin

Figure 6 guarantedhat a onebit input changewill resultin an outputchangeof

at leasttwo bits.

A diffusivelineartransformatiorcanbe generatedby havingeachinputto around

of S-boxededeterminedy the sumof anumberof outputbits from the previous

round output. For example the linear transformationusedin Figure 6 is derived

by addinga parity bit to eachbit after applyingthe permutationof Table5 where

the parity bit consistsof the XOR sumof all bits.

It shouldalsobe notedthatcomparinghe degeneracprobabilitiesof the networks

basedon 4 x 4 and8 x 8 S-boxesis somewhatmisleadingsince the expected

degeneracyprobabilitiesfor random2 x 4 and 2 x 8 mappingsare different

(7.57 x 1073 and1.52 x 107", respectively. However, for networks with a
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small numberof rounds,both randomdegeneracyrobabilitiesare muchsmaller
thanthe experimentaprobabilitiesand,hence maybeconsideredo benegligible.
In this case,it is clearthat the degeneracyrobabilitiesfor the SPNusing 8 x 8
S-boxesare much smallerand thereforemore chosenplaintextsare requiredto

successfullycryptanalyzeby exploiting key-dependentlegeneracy.

Application of Attack to DES

In an attemptto determinethe effectivenesf the attackon the Data Encryption
Standardwe ran extensivesimulationsof the attackon DES. It was found that
no degeneracyould be detectedbeyond4 or 5 rounds,suggestinghat DES is

very resistantto this form of cryptanalysis.Other cryptanalysigechniquessuch
as differential or linear cryptanalysis,have beenmuch more successfulagainst
DES.

This resultis not surprisingin light of the gooddiffusion characteristicof DES.

For example,DES S-boxeshave good diffusion of bit changegqsince a one bit

input changemustresultin at leasta two bit output change)and the effects of

bit changesare spreadto a large numberof S-boxesin the nextrounddueto the

expansionoperationand the asymmetricS-boxes.

Comparison to Differential Cryptanalysis

Cryptanalysisof SPNsusing key-dependentlegeneracietakesadvantageof the
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weaknesses the dynamicpropertiesof ciphers. Theseweaknessesan also be
typically exploitedby differentialcryptanalysis.lt is difficult to directly compare
the effectivenesof the two attackssincethe exactcomplexity of both attacksis

difficult to determine.Differentialcryptanalysisfor example requiresknowledge

of a highly probablecharacteristién orderto estimatehe complexityof the attack.

We havefound, however that cryptanalysisusing key-dependentiegeneracygan
be successfubn networksof manyroundsandthe approachs very systemati@and
involvesno detailedanalysisof the SPNbeforeexecution.Converselywhile it is
likely thatdifferentialcryptanalysisould be successfubn SPNsof manyrounds,
performingthe attackrequirescareful analysisof the differencedistributionsof
the S-boxesin orderto determinethe most probablecharacteristicshat may be
usedin executingthe attack. This is not necessarilya simple processand it is
conceivablethat it could make differential cryptanalysismuch more difficult to

implement.

VIII. Conclusion

We have presenteda novel cryptanalysisof an important classof private key
block cryptosystemseferredto asSubstitution-PermutatioNetworks. The attack
exploits the likely occurrenceof key-dependentegeneracywithin the network

to determinetarget sub-keysassociatedvith individual S-boxes. Experimental
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resultsindicatethat the cryptanalysiss very effective on networksup to a large
numberof rounds. As well, it is noted that strong S-box diffusion, asin the
DES S-boxes,has significanteffect on minimizing the successf the attack as

the numberof roundsin the network is increased.
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Figure 1. SPNwith N = 16, R = 4, andn = 4

Xl Xn
L]
/ " T
SIS Sbox
Y1 Yn

-~ Sub-block

S Mapping
T
Zl Zn

Figure 2. SPN Model Usedin Attack
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Figure 3. Sub-block Mapping Model
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Figure 4. ExperimentalDegeneracyProbabilities
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Figure 5. Typical Key Counts
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