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Abstract. The cost of employing software fault tolerance techniques in distributed systems

is strongly related to the type of failures to be tolerated. For example, in terms of the amount
of redundancy required and execution time, tolerating a processor crash is much cheaper than
tolerating arbitrary (or Byzantine) failures. This paper describes an approach to constructing
configurable services for distributed systems that allows easy customization of the type of
failures to tolerate. Using this approach, it is possible to configure custom services across a
spectrum of possibilities, from a very efficient but unreliable server group that does not
tolerate any failures, to a less efficient but reliable group that tolerates crash, omission,

timing, or arbitrary failures. The approach is based on building configurable services as
collections of software modules called micro-protocols. Each micro-protocol implements a
different semantic property or property variant, and interacts with other micro-protocols

using an event-driven model provided by a runtime system. In addition to facilitating the
choice of failure model, the approach allows service properties such as message ordering and
delivery atomicity to be customized for each application.

1. Introduction be based on the frequency of different types of failures in

o . ] ] the given execution environment, as well as the criticality
Distributed architectures are increasingly used to construct of ihe task. The tradeoff, of course, is that making stronger

systems that must continue to operate despite failures such aﬁssumptions about failures improves the performance of the
processor crashes. Unfortunately, providfaglt tolerance

of this type can be expensive. For example, one strategy is tosystem, but lessens the degree of fault coverage provided by

replicate the application on multiple independent machines € System and thus the reliability of the task [5].

and then operate them in logical synchrony using the state  This paper describes an approach to constructing
machine approach [1]. This requires not only redundant configurable services for distributed systems that allows easy
hardware, but also sophisticated underlying software such as,,stomization of the type of failures to be tolerated. For

group atomic multicast [2, 3] to keep the states of the replicas example, using our approach, it is possible to configure

synchronized. . o .
- - custom services such as communication services across a
One factor determining the cost of providing fault

tolerance in distributed systems is the type and number of SPectrum of possibilities, from a very efficient but unreliable
failures to be tolerated. Typically, the type of faults to service that does not tolerate any failures, to a less efficient
be tolerated is expressed in terms faflure modelsthat but reliable service that tolerates crash, omission, timing,
range from relatively benign crash or omission failures to or arbitrary failures. The approach is based on building
arbitrary (or Byzantine [4]) failures. In terms of the amount configurable services using software modules catfécio-

of redundancy required and execution time, tolerating a protocols Each micro-protocol implements a different
processor crash is much cheaper than tolerating Byzantinesemantic property or property variant, and interacts with other
fallurgs. Furthermorel, the cost is determined not only by micro-protocols using an event-driven model provided by
the failure model, but in many cases also by the number or . . .

. a runtime system. The net result is an enhanced ability to
frequency of the failures expected to occur. For example, a licitl the tradeoff bet the level of reliabilit
simple replication scheme intended to tolerateash failures explicitly manage the tradeoft between the fevel ot reliability
requires: + 1 replicas. and cost. As an example, we apply the approach to a group

Any realistic system can, in principle, exhibit failures remote procedure call (GRPC) service that can be used by a
in any of the failure models but, typically, failures in the client to transmit a request to a group of replicated servers.
more benign classes are more frequent than severe failuresln addition to facilitating the choice of failure model, our
Thus, the choice of failure model for a particular task should approach allows GRPC service properties such as message
T Present address: Compaq Computer Corporation, 19333 Vallco Pkwy, Ordering and delivery atomiCity to be customized for each
Cupertino, CA 95014, USA. application.
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2. Customizing fault tolerance Cactus model can easily be used to construct micro-protocol
suites from which various composite protocols tolerating
2.1. Assumptions different classes of failures can be configured.

The Cactus model supports configurability by providing
mechanisms—events and shared variables—that maximize
the independence between micro-protocols. In this model, a
micro-protocol is structured as a collectionevient handlers

We consider a distributed system model in which multiple
hosts with no shared memory are connected by a
communication network. We assume the underlying

mmunication service is similar ne provi h : . .
commu cato. Service Is simiia to one pro dgd by the that are bound to events signalling state changes of interest,
UDP protocol in a typical Ethernet or Internet environment.

) TN . e.g. ‘message arrival from the network’. When an event
That is, we assume that communication is unreliable and
. - occurs, all event handlers bound to that event are executed.
unordered, and that the end-to-end transmission latency is ) .
ODue to the event mechanisms, micro-protocols can cooperate
without directly invoking methods or operations on one

beyond this point due to collisions or network congestion. . . .
. . o another, which makes them more independent. Execution
Hosts can only interact by sending and receiving messages

. s - .~ of handlers is atomic with respect to concurrency, i.e. each
through this communication network. Hosts may fail in . . :
. . . . handler is executed to completion before execution of the
arbitrary ways consistent with the assumed failure model, - . .

L next handler is started. Such atomicity eliminates most
but we assume that the communication network does nOtconcurrenc control problems associated with access to
experience permanent failures. Among other things, this Y P
S " . shared variables.
implies that partitions are not considered.

; . Event handler binding, event detection, and invocation
Given this model, a faulty host can only affect other are implemented by the Cactus runtime system, which is

hosts by not sending a message when it should, by sendinq. Pt y Y ’ .
inked with selected micro-protocols to form a composite

a message when it should not, or by sending an incorrect rotocol implementing the custom service. The two primar
message. A faulty host may exhibit the incorrect behaviour gvent-handpl)in o erzgtions atgindO) Whi.Ch S ecifigs a y
only to a subset of the other hosts. 9 op N P
. . . . handler to be executed when a specified event occurs, and
These kinds of incorrect behaviours can easily be . . . o o :
o ) L . . raise(), which raises a specified event with either blocking
mapped to traditional failure model definitions, including L . . .
o - S or non-blocking invocation semantics. Certain events are also
crash, omission, timing, value and Byzantine: . S :
raised implicitly by the Cactus runtime system, such as the
e Crash. A host may permanently halt and hence, fail to message arrival event above. Other operations are available
send messages. If a host is in the process of sending &or creating and deleting events, stopping event execution,
message when it crashes, some of the intended receivergancelling a delayed event, and unbinding event handlers

may not receive the message. from events.

e Omission.A host may repeatedly and irregularly fail to Cactus has been implemented on the OSF/RI MK 7.3
send a message to all or some of the intended receiversMach operating system and CORDS [9], a variant ofithe
or fail to receive messages. kernel system for building network software [10]. On this

e Timing. A host may send a message earlier or later than platform, each composite protocol exports the same external
expected. The network delaying a message longer thanuniform protocol interface (UPI) as CORDS protocols, which
expected may result in a host appearing to have a lateallows them to be combined transparently with CORDS
timing failure. protocols such as IP or UDP to form the protocol stack.

e Value. A host may send a message with incorrect Communication between CORDS protocols is based on a
contents. We assume, however, that if a value faulty push/pop paradigm, where a higher-level protocol pushes a
host sends a multicast message, all receivers will receivemessage to a lower-level protocol and a lower-level protocol
the same message contents, i.e. we assume value failurepops a message to a higher-level protocol.
are symmetric [6].

e Byzantine A host may do anything. This means thatin 2 3 providing fault tolerance
addition to failures of the value and timing type, a faulty
host may deliberately attempt to confuse other hosts The focus of this paper is on constructing configurable
by sending different versions of a message to different distributed services that can exploit existing algorithms for
receivers or by impersonating another host. tolerating different classes of failures. The ideal would be

to encapsulate such algorithms as ‘fault tolerance modules’

that could be combined with any distributed service S to

automatically create a version of S that could tolerate a

Our approach to providing configurable fault tolerance is selected failure type. While feasible in certain cases [11,12],

based on implementing distributed services using Cactusour goal is instead to provide fault tolerance modules—

[7,8]. In Cactus, services are implementedcasposite implemented as Cactus micro-protocols—that are specific to

protocols constructed from fine-grain software modules a given service such as atomic multicast [2, 3], group RPC

called micro-protocols. Each micro-protocol implements a (GRPC) [13, 14], group membership [15, 16], or distributed

well-defined property or functional component of a service. transactions [17].

A customized service variant is configured by combining the The semantic differences between distributed services

micro-protocols that implement the desired properties and are the main motivation for constructing service-specific

functionality. The goal of this paper is to demonstrate that the micro-protocols. For example, in GRPC, a non-faulty server

2.2. Implementation approach
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is expected to send a reply message, but no such requirementrash failures, since a faulty host may continue to send
exists for asynchronous primitives such as atomic multicast. messages after it becomes faulty. Detecting that messages
This means that the definition of correct behaviour—and thus are missing from a sequence is naturally service specific, but
the definition of faulty behaviour—is service specific. Asthe for many services, it can be based on the use of consecutive
result, a micro-protocol whose role is to add fault tolerance message sequence numbers. Agreement between hosts is
to a given service must be constructed with the semantics ofrequired to distribute local omission detections, since a faulty
that service in mind. host may fail to send a message only to some hosts, and thus,
Semantic variations between versions of the same all hosts may not locally detect the failure.
service also affect what fault tolerance modules must do. Omission to receive failures are more difficult to handle,
For example, if a multicast service is designed to provide Since a faulty host may mistake the symptoms for send
atomic delivery of messages to all members of a group, aomission failures of other hosts. Thus, distribution of the
fault tolerance module must handle the case when a messag@€tection information is not enough and a majority vote is
only reaches a subset of intended destinations because thgguired. In this case, a host can locally oslyspecthe
sending host fails while transmitting the message. However, failure of another host until the agreement is completed. A
if the multicast does not provide atomic delivery, a fault host may suspect its own receive omission fallgre if it does
tolerance module does not need to address such an incompletB0t receive messages from any other host or if other hosts
transmission. Finally, depending on the specifics of the rePeatedly disagree with its local detection.

service, itmay be possible to reduce the cost offaulttoleranceI 'I_'|m|ngffe_1lllures '(I;'?\n be S|m|Iar]Icy divided mtg garly ar|1d
by piggybacking fault tolerance information on application ate timing failures. The concept of a message being early or
messages. late is even more service specific than omissions; that is, no

. L tandard mechanism such as sequence numbers can be used
In our approach, a distributed service is implemented as® dard me sm suc 9 c ers be

. . . - to detect timing failures. Late timing failures can often be
a composite protocol configured from bakrvice micro- . - ) .
. - detected by setting a local timer event to fire at the time when
protocols and fault tolerance micro-protocols Service

. . . . . . amessage should arrive. If the message arrives by this time,
micro-protocols provide the basic functionality of the service ; . . -
' . . the timer event is cancelled; otherwise, the event handler
and can be written independently of the failure model.

. . declares the expected sender of the message to be faulty.
Fault tolerance micro-protocols add tolerance to failures b g y

nd ar et iven failure model. Eault toleran Agreement on late timing failures is similar to agreement on
a. are stpecl cto a. 9 Ie a tuo? 0 eli tgu ofe a CE; send omission failures, i.e. it is sufficient to distribute the
micro-protocols are implemented as collections of event .. qetection information. However, a host with an early

ha}ndlers boqu t?] particular everll(tjs u§ed” b,y tlh((aj S‘:]'rv'cetiming failure may suspect the failure of other hosts, so an
micro-protocols. These events would typically include those 4 eement phase similar to that for receive omission failures
indicating the arrival of amessage from lower-level protocols, ;g required.

as well as the imminent departure of a message from the Note that a longer than expected transmission time of
composite protocol to the next lower level. Thénd () the underlying communication service may cause failure
operation has an ordering argument that s used to ensure thaetection mechanisms to falsely detect host failures of any
handlers in the fault tolerance micro-protocols are executed of the above types. The probability of such false detections
before or after handlers in the service micro-protocols when g pe reduced by allowing a longer transmission time before
necessary. This allows, for example, messages from hosts; fajlure is suspected, by using retransmissions, and by using
declared faulty to be filtered out. Thus, the event mechanism agreement algorithms. Nevertheless, a false detection may
allows execution of fault tolerance micro-protocols to be stjll occur and must be dealt with by forcing the given
transparently interleaved with service micro-protocols as host to simulate failure and recovery to rejoin the group.

required. Such false detections can be minimized by calibrating the
timeoutvalues and number of retransmissions for the network
2.4. Fault tolerance micro-protocols environment used. Note that, although maintaining such

group membership in an asynchronous system s theoretically

In general, fault tolerance micro-protocols must prevent a impossible [18], practical systems have demonstrated that
faulty host from interfering with the operation of non-faulty ~ such heuristics result in operational systems.
hosts. The different failure models dictate what type of All of the above fault tolerance micro-protocols deal
interference is to be tolerated. For the crash failure model, with failures in the time domain, meaning that only one is
a faulty host fails to send a message when it should, which configured into any given service. However, failures in the
may cause a non-faulty host to wait forever for a message.value domain are orthogonal, so value failure micro-protocols
Thus, afaulttolerance module designed for this type of failure could be used together with any of the above. Detecting
must ensure that any such wait is eventually terminated. value failures is completely service specific. For example,
For example, in a group-oriented service such as atomicit may be based on inspecting the format of a message or
multicast, this can be done by removing the faulty host from the range of the values if there is some known range of
the membership. A crash failure can be suspected if noreasonable values. Or, if the service involves replication
messages are received from a host within a given time period.such as GRPC, the responses from different hosts can be
No agreement between hosts is necessary since crash failuresompared to detect value failures. These types of checks can
are eventually detected by all other hosts. be implemented easily by a micro-protocol that intercepts

Omission failures can be divided into send and receive and checks messages before they get to the service micro-
omission failures. Send omission failures are different from protocols.
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There is no clear-cut boundary between value and 3.2. GRPC failure models

arbitrary failures, so typically a value failure micro-protocol - . .
would handle a fixed set of value failures, with more extensive The defmmons of faulty behay|our for each failure mode.ll

) ; . . ; in section 2 can be refined since hosts now have specific
failures handled by a micro-protocol dealing with arbitrary : L

. . . L L . . roles as servers or clients, and the communication patterns
failures if desired. An additional possibility raised with

arbitrary failures is that a faulty host may trv to impersonate are more restricted. Forexample, aserveris omission faulty if
y y ay ry to Imp it does not provide a reply to a client or if it fails to send any
another host. Thus, the arbitrary failure micro-protocols

dd thenticati . " : af the periodic messages exchanged between servers. The
add message authentication, 1.€. all Messages areé SigNeeqfinition of a value faulty host depends on the semantics of
using RSA encryption and the signature is checked at the

- bef h is ded h _~the GRPC. For example, if the state of the servers is supposed
receiver before the message Is forwarded to the Servicey, yq igentical, a server is value faulty if its reply to a call

micro-protocols. Byzantine agreement rather than simple yigars from the other replies.

voting algorithms is required to agree on host failures. The goal of the GRPC service is to guarantee that correct

Message atomicity guarantees must also be implementedyjiens receive a correct result to their calls given, at mfst,
using Byzantine algorithms. faulty servers.

3. Customizable GRPC service 3.3. Algorithms

e This section outlines the algorithms employed to implement
As an example of how to apply the above principles to a e gifferent options and properties of GRPC.
specific distributed service, we present a customizable GRPC

service that clients use to access a group of servers. We
assume servers maintain data that can be queried and update
with the consistency requirements for the data depending on

the ap;]pllcatpn. Host re_covery IS n?lt conS|de_red. i with the hosts with which it wishes to communicate. For
The basic assumptions about the execution envwonmentexample, a client creates a link to each server by using

are the same as in section 2. We assume a server gralip of hq server's known IP address and UDP port, and a server
servers and an arbitrary number of clients, where all servers aates a link with a client by recording the clients IP

are as;umed to agree on the server group membership, buiyq4ress and UDP port when it receives the first request.
the clients are not required to have complete server group| jnks between servers are established for ensuring atomicity,

3.1, Communication algorithms.  Multicast is
implemented as multiple point-to-point UDP transmissions.
A host establishes and maintains the state of lodioc&bk

information. total order and similar properties. Since the underlying
communication service provides unreliable UDP semantics,
3.1. GRPC properties the GRPC service includes areliability component that uses a

modified version of the sliding window protocol on each link
The GRPC service may be customized to guarantee thet0 provide reliable butunordered delivery of messages. Hosts
following properties. timeout and retransmit messages a fixed number of times;
when this value is exceeded, the host raises a host failure
e SynchronousThe client is blocked until a response is event, notifying other micro-protocols of the suspected
received or the call is terminated as unsuccessful. failure. Each link is bi-directional and acknowledgements
« AsynchronousThe client is not blocked and the result '€ Piggybacked on data messages whenever possible.

of the call is returned to the client application using an

upcall to a designated client procedure. 3.3.2.  Fault tolerance algorithms. The following
« Unique. Each call is executed at each server no more @lgorithms are used to handle failures within the different
than one time. failure classes. Both servers and clients maintain server

group membership information. As per our assumptions, the
servers must agree on the membership, while each client only
- ) maintains its own approximation. Each server is given the
* Atomicity. All correct servers will execute the same set jpjtial group membership at startup, and uses failure detection
of calls. This property is guaranteed even if a clientdoes gng agreement algorithms to agree on a new membership

e FIFO. The calls sent by a given client are processed in
the same order by all servers.

not send a request to all servers in the group. when failures occur. A client detects that a server is faulty
o Total order. All correct servers execute the same callsin when it fails to receive a response, which may be either a
the same order. reply or an acknowledgement. The server is declared faulty

locally in this case and subsequent requests will not be sent
Total order guarantees that all the correct servers have aq that server.

consistent state provided that their initial states are consistent.  Crash, omission, and timing failures are detected by

No guarantees are made concerning faulty clients or observing the communication from other hosts. In particular,
servers, except that if a correct server processes a call froma host is considered failed if it does not acknowledge a
a faulty client, all correct servers will process this call if message after a fixed number of retransmissions or if a
atomicity is guaranteed and all correct servers will process it server fails to send a response or forward a request within a
in a consistent order if total order is guaranteed. certain time period. Note that the same detection mechanism
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works for omission and timing failures because it is message Finally, FIFO message ordering is implemented by each
specific: i.e., ifthere is any message that is not acknowledgedserver queuing client requests until all calls with lower
on time or sent on time, the responsible host is consideredsequence numbers from the same client are received. If an
faulty. expected call is not received within a specified period of time,
Although local detection of these failures is similar, the client is declared faulty. In this case, all calls from that
the agreement phase varies depending on the failure modelclient are removed from the queue.
Crash failures do not require any agreement phase, since each  The atomicity algorithm in the non-Byzantine case is
host will eventually detect the failure independently. Send flexible and allows customization of the tradeoff between
omission and late timing failures require the local detection message overhead and the worst-case latency of the GRPC
information to be shared between servers. This is done byrequest. In our approach, each server maintaissraer
piggybacking the information on regular messages, which list (SL), with a pointer to indicate the next server to which
ensures that all non-faulty servers eventually agree on themessage information will be sent. Each server also maintains
failure. anidentifier list(IL) containing the unique identifiers for the
Receive omissions and early timing failures require requests that it has received. When a new request is received,
agreement since a faulty host may suspect correct hosts due tits identifier is added to the IL and the list is sent to the ext
amissing message or a fast local clock. Thus, when a failureservers in the SL. The pointer in the SL is then incremented
is detected, the host is declared suspect. Information aboutby k. On receivingthe IL, a server checks ifit has received alll
the suspected failure is included in the messages exchangethe requests it contains; if not, it asks the sender to forward
by servers and when a sufficient number of servers suspect thehe missing requests. A server removes a request fromits IL
host, it is declared faulty. The sufficient number in this case after a list containing the request has been sent to all servers
is M + 1, whereM is the maximum number of faulty hosts. at least once.
Thus, even if theV faulty hosts have a receive omission or The tradeoff between overhead and latency is determined
early timing failure and suspect some non-faulty hsthe by the value chosen far. If k = 1, each server transmits
non-faulty hostX will not be removed from the membership  one extra message and thus, the cost of atomicity A6)OIn
since it will not be suspected 3y +1 hosts. Naturally, since  contrast, ift = N — 1, each server multicasts the IL at a cost
the M faulty hosts may also be crash faulty,must be small  of O(N?), but servers are able to detect and retrieve missing
enough to ensure there will 3¢+ 1 votes from correcthosts.  messages more quickly. Naturally, the cost of atomicity can
Thus,M must be less thav /2. be reduced further by sending the list to the neservers
Our design does not provide a predefined algorithm only after some numberof new requests have been received.
for detecting value failures. This is because the intended The algorithm for total order in the non-Byzantine case
uses of the GRPC may vary, from accessing completely puilds on the atomicity algorithm. One of the servers is
identical replicated servers to parallel access of non-identicalelected as a coordinator to order all requests. The order
servers. Also, the data types of the requests and responses aig propagated to all the servers in the IL messages: i.e.,
naturally application specific. However, our design allows for each request, the list contains the unique identifier and
the client application to specify a voting function that is used the specified order. Since a request cannot be processed
to combine the responses. The voting function may employ before the order is received, the standard slowly propagating
techniques such as majority voting, range checks, and otheratomicity algorithm would cause too much delay. Thus, the
application-specific sanity checks. The voting function may coordinator always sends the IL message to all the servers.
also raise events to notify the composite protocol about servera coordinator failure is handled by a multiphase algorithm in
failures. which the process with the next highest IP number becomes
Byzantine failures require a voting protocol based on the new coordinator. It collects information from all other
Byzantine agreement. Since we use authenticated messageservers to determine the last request ordered by the previous
no additional redundancy is required compared with receive coordinator, and then resumes normal processing.
omission and early timing failures. That i#, + 1 votes are The above total ordering algorithm does not guarantee
required, wheré! is less thanv /2. FIFO ordering. Thus, if FIFO and total order are both
required, an additional FIFO algorithm is used. The only
3.3.3. Service property algorithms. The implementation  difference with the regular FIFO algorithm is that the FIFO
of the basic GRPC properties is all based on well known queue now contains totally ordered requests.
algorithms. Synchronous calls are implemented by blocking The algorithms used for Byzantine failures are based
the client thread on a private semaphore until the call is on Byzantine agreement with signed messages [4], in which
completed. Note, however, that the decision on when a call multiple rounds of message exchange are used. In each
is completed depends on the failure model. Asynchronousround, each server sends a message to all the other servers
calls return immediately, and the eventual result is delivered containing a set of requests. The specific algorithm involves
to the client using an upcall. Unique execution is based on grouping consecutive rounds together intblack which is
identifying each request with a (client-id, sequence number) defined asV + 1 rounds. In each round, each server signs
pair, exceptin the Byzantine case, where a client-id, sequenceand forwards the requests it receives to all other servers. Any
number, and the actual data bytes are used to uniquely identifyrequest received from a client during a block is queued and
a client request. The latter is necessary to guard againsthandled inthe nextblock. When a serverreceives aforwarded
a faulty client sending different byte sequences with the request from another server, it signs and forwards it to all
same client-id and sequence number to different servers.servers that have not signed the request. A¥fex 1 rounds,
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Figure 1. Client micro-protocols. Figure 2. Server micro-protocols.

atleast one non-faulty server has seen the message and hencorwarding the message to other micro-protocols using
forwarded it to all servers. Then, the processing of the next aPPropriate events. If it suspects a failure of a server based
block is started. If included, a total order micro-protocol ©Ona@delayed or missing response, it raises a failure event. Ifa
orders the requests in each block after it is completed. SinceServer failure is declared, the micro-protocol stops accepting
all requests in a block are seen by all servers by the end ofltS messages. The ACCEPT micro-protocol implements the
the block, a local deterministic ordering is sufficient. synchronous and asynchronous call variations. It sends the
For every set of requests, there is an exchange Ofcllent request to all servers and collects responses until a

messages between every pair of servers, meaning that th&equired number is received. At this point, the response is
algorithm uses QV2) messages. The latency may be high returned to the client. The micro-protocol keeps track of
however, since every request has to wait for an entire blockf“ncnorr']Ing SEIVers, So thatr']t knor\:vs wlk:gn ever;; non-faulty
to be processed before being serviced by any server. Also,S€rVer has responded and thus, the call is completed.

RSA signing and verification take considerable time, adding Th_e optional C_RASH mlcro-protocol waits for Sus-
to the latency. pectfailure events raised by other micro-protocols, and raises

either a servefailed eventor clienfailed eventdepending on
) the role of the failed site. The optional RSA micro-protocol
4. Implementation signs messages and verifies message signatures using the

RSA algorithm.
The implementation of the configurable GRPC uses Cactus, g

where micro-protocols are used to implement each of the .
different logical algorithms described in section 3.3. 4.2. Server micro-protocols

The server micro-protocols and their interactions are
4.1. Client micro-protocols presented in figure 2. Some of the micro-protocols-NERT,

) ) RSA, and CRASH—and events are identical to those on the

Some micro-protocols are used on both clients and SEIVerSyjient, but a number of new micro-protocols and events are
but the set on the client is smaller and, thus, simpler as a;niroduced.
starting point. Figure 1 represents these micro-protocols and The figure indicates that each configuration of the
how they interact using Cactus events. Compulsory micro- gerice must have either BASIC or FIFO micro-protocols.
pr_otocols are represented by solid boxes and optional onestnhe BasIC micro-protocol simply forwards requests to
with dashed boxes. The numbered arrows represent eventsye gpplication level server, matches responses to requests,
with single-headed arrows representing non-blocking events;nq returns responses to the client through th&lER
and double-headed arrows representing blocking events. 'nmicro-protocol. The FIFO micro-protocol implements FIFO
eithgr case, the micro-protocols pointed to by the solid head ordering on top of totally ordered or non-ordered messages,
service the event, i.e. they have an event handler boundmgjntaining the necessary queues and other data structures
for the event. Finally, A, B, and C denote interactions ag described in section 3.3. It also raises the suspéate
between CORDS protocols, with A being a message pop, event if a missing message is not received within a specified
B being a message push, and C being a synchronous callperiod of time, and has handlers for the client and server
Note that the custom interfaces at the top and bottom of fajlyre events so that it can clear any data structures for the
the composite protocol translate the interaction with other fajled hosts. Note that FIFO only requires reliability, i.e. the
CORDS protocols into events. presence of RNET in the configuration. When ATOMIC or

As indicated by the figure, the client has only two TQTAL isincluded in addition to FIFO, they simply intercept
compulsory and two optional micro-protocols. TheNET the eventrequesiopped, and FIFO will getthe message to be
micro-protocolimplements the reliable communication using ordered through either event atonfiopped or totapopped.
a sliding window protocol. It unpacks the message Due to the flexible event mechanisms, FIFO actually uses
headers and removes piggybacked acknowledgments beforgne event handler to handle all three different events.
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The optional ATOMIC, TOTAL, and BYZATOMIC cost, as well as the cost of the various service properties, we
micro-protocols implement atomicity and total ordering for tested the service on a cluster of Pentium PCs running the MK
non-Byzantine and Byzantine failures using the algorithms 7.3 operating system and connected by a 10 Mb Ethernet. As
described in section 3.3. In particular, the ATOMIC micro- a reference point, the UDP and IP roundtrip times on this
protocol maintains the list of request identifiers and sends it platform are around 1.15 ms and 1.12 ms, respectively.
out at the desired frequency. It also requests retransmissions  Table 1 presents execution times for representative
if it detects that a message is missing based on a requestonfigurations of the GRPC service. These values are
list it received, and handles retransmission requests fromaverage response times in milliseconds from tests with
other servers. The TOTAL micro-protocol implements clients executing synchronous RPC calls on a server group
coordinator-based total ordering, including dealing with consisting of one to three servers depending on the failure
coordinator failures. It relies on ATOMIC to ensure that all model. The number of servers was chosen so that one
servers will receive the same set of requests. The details aréailure of the given type could be tolerated. The average
omitted here for brevity. response time for one GRPC call is calculated by dividing

The BYZATOMIC micro-protocol implements the  the total time required to make 1000 consecutive synchronous
basic Byzantine agreement algorithm using authentication, RPC calls by 1000, except in the Byzantine case where the
collecting requests in a queue to wait for the beginning of average was calculated for ten requests. Each configuration
the block in which this set of requests are processed. Noteincludes the RNET micro-protocol and either BASIC or
that all requests forwarded by other servers must be checked=|FO micro-protocols. Therefore, every configuration that
for authenticity—each forwarded request is signed by all the does not mention the FIFO property has the BASIC micro-
servers that have forwarded the request. In every round,protocol. Total ordering is either provided by a combination
a server forwards each of the messages it received in thegf TOTAL and ATOMIC or BYZ ATOMIC for the Byzantine
previous round to all servers that have not yet signed the cgse.
message. The most important aspect of this table is the relative

Interactions between micro-protocols are implemented ¢osts. A number of observations, most of which are not
using events. Ifany of ATOMIC, TOTAL, or BY ATOMIC surprising considering the algorithms used, can be made
are included ina configuration, they have their event handlersrom these numbers. The response time naturally increases
bound to the event requesbpped before the handlers of yith the number of clients because of the extra load on the
BASIC or FIFO, so that they can stop the event and prevent seryers, As far as properties are concerned, the cost of adding
BASIC or FIFO from seeing these messages. Later, Wheng ko s insignificant. On the other hand, atomicity and total
all the required properties are satisfied for the messagesgqering, which builds on atomicity, increase the response
these micro-protocols notify BASIC or FIFO using different  ime considerably. This is to be expected because FIFO does
events. However, if none of these three are in a configuration, ot inroduce extra messages, while atomicity and total order
the requespopped event will notify BASIC or FIFO, which  require a message exchange between servers. Those cases
will then deliver the request to the application-level server. \\ hare adding an extra property appears to reduce response

~The server micro-protocol suite includes two more yme by 5 small amount are attributable to experimental
optional failure-handling mmro-protocolsJElSTRlB_UTE variation rather than any underlying differences.
and EVOTE. F.DISTRIBUTE handles send omission and As far as the failure models are concerned, the tests

!ate Emlng fa"(;";ﬁs' It conver_ts local fallur((aj detecgonsh_— indicate a definite increase in response time as the complexity
I.e. the suspedallure event—into an agreed membership of the failure model increases. Inthe case of crash, omission,

tcr?ar;ge ?\;e.rllt Ser;/ﬂ?"iq or _cl:centfaltl_ed. tlat als_o d'i’)t”blg_tes i and timing failures, this is mostly due to the increased number
€ local tailure aetection information by piggybacking it = ot go ey replicas required to tolerate the failures. The cost

gn the I:eques;i:jdtla_nttlf|er mejsalltgels. Trt1e ptlggyba;cl_jlng 'S difference is more substantial when considering complex
one when pusfd.list Is raised. 1 also extracts any failure properties such as atomicity and total order. This follows

Lr;gm:tlgg df:g.me tk;ﬁeraequ%st .gtzr}gf:e:errelezrs]?ges at the because these properties require communication between
IQIVrOTE inl18 IesmentsthJr:ep\r/lotin Irg uir;d f(s)’ir receive SETVers and as a result, are more sensitive to the number of
. plem g require servers required. Note also that these numbers only reflect
omission, early timing, and Byzantine failures by also : . .
. . LT : o normal operation, not the overhead incurred when dealing
piggybacking the local suspicion information and raising _ . - . .
) with failures. In these cases, the cost of the failure detection
the appropriate events when at lea$t+ 1 hosts suspect L o .
or suspicion mechanism is the same regardless of the failure

a failure. Note that in the Byzantine case, the suspicion - . .
. ST : . model, while the cost of the agreement or voting algorithm
information is piggybacked with the client request messages. . .

will typically vary.

in the agreement protocol. As a result, no host can send . . . .
- S . The cost of tolerating Byzantine failures is large
conflicting detection information to other hosts undetected. ) .
compared with any of the other failure models. The cost

is partially due to the overhead of signing messages using
RSA and partially due to the cost incurred by multiple

The configurable GRPC service allows a tradeoff between rounds of message passing. We used an existing software
the number of failures that can be tolerated and the serviceimplementation of RSA based on 512-bit keys. The None
response time. While crash failures are relatively inexpensive @nd FIFO columns only include the cost of authentication,
to tolerate, the cost of fault tolerance increases as the moresince if atomicity is not required, the Byzantine agreement
inclusive failure models are used. To measure this relative protocol is not executed. The Atomic and Total columns

4.3. Performance
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Table 1. Average response time (in ms).

Properties
FIFO + Total +

Failure model Clients Servers None FIFO Atomic atomic Total FIFO
None 1 1 3.3 3.3 3.5 3.5 3.6 3.6

2 1 5.1 51 5.6 5.6 5.9 6.0
Crash 1 2 4.2 4.2 5.7 5.6 6.2 6.4

2 2 5.1 5.1 10.9 10.4 13.4 13.0
Send omission 1 2 4.2 4.1 5.8 5.7 6.6 6.5
or late timing 2 2 5.1 5.0 10.7 11.0 13.8 13.5
Receive omission 1 3 5.2 5.3 7.1 7.2 10.5 10.2
or early timing
Byzantine 1 3 1993 2181 18923 18923 18924 18924

include the rounds algorithms and since the goal is to tolerateusing multiple failure detection techniques. This approach
a single failure, the algorithm requires two rounds. The allows the system to tolerate a larger number of failures
rounds algorithm is synchronous: that is, the second roundthan traditional Byzantine algorithms, since simpler failures
only starts after the first round is completed. A timeout is that require less redundancy can be distinguished from true
used to terminate a round to ensure progress if all servers doByzantine failures. Some algorithms designed for hybrid
not reply. In this test, the timeout was set to 8000 ms. This fault models, in particular [21], allow specification of the
number is determined by estimating how long it takes for a maximum number of faults to be tolerated for each different
host to complete a round, including encrypting and sending fault model. Although such an algorithm could exhibit
its set of messages and decrypting all the sets of messagesomparable flexibility to our approach with respect to choice
it receives. If the round timeout is set too small, hosts may of failure model, our approach allows greater optimization of
unnecessarily be suspected of failures. the algorithm used in each situation, since each failure model

We also measured the corresponding times for has a micro-protocol of its own.
asynchronous calls. They were consistently lower—up to A number of object-oriented systems support customiza-
30% less—than the corresponding synchronous call times.tion of fault tolerance by allowing techniques such as repli-
This is because asynchronous calls allow a client to issue acation, checkpointing, and checksum error detection to be
number of concurrent RPC calls and thus, increase the overlapconfigured into an object using reflection [11,12,22,23]. Al-
between computation and communication. When the numberthough these systems support customization of fault tolerance
of clients increases, however, the servers become saturatetch terms of techniques, they do not directly address the issues
and the benefit of asynchronous calls is considerably reducedof customizing the failure model to be tolerated. Indeed, most
existing work in this area appears to focus only on tolerating
crash failures.

Other work on GRPC services has focused on

Related work on fault-tolerant distributed services is Customizing service properties other than fault tolerance.
extensive. Most implementations of distributed services 1he event-driven model described in this paper has been
such as atomic multicast, membership, GRPC synchronizedUSEd to construct GRPC services with customizable service
clocks, and transactions tolerate at least crash failures, andProperties such as _ord(_ermg, uniqueness, orphan handling,
some tolerate more complex failures. Typically, however, @nd bounded termination [24, 25], but no support for
each service can only tolerate a single class of failures and iscUstomization of the failure model.  An approach for RPC
not configurable. Moreover, each implementation typically _customlzauon based on specification languages is presented

provides a different API, and relies on a specific hardware " [26]. Finally, thex-kernel has been usedto constructhighly
and software configuration. modular, but not configurable, RPC services [27].

5. Related work

Closer to the idea of customizing failure models is the
family of group multicast protocols in [3], which has one 6. Conclusions
protocol each for crash, omission, timing, and arbitrary
failures. Another example of such a family is the set of The choice of a failure model is a key factor in determining
group multicast protocols described in [19] that adapt to the performance of a system, as well as its fault coverage.
crash, omission, and arbitrary failures, respectively. TheseThe approach presented in this paper makes it easy to
protocols are not configurable in the same sense as ourconstruct customized services that can tolerate a given class
approach, however. In particular, rather than customizing of failures. It is based on separating the implementation
one protocol, the user must select from a related collection of service properties and fault tolerance guarantees to the
of protocols. greatest extent possible using fine-grain micro-protocols and
Other work dealing with multiple failure models is that the event-based programming style in the Cactus system.
on hybrid fault models [6, 20,21]. The basic idea is to detect We demonstrated the viability of the approach by presenting
a range of different types of failures at the same time by the design and implementation of a group RPC service that
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supports multiple classes of failures. Performance results

Supporting customized failure models for distributed software

Trans. Software End.7 64-76

verify the cost incurred by using a more inclusive failure [11] Agha G and Sturman D 1994 A methodology for adapting to

model, even when failures do not occur.

Future work will concentrate in a number of areas. One

is applying this approach to other distributed services, such[12]

as a secure communication service [28] and a distributed file

system. Another isinvestigating techniquesto reduce the cost

of fault tolerance by using runtime adaptation to dynamically
change the class of failures being tolerated [19]. Finally, we

13]

also intend to analyse other quality of service tradeoffs that [14]

arise in distributed computing systems designed to provide

fault-tolerance, real-time [8], and security guarantees.
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