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Networks are resilient to internal failures or external attacks. The resiliency is often ben-
eficial, but there are scenarios where the collapse of a social system, network, or organization
would benefit society, such as the dismantlement of terrorist, rebel, or organized crime groups.
In this article, we develop a methodology to estimate the effect of knockouts and apply our
method to the Islamic State recruitment network. Using our novel application, we demonstrate
how coordinated attacks against recruiters might reduce the Islamic State’s ability to mobilize
new fighters. This analysis has direct implications for studies of network resilience and terrorist

recruitment.



1 Introduction

Networks are resilient in the face of errors, failures, and external attacks (Albert, Jeong and
Barabasi, 2000b; Cohen et al., 2001; Gallos et al., 2005; Schneider et al., 2011; Gao, Barzel and
Barabési, 2016; Eom, 2018; Laishram et al., 2018; Zhang et al., 2019). The resilience is based on
network structures that can be found in various social, ecological, and technological networks, in-
cluding the World-Wide-Web (Cohen et al., 2000; Barnett and Jiang, 2016), power grid systems
(Chen and Hero, 2014; Dong et al., 2018), the economy (Griffith and Chun, 2015), human health
(Bastiampillai, Allison and Chan, 2013; Kong et al., 2015), cell networks (Wuchty, 2014; Zitnik
et al., 2019), ecological networks (Janssen et al., 2006; Baggio et al., 2016; Donohue et al., 2016),
and social networks (Newman and Dale, 2005; Phan and Airoldi, 2015; Fernandez-Martinez et al.,
2017), among others (Yoo and Yeo, 2016; Scheffer et al., 2018; Zhang et al., 2019). Although lo-
cal failures regularly occur within a network, they rarely lead to a collapse of networked systems
with high connectivity, a small world structure, or scale-free degree distributions (Schneider et al.,
2011; Gao, Barzel and Barabési, 2016; Eom, 2018). These features likely allow networked systems
to localize and absorb the negative effects of failures brought on by internal errors or exogenous
attacks.

The durability of networks helps prevent dire consequences, such as the widespread extinc-
tion of animals in ecological networks (Janssen et al., 2006), paralysis of power grid systems (Liu
et al., 2016), or a pandemic from affecting entire populations (May, 2006). Yet, there are many
circumstances when the collapse of a social system would benefit society, including the disruption
of terrorist, rebel, and organized crime groups. Previous research has found that terrorist organiza-
tions are similarly resilient against exogenous shocks (Carley, Reminga and Kamneva, 2003; Carley,
2006; Moon and Carley, 2007; Price, 2012; Mannes, 2008; Milton and Price, 2020; Ryckman, 2020).
This is due in part to these groups’ network structure. For example, well-established terrorist and
rebel organizations often have overlapping and redundant roles (e.g., leaders, facilitators, and re-
cruiters) and local cliques and communities, or discrete and densely connected sub-groups of nodes
(Matthew and Shambaugh, 2005; Malm, Nash and Moghadam, 2017; Ayling, 2009; Krebs, 2002).
In turn, ”decapitation strikes” against well-established terrorist and rebel organizations typically
only marginally impact their lethality and longevity because the negative effects of an attack are

confined and absorbed locally within the network (Jordan, 2009).



However, networks are not always able to adapt to stress on the system, with research finding
that networks are vulnerable to attacks targeting nodes central to the system’s overall connectivity
(Gallos et al., 2005; Broder et al., 2011; Albert, Jeong and Barabasi, 2000a; Jeong et al., 2001;
Dunne, Williams and Martinez, 2002). This research suggests that terrorist recruitment may be
vulnerable to strategic strikes if states correctly identify and remove members vital to the organi-
zation’s connectivity. In this paper, we evaluate whether decapitation strikes can negatively impact
networked terrorist organizations. In particular, we assess how strikes against communities (or
cliques) of Islamic State recruiters affect the overall activity — i.e., the recruiters’ ability to bring
in foreign fighters.

The present article extends existing research in two unique ways. First, we study network
resiliency using latent space models. And second, we apply this new methodology to understand
terrorist recruitment — specifically, recruitment for the deadliest organization of the last decade,
the Islamic State (LaFree and Dugan, 2007). Since its proposal (Hoff, Raftery and Handcock, 2002),
latent space models have proven to be an appealing statistical model to account for dependencies
in a network. Researchers have extended the latent space model to solve problems such as anomaly
detection (Lee et al., 2019) and dynamic modeling (Friel et al., 2016; Sarkar and Moore, 2006; Sewell
and Chen, 2015). A surge of new developments in this domain demonstrates its increasing use across
areas of study (Salter-Townshend and McCormick, 2017; Handcock, Raftery and Tantrum, 2007;
Friel et al., 2016; Sarkar, Siddiqi and Gordon, 2007; Minhas, Hoff and Ward, 2019; Dorff, Gallop
and Minhas, 2020; Wang, Paul and De Boeck, 2021). Although latent space models have become
increasingly popular, this approach has not been used to measure network resilience. This gap is
notable given that standard probabilistic models focus solely on nodal degrees and ignore the rich
relationships and dependencies among nodes that networks often exhibit.

We address this research gap by demonstrating how latent space models can be used to assess
the resilience of networks in the face of targeted external attacks. Through this approach, we are
able to capture the relational dependencies in a network and model the impact of targeted external
attacks on network connectivity.! This allows us to observe and precisely quantify a network’s
resilience at the nodal, clique, and system levels.

Compared with the nodal centrality-based analyses, such as the preferential attachment and

!Dependencies in a network are often labeled as popularity, sociability, transitivity, balance, clusterabil-
ity, and stochastic equivalence (Hoff, 2008; Wasserman and Iacobucci, 1991). Here, we refer to network
dependencies as the connectedness between nodes following their edges with each other.



power-law models for networks (see Newman, 2003), the latent space based analyses possess a few
advantages. Most notably, networks with similar nodal degree distributions are often assumed to
be equally likely in the preferential attachment framework. Yet, these networks can have very
different structures — e.g., different degrees of transitivity and community structures. In terrorist
recruitment, there is a non-zero likelihood of community formation based on observed or latent
attributes such as the demographics of the population, geography, shared language, and cultural
heritage, among other commonalities shared between countries and geographic regions. Nodal
centrality based analyses are unable to distinguish networks with different community structures
when they exhibit similar nodal degree distributions. Therefore, the latent space based analyses
can more accurately model the data generating process of the terrorist recruitment network.

In addition, the latent space visualizes how strongly a recruiter targets a country by calculating
the Euclidean distance between them. Therefore, researchers and practitioners can study recruit-
ment behaviors beyond nodes’ centrality. Third, the latent space model is a flexible framework that
allows us to assess the impact of knockout on an individual recruiter, the local clusters, and the
network in general.

In addition to our methodological contributions, this article also contributes to extant research
on terrorist and rebel mobilization. Previous research on how decapitation strikes affect terrorist
organizations primarily rely on summary indices (Jordan, 2009; Johnston, 2012; Yaoren, 2019) —
e.g., the size of or count of attacks carried out by the organization — or simulated networks to
assess and analyze how these groups adapt to exogenous shocks (Carley, 2006; Moon and Carley,
2007). Our research marks the first time a real-world terrorist recruitment network data — with
its full relational structures and complexities — is used to study combatant mobilization. Through
this novel data, we are able to provide insights into the potential processes occurring within the
organization following an attack. We find that the negative effect of external attacks is related
to the lost activity of the knocked-out nodes and the network’s resilience. Specifically, we find
that decapitation strikes can potentially diminish the overall activity of the network and reduce
the amount of mobilized foreign fighters. At the same time, we find that neighboring cliques and
connected recruiters can be resilient to these attacks.

In the section below, we introduce the data and our modeling approach. This section is fol-
lowed by an empirical assessment of the latent structures of the Islamic State recruitment network

consisting of recruiters and their target countries and their cohesive local cliques (clusters). In the



s . Il Cyan [N
s Pl g (31 ) B Ayl A gl
! 394 all & alad) 1Y)
Oanlaall Gy
kg el

el b L ah ‘|

i A sl ‘I

a0l Alpad ‘|

i ol o i — 5 ga 1997 il i o ;

() s 3 () gasa (°)wr iy el 1

213 el 11 g4 i) AL g o) gl .|

g A (el .I

(" ) By () daagin () plo ikl AN g gl ‘|

S e g Ay t Lpnall 0 Sl Al |

Sy § gl Ty i a8y Lgll e A Sl --l

Figure 1: Example of Islamic State visa entry form from CBS News (CBS News, 2019). The visa
entry forms had a wide range of questions, including who recommended the fighters to join the
Islamic State and the fighters’ home countries.

next section, we simulate targeted decapitation strikes on the recruitment network by eliminating
pre-selected recruiters by cluster. We assess the effect of the knockout, or the extent of the network’s
resilience, by quantifying how the removal of the recruiters changes the network’s overall activity

level and neighboring groups’ recruitment efforts. Last, we conclude.

2 Materials

After the Islamic State conquered parts of Iraq and Syria, they established themselves as a proto-
state, going as far as collecting taxes, acting as the judiciary, and performing other functions typical
of governments (Callimachi, 2018). Among the records kept by the Islamic State were the visa entry
forms of foreign fighters that had traveled to Iraq and Syria to fight for the Islamic State. These
documents were given to our research team, as well as several media organizations and intelligence
agencies that verified their authenticity (CBS News, 2019). These records include the fighter’s home
country and who recruited them to join the Islamic State (see Figure 1 for an example of the leaked
visa entry forms). The research team cleaned the data in conjunction with their institutional review
board (see the appendix for additional details on the data cleaning process). In addition to the
present analysis, similar documents have been used by the World Bank (Abdel-Jelil et al., 2015)

and West Point (Sterman, June 2018), among others (bin Khaled Al-Saud, 2019; Johnston et al.,



2016; Morris, 2020; Edgerton, 2022), for research purposes.

Across the visa entry forms, there are 1,276 unique individual recommenders. However, most
"recommenders” were combatants’ family members or friends. For the analysis, we define profes-
sional Islamic State recruiters as those who brought in more than ten combatants from 2013 to
2014 (see the appendix for a comparison between the recommenders’ and professional recruiters’
network). Unlike other prominent terrorist and rebel organizations, the Islamic State was able to
recruit combatants through informal network ties (Hafez, 2016; Reynolds and Hafez, 2019), internet
platforms (Chatfield, Reddick and Brajawidagda, 2015; Weimann, 2016; Speckhard et al., 2020),
religious worship (Orozobekova, 2016; Nielsen, 2017) and even more formalized recruitment efforts,
such as propaganda magazines (Bisgin, Arslan and Korkmaz, 2019; Lakomy, 2021).% In total, there
are 21 Islamic State recruiters in the data. These recruiters brought in 20 percent of the total com-
batants during that time from 36 states. In addition to bringing in a large volume of combatants,
professional recruiters also brought in fighters from a more diverse subset of states, with a median

of five countries per recruiter compared to a median of one country per recommender.

2.1 Bipartite Recruitment Network

We use the recruiter and state data to construct the Islamic State recruitment network as a bipartite
network in the present analysis. In a bipartite network, edges are only present between nodes of
different types. In the Islamic State recruitment network, the recruiters and states serve as two
sets of nodes, and edges are only present between recruiters and states, with each edge signaling
the count of combatants brought in from a country by a recruiter. Through the duality property of
bipartite networks, information can be transferred between nodes. In the general literature, duality
refers to the state of being two opposite but complementary properties. In network science, the
definition of duality can be found in Wasserman and Faust (1994), and it refers to the duality of the
relationship between actors and events. In the recruitment network, it refers to the complementary
relationship between recruiters and countries. It refers to how recruiters are linked through their
mutual involvement in countries. Likewise, countries are linked through recruiters. Connectivity
between nodes of the same type is inferred through their shared ties to nodes of the other type.

In the Islamic State recruitment network, connectivity or association among the Islamic State

2In the Islamic State visa entry forms, combatants sometimes listed the names of known, or suspected
Islamic State recruiters. Further, they would occasionally list a recruiter and how they corresponded with
them — e.g., we spoke over the internet.



recruiters is inferred through mutual involvement in the same countries. Figure 2 demonstrates this
process. In Figure 2a-b, we see the one-mode networks for Islamic State countries and recruiters.
Ties between two countries in cell (a) indicate whether the two countries are targeted by the same
Islamic State recruiter, while ties between two Islamic State recruiters in cell (b) indicate whether
the two recruiters brought in fighters from the same country. In cell (c), we present the bipartite
network of countries and recruiters.

Figure 2d displays how connectivity and association are inferred within a two-mode network at
the micro-level. In the example, recruiters Ry and Ro share ties to countries C;, while countries
C1 and C; share ties to recruiters R;. We infer that when recruiters target the same country, they
are more similar® than otherwise. Likewise, countries are more similar if the same Islamic State
recruiters target them. In other words, if the same recruiter targets two countries, we say that these
two countries share more in common than two countries that do not share the same recruiter. Thus,
by claiming that countries are more similar if they are targeted by the same recruiter, we do not
mean that countries are similar in geographic locations or demographics, or in any other colloquial
sense. Instead, we mean that it signifies a tendency for statistical dependence between these two
countries through a shared recruiter. We refer readers to Wasserman and Faust (1994) for a more
detailed discussion on this topic.

Much like in a one-mode network, dependencies such as balance can be redefined in a two-mode
network following its duality property. Structural balance, as a concept in network science, can be
traced back to Heider (1946). Heider defines a balanced state between three nodes when all three
possible ties are positive or when two are negative and one is positive. Mathematically, balance can
be defined as when the product of three edges is positive (Hoff, 2005). Intuitively, balance simply
suggests that friends share similar attitudes towards other people/entities and the lack of friendship
(or negative edge) suggests divergent attitudes towards other people/entities. If neither of these
holds, then there is no balance (Wasserman and Faust, 1994).

In this paper, we define recruiters’ activity in different countries as a balanced state when the

3Note by “similar” we mean that there is dependence between countries when they are targeted by the
same recruiter. For example, when two people like the same Instagram post, we say that these two people
share a similar attitude about the same Instagram post. This indicates a statistical dependence (or positive
correlation) between these two people if we look at many people’s attitudes towards various Instagram posts.
We can infer that these two people share more commonality with (or are more similar to) each other than
two people who do not share the same attitude or two people who share different attitudes given that liking
the same Instagram is not a random event or due to some other noise.



(a) One-mode country network. (b) One-mode recruiter network.
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Figure 2: In cell (a), we can see the projected one-mode country network, with shared ties between
states if recruiters brought in combatants from each state. In cell (b), we can see the projected
one-mode recruiter network, with shared ties between recruiters if they brought in fighters from the
same states. In cell (c), we see the bipartite network of recruiters and states, with recruiters sharing
ties to the states they recruit from. Last, in cell (d), we see a demonstration of the projection, or
how closeness is inferred by nodes of the same type in a bipartite network. The red lines indicate
inference of closeness between nodes through their shared ties.



product of three edges (two observed and one inferred) is positive. In a triad of one recruiter and
two countries, balance occurs when a tie is inferred for two countries based on shared interest from
one recruiter (see the dashed red line in Figure 2d); balance also occurs when a lack of tie is inferred
for two countries based on differing interests from one recruiter. Different inferred ties have different
implications for the observed ties. Intuitively, this suggests that a (latent) similarity or association
can be inferred between recruiters when they target the same country, and a lack of similarity can

be inferred when they target dissimilar countries.

2.2 Network Patterns in Terrorist Recruitment

In the present analysis, we employ a network approach to address the lack of independence between
recruiter, country, and fighter activity. We model associations among recruiters and dependencies
between counties as weighted ties, the number of foreign fighters brought in by a recruiter from
a country. This approach is consistent with the existing research that emphasizes the importance
of network structure in explaining the resilience and longevity of terrorist organizations (Memon
et al., 2008; Lindelauf, Borm and Hamers, 2011; Medina, 2014). In this section, before discussing our
analytic framework further, we situate the present research within the extant terrorism literature.
Specifically, we discuss the implications of network dependence patterns — homophily, balance, and
stochastic equivalence — in terrorist and rebel mobilization and conflict processes.

Researchers have noted that network homophily, or the tendency of nodes with similar attributes
to share connections, can profoundly shape a host of political processes, including public opinion
(e.g., Choi, Sang and Park, 2014; Bessi et al., 2016), ideology (e.g., Boutyline and Willer, 2017;
Huber and Malhotra, 2017), political discourse (e.g., Weare, Musso and Jun, 2009; Colleoni, Rozza
and Arvidsson, 2014), elite politics (e.g., Opper, Nee and Brehm, 2015), and protests (e.g., Centola,
2013; Dincelli, Hong and DePaula, 2016), among other issues (e.g., Maoz, 2012; Huber and Malhotra,
2017; Gallop and Minhas, 2021). Several scholars have applied these concepts to better understand
rebel and terrorist mobilization (Magouirk, Atran and Sageman, 2008; Larson and Lewis, 2017,
2018; Larson, 2021). Larson and Lewis (2018) find that rebel groups use rumors to help consolidate
their group during the early stages of rebellion. Specifically, they find that ethnically homogeneous
peer and kin networks help rebel groups coordinate their efforts at the onset of a conflict.

Other scholars have discussed the importance of network balance. Network balance reflects

dependence via shared values, attitudes, and opinions among friends. Put another way, when



two people like each other, they tend to share the same evaluation (positive or negative) of other
people, whereas when two people dislike each other, they tend to have different evaluations of other
people (e.g., Heider, 1944, 1946; Norman et al., 1965; McPherson, Smith-Lovin and Cook, 2001).
Several scholars have applied this concept to understand the connections between terrorist and
rebel organizations (Asal, Ackerman and Rethemeyer, 2012; Horowitz and Potter, 2014; Bacon,
2018; Gade et al., 2019; Phillips, 2019). Asal et al. (2016) identified factors that lead to terrorist
groups forming alliances. They found that organizations tend to ally with other groups that share
their ideology (e.g., same ethnic or religious composition), are similar, and operate in the same
countries.

Consistent with this scholarship, we expect homophily when recruitment occurs between entities
with similar attributes — e.g., when recruiters target countries with which they share the cultural
heritage. Following the definition of network balance in bipartite networks in section 2.1, we expect
balance to occur in the terrorist recruitment network when a tie can be inferred between two
countries (Cy and Cq, see Figure 2d) through shared interest from the same recruiter, R;. When a
tie is inferred between two countries (Cy and C3), we expect them to have similar, both positive or
negative (absent), relationships with other recruiters in the network. Similarly, we expect balance
when a tie can be inferred between two recruiters (R; and Rs) that target the same country, C;.

In addition to homophily and balance, scholars have also explored the stochastic equivalence
in political networks. Stochastic equivalence occurs when a groups of nodes in a network have
similar relationships with other nodes. Dorff, Gallop and Minhas (2020) analyzed the rebel conflict
network in Nigeria. They found that rebel groups in Nigeria follow a similar conflict pattern.
Namely, although the rebel groups, Boko Haram, Movement for the Actualization of the Sovereign
State of Biafra and Movement for the Emancipation of the Niger Delta came from geographically
dispersed regions, they were similarly engaged in conflicts with the Nigerian government and police
forces over territorial control.

This scholarship brings us to our second theoretical expectation. In the Islamic terrorist re-
cruitment, we expect to observe stochastic equivalence, with groups of recruiters having similar

recruitment behaviors, or targeting the same group of countries.



2.3 Resilience in Networks

Resilience in networks refers to potential changes in networks when a node or a group of nodes are
removed. A network is a representation of nodes’ connectivity. When a node is removed from a
network, its connecting edges disappear. In turn, the neighboring nodes will have to find a longer
path to connect or lose their connections entirely. Networks vary in their resilience, and we can
expect a network’s resilience to depend on its topology and the properties of the lost nodes.

Scholars have generally found that randomly removing nodes has a nominal impact on the overall
connectivity of the network. However, some scholars have found that targeting a specific class of
nodes — e.g., high-degree nodes with many edges — may disrupt a networked system. Broder et al.
(2011) found that even extreme attacks such as removing all nodes with degrees greater than five in
networks such as the World-Wide Web still do not lead to the total collapse of the network. While
this may seem like a drastic attack, in the real world, many networked systems are comprised of
many nodes with few ties and a few nodes with many ties. Thus, it is often the case that in networks
with highly skewed degree distributions, a large portion of the nodes have to be removed to cause
a destruction of the network when the attack is random.

The impact of stress on networks depends on both the properties of the network and the prop-
erties of the removed nodes. Random attacks on exponential networks in which nodes have approx-
imately the same number of edges are more effective than random attacks on scale-free networks in
which nodes have a homogeneous number of edges (Albert, Jeong and Barabasi, 2000a). Targeted
attacks on scale-free networks, where nodes with high nodal degrees are first targeted, are more ef-
fective than targeted attacks on exponential networks. For a scale-free network such as the Islamic
recruitment network (see nodal degree distribution in Figure 3), we expect a larger impact of stress
when more powerful (connected) recruiters are removed.

Given these considerations, we set out to measure the resilience of the Islamic State recruitment
network in the face of targeted cluster attacks. Given the United States’ key interest in the Islamic
State and the close surveillance of the organization, we assume that attacks against the organization
will have some knowledge of the networked organization’s topology. We measure resilience as the
changes in the network’s connectivity following decapitation strikes (removal of recruiter nodes).
This analytic approach is different from the previous research that identify nodes for removal based

on nodal degrees because we identify recruitment communities for removal using the latent space
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framework. In the latent space framework, communities are identified by assuming that nodes’
latent positions follow a mixture of Gaussian distributions and that each component of the mixture
represents a different community (clique). The smaller the within-community variance, the more
likely that a community emerges.

We focus on removing a community of recruiters for three reasons. First, removing a single
node has not been found to change much of the network connectivity based on previous research,
if at all.* Second, it is easier to identify clusters of recruiters as they tend to bring in fighters from
the same geographic regions. Indeed, previous scholarship found that recruitment activities can be
localized to shared identities (Malet, 2013), communities (Larson and Lewis, 2018), neighborhoods
(Hellsten, 2016; Reynolds and Hafez, 2019), and even sports teams (Atran, 2010, 2011). This
scholarship suggests that recruitment efforts may be highly specialized such that rebels and terrorists
are mobilized with combatants that share similar characteristics — e.g., speak the same language,
have the same religion, or come from the same types of communities, among other commonalities.
And third, the removal of recruiters has a direct policy implication — states often target terrorist

and rebel recruiters to diminish the capacity of politically violent organizations and groups.

3 Methods

Our analysis is carried out in three parts. First, we model network dependency using the latent
space framework and identify potential clusters. Second, we assess the resilience of the Islamic State
recruitment network. We imitate knockouts of the recruiters and quantify how the knockouts affect
the average recruiters’ ability to mobilize fighters. Third, we demonstrate the influence of network

dependencies on resilience using simulated data.

3.1 Latent Space Model

To identify clusters in the recruitment network, we first use latent space models to represent re-
cruiters’ activities in different countries in a hypothetical multidimensional latent space. The re-
cruitment network is described by the N x M adjacency matrix Y, where N = 21 and M = 36.
The (7, 7)th element of the matrix, denoted as y;; is c if recruiter ¢ recruited ¢ Islamic State fighters

in country j between 2013 and 2014.

4In the appendix, we test if single node knockouts would similarly reduce recruitment. Consistent with
previous scholarship, we find that removing a single node has a nominal effect on overall recruitment.
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While both Euclidean distances and vector products account for network dependencies, we use
Euclidean distances because Euclidean distances are easier to interpret than the vector products.’
Let U be a N x D matrix of latent recruiter position, where each row is a D dimensional vector
u; = (u1,ui2,...,u;p) indicating the latent position of recruiter i in the Euclidean space. Let
V be a M x D matrix of latent country position, where each row is a D dimensional vector
vj = (vj1,vj2, ..., v;p) indicating the latent position of country j in the Euclidean space. When the
latent space model is applied to bipartite networks, the size of the Euclidean distance describes the
intensity of connection between the two types of nodes, sometimes outside of the social friendship
context (see Friel et al., 2016; Wang, 2021; O’Neale et al., 2019; Sarkar and Moore, 2005). When
two nodes are closely connected, the Euclidean distance between their latent positions is small. A

latent distance model for the bipartite Islamic State recruitment network can be written as:

y2]|(U7 V7 Oé()) ~ PO’LSSOTL(g(¢l])),
g(¢2]) = exp(ao - |uZ - ’Uj|)’Z = 1? 27 ey Nv] = 1’ 27 cey Ma (1)
where u; * N(0,X81p), vj “ N(0,\21p), and ag accounts for the density of the bipartite network.
We identify the cluster membership of recruiters and countries using the latent position cluster
model (Krivitsky et al., 2009). To select the number of clusters, we evaluate the out-of-sample
predictive performance under different numbers of clusters (see the SI Appendix for additional
details). Through the clusters, we identify which recruiters target similar countries or coordinate

their recruitment efforts.

3.2 Network Resilience

We simulate external stress to the recruitment network by performing a cluster knockout analysis.
The effect of knocking out a cluster of recruiters is estimated as the average difference in the
recruiters’ propensity to recruit (PR) before and after the knockout. The knockout effect can be

5To interpret the latent space and the effect of interactions between latent vectors on the probability of an
observed value under the vector product effect, we need to pay careful attention to the angle between latent
vectors as well as their lengths, and in the case of additive and multiplicative effects model, the diagonal
matrix between vectors. In contrast, we only need to pay attention to nodes’ distances with each other using
the latent distance model. The above reason makes the resulting latent space using the vector product more
challenging to interpret, undermining one of the main strengths of the latent space approach. Therefore,
we focus on the latent distance model, although the multiplicative effects model would be an interesting
alternative.

12



based on changes in the estimated intercept and latent positions (from the posterior distribution) or
changes in the predictive new samples (from the posterior predictive distribution). The difference
in PR is derived by re-estimating the intercept and the latent positions from the fitted latent space
model after removing sets of recruiters. We define the difference in PR as the re-estimated PR values
(after knockout) minus the original network’s PR values (before knockout). Given the estimated
latent recruiter and country positions, @; and ¥;, we can estimate the PRs (based on the estimated

parameters) before knockout as:

9(¢ij) = exp(bo — [@; — Bj]).
To estimate the knockout effect for a cluster, e.g. cluster A, we first re-estimate the PRs when the

recruiters in cluster A are no longer in the model:

9(6;;") = exp(ag? — |a; 4 — 657

The latent position of recruiter i changes following the knockout of (recruiters in) cluster A, from
u; to ﬁi_A. Then, the difference in PRs induced by removing cluster A based on changes in the
estimated parameters is g(qg;jA) - g((;ASij), and we define the knockout effect as the average of the
differences, 4 (ZZN ij g(qAS;jA) — g(q%)) To assess whether the magnitude of the difference
between g(qﬁi—jA) and g(¢;;) is large compared to the sampling variability of the data, we look at the
posterior predictive distributions of new samples gi;A and ¥, ﬁ (ZZN Z;w gji;A - gjij), given the
observed values.

For the knockout analysis, we rerun the model with recruiters in cluster A excluded and evaluate
how the latent positions of the recruiters and countries change following the removal of cluster A.
We then generate new predictions about their propensities to recruit based on their new latent
positions. The predictions rely on new model parameters and the re-estimated latent positions of
the recruiters and countries. Thus, the distances between the recruiters and countries change, and
any difference we see in g(qﬁ;jA) from g(¢;;) is a result of removing recruiters in cluster A.

More specifically, we expect that, when nodes are removed in a network, the remaining nodes
will have to either find a longer path within the recruitment network to connect to foreign fighters,

or face losing the connections entirely. Therefore, we expect increased distances between nodes
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following the knockout leading to decreased PRs. The size of the impact is determined by the
differences in PRs between and after the knockout.

Recall that the impact of stress in networks is dependent on both the properties of the network
and the properties of the removed nodes. Considering the scale-free property of the recruitment
network, we expect targeted attacks based on nodal degrees to exert a negative impact on its
overall connectivity. Considering that we target communities of recruiters identified using latent
space models, we expect a higher knockout effect when the removed community (collectively among
its recruiters) is more central to the networks’ connectivity. Removing one Islamic recruiter is
not expected to induce changes in the overall activity (see the SI Appendix for single recruiter
knockouts).

We measure the network’s resilience using the previously defined knockout effect. If a randomly
selected recruiter engages less recruitment after the removal of a community of recruiters, we expect
a substantial difference in the predictive new samples under the two models (before and after the

knockout).

3.3 Impact of Stress without Network Dependencies

In this section, we assess the influence of dependencies on network resilience by devising a simulation
study to compare knockout effects in networks with and without dependencies. We simulate data
using the estimated intercept and latent positions following section 3.1. We compare the size of
the knockout effects when there is dependence in the network versus when there is no dependence.
Dependence in the network is generated by the nodes’ Euclidean distances. The baseline networks

are those with no dependence, and are generated as follows:

9(¢ij) = exp(do),

yijldo ~ Poisson(g(9)), (2)

where @ is the estimated posterior mean following section 3.1, and y;‘j is the generated data. The

comparison networks are those with dependence, and are generated as follows:

9(¢i;) = exp(ao — @i — 1),

y;]|(f]7 ‘N/’ 6‘0) ~ POZ'SSOTL(g((;S/)), (3)
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where u;, v, and &g are the estimated posterior means following section 3.1. We compare the size

of the knockout effects in the two types of data using the following procedures.

e For each dataset, we fit a bipartite Euclidean-distance latent space model and obtain the

predicted edge values.

e For each dataset, we remove recruiters in the clusters identified in the latent position cluster
model in section 3.1, fit a latent space model with the remaining data, and obtain the predicted

edge values.

— Remove recruiters in cluster A, fit remaining data to the latent space model, and obtain
the predicted edge values.
— Remove recruiters in clusters B,C, and D, respectively, fit remaining data to the latent

space model, and obtain the predicted edge values.
e Compute the knockout effect for removing cluster A and clusters B, C, and D, respectively.

e Repeat the above steps 100 times and obtain two distributions of knockout effects for networks

with and without dependencies.

If network resilience is related to network dependencies, then we expect smaller knockout effects
in the dependent networks. More specifically, we expect networks generated with dependencies to
be more resilient than networks generated without dependencies (independently generated observa-
tions) to cluster node knockouts. In other words, we expect the knockout effects to be larger in the

baseline networks than the knockout effects in the comparison networks.

4 Results

4.1 Latent Space

Figure 3a displays the Islamic State recruitment network latent space in the 2-dimensional euclidean
space.b Clockwise from the nodes colored orange, we label the four clusters A, B, C, and D. Figure
3b displays the recruiters’ distances from the center of the Islamic State recruitment network latent
space. Recruiters in clusters A and B are closest to the center, with a mean distance of 1.26 for

cluster A, 2.02 for cluster B, 3.07 for cluster C, and a distance of 2.50 for cluster D.

6Two-dimensional euclidean spaces are commonly selected for easy interpretation and visualization.
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Figure 3: The latent space, centrality of Islamic State recruiters, and clusters membership of states.
In cell (a), we see the bipartite latent space model for Islamic State recruiters and countries. In
cell (b), we see which Islamic State recruiters by cluster membership as their Euclidean distance
to the center of the latent space. Last, in cell (c), we see the cluster membership of all states. In
addition to four recruiters, cluster A is composed of 31 states, including Albania, Algeria, Australia,
Azerbaijan, Belgium, Bahrain, Canada, China, Egypt, Germany, Iran, Iraq, Jordan, Kazakhstan,
Kosovo, Kuwait, Kyrgyzstan, Lebanon, Macedonia, Morocco, Norway, Russia, Saudi Arabia, South
Africa, Sweden, Syria, Tajikistan, Turkey, the United Arab Emirates, Uzbekistan, and Yemen. In
addition to 12 recruiters, cluster B is composed of France, Libya, and Tunisia. And, last, in addition
to three recruiters, cluster C is composed of Indonesia and the United Kingdom.
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Figure 4: The propensity to recruit (PR) value for recruiters by cluster from the fitted latent space
model. Recruiters in cluster A have the greatest PR, followed by B and C. Cluster D has no states
within their cluster, so they only have inter-cluster recruitment activity.

Figure 3c displays the full states membership by cluster membership. In cluster A, four recruiters
(1176, 1114, 658, and 361) are active in 31 countries across the Greater Middle East, Europe, and
Asia, including Saudi Arabia, Jordan, Morocco, China, Russia, Turkey, Germany, among others.
Recruiters 1176 and 1114 are the first and second most active recruiters, bringing in 118 and 53
foreign fighters. Together, cluster A recruiters bring in 213 foreign fighters, constituting 43 percent
of the recruited foreign fighters. Cluster A has a low recruiter-to-country ratio and constitutes
recruiters most central in the Islamic organization (see Figure 3b).

Compared to cluster A, cluster B has a high recruiter-to-country ratio, with recruiters engaging
in more centralized and coordinated recruitment efforts. In cluster B, 13 recruiters heavily target
France, Libya, and Tunisia. The clustering of France, Libya, and Tunisia in cluster B could be
partially driven by these states’ colonial histories, with France colonizing Tunisia in 1881 (Choate,
2007) and having military jurisdiction over southern Libya in the aftermath of World War 1T (Ah-
mida, 1994). Recruiters in cluster B are the second most central in the Islamic State recruitment
network (see Figure 3b). In total, they bring in 226 foreign fighters, constituting 47 percent of the
foreign fighters recruited.

Recruiters in clusters C and D have peripheral roles in the Islamic State recruitment network. In
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Figure 5: The knockout effects based on posterior means (left) and based on predictive new samples
right) following simulated network knockouts. Knockouts of clusters A and B decrease the remaining
recruiters’ PR.

cluster C, the United Kingdom and Indonesia (again with historical colonial ties between the two)
are targeted by three recruiters (85, 319, 542), while cluster D only has recruiter 108. Recruiter 108
draws Islamic State fighters from three states in the Balkans (Kosovo, Albania, and Macedonia)
and Egypt, all of which are countries in cluster A. Clusters C and D draw in fewer foreign fighters
than clusters A and B, bringing in a total of 35 and 11 — 7 percent and 2 percent — of the total
fighters.

Figure 4 helps us better understand recruitment activity by cluster by displaying the propensities
to recruit (activity levels) within each and between clusters. Recruiters in cluster A have the highest
internal recruitment activities, with a median PR of 0.40, recruiters in cluster B have a median PR of
0.31, and recruiters in cluster C have a median PR of 0.22. By comparison, inter-cluster connectivity
is relatively low, with a median PR of 0.06 between clusters A and B, 0.03 between clusters A and
C, 0.11 between clusters A and D, 0.08 between clusters B and C, 0.05 between clusters B and D,
and 0.12 between clusters C and D. Since cluster D is comprised of a single recruiter, it has no

intra-cluster recruitment activity, but relatively high rates of inter-cluster recruitment activity.
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4.2 Network Resilience

Figure 5 displays the changes in mobilization brought on by the simulated cluster knockouts. No-
tably, there is wide variation in the impact of the cluster knockout on the rate of mobilization
for the remaining recruiters, with the knockouts of clusters A and B producing reductions in mo-
bilization. Conversely, the knockouts of clusters C and D do not significantly reduce the rate of
mobilization for the remaining recruiters, with both the differences in posterior mean and predicted
value simulations crossing zero — i.e., suggesting no discernible effect on mobilization following the
knockouts.

Figure 6 provides a cluster-level visualization of the knockout effect per knocked-out cluster, with
the columns corresponding to the knocked-out cluster, the rows displaying the posterior mean and
predicted value differences in recruitment. The boxplots display the changes in mobilization rates
for the remaining recruiters by cluster membership. Points below the horizontal red line indicate a
reduction in mobilized fighters compared to the pre-knockout rate of mobilization. Consistent with
the Figure 5 results, Figure 6 shows that the knockout of clusters A and B reduces the estimated
posterior mean and predicted values of foreign fighters across the remaining recruiters. In particular,
the knockout of cluster A produces a noticeable decrease in the predicted number of foreign fighters
mobilized by 0.03 (median) in cluster B and 0.05 in cluster D. In contrast, the observed reduction in
mobilized fighters at the network level brought on by the knockout of cluster B is primarily caused
by the removed recruiter B.

Consistent with previous research, our results show that targeted attacks on scale-free networks
can exert damage to the network. While previous literature looks at the impact on the overall
network, e.g., the diameter of the connected graph, we are able to quantify the effects at the
individual node level, of neighboring cliques, in addition to the effects on the overall network.
Consistent with previous research, our results also show that targeting central nodes (based on
nodal degrees) exert the most substantial damage. In our results, the removal of cluster A with the
most active recruiters in the network exerts the strongest damage.

Different from previous literature, our results show that the damage following the simulated
knockouts is not solely dependent on the number of nodes removed. While previous literature often
shows an increased damage to the network following an increase in the number of nodes removed,

our results show that this is not necessarily the case. Removing cluster B with a total of 13 recruiters
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exerts less damage than removing cluster A with a total of 4 recruiters when taking into account
the sampling variability. To be fair, on average, recruiters in cluster A are much more active than

recruiters in cluster B.

4.3 Impact of Stress without Network Dependencies

To assess the impact of network dependencies on network resilience, we use simulated data to com-
pare knockout effects when there is no dependence in the data versus when there is dependence.
Figure 7 presents the densities of the knockout effect based on 100 generated data. While the
impacts of knockouts are different based on clusters, they are consistently smaller when there are
dependencies in the data versus when there is no dependence. This result shows that Islamic recruit-
ment is harder to destruct considering the dependencies in its network. Assuming independence in
Islamic recruitment can lead to overoptimism and overestimation of the effectiveness of decapitation

trikes.

5 Conclusion

In this paper, we demonstrate how latent space models can be used to help researchers understand
network resilience. We apply our approach to demonstrate how terrorist organizations might be
resilient in the face of external attacks. In so doing, this paper offers notable contributions to the
extant research in political methods and terrorism. Before discussing the article’s contributions, we
wish to note two limitations. The first limitation relates to the data source. The analysis relies
on Islamic State recruitment data. The journalist who gave us the data said that this was the full
universe of documents; however, we may be missing some links within the Islamic State recruitment
network.” Although it is impossible to fully verify the Islamic State recruitment network data, we
believe the network serves as a close approximation and a significant step forward in researchers’
efforts to study mobilization and recruitment. Second, we analyze how static network structures
are resilient to node knockouts. Future analyses can build on this work to explore how dynamic
social network systems would adapt to network knockouts. And third, we explore the Islamic State
recruitment network between the years 2010 to 2015. During this time period, the Islamic State

was primarily fighting against the Iraqi and Syrian governments. However, in late 2014, the United

"One of the authors on this paper took steps to measure the representativeness of the data and was advised
by the United States Federal Bureau of Investigations to stop their follow up efforts over safety concerns.
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States and several other great powers entered the conflict against the Islamic State. In turn, the
combatants during this analysis period could be different from combatants who decided to join the
Islamic State after other states became engaged in the conflict, as fighting on behalf of the Islamic
State likely became an even riskier endeavor.

The limitation notwithstanding, this paper advances our understanding of networks and ter-
rorism. First, we offer a novel method for studying network resilience using latent space models.
Second, we apply our novel methodological approach to an important case — understanding how
foreign fighter mobilization for the Islamic State would be affected by the knockout of recruiters.
Our research suggests that national security policies that seek to reduce Islamic State recruitment
should consider the resilience of the Islamic recruitment network. The impact of external attacks
tends to be minimized given network dependencies. Thus, coordinated knockouts of central terrorist
recruiters may be more effective than widespread attacks against the system.

Together, these findings have important implications for research on network resilience as well as
the United States and its allies’ counterterrorism efforts. In particular, our proposed methodological
approach and novel data demonstrate the conditions under which terrorist organizations can be
efficiently disrupted through the removal of key actors. Through this approach, counterterrorism
policies can be designed to efficiently demobilize new fighters, and future research should explore
under what circumstances we can anticipate quick recovery and adaptation of the network as these

issues are vitally important in governments’ efforts to disrupt and dismantle terrorist organizations.
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