IEICE TRANS. INE. & SYST., VOL.E91-D, NO.12 DECEMBER 2008

2875

[LETTER

Secure Handover Protocol for Mobile WiMAX Networks

Song-Hee LEE', Student Member, Nam-Sup PARK ™", and Jin-Young CHOI'®, Nonmembers

SUMMARY In this paper, we analyze existing vulnerabilities in hand-
over for mobile WiMAX networks. To overcome these vulnerabilities, we
propose a secure handover protocol that guarantees mutual authentication
and forward/backward secrecy in handover. We present a formal analysis
of our protocol using a logic-based formal method.
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1. Introduction

WiMAX (Worldwide interoperability for Microwave Ac-
cess) is a wireless broadband technology based on the IEEE
802.16 family of standards [1]. The latest version of IEEE
802.16e, which is a revision of IEEE 802.16-2004, supports
the mobility of a mobile station (MSS)[1]. For fast han-
dover, IEEE 802.16e supports optimized handover that can
omit some or all messages usually required in handover.
Especially, Privacy Key Management (PKM) authentication
and Traffic Encryption Key (TEK) handshake can be omit-
ted, with different security settings for handover optimiza-
tion; Bit #1 and #2 in the Ranging Response (RNG-RSP)
message. Unfortunately, this can obviously lead to vulnera-
bilities in authentication and forward/backward secrecy. Al-
though PKM authentication and TEK handshake are per-
formed in handover, PKM authentication in the standard
may not be suitable for fast handover, since PKM authen-
tication, which is based on Extensible Authentication Pro-
tocol (EAP), can increase the handover delay. Also, TEK
in the IEEE 802.16e standard is randomly generated by the
Base Station (BS) and directly used for encryption. This
design, however, provides insufficient security, because it is
completely dependent on a single participant. Consequently,
a means of providing secure handover in mobile WiMAX
networks is needed.

Recent studies [4], [5] have proposed a secure and fast
handover scheme for broadband wireless networks. In [4],
it was shown that there is a cross-layer design for fast and
secure handover, which is a combination of a MAC layer
handover and an FMIP handover at the IP layer. This pro-
tocol involves designing a cross-layer and cross-function,
to improve the handover latency of broadband wireless
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networks. Unfortunately, this work merely elaborated on
the means of reducing the re-authentication time, and pro-
vided an analysis of the handover delay. In [5], secure
handover authentication is based on a combination of pre-
authentication and the PKI architecture. However, this
method can result in unnecessarily power expenditure in key
exchange, and vulnerabilities.

In this paper, we propose a secure handover protocol
for mobile WiMAX networks. To overcome existing vul-
nerabilities, PKM authentication and TEK handshake are
modified and combined with handover signaling, for fast
handover. Unlike some previous studies, we focus on se-
curity. The purpose of the protocol is to provide mutual
authentication and forward/backward secrecy via design of
a cross-function. The proposed protocol securely estab-
lishes a unique authorization key (AK) and traffic encryp-
tion key (TEK) in the MSS and target base station (BS), in
pre-authentication between the BSs and the authentication
server (AS). By avoiding sharing of secret information be-
tween BSs, forward secrecy and backward secrecy are guar-
anteed. Finally, we present a formal analysis of our protocol,
using a logic-based formal method.

The remainder of this paper is organized as follows. In
Sect.2, we propose a secure handover protocol in mobile
WiMAX. We analyze a correctness proof of our protocol
using a formal method, and security, in Sect. 3 and Sect. 4,
respectively. Finally, Sect. 5 presents our conclusion.

2. Secure Handover Protocol for Mobile WiMAX

In this section, we introduce the proposed secure handover
protocol for mobile WIMAX. The details of the protocol
are depicted in Fig. 1. We use the notation summarized in
Table 1 to describe our protocol.

2.1 Security Requirements

The security requirements for secure handover are summa-
rized below:

e Mutual authentication: Mutual authentication between
an MSS and a target BS must be provided, as a measure
of trust. Via mutual authentication, various types of at-
tacks on the MSS and the target BS, such as the replay
attack and man-in-the-middle attack, can be prevented.

e Forward secrecy and backward secrecy: Previous secu-
rity keys shared by the MSS and the serving BS must
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Table 1  Notation.
Notation Description
M. S, T, AS The IDs of MSS, Serving BS, Target BS
and Authentication Server, respectively
Num Nonce generated by MSS
+Km Public key of MSS
-Kum Private key of MSS
{X}H{+Km} X is encrypted by public key of MSS.
{XH{-Km} X is encrypted by private key of MSS.
H(O One-way hash function
HMAC/CMAC Message authentication codes
| Concatenation operator
ASN/GW
[ Mss ] Serving BS [ TargetBS | AAAServer
Trust Relation-—]
- Trust Relation: Trust Relation:
B Trust Relation: M
10 H-RES
MOBMSHOREY Msgl  (MISINSB R Kb
FIO-REQ (Relay)
Msg2.  Context RFQ
CUTIT-MAC, 5 Ne TR as -
o}
M Context, REP
(HAR MIMMAC:
| AN
< {-Kash)
Compute H(AK") and
Verify HAK=LIAK ) ?
If success then Generate
1IMAC/CMAC
(O-RSF
(ACK)
MOB_MSHO-RSP . Msgd. 11 Rsp
(Relav) (ACKINSHAK|UT-MAC 3N+ K )
Compute H(AK ) and
Verify H(AK)=F(AK ) 7
I Suceces then &cnf»mlc TLK HP-ACK
and FIMAC/CMAC
MOB_HO-IND HO{Confirm
Mutual Authentication HO-ACK
between MSS and TBS
MsgS.  RNG-REQ
({HMAC/CMAC|M[T|Ny|Ny H{AK )
Msg6.  RNG-RSP Generate TEK
({IIMAC/CMAC| TI(TER )Ny} {AK}
oy
H(TEK)=H(TEK’) ?

Fig.1  Secure handover protocol.

be hidden from a target BS. Any new security keys
shared by the MSS and the target BS must be hidden
from the serving BS, after the handover.

2.2 Protocol Design

Figure 1 shows the secure handover protocol for IEEE
802.16e mobile WiMAX. Prior to the handover, trust re-
lations should be established, which are based on pre-
authentication, as shown in Fig. 1. Our protocol can satisfy
security requirements via the modification of PKM authenti-
cation and TEK handshake, instead of additional EAP based
re-authentication.

As shown in Fig. 1, our proposed protocol consists of
a six-way handshake for re-authentication. The purpose of
the four messages (Msgl-Msg4.) is to distribute keying pa-
rameters, to generate an AK (Authorization Key), and verify
the correctness of the AK. In this phase, an AS (Authentica-
tion Server) generates a unique PMK and AK, which binds
the identification of the target BS and the MSS, and securely
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delivers the hash value of the AK, the PMK (Pairwise Mas-
ter Key), and its keying parameters to the corresponding BS,
instead of the MSK (Master Session Key). Unlike the stan-
dard method, since the PMK is not shared with other BSs,
other BSs can not derive the AK. Hence, forward/backward
secrecy is guaranteed. Equivalently, a PMK and AK are gen-
erated by a target BS and an MSS. PMK generation is mod-
ified as follows:

PMK = Dot16KDF(MS K,
BSID| M — MACaqar | "PMK", 160), (1)

Where the Dotl 6KDF algorithm is a CTR (counter) mode
construction that may be used to derive an arbitrary amount
of keying material from source keying material [1]. BSID
denotes the identification of the BS and M-MAC 4,44 denotes
the MAC address of the MSS.

In order to support mutual authentication between an
MSS and a target BS, two messages (Msg5 and Msg6) ex-
change HMAC/CMAC codes, then generate a TEK (Traffic
Encryption Key) at the target BS and the MSS, respectively.
To provide additional security, TEK generation was modi-
fied as follows:

TEK = PRF(Ny | Ny | M=MACyqar | T—MACyaar),
2)

Where PRF is a pseudo-random number function that pro-
duces a sequence of values based on a seed and current state.
Given identical seeds, a PRF always outputs an identical se-
quence of values [6]. MAC addresses provide unique infor-
mation and are securely exchanged via previous messages.

In summary, since the modification of PKM authentica-
tion can lead to generation of a unique PMK and AK, with-
out additional EAP re-authentication, neighbor BSs cannot
derive keys. Therefore, forward/backward secrecy is guar-
anteed in the proposed protocol. In addition, the modifi-
cation of TEK can enhance security, as well as reduce the
SA-TEK three-way handshake phase.

3. Formal Analysis Using GNY Logic

In this section, we describe a formal analysis of the proposed
six-way handshake based on GNY logic[7],[8]. GNY logic
is commonly used to analyze the security of cryptographic
protocols. All symbols, notation and rules are cited in [7],

[8].
3.1 Formalized Protocol

The conventional notation used in a generic protocol is not
suitable for logical manipulation. Therefore, we formalized
the six-way handshake of the proposed protocol for verifi-
cation, as shown in Table 2. (Refer to Appendix A for the
detailed notation)

The initial assumptions of the proposed scheme are as
follows:

(A1) M > Ny, (A2) M |= #Ny,#N7, (A3)T 3 Nr,
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Table 2 Formalized protocol.

Msgl. T ax({M |S|{*Ns}{+Ks}}{-Ks})

Msg2. AS «#({({T [+ = MACy 4, | (*N1 H+K s} H-Kr })
Msg3. T <UHEFHAR) [ (M| M —MAC, 4| +K), }|*PMK| Ny [#N 55}
(K7 EKs))

Msgd. M a#({N | *H (AK) | (+T | T = MAC 544, | N7 )
(+Kpy HH-Kas}
Msg5. T <#({*HMAC/CMAC|M |T |*N,, | N;}{AK})

Msgb. M < #({*HMAC/CMAC|+H(TEK")| N, }{AK})

(A4) T |= #N7,#Ng, #Nas , #Ny,
(A6) S |= #N5g,
(A7) AS 3 Nas, (A8) AS |= #Nus, #Nr,
(A9 M > +Ky, — Ky, {M, + M7},
(A10) T > +K7, —K7,{T, +K7},{S, +Ks},{AS, +Kas },
(A11) S 5 +Ks, —Ks,{S, +Ks },{T, + K7}, {M, + K},
{AS, +Kys},

(A12) AS > +Kas, —Kas, {AS, +Kas ), {S, +Ks },

{T, +Kr}, AM, +Ku},
(A13) M>PMK, (A14) S >5PMK, (A15)AS >PMK,
(A16) M > M—MACag4r, (A17)AS 5 M—MAC s4ar,
(A18) T > T — MAC sqar,
(A19) M>HMAC/CMAC, (A20) TsHMAC/CMAC

(A5)S > N,

The assumptions describe the possessions and be-
liefs of both principals. Assumptions (A1-AS8) imply that
each principal not only possesses their own nonce, which
it believes to be fresh, but also believes that the other
principal’s nonces are fresh. Assumptions (A9-A15) im-
ply that the principals possess their own public key pairs
and certificates, based on pre-authentication. Assumptions
(A16-A18) imply that both the MSS and the target BS know
their own MAC addresses, and the AS knows the MAC ad-
dress of the MSS, via the previous authentication between
the MSS and the serving BS. The last two assumptions
(A19-A20) imply that the message authentication codes
(HMAC/CMAQC) are derived from the AK, at the MSS and
the target BS, respectively.

3.2 Analysis of Correctness Proofs

Msgl in our six-way handshake and Assumption A10 yield
the following equations, from the application of rules T1,
T4, and T6. (Refer to Appendix B)

T <x({M|S | {xNs H{+Kr}H-Ks}), T 3 +Kg

(T1,T4)

T<(M|S |{NsH{+Kr})
3)

T <(M|S |{NsH+Kr}), T 5 —Kr
T6 4
T<(M|S [Ns) (1o @

The application of rules P1, and P3, yields:
T<M|S|*N

T<M]|S|*Ns (P1,P3) (5)

TBN,S,NS
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The Application of A4 and rules F1, yields:
T |= #(Ns)
——— (A4,F1 6
TEMS.Ny oD ©

The target BS possesses the nonce generated by the
serving BS. A nonce that is included in data exchanged by
a protocol is usually used to guarantee freshness, and pro-
tect against replay attacks. Therefore, the target BS believes
that the message is fresh.

Msg2, and Assumptions A8, A10 and A12, yield the
following equations, from the application of rules T4, T6,
P1, and P3:

AS <«*(T | *T — MAC 44y | *NT)
AS 5T, T — MACu44r, N7
AS |= #(Nr)

AS |=#(T, T — MACaqa4r, N7)

The AS possesses the ID of the target BS, the MAC ad-
dress of the target BS, and the nonce generated by the target
BS, and believes in the freshness of the message. Then, the
AS can generate the AK for the MSS and the target BS.

T <xH(AK)|#{M|M—-MAC 44| +Kpn}|*PMK|Nr*Nas

T>5H(AK),N,M—MAC 44, +Kp1,PMK,Nys

(7

®)

€)
T |=#(Nr)
T |=#(H(AK),M,M—MACaqar,+Kn,PMK,N7,Nss)
(10)

Msg3, and Assumptions A4, A10 and Al12, yield
Egs. (9), (10), from the application of rules T4, T6, P1, P3
and F1. The target BS possesses the certificate which is
contained in the MAC address of the MSS, the PMK and
the nonce generated by the AS. Since a fresh random value
is included in the message, the target BS believes that the
message is not a replay. Then, the target BS can generate
an AK via these keying materials, and verify that the H(AK)
received is equal to the H(AK”) generated.

The application of rules T4, T6, P1 and P3 to Msg4,
and Assumptions A9 and A12 yields Eqgs.(11)—(13). The
MSS possesses the ID, nonce, the MAC address of the target
BS, and the nonce of the serving BS. Since a fresh random
value is included in this message, the MSS believes that the
message is fresh. The MSS can generate an AK and verify
that the H(AK) received is equal to the H(AK’) generated.
If verification is successful, then the MSS and the target BS
believe that the AK is shared, and it can be described by
Eq. (9).

M <x(«T | «Ns | «Nr | *H(AK) | *T — MACaqar)

M > T,Ns,Nr,#H(AK), T — MAC p4ar
M |= #(xNs, =Nr)
M |=#(T,Ns,Nr,#H(AK), T — MAC 444y

(1)

(12)

MT M5 T, T=M=TE M (13)

Msgs (5), (6) and Eq.(13) yield the following
Eqgs. (14)—(18), from the application of rules T3, P1, P3
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and F1. Since the target BS and the MSS possess
the HMAC/CMAC codes, and each others nonces, they
can perform mutual authentication via verification of the
HMAC/CMAC codes and the TEK, for traffic encryption.
If verification is successful, then the target BS and the MSS
believe that the TEK is shared, as shown in Eq. (18).

T «+{HMAC/CMAC | M | T |+Ny | Nr)

T 5 HMAC/CMAC, M, Ny, (14)
T |= #(Nr) 15)
T |= #(HMAC/CMAC, M, Ny, Ny)
M < +{xHMAC/CMAC | *H(TEK") | Ny;) 16)
M > HMAC/CMAC, HTEK'), Ny
M |=#(Nuy) an

M > #HMAC/CMAC,H(TEK"), Ny)
TEK TEK
T=EM|=T— M, M|=T|=M—T (18)

Finally, Eqgs. (13) and (18) imply that the MSS and the
target BS share the AK and TEK, and engage in mutual au-
thentication.

4. Security Analysis

In this section, we analyze our protocol in terms of secu-
rity requirements. Table 3 shows the comparison of proto-
cols. The security characteristics of IEEE 802.16e depend
on handover optimization; Bit #1 and #2. Although the first
scenario satisfies all security requirements, it is not suitable
for practical handover, because the PKM protocol, which
is based on EAP, can increase the handover delay. In [4],
for fast handover, the information about the master key is
shared between BSs in handover. Hence, mutual authen-
tication and forward/backward secrecy are not guaranteed.
In [5], authentication based on pre-authentication is efficient
and secure. However, if each ASN can contain one or more
base stations, then PMK may be shared by BSs located in the
same ASN. In this case, forward/backward secrecy cannot
be guaranteed. Our protocol generates a unique PMK and
AK without EAP based re-authentication. No BS can derive
keys of other BSs, due to the secure PMK and AK, and the
one-way property of the Dotl16KDF key generation func-
tion. In addition, a TEK is generated by both participants,
which is more secure. Therefore, our protocol satisfies for-
ward/backward secrecy, as well as mutual authentication.

Table 3  Comparison of protocols.
Protocols Mutual Forward | Backward
Authentication | Secrecy Secrecy
IEEE Eﬁ;g 0 0 0
802.16¢ e
hand Bit#1=1 X X o
optimizati |—BALI2=0.
Bit#1=1
on Bit#2=1 X X X
[4] X X X
[5] [0) A A
Proposed Protocol O O O
O:satisfied, A: satisfied depends on option, X:unsatisfied
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5. Conclusion

IEEE 802.16e handover has several vulnerabilities. Via
some modifications of the PKM protocol, we tried to over-
come the existing vulnerabilities. The proposed proto-
col provides not only mutual authentication, but also for-
ward/backward secrecy. We proved the correctness and se-
curity of the protocol using a GNY logic-based, formal anal-
ysis method. In the future, we plan to analyze the perfor-
mance of the protocol.
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Appendix A: Statements

Here, we describe notation used for statements in the paper.
Refer to [7], [8] for a detailed description. A basic statement
is associated with some property of an equation. Let P and
Q range over principals. The basic statements are as follows:
— P < X: Preceives X, possibly after performing some com-
putation such as decryption.

— P <%X: Preceives X, and P never said X.

— P > X: P possesses equation X.

—#(X): Equation X is fresh, such that X was not used for an
identical purpose prior to the current execution of the proto-
col.

— P |= X: P believes that statement C is valid.

-P|l=P LN Q: P believes that S is a suitable secret for P
and Q. They may properly use it to mutually prove their
identity. They may also use it as a key, or derive a key from
it, to communicate.

—Cl1, C2: Conjunction.

Appendix B: Logical Postulates

In this section, we introduce the logical postulates under-
pinning reasoning. There are five categories of postulates.
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We describe the characteristics of each category and present
representative postulates. For the complete list of postulates,
refer to [7], [8] for a detailed description.

Being-Told Rules
P<axX
_ (Tl) < 3k

previously send in the current execution.

P<(X,Y . D .
- (T2) %: Being-told an equation implies being
<

: P receives an equation which he did not

told of each of its concatenated components.
P<{X}gk, P>K
— (T3) {X}x

<
crypted with a key P possesses, then P is also considered

to have been told the decrypted contents of that equation.
4y DXl P3 K,

<
encrypted with a public key, and P possesses the cor-
responding private key, then P is also considered to
have been told the decrypted contents of that equation.

: if P receives an equation en-

If P receives an equation
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P<{X}_g, P> +K
_(T6) <{X}-k
<
crypted with a private key, and P possesses the correspond-
ing public key, then P is also considered to have been told
the decrypted contents of that equation.
Possession Rules

: If P receives an equation en-

- (PD) P;;X: A principal is capable of possessing any-
thing he is told.

P>XY . .
- (P3) L: If P possesses an equation, then P is

capable of possessing any of the concatenated components
of that equation.

Freshness Rules

— (F1) P 1= #X) :
P = #(X,Y), P |= #(F(X))
mal X is fresh, then P believes that any equation of which
X is a component is fresh, and a one-to-one function F of X
is fresh, and can be computed in real-time.

If P believes a for-




