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Reliable Key Distribution Scheme for Lossy Channels

Ryuzou NISHI®, Yoshiaki HORI'', and Kouichi SAKURAI'', Members

SUMMARY  We address reliable key distribution scheme for lossy
channels such as wireless or power line. In the key distribution over these
lossy channels, if key information is lost, there is critical issue that the
subsequent communication is disabled. In this paper, we show that our
proposal has more reliable property than the related works and has the reli-
able property equivalent to the dedicated communication channels such as
Ethernet.
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1. Introduction

In the key distribution over lossy channels such as wireless
or power line, if key information is lost, there is issue that
the subsequent communication is disabled. The issue of the
key distribution over reliable channels has received much
attention. However, the issue of the key distribution over
lossy channels has received little attention. In this paper, we
address the issue of the key distribution over lossy channels.

2. Related Works

Reliable key distribution scheme using forward error cor-
rection (FEC) is proposed in [1]. Generally, as a parameter
which represents a performance of FEC, a coding gain is
used. Key distribution scheme with the larger coding gain
represents more reliable distribution scheme. Generally, the
longer redundancy used in FEC is, the larger the coding gain
is. However, the longer the redundancy becomes, the larger
the computational amount becomes exponentially, that is,
practically, the coding gain is limited. The proposal [1] uses
a Reed-Solomon as FEC. According to [2], a coding gain of
a Reed-Solomon is 6 dB. '

In the paper [3], as a reliable key distribution scheme,
self-healing key distribution scheme is proposed. This pro-
posal uses secret sharing, that is, consecutive multiple pack-
ets include the shares of the key. Even though some packets
are lost, when the receiver can receives remaining packets
above a certain number, including. the shares of the same
key, the receiver can retrieve the key. However, in order to
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retrieve the key, the receiver must perfectly receive the mul-
tiple packets above a certain number without 1 bit error, over
lossy channel.

3. Our Goal

As the countermeasures for reliable key distribution, there
are also approaches of physical layer. However, when it
adapts the proposal in the existing systems, large-sized mod-
ification including hardware is required. Hence, we have in-
vestigated the proposal in the upper layer, specifically, MAC
(Media Access Control) layer.

Under the above limitations, our goal is to improve the
reliability compared with the related works, the specific pa-
rameters are the packet loss rate of the key message over
lossy channels and bit error rate of the key message over
lossy channels. Furthermore, our goal is to make BER (bit
error rate) equivalent to dedicated communication channels
such as Ethernet. In Ethernet, requirement of BER is less
than 107 at the link level [5].

4. Proposal
4.1 Process of the Proposal

Figure 1 shows the sender-side block diagram in the pro-
posed key distribution. Figure 2 shows the timing chart of
sender-side. In these figures, the key message represents the
original key message which should be distributed in the key
distribution that our proposal is not adapted.

In resampling process, transfer rate of key message
become lower, as Fig.2 shows. And, output of the re-
sampling process is multiplied by Orthogonal Cyclic shift
M-sequence (see Appendix). Specifically, this multiplying
means exclusive OR (XOR) process. The time length of
1bit of output of resampling process is equal to the time
length of 1 period of Orthogonal Cyclic shift M-sequence.
And, output of multiplexing (XOR) is distributed.

Noise is added to the above output of XOR over the
lossy channels such as wireless channels or power line chan-
nels. Figure 3 shows the receiver-side block diagram in the
proposed key distribution. Figure 4 shows the timing chart
of receiver-side. In these figures, the received key mes-
sage represents the message which is transferred to MAC
layer from physical layer after receiver receives the output
of XOR added with noise.

The received key message is multiplied by Orthogonal
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Cyclic shift M-sequence which is the same as the sender-
side’s Orthogonal Cyclic shift M-sequence. The multiplied
output (output of XOR) is integrated during one period of
Orthogonal Cyclic shift M-sequence in X. And, at 1bit
quantizer, output of the integration is converted into +1
or —1 according to polarity of output of the integration, that
is, if output of the integration is positive (+), +1, other-
wise —1. In desampling process, transfer rate of output of
1 bit quantizer become the transfer rate of sender-side’s the
key message.

4.2 Analysis of Immunity against Noise

In this section, we discuss our proposal’s immunity against
noise. Immunity to noise depends on physical layer too.
We analyze the immunity against noise based on the model
as shown in Fig. 5 for simplicity. In Fig. 5, sender process
is equal to sender-side process as shown in Fig. 1; receiver
process is equal to receiver-side process as shown in Fig. 3.
1 bit quantizer converts output of multiplier to +1 or —1 ac-
cording to polarity of output of multiplier. The output §; of
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Fig.5 Key distribution model over lossy channels.

multiplier (XOR) in sender-side is expressed as follows,

S =AXaq; (1)

A (= 1 or —1) is corresponding to 1 bit of output of re-
sampling. a; (= 1 or ~1,i = 1=N, N is length of Orthogonal
Cyclic shift M-sequence) is each bit of Orthogonal Cyclic
shift M-sequence. In this case, received key message R; is
expressed as follows,

R, =S8;+N; 2)

N; is the noise which is added over lossy channels. N; is
real number.

1 bit quantizer in Fig. 5 is non-linear process. For sim-
plicity, at first, we consider the model without 1 bit quan-
tizer. In the model without 1 bit quantizer, key message A’
in Fig. 4 is expressed in Eq. (3), by using Egs. (1), (2).

In Eq. (3), the first term represents decoded output of
desired signal. The second term represents the correlation
between noise and Orthogonal Cyclic shift M-sequence.

. v
A = ZR,‘X(,I,‘
’ i=1

(S; + N;) X a;

M=

4

= Ax(Zaixai)+(;Nixai]

i=1

N
=A><N+[2Nixa,-) 3)

i=1

]
—

Assuming that bit error rate of lossy channels is 1072 [6],
signal-to-noise ratio (SNR) is about 4dB, that is, SN =
10%10 = 2.5. Hence, the average amplitude of noise is about
0.4 (= 1/2.5). For simplicity, assuming that g; is all 1, the
second term becomes 0.4 times of the first term. That is,
effect of noise is enough low compared with desired signal.
In practice, the correlation between noise and Orthogonal
Cyclic shift M-sequence is very low. Hence, effect of noise
is by far lower than the above calculated result, that is, it
is considered that the second term of Eq. (3) practically is
lower than 0.4 times of the first term.

Next, we discuss BER of key message in our proposal,
based on the model of Fig. 5. We assume that length of Or-
thogonal Cyclic shift M-sequence is 128, BER (pe) of lossy



LETTER

channels is 0.01 and the length of key message is 128. In
such a case, when the number of bit error of Orthogonal
Cyclic shift M-sequence is less than 64, 1bit of key mes-
sage is decoded correctly in receiver. Hence, BER Be is
expressed as follows,

128

1- Z(mci X (1- pe)i X pelzs‘i)
i=65

1.2x 1075 @)
<1.0x107° '

Be

Hence, we find that our proposal’s BER property satis-
fies Ethernet specification. ,

Furthermore, packet loss rate P! is expressed as fol-
lows, ‘

Pl

128 ) 128
1- (Z(lzsci X (1 - pe)’ x pe'*)
i=65

1.6x 1078 )

5. Comparison

In this section, we discuss comparison with related works,
specifically, proposal [1] and proposal [3]. We discuss BER
and packet loss rate of key message, as parameter of com-
parison. We assume that BER of lossy channels is 0.01
and the length of key message is 128. And key distribution
model is based on the model as shown in Fig. 5.

In proposal [1], BER and packet loss rate of key mes-
sage depend on coding gain of FEC. As described in Sect. 2,
we assume that coding gain is 6 dB. A coding gain means at-
tenuation of signal level achieving the same BER compared
with the case without FEC, that is, apparently, it means that
SNR of lossy channels is enhanced with 6dB. When SNR
of communication channels is y, the BER of that channels
is expressed as follows [4],

BER = 0.5 X erfc(+7) (6)

In the above Eq. (6), erfc means error function and is
expressed as follows,

erfe(x) = (/) X f " exp(—2)dt ™

X
From Eq. (6), when BER of lossy channels is 0.01, y is
equal to 2.3. And, enhanced SNR ' is 9.2, it means that y is
enhanced with 6 dB. Hence, from Eq. (6), in proposal [1],
BER (Bel) of key message is expressed as follows,
Bel = 0.5x erfc(V9.2)
=2.1x107° ®)

Hence, packet loss rate (PI1) is expressed as follows,

PIl = 1= (1 - Bel)!®
=27%x10™ )
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In proposal [4], BER (Be2) of key message is equal
to BER of lossy channels, because proposal [3] does not
conduct the process per bit. Hence,

Be2 = pe = 0.01 (10)

In proposal [3], we assume that one key message
packet contains M shares and key is recovered from
N shares. In secret sharing scheme, in order to assure the
security of key, the length of each share requires the same
length as original key. Hence, packet loss rate (PI2) is ex-
pressed as follows,

PI2 = 1 = 4Cp % (1 — pe)tZBxMxN
>99x%x107! (at M=N=2) (11)

As shown the above, packet loss rate of proposal [3]
is very high. This reason is that one key message packet
contains M shares, the packet length become long and the
bit error of the packet can not be tolerated. ,

As the result of the above discussion, we find that
our proposal improves the reliability compared with re-
lated works. This main reason is that our proposal tol-
erates the high bit error of key message packet. Further-
more, in our proposal, the longer the Orthogonal Cyclic shift
M-sequence becomes, the stronger the immunity against
noise becomes. Then, the longer the Orthogonal Cyclic shift
M-sequence becomes, the larger computational amount be-
comes linearly, while in the proposal [1], the larger the cod-
ing gain becomes, the larger the computational amount be-
comes exponentially. Hence, in our proposal it is easier to
achieve the more reliable key distribution, compared with
the proposal [1]. ‘

6. Analysis of Security
6.1 DoS (Denial-Of-Service) Attack

In the wireless communication systems or power line com-
munication systems which are discussed in this paper, there
is issue that the immunity against DoS-attack is essentially
weak. Because these systems are open networks and these
communication media are shared by the third parties too.
However, there are not enough discussions on the issue.
Hence, in this section, we discuss on our proposal’s immu-
nity against DoS attack.

If the attacker does not know the Orthogonal Cyclic
shift M-sequence, the proposal has the strong immunity
against DoS attack. Because attacker’s packets can not be
accepted by the legitimate member because of the strong im-
munity against noise. However, attackers easily can get the
Orthogonal Cyclic shift M-sequence, because the number of
the Orthogonal Cyclic shift M-sequence is few. In the case
that the length of the Orthogonal Cyclic shift M-sequence
is N, the number of the Orthogonal Cyclic shift M-sequence
is N. Hence, we should assume that attacker knows the
Orthogonal Cyclic shift M-sequence which the legitimate
member is using.
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As other property of Orthogonal Cyclic shift
M-sequence, there is precipitous auto-correlation property
as shown in Fig. A- 1. By this property, the legitimate mem-
ber can get the key update message which is received only
in the accurate timing such as the bit-timing, and legitimate
member can eliminate the messages which are received in
other timing. That is, the legitimate member can filter only
the key update message received only in the accurate tim-
ing. This timing depends on member’s physical location;
this is, practically, attacker can not get this timing. Hence,
our proposal has strong immunity against DoS attack.

6.2 Replay Attack

In the wireless communication systems or power line com-
munication systems, there is also issue that the immunity
against replay attack is essentially weak. Because these
communication media are shared by the third parties too.
However, in replay attack, if the attacker does not do the ac-
curate timing when the legitimate member receives the key
update message, replay attack is not issue from the above
reason.

7. Conclusion

This paper has proposed a new reliable key distribution
scheme. This paper has shown that our proposal is more
reliable key distribution scheme than the related works, and
has shown that our proposal’s reliability on key distribution
is equivalent to the dedicated communication channel such
as Ethernet. The main issue of our proposal is the commu-
nication overhead. However, this paper has shown that the
communication overhead becomes lower in the application
that the number of members is very large, e.g., pay-per-view
TV, sensor network.
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Appendix

Orthogonal Cyclic shift M-sequence is the modification of
M-sequence (Maximum-length sequence). M-sequence is
the sequence that sequence’s period is equal to 2% — 1 and is
generated by the linear feedback shift-register of k stages.
M-sequence’s auto-correlation property has the property
shown by Fig. A- 1, that is, when M-sequence is {u;}, u; = 1
or -1,i = 1,2,...,N, and M-sequence’s auto-correlation
is C;, C; is expressed as follows,

N
CiZZui+quj
=1
=N ati=0
-1 ati#0

(A1)

The following Cyclic shift M-sequence U; is generated
by cyclically shifting M-sequence {uq, us, . . ., uy} i times.
Ui = {wiv1, tiv2, - . un, Uy, - 5} (A-2)

The following Orthogonal Cyclic shift M—sequénce M;
is generated by joining +1 to Cyclic shift M-sequence U;.
M; = {ui1, Wiv2, - . s UN, UL, - G, 1) (A-3)

The cross-correlation between M; and M; is N ati = j,
and O at i # j. Thatis, M; and M; is orthogonal at i # j.
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Fig.A-1 M-sequence’s auto-correlation property.




