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Abstract

Logistics services involve a wide range of transport operations between distributors and clients. Currently, the large number of
intermediaries are a challenge for this sector, as it makes all the processes more complicated. To face that problem, we propose
a system that uses smart contracts to remove intermediaries and speed up logistics activities. Our new model combines smart
contracts and a multi-agent system in a single platform to improve the current logistics system by increasing organization,
security and getting rid of several human intermediaries to automate its processes, making distribution times significantly
faster. Also, with this kind of approach, it is possible to apply penalties to parties that do not comply with the terms of using
this platform.
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1 Introduction

Logistics is concerned with transporting products between parties. It is currently an important area
for companies. However, the problem of this sector is that its scale may lead to delays and defaults
in the delivery of goods as well as other issues. In addition, large distributors need a large volume of
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workers to meet the high demand of stores. All this may contribute to big delays in order processing
and increases the possibility of losing some of them [31]. In an attempt to solve this problem,
companies have automated all their processes, contributing to a significant increase in the number
of businesses and distributors in the logistics sector.

However, an increase in the amount of digitized data and the expansion of Internet companies
means that the risk of attacks on their databases is also greater. Hackers may intend to modify, steal
or delete data [16, 34].

We suggest an alternative way of solving this problem. The case study conducted in this work, a
pharmaceutical utilities platform, considers two different scenarios [33]. Firstly, we provide security
to the data of the companies involved in the logistics sector by including blockchain. Secondly,
multi-agent systems will be used to manage the organization’s problem [32]. It has been proven that
multi-agent systems provide efficient solutions to a huge variety of problems [54]. These include,
but are not limited to, the use of agents for image classification [18], decentralized network control
[39], real-time problems [11], distributed model predictive control [12, 24] and Internet of things
(IoT) applications [15, 25].

In this paper, we propose a new model that makes use of blockchain technology, smart contracts
and a multi-agent system to protect the data of the logistics sector [50] while speeding up logistic
activities. In addition, the multi-agent system is capable of coordinating all the logistic services [14],
improving the efficiency of the logistics sector.

The proposed model is capable of protecting the data generated within the platform from being
tampered thanks to the use of a blockchain. Also, with the use of smart contracts to control the
operation of the platform, it is possible to remove intermediaries [19, 43].

The challenges in logistics parameters, such as delays in delivery, loss of documentation, unknown
source of products, errors, etc., can be minimized and even avoided by blockchain implementation.
With the security mechanisms granted by the use of blockchain technology, it is possible to create a
framework for trusted communications between the actors of the platform. Thanks to that, it is much
more difficult to make cyber-attacks such as phishing and man in the middle [28, 29].

On the other hand, the multi-agent system uses smart contracts to control and validates the
workflow of the platform, while the blockchain network is in charge of storing the transactions
carried out by the agents [22]. Although there is a lot of discussion on the use of blockchain in
logistical services, there have not been many platforms that would implement and evaluate it in
real use case scenarios [51]. In addition, this type of systems have not been propagated sufficiently
because the companies that could benefit from them, lack information and therefore do not invest
enough money in the implementation of such solutions [27].

Our approach is a functional prototype which has been evaluated empirically. Furthermore, it has
been proven that it resists third-party attacks, such us phishing and man in the middle. In the case
study, the payments between stakeholders have been automated, which makes this logistic model
more efficient than a traditional one.

This paper starts by providing a background in Section 2 of what is blockchain technology and
how it works. In Section 3, the designed model is proposed and described, while in Section 4 it
has been done an analysis of how this platform carries out a normal workflow and its associated
monetary costs, while its advantages are evaluated in line with the conventional model. Finally, a
conclusion is provided in Section 5.
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2 Background

A blockchain is a distributed data structure that is replicated and shared among the members of a
network [9]. It was introduced with Bitcoin [40] to create a distributed ledger that would enable the
automation of transactions while solving the double-spending problem [44].

To ensure the authenticity of the stored transactions, it is first necessary to ensure the integrity of
the nodes of the network that support the blockchain by implementing a consensus algorithm [13].
With this algorithm, the nodes of the network are able to agree on the information they must keep
stored and who will be the next one that adds a new block of data.

There is an increasing number of consensus algorithms with their own variations. The most
widespread algorithms are the ones that work best, this is why they, or some of their variations,
are used by the vast majority of blockchain networks [38].

In the two most popular blockchain networks, Bitcoin and Ethereum, the consensus algorithm [26,
56] used is called proof of work (PoW). The basis of this protocol is that the node that wants to add a
new block of data to the blockchain, called miner, must follow a series of steps in order to complete
the task successfully and obtain the reward [40]:

1. Gather the transactions that the miner is interested in storing in the blockchain.

2. Create a Merkle tree with the hashes of the transactions in the leaves. In order to create the root
of the tree, the transactions are being hashed by pairs, creating the inner elements of the tree.
Those elements are hashed by pairs again, to create another layer of inner elements, repeating
this process until there is no more than one element in the most inner layer of the tree [3].

3. Create the new block with the following fields in the block header [41]:

— Version: the number of the version used to create this header. It is used to track
software/protocol upgrades.

— Previous block hash: a reference to the previous block of the blockchain. The hash of the
block is used to get its identifier [5, 16, 47].

— Merkle tree root: the Merkle tree root obtained in the previous step.

— Timestamp: the approximate creation time of this block (seconds from Unix epoc).

— Difficulty target: the difficulty level used to create this block in the PoW algorithm.

— Nonce: it is a number that the miner inserts in order to make the hash of the block, once
all the fields are filled, it falls within the upper limit established by the difficulty target of
the algorithm.

4. Using a trial-and-error method, the miner searches for a nonce that meets the requirements of
adding the new block.

5. Once the nonce is found, the mined block is broadcasted to the network in order to be validated.

Thanks to this mechanism, blockchain’s ledger of logged transactions becomes immutable [52]. To
attack this mechanism, an entity or organization needs to have more than the 51% of the network hash
rate power, something pretty difficult to acquire in the case of blockhains like Bitcoin or Ethereum
[1,21].

The link established by the blocks forms the blockchain [4, 10]. Sometimes, a part of the network
has received different legal blocks than the other part due to concurrence issues, creating different
blockchains, called forks [7, 42]. When this situation happens, it is the consensus mechanism used
by the network the one that says which one of the forked blockchains will be accepted by the entire
network, discarding the other one [46].

Another key feature of the systems that make use of blockchain technology is that the communi-
cations between the entities and the blockchain are encrypted point to point. This is achieved by the
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FIGURE 1. Graph of a typical public-key-based mechanism in communications.

use of public-key cryptography mechanism [53]. The basic operation of this mechanism consists of
using one key pair per entity, one key is public and can be known by everyone, while the other one
is private and is kept for the entity alone [36].

As shown in Figure 1, the public key is used normally by other entities to cipher a message that
is supposed to be read only by the owner of that key [35]. Then the owner deciphers it with their
private key. Also, the private key is used to sign the messages sent by the owner, while its public
key is used to verify its signature by the receivers. So, when an entity wants to use the blockchain
to make a transaction, it signs the message with its private key to let the network know it wants to
make a transaction, while helping the nodes to verify that message comes from him.

With the implementation of blockchain technology in this platform, smart contracts are included
to make transactions between different entities faster and more effective use. Nick Szabo introduced
this concept in 1994 and defined a smart contract as ‘a computerized transaction protocol that
executes the terms of a contract’ [48]. Szabo suggested that the clauses of contracts could be
transferred to code, thus reducing the need for intermediaries in transactions between parties. In
the blockchain context, a smart contract is a script that is stored on a blockchain [49].

Smart contracts have a unique address in a blockchain (i.e. they are in a block with a hash that
identifies it). We can trigger a smart contract in a transaction by indicating its address on the
blockchain. It is executed independently and automatically in a prescribed manner on every node
in the network, according to the data contained in the triggered transaction [38].

A multi-agent system is a computerized system composed of multiple intelligent agents that
interact with each other. Multi-agent systems are used to solve complex problems and achieve very
good results [24]. Multi-agent systems are used in a wide range of applications. Gazafroudi et al.
[25] presented a multi-agent system for the intelligent use of electricity in a smart home and thus, an
increase in its energy efficiency.

The application of a multi-agent system to logistics is not a new idea; in [30], a multi-agent system
is proposed to provide a solution to the logistical problem. In addition, another successful application
of multi-agent systems is the problem of distributed computing [6], as well as the distributed model
predictive control in the chemical industry [24].

From a range of systems that integrate blockchain and multi-agent systems, the work of [2]
is worthy of mention. This work proposes the use of both technologies to increase security and
privacy in decentralized energy networks. In [55], authors proposed a model that employs agents
and blockchain for a ride-sharing system.
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FIGURE 2. Graph based on smart contract for pharmaceutical logistics sector.

In addition, there are other applications of blockchain and multi-agent systems, like [20], in which
the authors proposed an innovative blockchain model for IoT platforms. In [37], a blockchain-based
multi-agent system is proposed; it simulates the tracking of agri-food assets in an agri-food supply
chain. Smart contracts and sealed devices have been used to make sure that the data stored in the
blockchain can be trusted.

However, after looking at the state of the art, we believe that the current blockchain and multi-agent
system models have some shortcomings. We propose a new model that leverages smart contracts
and multi-agent systems, making use of audit systems that will help trust the data created in the
blockchain in a similar way as in [37] but adapted to this use case.

In this model, the network of Ethereum is also used as the mechanism to control the workflow
of the platform through the smart contracts deployed in it. Thanks to the use of the smart
contracts and the blockchain in the communications layer as well as in the storage layer, the
management efficiency of the logistics system increases, automating the workflow and remov-
ing the failure and time delays caused by humans. This paper describes a case study which
verified the proposed model, it focused specifically on logistics transport in the pharmaceutical
sector.

3 Methodology

This paper presents a new model which consists of the following elements: a public blockchain
network that is used as a service and all transactions and smart contracts are stored in it, like in
[37]; smart contracts that will manage commercial transactions between the different parties; and a
multi-agent system that enables the execution of all of these operations. In this section, we describe
how our model works.

The parties involved in a business operation have smart devices which monitor the status of each
operation. The case study was conducted in the pharmaceutical sector; Figure 2 shows process
members: the client (pharmacies), the producer (pharmaceutical companies) and the shipping
companies.

In this use case, the clients have sensors that monitor the number of drugs stored in the pharmacy,
the type of drugs sold and the amount of money stored. Regarding the pharmaceutical companies,
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they have sensors in charge of knowing the available stock and current production levels. Finally,
transportation companies have sensors on each of their transport vehicles to monitor the position of
the cargo. All these elements make up the wireless sensor network (WSN) that monitors operations
in the pharmaceutical sector.

Within the WSN that monitors the operations carried out in this use case, there are smart
devices that are responsible for creating the transactions with the monitored data. Those trans-
actions are sent to the blockchain network by the smart devices. In the blockchain, along
with the data generated, it also stored the smart contracts that control the workflow of the
platform.

A multi-agent system controls the whole process. The architecture of the multi-agent system
consists of the following layers (see Figure 3):

1. Client layer: this layer consists of three different types of agents that manage pharmacies.
These include the data management agent that keep updated the stock of the pharmacy and the
agent that is responsible for placing orders and that which verifies the delivery of the purchased
products, changing its state in the blockchain through smart contracts.

2. The source layer contains the following agents: two agents receive orders from pharmacists
and another agent places orders with the transport company in order to take the goods to the
pharmacies. Another agent’s task is the control of stock and production levels. Finally, there is
an agent responsible for verifying whether smart contract conditions are fulfilled.

3. Shipping layer has the following agents: an agent that manages the incoming orders,
another agent that manages the fleet of vehicles and, finally, an agent that verifies smart
contracts.

4. Workflow management layer is composed of two agents, a workflow management agent
and a smart contract control agent this agent. This layer is in charge of creating smart
contracts, keeping the money while making transactions and applying penalties in case of
non-compliance with the smart contracts.

Thus, one of the agents included in each of the 4 layers verifies that the smart contract terms are
abided to. For instance, when the workflow of a smart contract smart contract is initiated between a
pharmacy and a pharmaceutical company for the purchase of medicine, both have to agree on a set
of terms. The pharmacy pays for the drugs, but money is kept in the blockchain by a control entity, in
this case the agent that verifies the smart contract. When the pharmacy receives the drugs it ordered,
this agent confirms that the conditions of the smart contract have been fulfilled and automatically
pays the pharmacist the agreed sum of money.

4 Results

Once the multi-agent system has been designed, the number of times the platform interacts with the
blockchain has been studied. In this model, the transactions carried out in a normal workflow to
purchase products are detailed as follows:

— In the client layer, when a client wants to buy a product, a transaction of funds from the
client to the smart contract is carried out. Also, whenever a batch of items arrives at its final
destination, the state of the batch is updated and a transaction is executed, in which it is
updated the state of the batch, and the smart contract releases the funds transacted from the
client to the owner of the product. This means that in a normal workflow, three transactions
are carried out in this layer.
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FIGURE 3 Multi-agent architecture. (i) Client layer: the pharmacies are found in this layer. (ii)
Source layer: this layer contains pharmaceutical companies. (iii) Shipping layer: this layer manages
transport companies. (iv) Workflow management layer: this layer contains an agent that controls the
entire information flow and an agent which ensures that smart contract conditions are fulfilled.

— In the source layer, a transaction is carried out a transaction when a batch of products is put
on sale, another when it is sold and when it is being shipped. The last transaction involves
securing the payment made by the client in the smart contract, so that the seller does not
receive the payment until it has been confirmed that the order has been delivered correctly.
If nothing is wrong with the order, the funds are returned to the seller, making a total of five
transactions in a normal execution.
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— The workflow manager layer only makes transactions with the blockchain when an agent
wants to be part of the platform and an agent leaves it. One transaction for each update of the
agents status.

— The shipping layer only transfers the payment to the smart contract when a new order is
being shipped. The funds are given to the seller in the case it has been any problem with the
shipment. Otherwise, they are returned to the transporter.

After studying the interactions of the platform with the blockchain, we found out that a minimum
of ten transactions are carried out when a batch of products are delivered from a seller to a final
client. This number does not take into account the number of the transactions made in cases where a
new seller, client or transporter wants to be a part of the platform.

To calculate the cost of executing the services of the blockahin network, we have to know the
price of executing each transaction. In the case of Ethereum, the one chosen for this use case, and
according to [45], the execution price of a transaction is equivalent to 0.1€, which multiplied by the
number of transactions in a normal workflow of the system, the amount of money needed by all the
stakeholders to keep the system up is 1€ per batch of products that are transacted from a stakeholder
to another.

One of the reasons for which the Ethereum blockchain has been selected is because it offers
the best support for the integration of the platform and moreover it uses the Python programming
language, web3.py [23]. Also, if we assume that there are a hundred buyers and sellers, then hundreds
of transactions are being carried out by the platform in a normal workflow iteration. Being said that,
the time needed to perform an exchange of assets between seller and buyer is in the order of days,
and the daily average number of transactions of the Ethereum blockchain is 610000 [17], then we
can assume that the proposed platform can be managed by the Ethereum network.

In our study, it has been shown that the price for exchanging a batch of assets between
different stakeholders is about 1€. If we have to compare to the traditional model that uses human
intermediaries in the verification process [8], the workflow of our proposed platform is cheaper and
faster.

5 Conclusion

This paper presents a new smart contract approach to improving logistics services. The novelty of
this paper lies in the use of a blockchain for the storage of all the transaction of information in the
logistical process. The proposed model makes use of smart contracts to manage the entire logistics
process of a pharmaceutical supply chain more efficiently. By automating the processes with the use
of smart contracts, human intermediaries are no longer needed.

Another novelty of this paper is the use of agents who verify that both parties abide to the terms
of a smart contract. If the agents detect that either of the parties is not fulfilling the established
conditions, a penalty is imposed and the agents keep money in the control entity until the conditions
agreed upon are met. This makes our model more efficient than current models. Moreover, it is able
to track and authenticate orders. A penalties pattern is introduced for breach of smart contracts.

Our model can be used to improve any logistics system that still relies in human intermediaries
that verify payments and/or transactions between non-trusted parties. It is highly efficient and secure
because it is automated by the multi-agent system. By incorporating blockchain, we provide the
logistics system with solid security features. Shipments can be tracked, origin and destinations
authenticated, and proof of all transactions can be stored and maintained unaltered in the blockchain.
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Future lines of research include improving the multi-agent system by introducing new agents for
the monitoring of procedures. In addition, our model could be enhanced by integrating a case-based
reasoning system.
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