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SUMMARY  We present a watermarking scheme that combines data
compression and encryption in application to radiological medical images.
In this approach we combine the image moment theory and image homo-
geneity in order to recover the watermark after a geometrical distortion.
Image quality is measured with metrics used in image processing, such as
PSNR and MSE.
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1. Introduction

Digital image watermarking has been proposed in the liter-
ature as a method to enhance medical data security, confi-
dentiality and integrity, especially for data regarding patient
information (i.e., personal data, studies and diagnosis) [1].
Medical image watermarking requires extreme care when
embedding additional data in the medical images because
the additional information must not affect the image qual-
ity to such an extent that this information could change the
diagnosis. The aim of watermarking in the medical field
is to invisibly embed a message in an image[2]. Recent
modalities of Computed Radiology, Magnetic Resonance
and Computed Tomography obtain digital images in DI-
COM format (standard for Digital Imaging and Commu-
nications in Medicine), store patient data, and study infor-
mation and images. Given the increasing use of Internet in
medicine, the need for security and the importance of the
DICOM standard, we propose the use of DICOM metadata
as a watermark to embed in medical images extracted from
the DICOM file and converted to JPEG lossless format. By
encrypting the message to be hidden, the transmission of
medical images will be more secure. We have used the
stream cipher RC4 [3].

2. Proposed Scheme

In this work we propose a blind watermarking scheme di-
vided into two stages. The first stage consists in construct-
ing the watermark as follows: 1) Generate the watermark
using the DICOM file, 2) Compress the DICOM data in
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Fig.1  Process to select pixels.

order to reduce the amount of data to embed (we apply a
Huffman compression), and 3) Cipher the compressed data
to enhance the security of the original message using RC4
scheme. The second stage consists in embedding the water-
mark into the image in JPEG lossless format. This format is
useful to fairly compare the results with other watermarking
methods that use 8 bits JPEG gray scale images. However,
the method can be adapted to work with any bit sizes and
formats. Figure 1 shows the process of selecting the pixels
where the data will be embedded. The complete process is
as follows:

1. The image is scanned by applying a polar mapping and
by using the centroid of the image as the origin of this
scan. To obtain the centroid, we used the image mo-
ment theory [4], [5] in order to correct the geometric
distortions before extracting the watermark.

2. For each pixel in polar form, the homogeneity is calcu-
lated using the variance () of a block of k X k pixels,
where k is the size of the window. If 0 > Th then the
pixel is selected to embed data in this position accord-
ing to formulas (1) and (2). Th is a threshold for the
homogeneity, and both T4 and k are given by the user.
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The embedding process is described below:

1. A block of size (k X k) is obtained with its center in the
position of each of the selected pixels
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2. a) If the bit to embed is “1”, then change the luminance
value of the central pixel to make sure that:

Lreal > Lmean + 61 (3)

b) If the bit to embed is “0”, then change the luminance
value of the pixel to make sure that:

Lreal < Lmean - 52 (4)

where §; and 6, are calculated based on the homogeneity
and luminance of the block (k X k), L, is the gray-scale
level of the pixel, and L, is the gray-scale level mean of
the block [6]. The extraction process is the following:

1. Locate the changed pixel by using the polar mapping
and by starting from the centroid of the image.
2. The decision threshold to extract the watermark is:

o If L,,u1 > Lyean then the extracted bit is “17.
o If L., < L,.., then the extracted bit is “0”.

The values of §; and &, are not required to extract the
watermark.

3. Experimental Results

The experiments were carried out in three DICOM files
shown in Fig. 2. where a) and b) are 256 x 256 X 16 bits,
and ¢) 1024 x 1024 x 12 bits gray scale medical images. The
three images were resized to 512X 512X 8 bits when they are
converted to JPEG lossless format. The homogeneity is cal-
culated using a window of 3 x 3 pixels. The watermark con-
sists of the DICOM metadata plus the medical diagnostic of
the study, 4800 bits in total. In order to determine the degra-
dation of the watermarked image with respect to the original
image, we apply the PSNR and MSE metrics to measure the
distortion produced after the embedding process [7], and we
apply the NCC to evaluate the similarity between the origi-
nal watermark and the extracted watermark.

M-1N-1
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PSNR =10%* Log 255° dB (6)
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In Table 1, the degradation and distortion in the water-
marked images are presented. In Fig.3 one of the images
after some attacks such as brightness, contrast, compression
and rotation is shown. The percentage of recovered water-
mark after these attacks is shown in Table 2. From the re-
sults it can be seen our proposed scheme is robust to several
attacks while allowing to recover the watermark message.
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(a) Brain (b) Knee

Fig.2  Images used in the experiments.

(c) Shoulder

Table 1

Imperceptibility using PSNR (dB) and MSE metrics.
Image PSNR | MSE
Brain 371 12.5
Knee 423 42

Shoulder 41.1 54

Wstemarked |

H
i

__Brightened Contrasted Compressed

Fig.3 Different attacks in the watermarked image.

Table 2  Recovered data after brightness, contrast, JPEG compression
with and 35 degrees rotation.
Image Brightness | Contrast JPEG Rotation
Compression
Brain 98.5% 97.0% 94.5% 81.5%
Knee 99.0% 96.0% 90.5% 83.4%
Shoulder 97.0% 95.5% 91.5% 80.3%

4. Conclusions

We have presented a blind watermarking scheme applied to
medical images that has shown to be robust to several at-
tacks. Additionally, the watermark has been compressed
with the Huffman algorithm and ciphered with RC4 in or-
der to diminish the message size and to add security to the
whole system. The algorithm is robust by both embedding
and extracting the watermark message. Additionally, using
the homogeneity allows us to obtain a better accuracy in the
extraction process than by using a simple LSB method.
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