
The critical success factors for
Security Education, Training and

Awareness (SETA) program
effectiveness: a lifecycle model

Areej Alyami, David Sammon, Karen Neville and Carolanne Mahony
Business Information Systems Department, Cork University Business School,

University College Cork, Cork, Ireland

Abstract

Purpose – This study explores the critical success factors (CSFs) for Security Education, Training and
Awareness (SETA) program effectiveness. The questionable effectiveness of SETA programs at changing
employee behavior and an absence of empirical studies on the CSFs for SETA program effectiveness is the key
motivation for this study.
Design/methodology/approach – This exploratory study follows a systematic inductive approach to
concept development. The methodology adopts the “key informant” approach to give voice to practitioners
with SETA program expertise. Data are gathered using semi-structured interviews with 20 key informants
from various geographic locations including the Gulf nations, Middle East, USA, UK and Ireland.
Findings – In this study, the analysis of these key informant interviews, following an inductive open, axial
and selective coding approach, produces 11 CSFs for SETA program effectiveness. These CSFs are
mapped along the phases of a SETA program lifecycle (design, development, implementation and
evaluation) and nine relationships identified between the CSFs (within and across the lifecycle phases) are
highlighted. The CSFs and CSFs’ relationships are visualized in a Lifecycle Model of CSFs for SETA
program effectiveness.
Originality/value –This research advances the first comprehensive conceptualization of the CSFs for SETA
program effectiveness. The Lifecycle Model of CSFs for SETA program effectiveness provides valuable
insights into the process of introducing and sustaining an effective SETA program in practice. The Lifecycle
Model contributes to both theory and practice and lays the foundation for future studies.
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1. Introduction
Cybersecurity and securing information systems assets has never been more important than
it is today in an ever more connected and pervasive digital world (Khando et al., 2021). In fact,
the cybersecurity market size is expected to surpass US$400bn by 2027 (Lake, 2022). The
devastating effects of cyber-attacks are well documented, therefore, despite security best
practices being widely known “people routinely fail to protect their digital assets” (Haney and
Lutters, 2021, p. 485). Furthermore, with the number of cyber-attacks also increasing each
year, “adequate cybersecurity measures are becoming a necessary venture for companies of all
shapes and sizes” (Lake, 2022). Organizations use various strategies to safeguard their
information systems and information assets against security threats. However, a Security
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Education, Training andAwareness (SETA) program is one of themost prominent strategies
used for controlling information security (IS) security threats and protecting information
assets, and many researchers recommend establishing a SETA program as part of the
organization’s overall IS/cyber security strategy (Alshaikh et al., 2018; Kirova and Baum€ol,
2018; Tsohou et al., 2015; D’Arcy et al., 2009). In fact, a Google search of “Security Education,
Training, and Awareness programmes” provides an array of results to choose from,
including training course options, industry insights and academic research studies. While
several SETA program definitions can be found in the literature, despite their variability,
they all hold the employee central in their focus. Therefore, a SETA program is most often
viewed as an educational process that is designed to reduce the number of accidental security
breaches that occur due to a lack of employee awareness of IS security issues/threats
(Whitman and Mattord, 2008; D’Arcy et al., 2009; Puhakainen and Siponen, 2010; Han et al.,
2017; Alshaikh et al., 2018; Barlow et al., 2018; Yoo et al., 2018; Dhillon et al., 2020).

The significance of SETA programs is widely accepted by both academics and
practitioners (Alshaikh et al., 2018; Tsohou et al., 2015; D’Arcy et al., 2009; Wilson and Hash,
2003). Based on a review of the literature, SETA programs typically address the following:
[1] provides individuals with knowledge regarding organizational IS security threats
(AlMindeel and Martins, 2020; Dhillon et al., 2020; Alshaikh et al., 2019; Yoo et al., 2018;
Bulgurcu et al., 2010; Mahmood et al., 2010; D’Arcy et al., 2009); [2] clarifies existing technical
and procedural countermeasures available to individuals (Silic and Lowry, 2020; Pastor et al.,
2010); [3] highlights the organizational sanctions faced by individuals for security policy
violations (Cram et al., 2019; Barlow et al., 2018; Herath et al., 2018; Karjalainen et al., 2013;
Puhakainen and Siponen, 2010; Siponen and Vance, 2010) and [4] improves individuals
awareness of their roles and responsibilities in protecting the organization’s information
assets (Tsohou et al., 2015; Lebek et al., 2014; Tsohou et al., 2012; Karjalainen and Siponen,
2011; D’Arcy et al., 2009).

Despite the prominence of SETA programs for organizational IS security, “only a small
portion of practitioners” claim that their SETAprograms are “very effective” (Hu et al., 2021,
p. 1). Furthermore, Talib et al. (2010) have observed that while some organizations claim to
measure the effectiveness of their SETA programs, no actuals are provided as to the level
of effectiveness. It is reported that poor SETA program effectiveness is linked to the
programs failure to achieve its goal of impacting positively on employee security-related
behaviors (Alshaikh et al., 2021; Hu et al., 2021; He and Zhang, 2019; Alshaikh et al., 2019).
A lack of a “systematic understanding” of the “nature of SETA programmes” and their
impacts on “security-related beliefs” is viewed as a possible reason for this lack of
effectiveness (Hu et al., 2021, p. 1). In fact, Alshaikh et al. (2021, p. 1) argue that existing
SETA programs are “suboptimal” as they “aim to improve employee knowledge acquisition
rather than behavior and belief.” Therefore, more theorizing and conceptual clarity is
needed in investigating the effectiveness of SETA programs (c.f. Alshaikh et al., 2021;
Hu et al., 2021; Kirova and Baum€ol, 2018; Puhakainen and Siponen, 2010), given the
organizational challenge. For example, organizations put security policies in place and
strive to ensure that employees are aware of IS security threats and behave in a way that
mitigates against IS security risks. Typically, these organizations manage their approach
to IS security on a continuous basis in an effort to cultivate a compliant culture among
employees.

Further leveraging this need for conceptual clarity, research is still required on the
design, development, implementation and evaluation phases of the SETA program lifecycle
(Alyami et al., 2020; Alshaikh et al., 2018). For example, where empirical studies
investigating the effectiveness of SETA programs exist, they fail to examine all phases of
the SETA program lifecycle (design, development, implementation and evaluation), tending
to focus more on one or two of the lifecycle phases (c.f. Puhakainen and Siponen, 2010;
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Okenyi and Owens, 2007; Silic and Lowry, 2020; Rantos et al., 2012). Therefore, while there
are several guidelines from academia available to organizations to support the introduction
of SETA programs, a question remains about the theoretical grounding and empirical
evidence available, in current literature, around these guidelines, when it comes to
“developing an effective SETA programme to change employee behaviour” (Alshaikh et al.,
2021, p. 2). In effect, despite the fact that there is a growing volume of research around SETA
programs, there is still limited research of “practical value” available on “organisational
strategies to improve” SETA programs, with recommendations to guide the development of
SETA programs being “fragmented and dispersed” and not cumulative in nature (Alshaikh
et al., 2021, p. 3). Therefore, through leveraging the SETA program lifecycle phases, this
paper sets out to address this research need by exploring the following research
questions:

RQ1. What are the critical success factors (CSFs) for SETA program effectiveness? and

RQ2. How are these CSFs related to each other?

These CSFs are mapped against the phases of the SETA program lifecycle and the
relationships identified between the CSFs are highlighted. The CSFs and their relationships
are visualized in a Lifecycle Model of the CSFs for SETA program effectiveness.

The paper is organized as follows: Section 2 presents a background to the study; Section 3
describes the methodology, particularly the data gathering and data analysis techniques
used; Section 4 presents the findings which identify the CSFs for SETA program
effectiveness (RQ1) and the relationships between these CSFs (both within and across the
SETA program lifecycle phases) (RQ2); Section 5 presents an evaluation of our findings
(visualized as a Lifecycle Model) against the existing literature and, lastly, section 6 presents
the conclusions and contributions of the research.

2. Background
Existing research on SETA programs suggests that their role is “complex” andmany can have
“intended and unintended outcomes” (Reeves et al., 2021, p. 8). However, where cybersecurity
professionals deliver organizational SETA programs to improve cybersecurity behavior “they
are often poorly received by employees” and “employee behaviour continues to be the primary
cause of cyber vulnerabilities” (Reeves et al., 2021, p. 1). Therefore, the extent to which SETA
programs “succeed in producing positive outcomes remains unclear” (Reeves et al., 2021, p. 1).
Whether this is because of organizational security policy, security management frameworks,
employee behavior or employee awareness or a multiplicative effect of all these areas, it is
something that still needs to be unpacked.

IS/cyber security researchers “consistently argue” that organizations need SETA
programs “to raise employees’ awareness of security risk, and to provide them with the
required skills and knowledge to comply with security policy” (Alshaikh et al., 2021, p. 1).
However, it’s increasingly clear from the IS/cyber security literature that the effectiveness of a
SETA program “requires ongoing voluntary compliance from employees” (Pham et al., 2019,
p. 134). Therefore, the organizational challenge is to develop engaging SETA programs “to
promote andmaintain the requisite user behaviors to increase cybersecurity” (Pham et al., 2019,
p. 134). In fact, according to He and Zhang (2019, p. 249) “many organisations cybersecurity
training and awareness programmes fail to achieve their goals.” While the reasons provided
suggest a sense of “security fatigue” (He and Zhang, 2019, p. 249) or “advice fatigue” (Reeves
et al., 2021, p. 1) for employees, where “employees feel bored” and “lack enthusiasm to
participate” (He and Zhang, 2019, p. 249) in such SETA programs. Furthermore, this sense of
employee “security fatigue” comes at a significant organizational cost, where, despite
significant investment in SETA programs, the “rate of unintended breaches of security
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directives is still increasing” with “70% of security incidents” attributed to employee non-
compliance with security policy (Alshaikh et al., 2021, p. 1). This reality can better qualify the
reason why the market for cybersecurity awareness training is anticipated to increase to a
value of US$12.1bn by 2027, representing a compound annual growth rate (CAGR) of 45.6%
from 2022 to 2027 (Global Market Estimates, 2022).

IS/cyber security is best viewed as “multidisciplinary in nature” where the non-technical
(human) aspect plays as major a part as the technical aspect (Khando et al., 2021, p. 2). Indeed,
Khando et al. (2021, p. 2) suggest that organizations invest significant amounts in
“technological countermeasures” as they “continuously struggle to maintain the security of
their information assets,” but they also highlight that it is simply not enough. In short,
humans are found to be one of the “weakest links” in attempts to secure information systems
assets and human errors are the “direct and/or indirect cause of the majority of security
incidents” (Khando et al., 2021, p. 2). In fact, Alotaibi et al. (2016, p. 661) argue that providing
education and training to systems users is essential “to increase awareness about
cybersecurity”; however, they also stress that the mode of education delivery “has to be
effective in creating an impact on users” to ensure behavioral change. In fact, it is this absence
of behavioral change that leads to a questioning of SETA program effectiveness. For
example, Talib et al. (2010) argue that employees who receive IS/cyber security training are
more aware of a great variety of IS/cyber security issues/threats and the training also has a
positive effect on their actual practices; however, they further highlight that not all practices
are positively impacted to the same degree which causes concern around the overall
effectiveness of SETA programs. Therefore, “simply undertaking training or having an
awareness of an issue does not necessarily imply practice” (Talib et al., 2010, p. 200). Extant
research also suggests that learning about security “in a more active sense” is better than
“simply reading reference material” (Furnell et al., 2002, p. 357). In fact, Alotaibi et al. (2016,
p. 661) also argue that serious games (as part of a games-based learning approach) “are
proved to be effective tools for training and achieving a behavioural change.” Therefore,
building a balance of technical and non-technical competencies in cybersecurity within
organizations can be seen as critical to progress the effectiveness of an organizational SETA
program.

3. Research methodology
To fulfill the research objective and answer the research questions, this research follows an
exploratory design. As agreed by Marshall and Rossman (1989), the purpose of an
exploratory research approach is to investigate a little-understood phenomenon.
Therefore, being inspired by features of the Gioia Methodology, which is positioned as a
“systematic inductive approach to concept development” (Gioia et al., 2012, p. 17) and
assumes that “the organisational world is socially constructed” (Gioia et al., 2012, p. 17), we
aim to conceptualize the practitioner voice and not “substitute practitioners’ understandings
for theory” (Markus and Rowe, 2021, p. 273). As a result, in data collection there is a need to
“give extraordinary voice to informants, who are treated as knowledgeable agents”; while in
data analysis there is a need to maintain “the integrity of 1st order (informant-centric)
terms” during initial data coding and further “organise 1st-order codes into 2nd-order
(theory-centric) themes” (Gioia et al., 2012, p. 18). We embrace the Gioia Methodology
because it encourages originality in our theorizing where what we already know does not
limit “what we can know” (Gioia et al., 2012, p. 16). In using the Gioia Methodology, we are
looking to develop new concepts linked to how organizations organize themselves to
deliver more effective SETA programs.

The CSFs for SETA program effectiveness are the outcome of this exploratory inductive-
theorizing research approach. Furthermore, interpretive qualitative research is an
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appropriate research design to apply when exploring CSFs and several scholars have
investigated and explored CSFs in IS by applying qualitative methods (c.f. Alhassan et al.,
2019). For the purposes of this research, CSFs are defined as “key areas where things must go
right in order to successfully achieve objectives and goals” (Bullen and Rockart, 1981, p. 9).
In essence, their continuing popularity is linked to their most valued characteristic of
simplicity as a statement of focus and action (Alyami et al., 2022). It is argued that CSFs are an
established approach for providing guidance as a “popular simplification mechanism to assist
managers” (Borman and Janssen, 2013, p. 86). This explains why CSFs have been widely
investigated and used in IS research and in practice over the last three decades, thereby
making sense of problems by identifying the factors that could influence business activities
and outcomes (c.f. Alhassan et al., 2019).

3.1 Data gathering
In this research, we adopt the “key informant” approach for data gathering and engage with
key informants through semi-structured interviews. A key informant is an expert in a
particular field who is highly experienced and knowledgeable. According to Marshall (1996),
the five criteria for selecting a key informant are as follows: (1) knowledge (the informant
should have a depth of information and experience of the phenomenon); (2) willingness (the
informant must be willing to communicate and share their knowledge and experience);
(3) communicability (the informant should be able to transfer their knowledge in a way that is
understandable to the interviewer); (4) impartiality (the informant should be unbiased and any
relevant biasesmust be disclosed beforehand to the interviewer) and (5) role in community (the
informant should understand how their role contributes to an understanding of the
phenomenon). Therefore, key informants were selected based on their position, experience and
professional knowledge about IS/cyber security, particularly SETA program effectiveness.

Interviews are considered one of themost suitable data gathering techniques for collecting
rich and detailed data from industry experts (Koh and Tan, 2011; Marshall and Rossman,
1989) and are a typical data-gathering technique with the key informant approach
(Whittaker, 2012; Barker et al., 2005). The semi-structured interview is suited to explore new
ideas, capture new phenomena and identify the rich contextualized detail of complex
concepts. In total, 20 individual semi-structured interviews were conducted with selected key
informants from various geographic locationswhich included the Gulf nations (Saudi Arabia,
United Arab Emirates, Qatar and Kuwait), the Middle East (Egypt and Lebanon), USA, UK
and Ireland. Table 1 provides a list of the key informants’ current role, years of experience,
industry sector, qualifications and interview duration. The key informants were recruited
through (1) prior knowledge of, andworking relationships with, practitioners currently active
in IS/cyber security; (2) speakers at practitioner conferences and webinars and (3) LinkedIn
connections.

In this study, we conduct a series of semi-structured interviews where each key informant
reveals their experiences (positive and negative) with delivering SETA programs.
In particular, we are most interested in exploring two sides of a key informant’s SETA
program experience, namely the “what” and the “how” across the SETA program lifecycle
phases (design, development, implementation and evaluation). This simply translates as
“what” action they need to take and “how” they enable that action in their role (leading a
SETA program). These actions are also in the context of the key informant striving for the
best possible outcome (an effective SETA program). Therefore, all the interviews started by
introducing the objective of the research. Each interviewee was then asked to provide a brief
summary of their background. Thereafter, topics relating to the factors critical to the success
of SETA programs throughout the lifecycle phases (design, development, implementation and
evaluation) were discussed. See Appendix A for the Interview Guide used.
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Interviews took place over seven months (between April 2021 and October 2021) and ranged
in duration from 40 to 60 min with an average duration of 50 min. Due to the coronavirus
disease 2019 (COVID-19) restrictions, all interviews were conducted virtually through MS
Teams. All participant engagement and research data management practices have been
approved under institutional ethical approval (UCC ethical approval number: Log 2021 - 024).
The interviews were conducted in two languages: Arabic and English. Four interviews from
theMiddle East were originally done inArabic and translated into English by the lead author.
The remaining 16 interviews were conducted in English. All the interviews were transcribed
line by line and checked against the voice recordings, where necessary, to ensure the accuracy
of the interview transcription process.

3.2 Data analysis
Data analysis is a crucial step in qualitative research (Leech and Onwuegbuzie, 2008). Its
main purpose is to develop an understanding of the phenomenon of interest (Kawulich, 2004).
In this research we adopt an inductive open, axial and selective coding approach as part of
our qualitative data analysis. This approach to coding allows us “to communicate and connect
with the data to facilitate the comprehension of the emerging phenomena and to generate theory
grounded in the data” (Basit, 2003, p. 152). Therefore, during open coding we aim to generate
concepts/categories from field data (c.f. Walsham, 2006) through a “process of breaking down,
examining, comparing, conceptualizing, and categorizing data” (Strauss and Corbin, 1990,
p. 61). Moving through the open coding process affords us the opportunity to identify the key
ideas hidden within the key informant interview data (concepts/categories) and related to the
phenomenon of interest (c.f. Bhattacherjee, 2012). Furthermore, during axial coding
(the second reading of the data), we are thinking systematically about the data in order to
link the emergent categories and form relationships (c.f. Alhassan et al., 2019; Bhattacherjee,
2012; Dezdar and Sulaiman, 2009; Strauss and Corbin, 1990). Finally, during selective coding
we tell the story of the core categories that emerge (c.f. Strauss and Corbin, 1990).

For this research, the open, axial and selective coding process took place over a 13-month
period (from May 2021 to May 2022). The tempo with which the key informant interviews
were completed dictated the tempo with which the coding of the data progressed. There was
also a constant reflection back to the literature (e.g. SETA program effectiveness and SETA
program lifecycle) throughout the inductive coding process. During the coding process, the
research team followed “collaborative reflection” to offer a “diversity of perspectives” and
challenge assumptions (c.f. Olmos-Vega et al., 2022, pp. 5-6). These research team discussions
maintained the ongoing accuracy and consistency of the codes/concepts being generated
through the coding processwhile also allowing for a constant comparative analysis effort and
consolidation of the codes/concepts into higher-order categories. This afforded the other
members of the research team the opportunity to provide an external challenge to the lead
author (giving a somewhat more “objective” view to the lead author – having not been “in the
weeds” coding each interview transcript).

During open coding, this collaborative reflection, between the four-member research team,
took place on four specific occasions, as follows: June 2021 (discussing the codes generated
across 3 interviews), July 2021 (discussing the codes generated across 6 interviews),
September (discussing the codes generated across 15 interviews) and October 2021
(discussing the codes generated across all 20 interviews). To enable this collaborative
reflection, the lead author transcribed each key informant interview and generated a
structured transcript, which they then coded (reading the transcript sentence by sentence and
following an inductive open coding approach). The open coding procedure for the 20 key
informant interviews resulted in 212 coded excerpts relating to the factors impacting on the
effectiveness of a SETA program. These 212 coded excerpts led to the emergence of 15
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categories mapped across the 4 SETA program lifecycle phases. Specifically, the code/
category distribution is as follows: design phase: 95 coded excerpts across 8 categories,
development phase: 27 coded excerpts across 4 categories; implementation phase, 50
coded excerpts across 5 categories and evaluation phase: 40 coded excerpts across 3
categories. Thereafter, unpacking the categories with at least five key informant voices (25%
coverage) led to: [i] the removal of four categories (reducing the number of coded excerpts to
187) and [ii] the emergence of the CSFs (11 remaining categories) for SETA program
effectiveness. The category with the highest coding frequency and key informant voices
across each of the SETA program lifecycle phases is as follows: design phase – 22 coded
excerpts in the “Assessment Needs” category (extracted from 18 key informants),
development phase – 14 coded excerpts in the “Communication” category (extracted
from 12 key informants), implementation phase – 28 coded excerpts in the
“Communication Channel” category (extracted from 17 key informants) and evaluation
phase – 24 coded excerpts in the “Periodic Assessment” category (extracted from 20 key
informants). See Table 2 for an analysis across all 11 CSFs and Appendix B for the
distribution of contributing key informants to CSFs (ranked in descending order).

Lifecycle phase
CSF (ranked order within
lifecycle phase) Category

Coded
excerpts

KI
frequency

CSF
rank

Design CSF-DS1: Conduct an Initial
Assessment of Employee
Security Awareness

Assessment
Needs

22 (12%) 18 (90%) 2

CSF-DS2: Know Your
Audiences to Ensure Content
Suitability

Target Audiences 21 (11%) 18 (90%) 3

CSF-DS3: Make a Yearly Plan
to Align Goals and Objectives

Goal/Objective 16 (9%) 16 (80%) 5

CSF-DS4: Design for Cultural
Context and Employee Cultural
Diversity

Culture 14 (7%) 14 (70%) 6

CSF-DS5: Adhere to
Organizational Security Policy
and the “Law of the Land”

Policy 11 (6%) 11 (55%) 9

CSF-DS6: Build Security
Awareness Campaigns

Communication 11 (6%) 9 (45%) 11

Development CSF-DV1: Sustained
Communication of Relevant
Messages

Communication 14 (7%) 12 (60%) 8

Implementation CSF-IM1: Apply Diverse
Methods to Deliver Security
Awareness Messages

Communication
Channel

28 (15%) 17 (85%) 4

CSF-IM2:Motivate Employees
to Engage in Security
Awareness

Motivation 11 (6%) 11 (55%) 10

Evaluation CSF-EV1: Maintain Quarterly
Evaluation of Employee
Performance

Periodic
Assessment

24 (13%) 20 (100%) 1

CSF-EV2: Measure Employee
Reporting of Security Incidents

Incident
Indication

15 (8%) 14 (70%) 7

Total 187
(100%)

20 (100%)

Source(s): Authors’ own creation/work

Table 2.
Key informant
frequency and coded
excerpt distribution for
each CSF
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From November 2021 to January 2022, the analysis of the open coding outputs produced the
initial list of 11 CSFs for SETA program effectiveness. These CSFs emerged as a result of
grouping similar codes/concepts into higher-order, more abstract concepts, called categories.
Again, through embracing collaborative reflection, the lead author shared these CSFs on
three specific occasions as follows: November 2021 (discussing the codes/category and
narrative generated for the first CSF), December 2021 (discussing the codes/categories and
narratives generated for all 11 CSFs) and January 2022 (discussing the 2nd draft narratives
for all 11 CSFs). See Figure 1 for a sample of our open coding.

As part of our axial coding approach, which took place from February 2022 to May 2022,
we identified several relationships between the CSFs (categories) generated during open
coding. These relationships were identifiedwhere a coded excerpt (from a key informant) was
linked to more than one CSF (as part of open coding), thereby suggesting a potential
relationship being explained by a key informant.We deemed this relationship as relevant if it
suggested a “cause and effect” type relationshipwas present in their story of achieving SETA
program effectiveness. Again, we embraced collaborative reflection, where the lead author
and 2nd author shared their interpretations of the prospective CSF relationships, on an
almost fortnightly basis, throughout the four-month period. See Figure 2 for a sample of our
axial coding.

Finally, our effort at selective coding allows us to tell a compelling theorizing story around
the outputs (the 11 CSFs for SETA program effectiveness and the 9 relationships between
these CSFs). See Figure 3 for our Lifecycle Model of CSFs for SETA program effectiveness.
The genesis of our model is similar in nature to that of the relationships between the building
blocks of the digital transformation process proposed by Vial (2019). For example, the arrows

Figure 1.
A sample of our open
coding (a snapshot of
the highest frequency
categories across the
four lifecycle phases)
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“detail an overarching sequence of relationships” described by the key informants, as opposed
to presenting “a statistical relationship or a causality found in variance models” (Vial, 2019,
p. 122). In the next section, we discuss the research findings which are then presented as a
Lifecycle Model of CSFs for SETA program effectiveness.

Figure 3.
The Lifecycle Model of
CSFs for SETA
program effectiveness

Figure 2.
A Sample of our axial
coding (a snapshot of
the within phase and
across phase CSF
relationships)
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4. Findings: the CSFs and the CSF relationships
In this section, we set about answering our research questions (based on our analysis of the 20
key informant interviews). In section 4.1, we present the 11 CSFs for SETA program
effectiveness (RQ1). In section 4.2, we present 9 relationships between the CSFs within (4) and
across (5) the SETA program lifecycle phases (design, development, implementation and
evaluation) (RQ2).Ashighlighted inTable 2, our analysis revealed six CSFs relating to thedesign
phase, one CSF relating to the development phase, two CSFs relating to the implementation
phase and two CSFs relating to the evaluation phase. The 11 CSFs and the 9 relationships are
visualized in the Lifecycle Model of CSFs for SETA program effectiveness (see Figure 3).

4.1 CSFs for SETA program effectiveness (RQ1)
In this section, we present these CSFs in a ranked order (based on the frequency count of
coded excerpts) within each SETA program lifecycle phase.

4.1.1 CSF-DS1: conduct an initial assessment of employee security awareness. Based on our
analysis, this CSF captures the story behind the “Assessment Needs” category within the
design phase of the SETA program lifecycle. This CSF highlights the fact that conducting an
initial assessment is an essential factor in designing a SETA program. Primarily, a focus on
determining what the employees understand about the organization’s security policy is
crucial, alongwith an understanding of their appreciation of the risks associatedwith current
cyber security threats. Within this study, the key informants suggest conducting an initial
assessment using tools like surveys or quizzes in an effort to gauge how knowledgeable the
employees are about IS security issues. For example, one key informant (KI1) mentions
“completing a test on IS security to realize what the employee understands exactly about
information security,” while another informant (KI8) suggests “an initial assessment to
understand what is working and what is not working.” It is also noteworthy that employees at
various levels within the organization will have different types of assessments to complete.
For example, the assessment that an IS security manager completes will be different to the
one completed by the end-user. As noted by one of the key informants (KI2), “each level has a
specific security awareness programme regarding cybersecurity.” Therefore, this CSF
emphasizes that identifying the current level of understanding around cybersecurity
issues, as part of the design phase of a SETA program lifecycle, will increase the likelihood of
successful SETA program outcomes.

4.1.2 CSF-DS2: know your audiences to ensure content suitability. Based on our analysis,
this CSF captures the story behind the “Target Audiences” category within the design phase
of the SETA program lifecycle. This CSF highlights the importance of allocating the
appropriate privileges to employees, using their organizational role to determine their
security responsibilities. Identifying “who your audiences are” is critical in designing a SETA
program to ensure content suitability. Within this research study, key informants explain
how most organizations set up a SETA program based on their audiences’ levels. Therefore,
materials used must be appropriate for each level to ensure that employees understand the
contents of the security training. For example, one key informant (KI7) comments, “we start to
plan to design a SETA programme based on audience classification, it’s important to provide
the material based on knowing those who we are speaking to understand what we are saying
[. . .].” It is clear that a top management employee has different security training to a new
graduate employee. As one key informant (KI14) states, “so employees working in operation
sites, oil production, or HR, etc., they might see some different pieces of training and sometimes
different material.” Thus, each job role in the organization has specific responsibilities such
that the requisite IS security training needs are different.

4.1.3 CSF-DS3: make a yearly plan to align goals and objectives. Based on our analysis, this
CSF captures the story behind the “Goal/Objective” category within the design phase of the
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SETA program lifecycle. This CSF highlights the importance of communicating the SETA
program objectives (knowing what is required to be delivered) clearly and consistently to the
employees. It is also important to ensure that the SETA program goals meet the specific
needs of the organization (as captured in its strategy) and these two aspects are aligned
during the design phase. Within this research study, key informants suggest that a yearly
plan be devised to determine the objectives and design of the SETA program based on the
activities it wants to achieve. For example, one key informant (KI6) states, “[. . .] every year we
make a plan, determine our goals or objectives of the year, then we design activities for the
awareness programme to see how to execute the plan [. . ..].” In addition, each year, most
organizations update their objectives regarding the SETA program. Another key informant
(KI3) comments, “[. . .] if it wasn’t specifically designed, the organisational SETA programme
would not succeed. As well, if its objectives are not associated with the strategies of the
institution, it will not work.” This suggests that organizations should create a plan for
designing a SETA program and that plan should contain what is necessary to be delivered,
such as the types of IS security issues or topics.

4.1.4 CSF-DS4: design for cultural context and employee cultural diversity. Based on our
analysis, this CSF captures the story behind the “Culture” categorywithin the design phase of
the SETA program lifecycle. This CSF focuses on the criticality of understanding the cultural
diversity in the organization when designing a SETA program, simply because the
cybersecurity message can be interpreted differently from one culture to another. Employees
come from different backgrounds, and it is necessary to understand this diversity. Various
aspects of cultural context require focuswhen designing a SETAprogram, such as: language,
knowledge, level of education, age and gender. All these aspects contribute to a successful
SETA program outcome. For example, within this research study, the key informants come
from many countries and all these countries have their own culture. Therefore, if our key
informants represented a typical organization’s employees, then these differentiations would
need to be considered when designing a SETA program. For example, the cultures of Saudi
Arabia, Egypt and UAE care more about language, and as a result, use artefacts for SETA
programs, such as videos and posters in Arabic, to make the message more attractive and
easier to understand as stated by one key informant (KI16), “culture is an important factor to
consider when you want to design an awareness program, we design the videos in the Arabic
language that contains street language; we noticed the employees interact with these kinds of
videos.” However, understanding culture across different geographical locations in terms of
knowledge, language and education further contributes to the success of a SETA program.
As commented by key informant (KI1), “[. . .] design the SETA programmes in a way that is
close to the culture to make it a success.” Therefore, each culture has specific characteristics
that make it unique from other cultures and this must be appreciated to ensure the
effectiveness of the SETA program.

4.1.5 CSF-DS5: adhere to organizational security policy and the “law of the land”. Based on
our analysis, this CSF captures the story behind the “Policy” category within the design
phase of the SETA program lifecycle. This CSF focuses on the guidelines and procedures
needed to protect the IS assets of the organization. These factors can be regulation or
legislation that helps to modify employee IS security behavior. It is critically important that
all of the organizational security policies and the “law of the land” are adhered to when
designing a SETA program (e.g. General Data Protection Regulation (GDPR) in Ireland and
the Saudi ArabianMonetary Authority (SAMA) in Saudi Arabia).Within this research study,
key informants stress that the organization should be aware of all regulations and policies.
Each country has its own rules and regulations regarding data privacy and data security as
mentioned by one key informant (KI1), “most of the organizations design SETA programmes
in-house, and these programmes should align with their security policy. For example, laws in
some countries are different.” In addition, all employees in the organization are obliged to be
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aware of the information security policy within their organization. Each organization has its
own policies, for instance, the restriction on the sharing of passwords among employees and
other social engineering issues. For example, one key informant (KI2) stated “all members of
the organization, from the board to the technical employee, have a duty to be aware of the
information security policy and privacy.”Thus, understanding the business requirements and
their policies are fundamental to designing a SETA program.

4.1.6 CSF-DS6: build security awareness campaigns. Based on our analysis, this CSF
captures the story behind the “Communication” category within the design phase of the
SETA program lifecycle. This CSF highlights the fact that targeted awareness campaigns
can update employees (or end-users) on how tomitigate against the potential risks associated
with an IS security threat and keep them informed onwhat is coming and,most crucially, why
they need to care. Within this research study, key informants state the need for discussion at
the end of an IS security training session or awareness campaign. It is as part of these
conversations that individuals understand the security awarenessmessage. For example, one
key informant (KI17) noted, “what is important in this session is to assess if the people are
actually getting your security message [. . .]”. In addition, a security awareness campaign
should be rolled out every three months and a follow-up also organized with employees, for
consistency and reliability, and to emphasize the importance of the security awareness
program to the organization as stated by another informant (KI13), “to build a security
awareness and training program, you need to communicate with all the stakeholders and say
this is coming. This is why you care. People need to understand why it is important [. . .].”
Therefore, to build a security awareness campaign that plays an important role in the success
of a SETA program is of critical importance.

4.1.7 CSF-DV1: sustained communication of relevantmessages.Based on our analysis, this
CSF captures the story behind the “Communication” category within the development phase
of the SETA program lifecycle. This CSF is based on how to communicate with audiences
regularly and how to follow up with updated materials and topics. The security message
should be repeated differently because the audience can lose concentration and forget. Thus,
continuous communication with employees regarding IS security practices is an effective
way to assist them in reducing security incidents and breaches. Within this research study,
key informants highlight the importance of sustainable communication with the employees
for the development of the SETA program. For example, one key informant (KI1) notes, “we
need to direct and inform the employees that this issue of security awareness is not only crucial in
their work environment but also in their life routine.” Effective communication clarifies why
some issues are not permitted. It can show the employees examples of real-life cases of human
errors at play while informing them of the enormity of the problems by using pictures and
real stories as stated by one key informant (KI5), “[. . .] when we have a real human error,
telling them this is a real problem by proving this with pictures and real stories with
consequences, is invaluable [. . .]. In addition, security training and awareness materials must
be updated based on current situations. For instance, one key informant (KI11) comments,
“we are facing problems such as Covid-19 and working remotely. It is important to have
materials based on this situation, so they can connect both things and will never forget whatever
was given.”Thus, it is necessary to always remind the employees that IS security issues exist
all the time, whether in the work environment or in one’s personal life.

4.1.8 CSF-IM1: apply diverse methods to deliver security awareness messages. Based on our
analysis, this CSF captures the story behind the “Communication Channel” categorywithin the
implementation phase of the SETA program lifecycle. This CSF highlights that organizations
use various approaches to deliver SETA program messaging. For example, they can deliver
security awareness messages via SMS texts, emails, online courses, face-to-face meetings,
videos, quizzes and posters. In addition, by placing security awareness messages on internal
screens in public areas, such as corridors, employees are reminded frequently of this security
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issue. Thus, organizations determine the best methods to use to implement their SETA
programmessaging based on their resources, size and budget. Within this research study, key
informants identified the various methods to deliver a successful SETA program as
commented by one key informant (KI2), “the best security awareness programmes include
various IS security delivery methods because we have to consider individuals’ differences.” The
popular method used to implement a SETA program is computer-based training (CBT) that
includes all training materials and quizzes. It is a platform that anyone can access anywhere.
However, the latest trending method is “gamification” which is a very interactive application
like playing a game. The organization engages the user by sending out materials or videos and
employees can watch the videos and answer the questions accompanying them. For example,
one key informant (KI9) states, “the new trend in Cybersecurity Awareness is ‘gamification’ -
conducting games for employees [. . .].”All organizations have access to this and othermethods
to promote security awareness to their employees.

4.1.9 CSF-IM2: motivate employees to engage in security awareness. Based on our analysis,
this CSF captures the story behind the “Motivation” category within the implementation
phase of the SETA program lifecycle. This CSF highlights those employees can be
encouraged to adhere to IS security policies by earning a bonus or other recognition (reward)
based on their practices. This can have a positive impact on the effectiveness of the
organization’s SETA program. In this research study, key informants mentioned several
methods to motivate employees to embrace IS security training. For example, employees can
be invited to complete several tasks such as quizzes or videos that are assigned scores. These
scores can waive other requirements such as attending security awareness courses. This
methodwas described by a key informant (KI11) as follows: “I think it is a really good incentive
for employees. If the employee can pass the quiz with 100%. You don’t have to watch the video
[. . .].” This type of motivation encourages the employee to learn necessary materials to pass
quizzes. An employee can also bemotivated by attending events or celebrations that promote
the organization’s security policy. One key informant (KI1) from Saudi Arabia mentions,
“some government agencies contributed to arranging activities and are welcoming of the
employees’ families and their children by giving colouring books to their children [. . .].” These
events include recommendations about appropriate security practices to promote security
awareness. Additionally, focusing on the social sidemotivates employees to attend the events
and understand the IS security issues in a social setting.

4.1.10 CSF-EV1: maintain quarterly evaluation of employee performance. Based on our
analysis, this CSF captures the story behind the “Periodic Assessment” category within the
evaluation phase of the SETA program lifecycle. This CSF focuses on providing a year-end
evaluation summary to measure each employee’s performance, level of awareness and
number of training sessions completed. This evaluation is a report of the employee’s progress
and provides guidance on improvements to bemade. For example, one of the significant tools
for evaluating employees’ performance in the annual report is the Key Performance
Indicators (KPIs) related to IS security issues, such as cybersecurity attacks, phishing
campaigns, sharing password policy breaches, etc. Each quarter, most organizations use
KPIs to evaluate employee performance and the percentage that fulfill the training
requirements, in order to assess the knowledge retained by employees and thereby review the
effectiveness of the SETA program. Within this research study, key informants highlight
several techniques to assess the employees’ responses to the SETA program. One of the
techniques used is a survey/questionnaire to evaluate employee knowledge before and after
they have undergone training. This type of evaluation answers important questions such as
have we overcome the challenges? Or, did we make the same mistakes? One key informant
(KI4) comments, “[. . .] conducting a questionnaire before the training and after to know the
amount of knowledge the employee is getting from the security context. Then we can measure
the effectiveness of these programmes [. . .].” Another technique is the use of quizzes.
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After completing IS security training, passing a quiz can be an effective tool to evaluate the
employee’s performance as mentioned by one key informant (KI12), “passing the quizzes can
assess the employee behavior and level of awareness [. . .].”Lastly, by using the KPIs technique,
it is possible to identify the number of training sessions/programs the employees attended
and completed. A key informant (KI15) explains this, “[. . .] we need to convince the
management that the programme is doing great, and that employee behaviour is being changed.
So, KPIs could be used to evaluate them.” These tools, therefore, assist in the evaluation of
employee performance with regard to SETAprograms and this also provides an indication of
the program’s success.

4.1.11 CSF-EV2: measure employee reporting of security incidents. Based on our analysis,
this CSF captures the story behind the “Incident Indication” category within the evaluation
phase of the SETA program lifecycle. This CSF highlights the security incidents reported by
the employee. Most organizations use phishing campaigns to simulate attacks. They want to
know how many of the employees click the suspicious links, to measure the employees’
awareness and knowledge regarding IS security issues. Thus, an increase in the number of
suspicious links or other incidents reported by the employees is a valuable indication of
the SETA program’s effectiveness. Within this research study, key informants described the
methods to evaluate employee behavior and the level of their awareness regarding the
detection and reduction in security incidents. When the employee sends emails to the IS
security department to report a suspicious link, that reflects on the success of the SETA
program. For example, one key informant (KI3) comments, “the reporting of a suspicious email
indicated they get the awareness message.”The employees are the strongest link to protect the
organization, provided they are aware of the suspicious emails and report them directly.
In addition, the KPI tool can also be used to compare the current and previous years to
measure the percentage of clicks on suspicious links. If employees recognize a percentage
decrease in clicks, then it shows that the SETA program is effective and improving security
as mentioned by one key informant (KI10), “KPIs as a tool will let you know percentages and
statistics, e.g. how many people clicked on suspicious links [. . .].” Lastly, most organizations
rely on phishing campaigns as a key informant (KI4) states, “a simulation phishing campaign
is used to identify who clicks and opens suspicious emails, and the percentage of those who report
the incident to the security department [. . .].” The main reason for a phishing simulation is to
raise the level of awareness among employees. Therefore, reducing the number of security
incidents (e.g. clicks on suspicious links) would show that the level of awareness is increasing
(highlighting SETA program effectiveness).

In the next section, we now examine the CSF relationships within and across the SETA
program lifecycle phases.

4.2 The CSF relationships within and across the SETA program lifecycle phases (RQ2)
Based on our analysis, we identify nine relationships between the CSFs for SETA program
effectives (four relationships between the CSFs within the SETA program lifecycle phases
and five relationships between the CSFs across the SETA program lifecycle phases). Based
on our analysis, these nine relationships within and across the SETA program lifecycle
phases (design, development, implementation and evaluation) are deemed important for SETA
program effectiveness. As described in ourmethodology, these 9 relationships between the 11
CSFs were identified during our axial coding of the excerpts emerging from the 20 key
informant transcripts. Therefore, if a coded excerpt (from a key informant) was linked tomore
than one CSF (as part of open coding), we viewed this as the existence of a potential
relationship between the CSFs (see Figure 2 for a visualization of this process). This pattern
spotting afforded the research team the opportunity to see these “cause and effect”-type
relationships emerge from the key informant stories. Thereafter, as part of our selective
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coding, we were in a position to craft “meaningful boxes and arrows” as part of our “interim
struggles” (theorizing) (c.f. Weick, 1995, p. 389). This iterative process led to the emergence of
the Lifecycle Model of CSFs for SETA program effectiveness (see Figure 3).

Table 3 presents the within phase relationships as follows: CSF-DS3 impacting on
CSF-DS4 and CSF-DS5 (planning); CSF-DS1 and CSF-DS2 impacting on CSF-DS6
(informing); CSF-IM1 impacting on CSF-IM2 (encouraging) and CSF-EV1 impacting on
CSF-EV2 (assessing). Table 4 presents the across phase relationships as follows: CSF-DS6
impacting on CSF-EV2 (valuing); CSF-DS4 impacting on CSF-IM1 (contextualizing);
CSF-IM1 impacting on CSF-DV1 (re-emphasizing); CSF-IM2 impacting on CSF-DS5
(recognizing) and CSF-EV1 impacting on CSF-DS3 (scheduling).

The planning relationship (the direct impact ofCSF-DS3: “Make a Yearly Plan to Align
Goals and Objectives” on both CSF-DS4: “Design for Cultural Context and Employee
Cultural Diversity” and CSF-DS5: “Adhere to Organisational Security Policy and the ‘Law
of the Land’”) illustrates that planning the design of a SETA program around the
organizational needs is influenced significantly by the organizational context (e.g. culture and
security policy). For example, a setup plan to design a SETA program that takes into
consideration (i) the use of Arabic language for Arab countries (cultural context) and (ii) the
adherence to GDPR in Ireland (regulation and policy context). Therefore, considering the
cultural and security policy context in planning, in the design phase of a SETA program, is
critical to delivering an effective program.

The informing relationship (CSF-DS6: “Build Security Awareness Campaigns” is more
effective in the presence of CSF-DS1: “Conduct an Initial Assessment of Employee Security
Awareness” and CSF-DS2: “Know Your Audiences to Ensure Content Suitability”)
highlights that in order to prepare appropriate materials for the audience, it is important to

CSF Has an impact on Relationship Description

CSF-DS3: Make a
Yearly Plan to Align
Goals and Objectives

CSF-DS4: Design for
cultural context and
employee cultural diversity

Planning Enables the design of a
programme plan that aligns with
the organizational cultural
context

CSF-DS5: Adhere to
organizational security
policy and the “Law of the
Land”

Enables the design of a
programme plan that considers
organizational security policy
and geographical legislation

CSF-DS1: Conduct an
Initial Assessment of
Employee Security
Awareness

CSF-DS6: Build security
awareness campaigns

Informing Enables the delivery of
appropriate campaign materials
reflecting the awareness and
knowledge levels of the target
audiencesCSF-DS2: Know Your

Audiences to Ensure
Content Suitability
CSF-IM1: Apply
Diverse Methods to
Deliver Security
Awareness Messages

CSF-IM2: Motivate
employees to engage in
security awareness

Encouraging Enables the use of different
communication methods to
motivate employees to engage
with IS security training
materials

CSF-EV2: Measure
Employee Reporting of
Security Incidents

CSF-EV1: Maintain
quarterly evaluation of
employee performance

Assessing Enables the performance of an
employee to be evaluated using
the number of security incidents
reported by the employee

Source(s): Authors’ own creation/work

Table 3.
The relationships
between the CSFs
within the SETA
program lifecycle
phases
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recognize the level of the audience’s IS security awareness and knowledge. For example, the
campaign should have a classification to provide appropriate materials to the audiences’ level
of understanding of the security awareness message (e.g. introductory, intermediate and
advanced). The introductory content for new “non-IT” employees or the more advanced
content for established IT employees with IS security responsibilities. This “targeted
audience materials” approach will improve SETA program effectiveness.

The encouraging relationship (the direct impact of CSF-IM1: “Apply Diverse Methods
to Deliver Security Awareness Messages” on CSF-IM2: “Motivate Employees to Engage in
Security Awareness”) highlights that applying different communication channels in IS
security training can contribute to employeemotivation. Therefore, an employee selecting the
method most suitable for their engagement with the IS security awareness message or
training materials has a positive impact on SETA program effectiveness.

The assessing relationship (the direct impact of CSF-EV2: “Measure Employee
Reporting of Security Incidents” on CSF-EV1: “Maintain Quarterly Evaluation of
Employee Performance”) highlights that the quantification of the number of times that an
employee reports a security incident is a KPI and can reveal a significant amount about
the effectiveness of a SETA program, at both an organizational and individual level.
For example, at an individual level, an employee with a high percentage of reported incidents
reflects positively on their performance (the know-how they have acquired from the IS
security training) and most likely increases the likelihood of the employee passing the IS
security training. In effect, assessing an employee’s performance (by the number of reported
incidents) is a good indicator of the effectiveness of the SETA program.

The valuing relationship (CSF-EV2: “Measure Employee Reporting of Security
Incidents” is more effective in the presence of CSF-DS6: “Build Security Awareness

CSF Has an impact on Relationship Description

CSF-DS6: Build
Security Awareness
Campaigns

CSF-EV2: Measure
employee reporting of
security incidents

Valuing Enables the use of a simulation
attack to raise employee’s
knowledge of security incidents
and ensures these incidents are
reported appropriately

CSF-DS4: Design for
Cultural Context and
Employee Cultural
Diversity

CSF-IM1: Apply diverse
methods to deliver
security awareness
messages

Contextualizing Enables the use of different
communication channels in
order to deliver a culturally
contextualized security
message

CSF-IM1: Apply
Diverse Methods to
Deliver Security
Awareness Messages

CSF-DV1: Sustained
communication of relevant
messages

Re-
emphasizing

Enables the use of different
communication channels with
the aim of repeating important
security awareness messages

CSF-IM2: Motivate
Employees to Engage
in Security Awareness

CSF-DS5: Adhere to
organizational security
policy and the “Law of the
Land”

Recognizing Enables the motivation of
employees through earning
recognitions and rewards for
complying with IS security
policy and legislation

CSF-EV1: Maintain
Quarterly Evaluation
of Employee
Performance

CSF-DS3: Make a yearly
plan to align goals and
objectives

Scheduling Enables the production of a
new security plan based on the
outcome of the current
organizational performance to
plan

Source(s): Authors’ own creation/work

Table 4.
The relationships
between the CSFs
across the SETA
program lifecycle

phases

CSFs for SETA
program

effectiveness

111



Campaigns”) suggests that running a simulation attack during an employee awareness
campaignwill enable the effectiveness of the campaign to bemeasured. This is possible when
the number of security incidents reported (as a result of the simulation attack) is compared
with the number of employees involved in the security awareness campaign (and targeted in
the simulation attack). Therefore, the higher the number of reported incidents, the better, and
this can be viewed as a simple indicator of SETA program effectiveness.

The contextualizing relationship (the direct impact of CSF-DS4: “Design for Cultural
Context and Employee Cultural Diversity” onCSF-IM1: “Apply Diverse Methods to Deliver
Security Awareness Messages”) highlights that the methods to deliver the security
awareness message must be customized from one culture to another. For example, providing
materials in the Arabic language will make it easy and attractive for Arab country employees
to follow. Therefore, understanding the cultural aspects, such as language, knowledge or
level of education, to inform the choice of a suitable method is key to ensure the effectiveness
of the SETA program.

The re-emphasizing relationship (the direct impact of CSF-IM1: “Apply Diverse
Methods to Deliver Security Awareness Messages” on CSF-DV1: “Sustained
Communication of Relevant Messages”) highlights the need for the use of various
communication channels to ensure that the relevancy of security awareness messages is
delivered in a sustained way and is accessible to all employees. The ability to capture the
attention of all employees, irrespective of their profile or organizational position, is key to the
effectiveness of a SETA program. Therefore, avoiding the assumption that all employees
consume content the “same way,” using a particular means, ensures that the reach is greatest
and the effectiveness of the SETA program is maximized.

The recognizing relationship (the direct impact of CSF-IM2: “Motivate Employees to
Engage in Security Awareness” on CSF-DS5: “Adhere to Organisational Security Policy
and the ‘Law of the Land’”) highlights the importance of motivational methods to engage
employees in an IS security training program. Motivating employees by allocating rewards/
recognition for good practices around the IS security policy will further enhance the
effectiveness of a SETA program.

The scheduling relationship (the direct impact of CSF-DS3: “Make a Yearly Plan to
Align Goals and Objectives” on CSF-EV1: “Maintain Quarterly Evaluation of Employee
Performance”) highlights the need to tailor the plan based on the current evaluation. For
example, the results of the current year evaluation aid the setup of the schedule for the
forthcoming year. This will contribute to the effectiveness of a SETA program.

In the next section, we now discuss the Lifecycle Model of the CSFs for SETA program
effectiveness (which positions the 11 CSFs and the 9 relationships across the 4 lifecycle phases).

5. Discussion: The Lifecycle Model of CSFs for SETA program effectiveness
As presented in Table 5, the 11 CSFs are associated with the design (6 CSFs), development
(1 CSF), implementation (2 CSFs) and evaluation (2 CSFs) phases of a SETAprogram lifecycle.
The Lifecycle Model (Figure 3) captures the relationships between the 11 CSFs (highlighting
the impact of one CSF on another CSF). Where the relationships connect the CSFs within and
across the phases of the SETA program lifecycle, they also highlight the association of design
phase activities with evaluation phase activities, design phase activities with implementation
phase activities and development phase activities with implementation phase activities.

5.1 The SETA program lifecycle phases and the lifecycle model uniqueness
In this research that naming of our SETA program lifecycle phases (design, development,
implementation and evaluation) emerged from an analysis of 59 papers on SETA program
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delivery. There papers covered a period from 2000 to 2021 and were returned following a
search of Scopus, the AIS (Association for Information Systems) eLibrary and the Senior
Scholars’ Basket of eight Journals. Based on our analysis, we define the four lifecycle phases
as follows:

(1) Design: identify the target audience (employee) needs in order to plan, prioritize and
benchmark activities;

(2) Development: align organizational employee needs with the program goals,
content and resources required;

(3) Implementation: use a combination of the appropriate delivery methods to
disseminate the security message;

(4) Evaluation: establish if the goals of the SETA program are achieved.

Our analysis revealed that while each of the 59 papers reviewed focused on activities or
factors linked to one or many phases of a program lifecycle, no individual paper covered all
four phases of a SETA program lifecycle; therefore, 40% covered one phase, 20% covered

Phase CSF
Alshaikh
et al. (2018)

Alshaikh
et al. (2021)

Kirova and
Baum€ol
(2018)

Silic and
Lowry (2020)

Design CSF-DS1: Conduct an Initial
Assessment of Employee
Security Awareness

X X

CSF-DS2: Know Your
Audiences to Ensure Content
Suitability

X X

CSF-DS3: Make a Yearly Plan
to Align Goals and Objectives

X X

CSF-DS4: Design for Cultural
Context and Employee Cultural
Diversity

X

CSF-DS5: Adhere to
Organizational Security Policy
and the “Law of the Land”

X

CSF-DS6: Build Security
Awareness Campaigns

X X

Development CSF-DV1: Sustained
Communication of Relevant
Messages

X

Implementation CSF-IM1: Apply Diverse
Methods to Deliver Security
Awareness Messages

X X X

CSF-IM2: Motivate Employees
to Engage in Security
Awareness

X X X

Evaluation CSF-EV1: Maintain Quarterly
Evaluation of Employee
Performance

X X

CSF-EV2: Measure Employee
Reporting of Security Incidents

X

Total 8 5 5 2

Source(s): Authors’ own creation/work

Table 5.
Evaluating the CSFs

against existing SETA
program effectiveness

literature

CSFs for SETA
program

effectiveness
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two phases and 40% covered three phases. As an example, Puhakainen and Siponen (2010)
present a method to aid the design phase (covering one phase); Tsohou et al. (2015) discusses
success factors for the design and implementation phases (covering two phases), while
Hansche (2001) presents factors to be considered across the design (e.g. identify the program
goal), implementation (e.g. top management commitment) and evaluation (e.g. conduct
periodic reviews) phases of the SETA program lifecycle (covering three phases).

Perhaps unsurprisingly the majority of the 59 papers (70%) are offering insights to the
conversation around the implementation phase, 60% of the papers focused on the design
phase conversation, with 40% of the papers focused on the development phase conversation.
However, only 30% of the papers offered insights to the evaluation phase conversation.
Furthermore, the most commonly occurring multi-phase patterns are the design þ
implementation and the development þ implementation instances (40% each), with the
implementationþ evaluationmulti-phase pattern being poorly represented (20%). Therefore,
there is a strong narrative and guidance available around the implementation and design
phases of a SETA program lifecycle; however, the evaluation phase is underexplored . This
observation is not too dissimilar to that made by Alhassan et al. (2018) when examining the
focus of attention along a Data Governance program lifecycle.

Several studies discuss various factors impacting on SETA program effectiveness
(c.f. Alshaikh et al., 2021; Silic and Lowry, 2020; Alshaikh et al., 2018; Kirova and Baum€ol,
2018). For example, Alshaikh et al. (2021) propose using a social marketing lens to assess the
effectiveness of SETA programs. They leverage the key principles of social marketing in
order to improve the effectiveness of SETA programs, through employee behavior change.
Furthermore, Silic and Lowry (2020) propose implementing a gamification approach as an
effective method for increasing the intrinsic motivation, skills and security policy compliance
of individuals. They suggest implementing a gamification strategy with two main goals: (1)
focusing on positive interventions through gamified training and (2) improving employees’
security knowledge to avoid IS/cyber security threats. Finally, Alshaikh et al. (2018) present
activities (at the level of the organization) across four themes that act as a guide on how to
implement a SETA program. These themes include the implementation approach, employee
motivation, method of delivery and outcome measurement. While Kirova and Baum€ol (2018)
use the Knowledge, Attitude, and Behavior (KAB) model as a framework to examine the
factors that influence the effectiveness of a SETA program. They identify factors (at the level
of the individual) that influence knowledge, attitude, intention and behavior. Therefore,
comparing our findings (11 CSFs for SETA program effectiveness) with those presented in
the literature, a number of observations can be made around the criticality of these CSFs for
SETA program effectiveness.

As presented in Table 5, there is good support in the literature for our CSFs (our
emerging categories). However, these studies discuss some, but not all, of these CSFs
associated with SETA program effectiveness. Furthermore, based on our analysis, we can
see limited investigation into four specific CSFs (centering around four of our emerging
categories) as follows: “Culture” (CSF-DS4), “Policy” (CSF-DS5) in the design phase,
“Communication” (CSF-DV1) in the development phase and “Periodic Assessment” (CSF-
EV1) in the evaluation phase (see Appendix C for a comprehensive digest of the supporting
literature for the CSFs). As a result of reflecting on the existing literature, the uniqueness of
this study (the 11 CSFs for SETA program effectiveness) still holds and represents the most
comprehensive coverage (in a single research study) of the factors critical to the success of a
SETA program. Furthermore, the focus of each of the 11 CSFs presented in this study is
“employee-centric,” therefore, helping to progress the conversation around the necessity for
employee behavior change. These CSFs impact on SETA program effectiveness, in a
positive or negative way, depending on their presence or absence. This is an important
feature of these CSFs where a lack of employee behavior change and engagement is a
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reported concern impacting negatively on SETA program effectiveness. It reiterates the
fact that when designing a SETA program, it is important to appreciate that the purpose of
the program is to assist employees to comprehend their IS/cyber security responsibilities
(Hansche, 2001).

Current research suggests that effective SETA programs are often impacted by (1)
changing employee attitudes (c.f. Posey et al., 2015; Yaokumah et al., 2019; Alshaikh et al.,
2019), (2) increasing employee compliance (c.f. Han et al., 2017; Barlow et al., 2018; Dhillon et al.,
2020), (3) raising employee awareness (c.f. Heikka, 2008; Lebek et al., 2014; Tsohou et al., 2015)
and (4) improving employee practices (c.f. Chander et al., 2013; Kumah et al., 2019; Topa et al.,
2019). Therefore, leveraging our Lifecycle Model (Figure 3), we can in fact map our CSFs to
these four areas of impact. For example, four CSFs (CSF-DS2, CSF-DV1, CSF-IM2 and
CSF-EV1) can be mapped to changing employee attitudes; two CSFs (CSF-DS3 and CSF-
DS5) can be mapped to increasing employee compliance; three CSFs (CSF-DS1, CSF-DS6
andCSF-IM1) can be mapped to raising employee awareness; and two CSFs (CSF-DS4 and
CSF-EV2) can be mapped to improving employee practices (related to IS\cyber
security risks).

Therefore, changing employee attitudes (CSF-DS2, CSF-DV1, CSF-IM2 and CSF-
EV1) demands a focus right across the four phases of the SETA program lifecycle (see
Figure 3). However, increasing employee compliance (CSF-DS3 and CSF-DS5) is linked
more to a concerted effort in the design phase. Furthermore, raising employee awareness
(CSF-DS1, CSF-DS6 and CSF-IM1) highlights the importance of the design phase and
building the right campaigns for the right employees, while also ensuring that the right
approaches are then used to deliver the awarenessmessages to the various targeted employee
cohorts (as happens in the implementation phase). Finally, improving employee practices
(CSF-DS4 and CSF-EV2) demands that consideration be given to employee culture in the
design phase, but thereafter the expectation is placed on employees (in the evaluation phase)
to play their part in ensuring the organizational approach to IS\cyber security works.

6. Conclusions and implications
At the present time, there is growing attention on SETA programs from both the academic
and practitioner communities. The importance of a SETA program to reducing IS security
risks/incidents and to increasing IS security awareness among employees is well
documented. However, a review of the SETA program literature reveals that there is a
lack of academic studies on SETA program effectiveness that examine all phases of the
SETA program lifecycle (design, development, implementation and evaluation) (c.f. Hu et al.,
2021; Kirova and Baumoel, 2018; Puhakainen and Siponen, 2010). Therefore, in this study, we
provide a greater insight into the dynamic of the SETA program lifecycle, specifically the
CSFs,within and across the phases. As a result, this study provides a number of contributions
to both research and practice (see Table 6).

Contribution
to Contribution

Research • 11 CSFs for the SETA program lifecycle phases (visualized in a Lifecycle Model)
• 9 key relationships between the CSFs (4 within the lifecycle phases and 5 across the

lifecycle phases) (visualized in a Lifecycle Model)
Practice • Leading an effective SETA program (visualized in a Lifecycle Model)

Source(s): Authors’ own creation/work
Table 6.

Research contributions

CSFs for SETA
program

effectiveness
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In this paper, we advance the first comprehensive conceptualization of the CSFs for
SETA program effectiveness. This is an important first step toward the creation of a
coherent body of knowledge (grounded in practice) that can support further study. We
have been able to leverage the available evidence and propose a Lifecycle Model (see
Figure 3) that positions each of the CSFs for SETA program effectiveness. These CSFs
address a gap in the literature, and to the best of our knowledge, no other published study
has examined all the four phases of the SETA program lifecycle to date. We view our
Lifecycle Model of CSFs for SETA program effectiveness as a process model in that it
represents a network-style display as opposed to a parsimonious list of variables.
Therefore, our Lifecycle Model visualizes the “conjunctural” (Ragin, 1987) nature of the 11
CSFs and their multiplicative effects on the effectiveness of a SETA program. While based
on our analyzed observations, such an appreciation further improves our understanding
regarding the complexity of SETA program delivery within an organizational context.
Therefore, we view moving beyond single factor analysis and away from the embryonic
mindset of a simple CSF list as a positive development. Being able to “chain” CSFs for
SETA program effectiveness “over time” provides a “what led to what” (c.f. Hubberman and
Miles, 1994, p. 146) appreciation across the lifecycle phases (design, development,
implementation and evaluation).

Following our analysis of the literature on SETA programs and SETA program
effectiveness, we appreciate that our work is unique in that it presents one of the first
collections of CSFs for SETA program effectiveness (mapped along a program lifecycle). It is
worth acknowledging that historically such a collection of CSFs mapped along a Lifecycle
Model has proved extremely useful to both academia and practice. For example, the work of
Pinto and Slevin (1988) on the CSFs for project management, Nah et al. (2001) on the CSFs for
enterprise resource planning (ERP) implementation, Tan et al. (2009) on the CSFs for
information technology (IT) service management and, even more recently, Santisteban et al.
(2021) on the CSFs throughout the lifecycle of IT start-ups.

Our work is similar in nature to the work of Nah et al. (2001) where they classify their 11
CSFs for ERP implementation, identified in the literature, against 4 phases of an ERP
lifecycle (chartering, project, shakedown, onward and upward). They suggest that this
process theory approach “focuses on the sequence of events leading up to implementation
completion” (Nah et al., 2001, p. 287). Therefore, irrespective of organizational size, where
“organisations do not have a full understanding of what they should be doing or how to go
about it” (Furnell et al., 2002, p. 353), our CSFs and Lifecycle Model offer an opportunity to
explore where the focus of attention may need to be to introduce and sustain an effective
SETA program. For example, it is reported that importance is the most critical dimension of
relevance for IS practitioners, and similar to (Rosemann and Vessey, 2008 p. 3), we view
importance as research that “meets the needs of practice by addressing a real-world problem
in a timely manner [currently significant], and in such a way that it can act as the starting
point for providing an eventual solution.” Therefore, the work presented in this paper is an
effort at addressing current shortfalls.

As suggested by McCarthy et al. (2022), it is hoped that this practical advice will help
practitioners to avoid the hidden traps (c.f. Hammond et al., 1998) in their decision making
(status quo trap, sunk-cost trap, overconfidence trap, etc.) while promoting a “focal awareness
versus a subsidiary awareness” with regard to designing, developing, implementing and
evaluating a SETA program within an organizational context. Furthermore, the relevance of
this work to practice has been enhanced by adopting the key informant approach, which has
limited use to date in IS/cyber security research. This approach has provided access to 20 key
informants (both knowledgeable and experienced in SETA programs) from various
geographic locations. As a result, the 11 CSFs for SETA program effectiveness and the
relationships between the CSFs within and across the SETA program lifecycle phases
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(emerging from our analysis) provide a valuable insight into the process of leading an
effective SETA program in practice. It is noteworthy that having an effective SETA program
is extremely important to organizations aiming to reduce IS security risks, through changing
employee behavior.

6.1 Limitations and future research
When using semi-structured interviews as part of the key informant technique, it is not
uncommon to have a smaller number of interviewees; this can range from 6 interviewees
(c.f. Flores and Ekstedt, 2012) to 32 interviewees (c.f. Benova et al., 2019). In using the key
informant technique, it is more important to have appropriately qualified (quality)
individuals participating in a study, over a larger quantity of individuals. Therefore, we
believe that our use of 20 key informants is appropriate for this exploratory research study.
However, we are also conscious that while adding to the number of key informants in this
study could be very beneficial and revealing for our “concept development”work on the CSFs
for SETA program effectiveness, it is perhaps more beneficial to move to a larger population
of IS/cyber security professionals as part of a study focused on “construct elaboration” (Gioia
et al., 2012, p. 16). Therefore, we imagine that the foundations are laid in this study, through
proposing the 11 CSFs along the Lifecycle Model, to further progress this line of enquiry by
either qualitative, quantitative or amixedmethod approach. In fact, there is an opportunity to
look more closely at the differences in CSFs by, for e.g. industry sector and organization size.

This Lifecycle Model of the CSFs for SETA program effectiveness also provides a
foundation for future research. The opportunity to explore would be a worthwhile
advancement in understanding what is important to lead an effective SETA program in
practice. Currently, it is unknown if the findings reported in this paper are directly applicable
to small and medium-sized enterprises (SMEs). This links to our key informants being
connected to larger organizations in their current roles, and therefore, their stories are
informed by these “larger organizational” contexts. Extant research tells us that SME
experiences are different to those of larger organizations when it comes to IS/cyber security
(c.f. Furnell et al., 2002). Indeed, significant differences in the “attitudes” to IS/cyber security are
reported between organizations of different sizes, where smaller organizations place “lesser
value” on IS/cyber security (Furnell et al., 2002, p. 353). This pattern is further evidencedwhere
cyber-attacks are increasing in SMEs, while decreasing in larger organizations (Chidukwani
et al., 2022; Bada and Nurse, 2019; Alotaibi et al., 2016). Therefore, the situational difference in
the operational environment of an SME versus a larger organization needs to be explored
further, specifically in the context of SETA program effectiveness.

Finally, we appreciate that our 11 CSFs are not yet established as universal, so while these
CSFs provide guidance to all undertaking a SETA program, organizations need to be
“mindful of the influence of their own context” (Borman and Janssen, 2013, p. 85). Therefore,
our next step in this research is to evaluate how well these CSFs translate for practitioners
(seeing as their emergence came from an analysis of 20 IS/cyber security professionals “lived
experiences”). This evaluation will be conducted though administering a survey
questionnaire to a sample population with experience in SETA programs. This approach
is similar to Nah et al. (2001, p. 295) where they refer to the use of a “survey questionnaire” to
“evaluate the degree of criticality and importance of the success factors” and “how the perceived
importance of these factorsmay differ” among various stakeholder types (executives, systems
users, project teammembers, vendors and consultants, etc.). An appreciation of the relevance
of these findings (the CSFs and the Lifecycle Model) within other organizational contexts
(e.g. SMEs) is also a possibility using such a survey questionnaire. In fact, in May 2022 we
conducted a preliminary evaluation of the 11 CSFs using a survey questionnaire that was
completed by 65 cyber security professionals. The outcome of the evaluation showed that
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there was no significant difference in the CSFs between the 20 key informants and the 65
survey respondents.
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Appendix A:
Interview guide

A: Introduction and welcome

(1) Acknowledge the interviewee for accepting the interview and ensure the interviewee has signed
the consent form;

(2) Restate the purpose of the research study;

(3) Restate your commitment to privacy and confidentiality and provide verbal assurances that no
direct quotes will be attributed to the interviewee or their organization;

(4) Provide the interviewee with the opportunity to state any concerns or request additional
information for clarification purposes.

B: Demographic questions

(1) Domain:

(2) Current role:

(3) Years with current organization:

(4) Qualifications:

(5) Certifications (domain specific):

(6) Years of experience:

C: Open-ended interview questions

(1) What are the factors that are important in the design of a SETA program?

(2) Why are these factors important in the design of a SETA program?

(3) How can organizations ensure that these factors exist in their design efforts?

(4) Who should be responsible for the design of a SETA program?

(5) What makes a SETA program succeed/fail?

(Questions 1–4 are also asked for the development, implementation and evaluation phases).
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Appendix B:
Distribution of contributing key informants to CSFs
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the Land”)

Policy Kirova and Baum€ol (2018), D’arcy et al. (2009)
and Peltier (2005)

CSF#6 (Know Your
Audiences to Ensure
Content Suitability)

Target
Audiences

Alshaikh et al. (2021), Kirova and Baum€ol
et al. (2018), De Maeyer (2007), Peltier (2005)
and Siponen (2000)

CSF#7 (Sustained
Communication of
Relevant Messages)

Development Communication Barlow et al. (2018), Kirova andBaum€ol (2018)

CSF#8 (Apply Diverse
Methods to Deliver
Security Awareness
Messages)

Implementation Communication
Channel

Alshaikh et al. (2021), Silic and Lowry (2020),
Alshaikh et al. (2018), Bauer et al. (2017),
Tsohou et al. (2015), Johnson (2006) and
Peltier (2005)

CSF#9 (Motivate
Employees to Engage in
Security Awareness)

Motivation Silic and Lowry (2020), Alshaikh et al. (2018),
Kirova and Baum€ol (2018), Zani et al. (2018),
Karjalainen et al. (2013), Puhakainen and
Siponen (2010) and Herath and Rao (2009)

CSF#10 (Maintain
Quarterly Evaluation of
Employee Performance)

Evaluation Periodic
Assessment

Alshaikh et al. (2018), Kirova and Baum€ol
(2018), Rantos et al. (2012) and Johnson (2006)

CSF#11 (Measure
Employee Reporting of
Security Incidents)

Incident
Indication

Alshaikh et al. (2018), Chen et al. (2015),
D’arcy et al., (2009) and Peltier (2005)

Source(s): Author’s own creation/work

Table C1.
The supporting

literature for the CSFs

CSFs for SETA
program

effectiveness
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