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Abstract—As current computer-aided design (CAD) tool and
very large scale integration technology capabilities create a new
market of reusable digital designs, the economic viability of this
new core-based design paradigm is pending on the development of
techniques for intellectual property protection. This work presents
the first technique that leverages the unique characteristics of field-
programmable gate arrays (FPGAS) to protect commercial invest-
ment in intellectual property through fingerprinting. A hidden en-
crypted mark is embedded into the physical layout of a digital
circuit when it is placed and routed onto the FPGA. This mark
uniquely identifies both the circuit origin and original circuit re-
cipient, yet is difficult to detect and/or remove, even via recipient
collusion. While this approach imposes additional constraints on
the backend CAD tools for circuit place and route, experiments in-
dicate that the performance and area impacts are minimal.

Index Terms—Field programmable gate array (FPGA), intellec-
tual property protection (IPP), partitioning, physical design, wa-
termarking.

. INTRODUCTION

E introduce a fingerprinting technique that applies cryp-
tographically encoded marks to field-programmabl@

localized data and control flows, systems are partitioned into

modules, each with a defined system subfunction. This trend
toward partitioning has been made more efficient by design

reuse, which is essential to reducing development cost, design
time, and tapeout risk.

A number of design houses have capitalized on this trend by
developing a wide variety of modules, such as parameterized
memory systems, input-output channels, arithmetic logic units,
and complete processor cores. These reusable modules are col-
lectively known as intellectual property (IP), as they represent
the commercial investment of the originating company but do
not have a concrete physical manifestation. Consequently, direct
theft has become a concern of IP vendors. It may be possible
for customers or a third party to sell an IP block as their own
without even reverse engineering the design. Because IP blocks
are designed to be modular and integrated with other system
components, the thief need not understand the architecture or
implementation, only the interface and function.

This paper presents a method for deterring such direct theft
nd misappropriation. The core idea involves embedding in an

gate array (FPGA) digital designs supporting identification P block a digital mark uniquely identifying the design origin

the design origin and the original recipient (i.e., customer
record). The approach is shown to be capable of encoding |
messages and to be secure against malicious collusion, wi
requiring low hardware area and circuit performance overhe

A. Motivation
It is generally agreed that the most significant proble

m
facing digital integrated-circuit (IC) designers today is systepa
complexity. The process of large system implementation ha

gpd recipient. This mark (origin signatuse recipient finger-
d?{- t) allows the IP owner to not only verify the physical layout

t

X eheir property, but to identify the source of misappropriation.

;’ is technique provides proof that is more compelling than the

existing option of verifying a design against a registered data-
base. This capability is achieved with very low overhead and
effort and is secure against multiparty collusion.

Any effective fingerprinting scheme should achieve the fol-

gving goals.

followed an evolutionary path from multiple ICs, through 1) The mark must be difficult to remove. .
single ICs, and now into portions of ICs. For example, a 32-bit 2) |t must be difficult to add a mark to a released design.
processor 20 years ago would require several ICs, ten years) The mark must be transparent.

ago a single IC was necessary, and today a 32-bit reduced?) The mark must have low area and timing overhead and
instruction-set computer core requires approximately 25% of  require little added design effort. _ .
the StrongARM 110 device developed by Digital Semicon- The benefits of Properties 1 and 2 can be achieved by in-
ductor in collaboration with ARM Limited [13], [23], [33]. To tegrating the _mark into the design. This integration _makes the
cope with this increased complexity and to take advantage®frk more difficult to detect and remove, as there is no clear
distinction between the mark and the functional portions of the
, _ , _ _ design. Similarly, this integration makes it more difficult to add
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Fig. 1. Original layout. Fig. 2.
impact of obtrusive and unobtrusive theft-preventive measures A A
for automobiles. They provide compelling evidence that unob- , L_D_.—D_

trusive tracking measures are significantly more effective at re-
ducing theft than measures that are apparent to the thief because
of the deterring impact of uncertainty. A parallel concept can
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be drawn between transparent protection methods such as fin- 5 5
gerprinting and more apparent techniques such as conventional @ ®)
design encryption.

Property 4 requires that the overhead in terms of area, timing, .
and design effort needed to mark the design is not excessive. ‘j L

- . . =t 5 £ I mark
Efficient IPP must involve a practical and cost effective imple- "‘—D_—D_ ar
mentation technique. . T

_-ED— mark —

B. Motivational Example —

Our fingerprinting approach builds upon two existing tech- © @)

niques: an FPGA watermarking technique that hides a mark
[20] and an FPGA design tiling and partitioning technique th&t®" >
greatly reduces the cost of generating many different function-
ally equivalent circuit instances [19]. While the concepts deveBoolean functiony” = (A v B) v (C A D), which might be
oped here can be applied to a wide range of FPGA architecturiesplemented in a tile containing four logic blocks as shown in
all of the discussion and experimental work are in the conteikig. 3(a) This configuration contains one spare logic block and
of the Xilinx XC4000 architecture [34]. XC4000 configurabldts LUT can hold a mark indicating the owner’s signature and
logic blocks (CLBs) each contain two flip-flops and two 2@ recipient’s fingerprint. Each recipient could receive this orig-
lookup tables (LUTS). A hierarchical and segmented networkiigal configuration with a unique fingerprint. Using the same
used to connect CLBs in order to form a specific circuit confighase configuration for a different recipient and, therefore, a dif-
uration. ferent fingerprint would facilitate simple comparison collusion
A secure and transparent mark can be placed in an FPGA (g.,XOR) as the only difference between the designs would
sign using the previously developed FPGA watermarking teche the fingerprint. Note, however, that each implementation in
nigue. Consider the case of PREP Benchmark #4 [26], a st&ig. 3(a)—(d) is interchangeable with the original, as the inter-
machine that can be mapped into a block of 27 CLBs. Assumifage between the tile and the surrounding areas of the design is
a 6x5 CLB area, this mapping results in three unused CLBs fixed and the function remains unchanged. The timing of the
3*32 = 96 unused LUT bits. Each unused LUT bit can be usetircuit may vary, however, due to the placement and routing
to encode one bit of the mark. Fig. 1 shows the layout of tlehanges. With several different instances of the same design,
original design as produced by the Xilinx backend tools. Fig.@mparison collusion would highlight physical functional dif-
shows the layout for the same design after applying the mdgcences, thus, disguising the various recipients’ fingerprints.
constraints to three CLBs and replacing and routing the designf a design had four tiles the size of the instance in Fig. 3
over the constraints. The marked CLBs are incorporated into tfie., the design is a R 2 array of tiles; each tile is a 22
design, further hiding the mark. Inputs are taken from passiagray of logic blocks), the total number of logic blocks in the
signals in adjacent routing channels and outputs are routeddasign would be 16. Assuming each logic block has a total of
neighboringdon’t careinputs. Therefore, upon inspection, it is32 LUT bits and each tile has one logic block free (four unused
not apparent which CLBs are marked. logic blocks total), 128 LUT bits would be available to encode
This watermarking technique achieves identification of thee mark. Each tile has four instances (four possible locations for
design source. Tiling [19] is then used to efficiently suppothe unused block), making the total number of design instances
fingerprinting (identifying the instance recipient). Consider thgconfigurations of unused blockg} = 256. A nontiled design

Four instances of the same function with fixed interfaces.
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would have 16 — 1820 possible instances (configurationsStegamgraphy has been demonstrated by several European and
4 US research teams [15], [16], [29].

of unused blocks), but each instance requires a complete exérecently, a set of techniques has been proposed for the protec-
cution of the backend computer-aided design (CAD) softwarsn of digital circuit IP through watermarking at various levels
It can be assumed that placing and routing the entire designigethe design hierarchy using the superimposition of additional
quiresX amount of design effort and that each tile instance onpnstraints in conjunction to those specified by the user [9],
r_eql_Jires approximatelyi/zl_ amount _of effort. However, each [10], [17], [18], [24], [31]. In this paper, we propose the first
tile instance can be used #f = 64 different design instances fingerprinting technique for FPGA designs at the physical de-
when combined with the other tile instances. Therefore, the &fyn |evel. Addressing the design at a lower level of abstraction
fective effort required to generate each tile instance/i§1"64)  has one additional advantage: all designs are significantly larger
and each instance of the total tiled design requitss amount ot |ower levels of abstraction, enabling more and/or larger marks
of effort. that are more difficult to detect and remove.

There have been a number of fingerprinting efforts reported in
C. Paper Organization data hiding and cryptographic literature for various forms of IP

.., audio, video, and other forms of digital data) [5], [6], [25].

. . . . e
The remainder of the paper is organized as the following. S%&I ) .
. , g - ese techniques greatly enhance the protection of both buyers
tion Il discusses work related to this fingerprinting approach an \d merchants of digital artifacts. All of these technigues are

Section Il details the approach itself. Section IV evaluates fad m X . : ) .
. . . .targeting protection of still artifacts, such as image and audio

approach through experimentation and the paper is summariz : X . ; L

in Section V. streams. This paper is novel in that it addresses IPP using fin-

gerprinting for ICs.

Il. RELATED WORK I1Il. APPROACH

The bulk of existing IPP is composed of encrypted sourcesVatermarking inserts digital signatures in unused logic block
files. Hardware description language (HDL) models are ehUTs as introduced in the motivational example in Section I-B.
crypted so that they can be loaded into authorized simulat(ﬁgsu',ts indicate that the area.and. timing overhead required for
or synthesis tools without making the source forms visibl@serting Iarge marks_ln a design is onv and that the mqus are
to the system designer who uses the IP block. In theory, t15ecure against detection or removal without reverse engineering
technique allows IP vendors to provide soft macros and hié% : . . . )
performance simulation models without ever exposing their Diréctly applying the watermarking technique to finger-
property to the risk of theft; the CAD tools maintain the desigh""ting (€., replacing the design origin signature with the
integrity. In practice, most of these approaches have eventudfigiPient's fingerprint for each copy) is susceptible to recipient
been broken, often times by attacking the CAD tool directl _Qllusmn. Performing a S'mF"e comparison betweeq the two
While stronger forms of encryption and more thorough syste istreams would reveal the flnge_rprlnts as the only_dlfference,
engineering will likely improve the reliability of encryption Which when removed would yield a fully functional yet

approaches, there is no compelling reason to expect a reliafffignarked circuit. _ _
approach to become available in the near future. This vulnerability can be avoided by taking advantage of the

ﬁgxible nature of FPGAs to create physical differences among

Recently, work has been proposed for the protection of digi ional f the desi B i"q the | X
circuit IP through watermarking at various levels in the desi }jnctional components of the designs. By moving the location

hierarchy using the superimposition of additional constrain?é the fingerprint for each instance of the design (i.e., reserve

in conjunction with those specified by the user. The work pngjfferent logic blocks for the fingerprint), the functional compo-

sented here is the first physical design watermarking and fipents will also have a @fferent layout (e.g., as shown n Fig. 3).
gerprinting technique for FPGA designs. The majority of IP i‘,q[herefo.re, all comparisons that are done yield phys_|cal func-
already programmable components and all economic and Hgna! differences and any attempt to remove the differences
torical trends indicate that the importance of these componeﬁ’tgmd yield a useless circuit. However, generating an entire
will continue to rise. ayout for each instance of the design would require replacing

Ad-hoctechniques for marking text and image documen?snd.rou“ng the eljtire circuit. Tiling requires tha_t only a small
have been manually practiced for many centuries [4]. Recen ’I’tIOI’l of the design be changed, greatlly r(_aducmg the amount
techniques for hiding signature data in image, video, and audi backend CAD tool effort for each design instance.
signals have received a great deal of attention. A spectrum of ) ) S
steganographic techniques for protection of digital images Has Watermark Preparation, Embedding, and Validation
been proposed [8], [11], [28]. While many of the initial tech- The process of mark embedding and extraction is detailed in
nigues for marking images were not able to provide proper praie flowchart shown in Fig. 4. Marks are embedded at design
of ownership [12], several recent techniques provide protectitime for each design instance recipient. The mark extraction
against all known attacks [30]. process is used if a design owner suspects a theft or misappro-

Although protection of digital audio signals emerged as fiation.
more difficult task, at least three different techniques have beenThe first step of signature preparation and embedding [see
proposed [3], [7], [11]. The protection of video streams usingig. 4(a)] is encoding the authorship signature and recipient
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Embed Marks Extract Marks identify a particular LUT that is nonessential to the device func-
encode marks encode owner tion and change its programming. If 16 consecutive ECC blocks
in ASCII mark in ASCII are interleaved one bit at a time over a set of LUTs, then each
l l LUT will only contain one bit from any ECC. This interleaving
- - guarantees the validation software can successfully retrieve the
hash function & hash function & signature in the face of any single point fault, i.e., a tampered
stream cipher stream cipher LUT.
l l Mark locations are determined by tile instances. Each
insert & insert & instance is generated by placing the unused logic blocks in
interleave ECC interleave ECC a unique location. The CAD tool then places and routes the
l l rest of the tile around the constraints. Therefore, the mark
- locations in each total design instance are unique. However, the
determine mark search LUTs for owner signature and recipient fingerprint are always placed in
locations owner mark . :
a constant location relative to one another. For example, one
I ‘I, LUT of a logic block can be used to embed the owner signature
P&R around verify and the other to embed the fingerprint. This simplifies the
constraints ownership verification process.
l l After the mark locations are determined, the LUTs to be im-
planted with the marks are given arbitrary inputs and outputs in
add IO to exm}ct.& decode order to further disguise the marks. The inputs are taken from
marked LUTs recipient mark . . . ;
signals in adjacent interconnect channels and the outputs route
l ‘l, to neighboring logic blocklon’t careinputs. The selection of
embed encoded identify instance adjacent signals for inputs aibn’t caresfor outputs is layout
marks recipient dependent, as the added signals should be kept short. This in-

@

corporation helps to hide the marked LUTs without severely

() impacting design performance, as the dummy outputs are not
a functional design component. The performance impact it does
have due to interconnect capacitance and fan-out is measured

fingerprint (denoted collectively as “marks”) as 7-bit ASClby a timing analyzer. These results are detailed in Section IV.

strings. The strings input to the fingerprinting system for enWhen design instances are compiled for release, the marks are

bedding in the circuit and are later produced by the verificati@mbedded in the predefined LUTs by reprogramming the re-
program. The strings are first compressed using a cryptograp$jective bits in the bit stream. Therefore, the final step of mark
hash function and a stream cipher is applied. (Specifically, vegnbedding is an entirely postprocessing step.

use for signature preparation the cryptographic hash functionThe first essential element in mark validation is retrieving the

MD5 and the stream cipher RC4 [22], [27] on which many dFPGA configuration. This step is straightforward for FPGAs

today’s state-of-the-art cryptographic commercial programs drased on static memory, as they are loaded over an external

based.) As a consequence of the cryptographic functions, thes that can be monitored. It may not always be possible to

mark is whitened so as not to look like any particular statisticattrieve configurations for technologies based on antifuses or

spectrum. This whitening of the marks does not mask their cdiesh memories. For this reason, we have focused our technique
tent, but rather their existence. With a flat distribution, the marks static memory devices.

are more difficult to detect. Because the source of a suspected misappropriation is un-

The next step in signature preparation involves adding errdrnown, the mark locations are unknown. The IP vendor must
correction coding (ECC). By introducing ECC into the markqyrovide the ownership string (denoted in the graph as “mark”)
we combat the malicious third party that manages to identifytkat they claim to be embedded in the design and the signature
part of a mark and attempts to modify or remove it. A fundgpreparation process is applied to determine the corresponding
mental tradeoff exists between the number of bits allocateddmbedded mark, so the independent validation team can search
the mark and ECC and the sum must not exceed an estimatéoofit. The verification team then searches the LUTs for the em-
the bits available for encoding. We use a fault-tolerant encodibgdded mark. If all or a large percentage of the mark is found,
scheme that is similar to that used for marking file system struawnership has been established. Once the locations of the own-
tures on disk drives [21]—the system decides upon a level efship marks are known, the instance recipient fingerprint can

ECC protection based on the available free space and recdrdsextracted and applied to the reverse signature preparation

these settings. Using this approach, each design has an approeess, as the recipient fingerprint is in a constant location rel-

priate amount of ECC while still guaranteeing that a generative to the ownership signature. The relevant LUT bits are de-
verification system will be able to retrieve the proper signaturerypted using the known key and printed out, establishing the

The final step in signature preparation involves interleavirgpurce of theft or misappropriation.

multiple ECC blocks. Consider the case where all mark infor- 1) Limitations: The standard digital design flow follows

mation is encoded in the 261 LUTs of a Xilinx XC4000 de- these steps: behavioral HDL, synthesis to register transfer

vice. It is possible that a malicious third party would be able tanguage, technology mapping, and finally physical layout

Fig. 4. (a) Embed flow. (b) Extract flow.
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involving place and route. Marks can be applied to any level A colluding group may be able to find that they have in-
in this design flow and, if developed properly, will propagatetance matches among some of their tiles, thus, allowing for
to later stages. However, because a mark is nonfunctionaltilié comparison collusion. However, it is extremely unlikely that
may be removed by reverse engineering a design to a lewstches will be found among all (or even a large portion) of the
higher than where the mark was applied. Fortunately, mdges. Furthermore, the tile structure and boundaries are not in-
FPGA vendors will not reveal the specification of their biherent properties of the FPGA configuration and are, therefore,
stream configurations (i.e., the correlation of the bit stream twt generally apparent to the colluders. The colluding recipients
the physical resources), specifically to complicate the task wfay be able to remove a portion of their fingerprints, but the ma-
reverse engineering and, thus, protect the investment of thenity will remain intact. The key to this approach is efficiently
customers [32]. In addition, FPGA manufactures claim that thetroducing variation among the functional parts of the designs,
reverse engineering process for their devices is difficult [143o that collusion cannot be used to separate common functional
Most devices follow a form of Pareto’s rule: the first 80% of theomponents from unique fingerprints.

configuration information can be determined relatively easily The following pseudocode summarizes the approach.

by inspection, the next 16% is much more difficult and the final
details are extremely difficult to establish. The complexity i§
enhanced by an irregular pattern that is not consistent betwefn
rows or columns, as a result of the hierarchical interconneéz_t
network.

While the task of reverse engineering an FPGA design is dé'—
ficult, it is possible to crack the configuration specification with”
a concerted effort. NeoCAD Inc. was able to accomplish thj
for the Xilinx XC4000 series devices through a directed investi-
gation of the output produced by the Xilinx backend tools. An-
other line of attack involves removing the packaging materigl
and successive layers and using image processing inspectiog' to
produce a circuit representation of the logic blocks. This ap-
proach has been used to produce a complete layout of a 31%6
microprocessor in approximately two weeks [1].

As a consequence of the proven success of reverse erlqi.-
neering, we believe that hiding the mark is necessary, but nat

create initial nonfingerprinted design;
extract timing and area information;
while (!complete) {
partition design into tiles;
if (!(mark size && collusion
protection)) break;
for (i=1; i<=# of tiles; i++) {
for (j=1; j <= # of tile
instances; j++) {
create tile instance (i,));
if (instance meets timing
criteria) {
incorporate unused logic
blocks into design;
store instance;

sufficient. Any effective fingerprinting scheme should mak ]%03 (}i I —1i <= # of recipientsi++) {
the mark appear to be part of the functional digital circuit (af,4' preparé mark(i): '
described in Section I-B) to whatever extent possible. 15' select tile insta'nces from database:
B. Fingerprinting 1(73 } insert mark in unused LUTS;

Tiling divides a design into a set of tiles that possess the same
characteristics as the example in Fig. 3, i.e., each tile has a spe-. o o
cific functionality and a locked interface to the rest of the design Lines 1 and 2 initialize the process by establishing the phys-
(i.e., the neighboring tiles). Therefore, any signals crossing tifg?! layout for the nonfingerprinted design on which all area
boundaries are restricted to remain on the same piece of in@#d timing overhead is based. Lines 3-12 perform the tiling
connect. Several instances of each tile are generated and dg§efnique, creating a database of tile instances. The variables
instance can replace another one without affecting the rest of {REthis section are mark size, collusion protection (level of se-
circuit (except timing) due to the locked interface. The variou&!rity based on presumed number of collaborating attackers),
tile instances are then matched to create one instance of the@Hl timing requirements. Mark size and collusion protection af-
tire design. This reduces the total number of instances needetffg the tiling approach, while the timing requirements define
be generated and vastly reduces the effort and memory requitrlé@]mstance ylgld. Indmdual t|]e instances are accepteq contin-
to produce and store each instance. gent upon their meetm_g th'e t!mlng requm_aments or discarded

After each instance for each tile is generated, the instandE¥ the pool of potential tile instances. Lines 13-17 are exe-
are prepared for marking and evaluated for timing statistics. Dfted for each distributed instance of the design. Line 14 derives
pending on the timing specifications of the design, some ithe unique recipient flngerprmt with gsymmetrlc fmgerprmtlng
stances may be discarded from the pool of potential tile ip@chmques that require the c.ooperauo.n of both the designer and
stances. The remaining instances are collected in a databH¥@instance recipient, ensuring security for both [5], [25].
For example, MCNC benchmark c499 can be divided into six __ o
tiles each with eight instances, creating the possibiligfor=  C+ Tiling Optimization
262 144 different instances of the total design. When a copy The tiling technique performed in lines 3—12 involves se-
of the design is needed, an instance for each tile is extractedting a tile size £) that best balances the security of the fin-
from the database and the marks are inserted in the unused Iggiprint and the design effort required for the fingerprinting
blocks with the postprocessing step described above. process. The selection afis based on a set of constants and



1258 IEEE TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS AND SYSTEMS, VOL. 20, NO. 10, OCTOBER 2001

user performance requirements, including the desired emphasis
on either security or development effort.

The constants are the total design ak®ad the logic block
utilization (@ = # unused logic blocks/# total logic blocks). tile
The variables defined by the user are the timing specifications
(which impactinstance yield§, the percentage of tile instances
that meet the timing specifications), a collusion group size ( ffree logic J 1t
and the maximum percentage of the mark that can be removed blocks per tile
while leaving enough of the fingerprint intact for unique recip-
ient identification §). These five criteria lead to preliminary cal-
culations: the number of tiles in the design=£ d/z), the av- blocks
erage number of free logic blocks per tilg € |z*a| = z*a), i instances

the number of instances per tile &£ ; ), the number of pertile. |

instances per tile that meet the timing constrairits=( i*y),
and the approximate design effort required for the fingerprinting ——— {12 tjlegg ———»
techniqued = t*z*i = d*i). Design effort refers to the number

of complete passes through the CAD tools (i.e., configuratioﬁ@- 5. Partitioned physical layout with corresponding variables.

of the entire design) that are required. Fig. 5 helps to show the o ] _ _ _ _
relation of the variables. been cleared of recipient fingerprints. A binomial calculation

The above information can be used to calculate the odds thnac%lcates the odds tha; of the fingerprint can be removed

logic block
\

I~

n people could collude to remove their fingerprints in one tile t ;
= <k>*(cl)k f(1—a)h @)
k=brt
e =1— L (1) The security of the fingerprint improves with a larger tile size
(G =) () as a result of the greater number of instances
(#)> ()
Equation (1) assumes that the only way to remove a finger- I I

print from a tile is to find two matching tile instances, thugjoyever, as mentioned above, larger tile sizes require more ef-
making the recipient fingerprint the only difference between twg (¢) to generate. The product of security and design effort
tiles (i.e., reverse engineering is not considered here). A simr%gds (3), shown at the bottom of the page.
XOR comparison between the two tiles would remove the tWo Tis equation reveals that there is a critical valuedfdhat
fingerprints, thus creating an instance which can be distributgg|ances the tradeoff between security and design effort. Cer-
to a_II participating colluders. The owner’s signature remains {; applications may put a stronger emphasis on one or the
all tiles, however. other. For today’s FPGA applications, design effort is one of the
The process of removing the fingerprint from one tile caprime limiting factors. FPGA place and route is extremely time
be repeated until a certain portion of the complete design hamsuming, thus forcing an emphasis on limiting design effort.

e, (d/x)—k
”[(w*a) y}! — ] (3)
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TABLE | 1

VARIATION OF RESOURCESUSED AMONG * —
TILE INSTANCES 08T — —
Design  Original # Final #of  Final — Original o8
of CL.Bs CLBs Original 07| —— I J—
9sym 46 49 .065
499 94 96 021 o8 f T o 1
c880 110 115 .045 % s . ; /:99 ‘ !
duke2 93 100 075 > ; /a{ // | s
rd84 27 28 .037 04 // // //1 / o erasd
planetl 95 100 .053 03 -9-:'a:eﬂ ]
styr 78 81 038 y / s |
59234 195 206 .056 0.2 e/ | if;:? J—i
sand 82 90 098 01 1 == - - R T

5 10 15 20 25 30 35 40 45 50

Also, today’'s applications see configuration bitstreams beil % timing degradation

distributed directly to approved recipients, thus requiring any

collusion effort to bring» number of people together. Any ON€rjg 6. Instance yield versus timing specifications.
person would have a difficult time collecting a larger number of

distributed instances of the design. - .

Conversely, trends in FPGA technology and applications mi§ unutilized CLBs (19%). Therefore, we will report overhead
put a reduced emphasis on design effort and a greater emphiis{grms of the area used by the fingerprinted design minus the
on security. FPGA CAD tools continue to improve and workstd0t@l area of the original design, including unused CLBs such as
tions on which the software runs are improving tremendousf}€ 19% measured above. The average, median and worst case
Therefore, in the future, design effort may not be as onero&€a overheads were 5.4%, 5.3%, and 9.8%, respectively. The
Also, one foreseeable application of FPGA designs includes df&2€ Of the mark (owner signature recipient fingerprint) that
tributing designs over the internet, either directly to recipients f"ml be encodid_ |sddepe3deno': onthis overheag (35 b'ts per CL;")'
available as a form of hardware application. In either situatio alarger markis desired and more area overhead Is acceptable,

one person could gain access to a great many instances of theaaig;tpnal CLE;]S an be us_ed.d h . hvsical
sign, either by eavesdropping on a network line or downloading ' '™/Ng overhead may arise due to the constraints on physica

numerous instances of the application, each time receiving a & _mlf?:erljbp_ll_adce(;nerlt 35,{ dte;med blz/ the size agd Ic;catlon o{ ”}e
ferent fingerprint. Thenyp becomes not the number of peopl«g'.1ar t n et|caed | 0 tﬁ matrh ma_;t/_lmlpe tf] pAac?r:nen Ok
colluding, but the number of instances that are being comparg cuit components and fengthen the critical path. As the mar

possibly by one person. This possibility raises the importan%ge grows relative to the des!gn Size, more copstramts are.m'a}de
of fingerprint security. on the placement of the design, thus increasing the possibility

for performance degradation.

Timing overhead is shown in Fig. 6. For each design, the in-
stance yield (i.e., number of tile instances that meet the timing

To evaluate the area and timing overhead of the approashgcifications/total number of tile instances) is shown as the
we conducted an experiment on nine MCNC designs impltining specifications (measured as percent increase over the
mented on the Xilinx XC4000 architecture. For design efforariginal, nonfingerprinted design timing) grow more lenient.
and fingerprint security, the following constants were assumethe results reveal that a 20% increase in timing yields approx-
design aredd) = 400 Xilinx XC4000 CLBs, number of un- imately 90% of total tile instances as acceptable. Preserving a
used CLBs/number of total CLB&) = 0.1, and instance yield smaller user defined timing degradation results in a lower in-
(y) = 0.9. stance yield and vice versa. Relatively small changes in a circuit

The overhead of the proposed approach comes in the fornmetlist or routing constraints can often result in a dramatically
area (physical resources), timing, and design effort. Area ovelifferent placement and a corresponding change in speed. It ap-
head is inevitable, as previously unused LUTs are used to @ears that the impact of fingerprinting on performance is com-
code the mark. Table | shows the area of the designs before gadable to this characteristic variance.
after the application of the fingerprinting approach. (Note: the As the equations in Section IlI-C indicate, effaf} {ncreases
device size used was 400 CLBs, but constraints were appligih tile size (¢). Design effort may often be the limiting factor
restricting the place-and-route areas to a size close to thatrotile size selection, despite the fact that fingerprint security
the mapped design.) A number of factors complicate the taskinéreases with tile size. By examining the chance that an in-
calculating the physical resource overhead. The place-and-rociteasing number of colluders have to remove their recipient fin-
tools indicate the number of CLBs that are used for a partigerprints from one tile (1) and all tiles [(2) with= 100%] by
ular placement. However, these utilized CLBs rarely are packdilect comparison collusion with varied tile sizes, it is clear that
into a minimal area. Unused CLBs introduce flexibility intdarger tile sizes drastically reduce the chance that any portion
the place-and-route step that may be essential for completwfrthe fingerprint may be removed. However, even for a small
or good performance. For example, the initial c880 design pd#e size of 40 and a large group of 200 people colluding, there
sesses a concave region that contains 42 utilized CLBs, but a@sonly one chance in approximately five million that the entire

IV. EXPERIMENTAL RESULTS
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, . . in=1 = h ifi i il
fingerprint could be removed. It, therefore, is important to con%t-)esm n 0= bestz = 80) and the specific optimum tile

. X . ize increases for larger collusion groups.
pare the tradeoff betv\(een .des'g.n effort a_nd. flngerprlnt secun yFig. 9 displays the chance that a growing number of colluders
in a proper manner. Fig. 7 is a direct multiplication comparis

X Yhve to remove a certain percentage of the fingerprint for a tile
(3)0%;\]@”6{ = 400, a = 0.1, angy = 0.9, levant based ize ¢) of 40. Even for a small tile size such as 40, it remains

i e{_ comp(;:lr(ljsor}s ma?[/t' © 'rA\nore ret_evar(; base on remely unlikely that a colluding group could remove even
appication and design Setling. As mentioned above, curr Small portion of the recipient fingerprint. The chance that 15
appllcqtlons do not require as much securllty, as a large num lluders would be able to remove 30% of the recipient finger-
of design instances are not easily available to a group

. . int by comparison collusion is one chance in approximatel
colluders. Also, current design settings place a strong emph y P bp y

. r million.
on Qe5|gn effort,_ as modemn FPGA p_Iace-and-route _technologyFig_ 10 directly multiplies security by design effort for each
is time consuming. Therefore, a different comparison (e.

i effor { ful f Yile size, revealing that the optimal tile size for a growing number
secunity efiort”) may present a more useful measure o curregt coliuders is predominantly midsized tiles because the finger-

needs. Futurg applications may require a dlffere.nt comparise,, security remains extremely high for midsized tiles while
perhaps placing a_greater emp_ha5|s on fingerprint security éﬂuiring significantly less design effort.

a smaller emphasis on effort. Fig. 7, however, reveals that for a

large number of colluders and direct multiplication comparison,
it is better to have a larger tile size.

Fig. 8 shows the same data as Fig. 7, but it instead plots varAs digital IC design complexity increases, forcing an increase
ious collusion sizes against tile size and focuses in on a smallerdesign reuse and third party macro distribution, IPP will be-
more reasonable number of colluders. The minimum value fopme more important. The fingerprinting approach presented
each plot is the critical value denoting the optimal tile size fdrere creates such protection for FPGA IP by inserting a unique
the particular collusion group size. The best tile size actualigarker identifying both the origin and recipient of a design.
is a midsized tile for a small collusion group (e.g.= 2 = The fingerprinting process produces a secure mark and a unique

V. CONCLUSION
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