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End-to-End Internet Packet Dynamics

Vern Paxson

Abstract—We discuss findings from a large-scale study of on measurements of TCP bulk transfers conducted between
Internet packet dynamics conducted by tracing 20000 TCP 35 NPD sites (Section Il). Using TCP—rather than fixed-rate
bulk transfers between 35 Internet sites. Because we traced ypp or ICMP “echo” packets, as done in [1], [5], [L8]—reaps

each 100-kbyte transfer at both the sender and the receiver, . .. . . . .
the measurements allow us to distinguish between the end-to- significant benefits. First, TCP traffic is “real world,” since

end behaviors due to the different directions of the Internet TCP is widely used in today’s Internet [25]. Consequently,
paths, which often exhibit asymmetries. We: 1) characterize any network path properties we can derive from measurements

the prevalence of unusual network events such as out-of-order of a TCP transfer can potentially be directly applied to tuning
delivery and packet replication; 2) discuss a robust receiver-based TCP performance. Second, TCP packet streams allow fine-

algorithm for estimating “bottleneck bandwidth” that addresses . ) . )
deficiencies discovered in techniques based on “packet pair:” scale probing without unduly loading the network, since TCP

3) investigate patterns of packet loss, finding that loss events 2dapts its transmission rate to current congestion levels.
are not well modeled as independent and, furthermore, that  Using TCP, however, also presents two analysis problems.

the distribution of the duration of loss events exhibits infinite First, to ana|yze packet dynamics using TCP requires a way
variance; and 4) analyze variations in packet transit delays as y, measyre the sending and receiving times of individual
indicators of congestion periods, finding that congestion periods ket hich TCP d t ide. We instead t d
also span a wide range of time scales. packets, whic oes not provide. We instead must recor
the traffic with a packet filter. Packet-filter measurement
Index Terms—Computer networks, computer network perfor- o he imperfect, in particular suffering from measurement
mance, computer network reliability, failure analysis, internet- “d " hich the filter fails t d all of the traffi
working, stability. rops,” in which the filter fails to record all of the traffic.
Unless we identify traces with such errors, we can derive
inaccurate conclusions about packet dynamics such as loss
. INTRODUCTION rates. To address this problem, we developgghnaly , a

S THE Internet grows larger, measuring and characterirogram that understands the specifics of the different TCP
ing its dynamics grows harder. Part of the problem is holinplementations in our study, and thus can infer when the
quickly the network changes. Another part is its increasirRcket filter has made an error [21]. We then exclude erroneous
heterogeneity. It is more and more difficult to measure t&ces from any analysis that would be skewed by the error.
plausibly representative cross section of its behavior. The fégpanaly  also forms the basis for the analysis in this paper:
studies to date of end-to-end packet dynamics have all befter verifying the trace’s integrity, it then computes statistics
confined to measuring a handful of Internet paths becaug@ncerning network dynamics.
of the great logistical difficulties presented by larger scale Second, TCP packets are sent over a wide range of time
measurement [1], [5], [17], [18]. Consequently, it is hard t§cales, from milliseconds to many seconds between con-
gauge the degree to which their findings are representative.SRgutive packets. Such irregular spacing greatly complicates
address this problem, we devised a measurement framew@@krelational and frequency-domain analysis, because a stream
in which a number of sites run special measurement daem@isTCP packets does not give us a traditional time series of
(NPD’s) to facilitate measurement. With this framework, theonstant-rate observations to work with. Consequently, in this
number of Internet paths available for measurement growsRaper we do not attempt these sorts of analyses, though we
N2 for N sites, yielding an attractive scaling. We previouslfiope to pursue them in future work. (See also [18] for previous
used the framework wittV = 37 sites to study the end-to-endwork in applying frequency-domain analysis to Internet paths.)
routing dynamics of about 1000 Internet paths [20]. In Section Ill, we characterize unusual network behavior:
In this study, we report on a large-scale experiment to stu@yt-of-order delivery, replication, and packet corruption. Then

end-to-end Internet packet dynamic®ur analysis is basedin Section IV, we discuss a robust algorithm for estimating
the “bottleneck” bandwidth that limits a connection’s maxi-
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. THE MEASUREMENTS Then, for each arriving packet;, we check whether it was
nisht after the last nonreordered packet. If so, then it becomes

We gathered our measurements using the NPD measure ) ) .
framework we developed and discussed in [20]. Thirty-fiifi€ Néw such packet. Otherwise, we count its arrival as an
tance of a network reordering. So, for example, if a flight

sites participated in two experimental runs. The sites includ® N
educational institutes, research labs, network service providéts€n packets all arrive in the order sent except for the last
and commercial companies, in nine countries. We conduct®ge: Which arrives before all of the others, we consider this
the first run,A;, during December 1994, and the secdng ) to reflect nine reordered packets rather than one. Using this
during November—December 1995. Thus, differences betwed{inition emphasizes “late” arrivals rather than “premature”

A7 and A, give an indication how Internet packet dynamicé‘”ivals' It turns out that counting late arrivals gives somewhat
changed during the course of 1995. Throughout this papBigher & +25%) numbers than counting premature arrivals,

when discussing such differences, we limit discussion to tRYt @ our goal is only to convey the rough magnitude of
21 sites that participated in botk; and . reordering, this difference is not particularly significant.

Each measurement was made by instructing daemons runObservations of ReorderingOut-of-order delivery is fairly

ning at two of the sites to send or receive a 100-kbyte TdPevalent in the Internet. InVi, 36% of the connections
bulk transfer, and to trace the results ustogdump [12]. included at least one packet (data or ack) delivered out of

Measurements occurred at Poisson intervals which, in prifder, while inVz, 129 did. Overall, 2% ofll of the V; data
ciple, results in unbiased measurement, even if the sampliffFkets and 0.6% of the acks arrived out of order (0.3% and

rate varies [20]. IV, the mean per-site sampling intervaP-1% inA2). Data packets are no doubt more often reordered
was about 2 h, with each site randomly paired with anothdhan acks because they are frequently sent closer together (due

Sites typically participated in about 200 measurements, and {e2ck-€very-other policies), so their reordering requires less
gathered a total of 2800 pairs of traces. A, we sampled ©f @ difference in transit times. _
pairs of sites in a series gfoupedmeasurements, varying the, We shouldnotinfer from th_e differences betwe_en reordering
sampling rate from minutes to days, with most rates on tifé V1 and A5 that reordering became less likely over the

order of 4-30 min. These groups then give us observations@Urse of 1995, because out-of-order delivery varies greatly

the path between the site pair over a wide range of time scall@m Site-to-site. For example, fully 15% of the data packets
| ” site? during A} arrived out of order, much

Sites typically participated in about 1200 measurements, fopgnt by the tico \
total of 18 000 trace pairs. In addition to the different samplinggher than the 2.0% overall average.

rates, the other difference betweevi and A; is that in Reordering is also highly asymmetnc;. For exa}mple, only
N> we used Unix socket options to assure that the sendihg 70 Of the data packets sentuool during NV arrived out

and receiving TCP’s had big “windows,” to prevent window? order. This means a sender cannot soundly infer whether
limitations from throttling the transfer's throughput. the packets it sends are likely to be reordered, based on
We limited measurements to a total of 10 min. This limiPPservations of the acks it receives, which is unfortunate, as

leads to under-representatiorof those times during which otherwise the reordering information would aid in determining

network conditions were poor enough to make it difficulf’® Optimal duplicate ack threshold to use for TCP fast
to complete a 100-kbyte transfer in that much time. Thuitransmission (see below). _ o _ _
our measurements are biased toward more favorable networR N€ Site-to-site variation in reordering coincides with earlier
conditions. In [22] we show that the bias is negligible fofindings concerning route flutter among the same sites [20].
North American sites, but noticeable for European sites. That study identified two sites as particularly exhibiting flutter,
ucol and the Wustl " site. For the part ofA; during

which wustl  exhibited route flutter, 24% of all of the data
packets it sent arrived out of order, a rather stunning degree
We begin with an analysis of network behavior we mighif reordering. If we eliminateucol and wustl from the
consider “pathological,” meaning unusual or unexpected: Onalysis, then the proportion of all of th&; data packets
of-order delivery, packet replication, and packet corruption. dfelivered out-of-order falls by a factor of two. We also note
is important to recognize pathological behaviors so subsequgyt inA>, packets sent bycol were reordered only 25 times
analysis of packet loss and delay is not skewed by thejit of nearly 100000 sent, though 3.3% of the data packets
presence. For example, it is very difficult to perform any sogent toucol arrived out of order, dramatizing how over long
of sound queueing delay analysis in the presence of out-gfne scales, site-specific effects can completely change.
order delivery, since the latter indicates that a first-in—first-out Thys, we should not interpret the prevalence of out-of-order
(FIFO) queueing model of the network does not apply.  delivery summarized above as giving representative numbers
for the Internet, but instead form the rule of thumb: Internet
A. Out-of-Order Delivery paths aresometimesubject to a high incidence of reordering,
Even though Internet routers employ FIFO queueing, aft the effect is strongly site dependent and correlated with
time a route changes, if the new route offers a lower del&Qute fluttering.
than the old one, then reordering can occur [17]. Since weWe observed reordering rates as high as 36% of all packets
recorded packets at both ends of each TCP connection, we @#iving in a single connection. Interestingly, some of the
detect network reordering as follows. First, we remove from
our analysis any trace pairs suffering packet filter errors [21].2See [20] for specifics concerning the sites mentioned in this paper.

Ill. NETWORK PATHOLOGIES
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Because of reordering, however, the receiver dogsknow

.- " whether the packet in fact has been dropped; it may instead just
R ) be late. Presently, TCP senders retransmiVjf = 3 “dups”
. arrive, a value chosen so that “false” dups caused by out-of-
order delivery are unlikely to lead to spurious retransmissions.
s The value of N; = 3 was chosen primarily to assure
_— that the threshold was conservative. Large-scale measurement

1 T studies were not available to further guide the selection of the
o threshold. We now examine two possible ways to improve
; the fast retransmit mechanism: by delaying the generation
173 174 175 176 177 178 of dups to better disambiguate packet loss from reordering,
Time and by altering the threshold to improve the balance between
seizing retransmission opportunities, versus avoiding unneeded
retransmissions.

We first look at packet reordering time scales to determine
most highly reordered connections did not suféerly packet how ong a receiver needs to wait to disambiguate reordering
loss, and no needless retransmissions due to false sigRgden 10ss. We only look at the time scales of data-packet
from duplicate acks. We also occasionally observed very |ar%rderings, since ack reorderings do not affect the fast re-
reordering “gaps.” However, the evidence suggests that theggsmission process. We find a wide range of times between
gaps are not due to route changes, but a different effect. Figad out-of-order arrival and the later arrival of the last packet
shows a sequence plot exhibiting a massive reordering evejnt pefore it. One noteworthy artifact in the distribution is
This plot reflects packet arrivals at the TCP receiver, whefige presence of “spikes” at particular values, the strongest at
each square marks the upper sequence number of an arfidagms. This turns out to be due to a 56 kbit/s link, which
data packet. All packets were sent in increasing sequerggs a bottleneck bandwidth of about 6320 user data bytes/s.
order. Consequently, transmitting a 512-byte packet across the link

Fitting a line to the upper points yields a data rate of a littlesquires 81.0 ms, so data packets of this size can arrive no
over 170 kbyte/s, which was indeed the true (T1) bottlenegkoser, even if reordered. Thus we see that reordering can have
rate (Section IV). The slope of the packets delivetate, associated with it aninimumtime, which can be quite large.
though, is just under 1 Mbyte/s, consistent with an Ethernetinspecting theA; distributions further, we find that a
bottleneck. What has apparently happened is that a roud@fategy of waiting 20 ms would identify 70% of the out-of-
with Ethernet-limited connectivity to the receiver stoppegrder deliveries. Fols, the same proportion can be achieved
forwarding packets for 110 ms just as sequence 72705 arriv@giting 8 ms, due to its overall shorter reordering times
perhaps because at that point it processed a routing updgi@sumably due to overall higher bandwidths). Thus, even
[9]. It finished between the arrival of 91137 and 91 649, anﬁough the upper end of the distribution is very large (12 s), a
began forwarding packets normally again at their arrival ratgenerally modest wait serves to disambiguate most sequence
namely T1 speed. Meanwhile, it had queued 35 packets whilgles.
processing the update, and these it finally forwarded wheneveive now look at the degree to which false fast retransmit
it had a chance, so they went out as quickly as possible, namsiynals due to reordering are actually a problem. We classify
at Ethernet speed, but interspersed with new arrivals. each sequence of dups as eitiod or bad depending

We observed this pattern a number of times in our data—n§it whether a retransmission in response to it was necessary
frequently enough to conclude that it is anything but a pathadr unnecessary. When considering a refinement to the fast
ogy, but often enough to suggest that significant momentagtransmission mechanism, our interest lies in the resulting
increases in networking delay can be due to effects differemtio of good to bad R,.,, controlled by both the dup ack
from both route changes and queueing; most likely due tareshold valueN, we consider, and thevaiting time W,
router forwarding lulls. observed by the receiver before generating a dup upon the

Impact of Reordering:While out-of-order delivery can vi- advent of a sequence hole.
olate one’s assumptions about the network—in particular, theFor current TCP,Ny = 3 dups andW = 0. For these
abstraction that it is well-modeled as a series of FIFO queueinglues, we find inVy, R, = 22, and in N, R,y = 300.
servers—for the connections in our study, it only rarely habhe order of magnitude improvement betwetf and N,
significant impact on TCP performance, because generally, iedue to the use itV of bigger windows (Section 1), and
scale of the reordering was just a few packets. hence more opportunity for generatiggoddups. Clearly, the

In general, one way reordering can make a difference is ¢orrent scheme works well. Whil®, = 4 improvesR,.;, by
determining the TCP “duplicate ack” threshold a sender usesadactor of 2.5, it also diminishes fast retransmit opportunities
infer that a packet requires retransmission. If the network neMdgr 30%, a significant loss.
exhibited reordering, then as soon as the receiver observed Bor N; = 2, we gain 65%-70% more fast retransmit
packet arriving that created a sequence “hole,” it would kno@pportunities, a hefty improvement, each generally saving a
that the expected in-sequence packet had been dropped, @mthection from an expensive timeout retransmission. The
could signal to the sender calling for prompt retransmissiocost, however, is thafl,., falls by about a factor of three.

Sequence #
75000 80000 85000 90000 95000 100000
"

Fig. 1. Out-of-order delivery with two distinct slopes.
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If the receiving TCP waited? = 20 ms before generating arriving in a short blur at the receiver. Since the problem was
a second dup, theR,., falls only slightly (30% forA7, not exceedingly rare in our traces, we omit further analysis here.
at all for A3). Unfortunately, changing to TCP'&; = 2

coupled with theW = 20 ms delay requires both sender and

receiver modifications, increasing the problendeployingthe C. Packet Corruption

change. However, we could instead consider a similar changerhe final pathology we look at igacket corruption in

requiring only changes to the sender: lowéy to 2, but on the which the network delivers to the receiver an imperfect copy
second dUp, wait 20 ms before entering fast retransmissi@m.the original packet. For data packetspanaly cannot
This change turns out to have virtually identical effects tgirectly verify the checksum because the packet filter used
having the receiver perform the wait,., falls only slightly in our study only recorded the packet headers, not payloads.
for Vi, and not at all forAV, and numerous additional fast(For “pure acks,” i.e., acknowledgment packets with no data
retransmission opportunities are gained. payload, it directly verifies the checksum.) Consequently,

We might then be tempted to apply the same sender-sigpanaly includes algorithms to infer whether data packets
approach to loweringVy to 1. This works well forA, only  arrive with invalid checksums, discussed in [21]. Using that
diminishing R,., to 180, still a comfortably high valugbut analysis, we first found that one siteloi ,” was much
for N1, we obtainRy, = 6.45, which is unacceptably low. more prone to checksum errors than any other. Sibice 's

We note that the TCRelective acknowledgme(BACK) Internet link is via an ISDN link, it appears quite likely that
option also provides a mechanism for improving TCP retrangiese are due to noise on the ISDN channels.
mission [16], [7], [14]. Use of SACK can be complementary After eliminatinglbli , the proportion of corrupted packets
to lowering V4, since SACK focuses on determininghatto s about 0.02% in both data sets. No other single site strongly
retransmit rather thawhen dominated in suffering from corrupted packets, andAif,

We observed one other form of dup ack series potentialijost of the sites receiving corrupted packets had fast (T1
leading to unnecessary retransmission, which we mentigp greater) Internet connectivity, so the corruptions are not
briefly because it is surprisingly common. Sometimes a seriggmarily due to noisy, slow links. This evidence suggests
occurs for which the original ack (of which the others arghat, as a rule of thumb, the proportion of Internet data packets
dups) had acknowledged all of the outstanding data. When tBisrrupted in transit is around 1 in 5000.
occurs, the subsequent dups are always due to unnecessapy corruption rate of 1 packet in 5000 is certainly not neg-
retransmissions arriving at the receiving TCP, until at leag§ible, because TCP protects its data with a 16-bit checksum.
a round-trip time (RTT) after the sending TCP sends ne@onsequently, on average, one bad packet out of 65536 will
data. ForNy = 3, these sorts of series are 2-15 times molige erroneously accepted by the receiving TCP, resulting in
frequent tharbad series, and about 10 times rarer thgood yndetected data corruption. If the 1 in 5000 rate is indeed
series. They occur during retransmission periods when t8grrect, then about one in every 300 million Internet packets
sender has already filled all of the sequence holes and is n@Waccepted with Corruption_certaimy' many each day In
retransmitting unnecessarily. Use of SACK eliminates theggis case, we argue that TCP’s 16-bit checksum is no longer
series, as would a simple heuristic of noting when all of thedequate, if the goal is that globally in the Internet there are
outstanding data has been acknowledged. very few corrupted packets accepted by TCP implementations.
If the checksum were instead 32 bits, then only about one in
2 - 10*2 packets would be accepted with corruption.

. - L The data checksum error rate of 0.02% of the packets is

Another form of “pathological” network behavior gacket oy higher than that measured directly (by verifying the
replication, in which the network delivers multiple COp'eschecksum) for pure acks. For pure acks, we found only one
of the same packet. Unlike reordering, it is difficult to Se@orruption out of 300000 acks iiV;, and, after eliminating
how replicatior_w can occur, though perhaps one mechanismjg , one out of 1.6-million acks in\,. This discrepancy
unnecessary link-level retransmlss_ldnks_\ Nl?_ we obs_erved suggests that data packets are much more likely to be corrupted
only one instance of packet replication, in which a pair of ackia the small pure ack packets because of some artifact of
sent once, arrived nine times, each copy coming 32 ms affef, the corruption occurs. For example, it may be that corrup-
the last. I\, we observed 65 instances of replication, all ofiy, hrimarily occursinside routers, where it goes undetected
a single packet, the largest being 23 copies of a data paciﬁtany link-layer checksum, and that the mechanism (e.g.,

botched DMA, cache inconsistencies) only manifests itself for
3However, as noted above, some network paths have substaiiiaium ~Packets larger than a particular size.
reordering times. For today’s slower rate paths, these times can well exceed\e gathered a bit of further evidence concerning corruption

the 20-ms figure we have explored. For such paths prone to reorderi ; ; ; ;
we would expect any approach based on delayifig= 20 ms to lead to Fétes by sampllng traffic on a busy FDDI ring connecting a

significant, unnecessary retransmissions, and poor performance. This prodi@h@€ university (U.C. Berkeley) to the Internet. In a January
is considerably diminished folV; = 2 because then we must have quite1998 sample of 400 000 packets, one in 7500 had an inconsis-

substantial (in terms of time) reordering in order to generate enough dupstécht checksum. In a November 1998 sample of 294 million
falsely trigger fast retransmission. ' . . .
4 . L ackets, about one in 9500 had an inconsistent checksum.
We have observed traces (not part of this study) in which more than 10%
I

of the packets were replicated. The problem was traced to an impropel f/]us’.the_ prObIem appears qUite real, and is under further
configured bridging device. investigation [19].

B. Packet Replication
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In summary, we cannot offer a definitive answer as taterval AT, <@, between them, then when they arrive at the
overall Internet packet corruption rates, but the evidence thaittleneck they will be spread out in time by the transmission
corruption occurs fairly frequently argues for further study idelay of the first packet across the bottleneck: after completing

order to resolve the question. transmission through the bottleneck, their spacing will be
exactly@,. Barring subsequent delay variations, they will then
IV. BOTTLENECK BANDWIDTH arrive at the receiver spaced natl; apart, butA7T, = Q,.

In this section, we discuss how to estimate a fundamen}é{fe then.co.mputdS via (1). . .
The principle of the bottleneck spacing effect was noted in

f k i | k idth : . o
property of a network connection, tHttieneck bandwidt Jacobson'’s classic congestion paper [11], where it in turn leads

that sets the upper limit on how quickly the network ca p o .

; , - 0 the “self-clocking” mechanism. Keshav formally analyzed
deliver the sender’s data to the receiver. The bottleneck comﬁs : .

the behavior of packet pair for a network of routers that all

from the slowest forwarding element in the end-to-end Cha"ke the “fair queueing” scheduling discipline (not presentl
that comprises the network path. We make a crucial distinctiSR <Y 4 9 9 P P y

betweenbottleneckbandwidth andavailable bandwidth. The used in the Internet), and developgd a provably stable flow
former gives an upper bound on how fast a connecti control scheme based on packet-pair measurements [13]. Both
%cobson and Keshav were interested in estimatiaglable

can possiblytransmit data, while the less well-defined lattef : L
term denotes how fast the connectican transmit while rather tharbottleneckbandwidth, and for thisyariationsfrom

still preserving network stability. Available bandwidth neveQ" due to queueing are of primary concern (Section VI-C).

exceeds bottleneck bandwidth and can, in fact, be mu%ritt;fégsbz)éounltzzgsgaxz ﬁj;t'geaﬁxfhn these variations
smaller (Section VI-C). :

We will denote a path’s bottleneck bandwidth Bs For Bolot used a stream of packets sent at fixed intervals to
measurement analysis, it is important to estimiteéecause probe several Internet paths in order to characterize delay and

from it we can then estimate a bound on interpacket spaciw s [1]. He measured round-trip delay of UDP echo packets

such that if two packets are sent with less spacing betwed d, among other analysis, applied the packet pair technique

them, then the second packet will have to queue behind the ff;%tform estimates of bottleneck bandwidths. He found good

at the bottleneck, and thus the transmission delays of the t\i reemenF with known link capacities, though a limitation of
packets will be correlated, rather than providing independe P sgudy ;SI t?at tk;e mtﬁasurements were confined to a small
measurements of delay conditions along the path. If a pac ég‘ er ot Internet paths.

carries a total ofb bytes and the bottleneck bandwidth is “ecent V\{ork by Carter_ apd Crovella also mve;ﬂgaﬁes the
B byte/s, then define utility of using packet pair in the Internet for estimatirtg)

[3]. Their work focuses orbprobe , a tool they devised
y = . or estimating3 by transmitting ten consecutive echo
Q,=b/B (1) f imating3 b itti ive ICMP ech

) . . packets and recording the interarrival times of the consecutive
From a queueing theory perspectivg, is simply the service rgpjies Much of the effort in developinigprobe concerns

time of ab-byte packet at the bottleneck link. If the sendeg, 5 filter the resulting raw measurements in order to form
transmits twob-byte packets with an intervaht, <@, be- 5 oyjig estimatebprobe currently filters by first widening
tween them, then the second one is guaranteed to have t0 Waily estimate into an interval by adding an error term, and
behind the first one at the bottleneck element (hence the Ygsg, finding the point at which the most intervals overlap.
of *Q" to denote queueing )- We will always discus®, in  the authors also undertook to calibrdiprobe by testing
terms of user dz?\ta bYtes'-e-' T_CP packet payloa_d, and forjq performance for a number of Internet paths with known
ease of discussion will assumds constant. We will not use bottlenecks. They found in general it works well, though

the term for acks. i fsome paths exhibited sufficient noise to sometimes produce
For our measurement analysis, accurate assessme of, . oneous estimates.

is critical. Suppose we observe a sender transmitting packet§)ne limitation of both studies is that they were based on

ﬁl Iand p2 an mte(;val ATsdapart. Th?n AT, <| Qb th?j measurements made only at the data sender. (This is not an
elays experienced by, andp, areperforce correlatedand jinsic limitation of the techniques used in either study.)

if AT, > @, their delays, if correlated, are due to anotheg;o iy poth studies, the packets echoed back from the
source (such as additional traffic from other connections, Umote end were the same size as those sent to it. neither
processing delays). We need to kn@ly so we can distinguish ;. js was able to distinguish whether the bottleneck along
those measurements that are necessarily correlated from “}ﬂ%eforward and reverse paths was the same. The bottleneck
that are not. If we do not do so, then we W'"_ sl_<ew our analys&uld differ in the two directions due to asymmetric routing
by mixing together measuremgnts with built-in delays due 90], or because some media, such as satellite links, can have
queuemg.at_ the bottleneck with measurements that do %nificant bandwidth asymmetries depending on the direction
reflect built-in delays. traversed [6]
, For estimating bottleneck bandwidth by measuring TCP
A. Packet Pair traffic, a second problem arises: if the only measurements
The bottleneck estimation technique used in previous woakailable are those at the sender, then “ack compression”
is based on “packet pair” [13], [1], [3]. The fundamental idegSection VI-A) can significantly alter the spacing of the small
is that if two packets are transmitted by the sender with @tk packets as they return through the network, distorting the
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bandwidth estimate. We investigate the degree of this problem g
below.

For our analysis, we consider what we temeceiver-
based packet pair (RBPP), in which we look at the pattern
of data-packet arrivals at the receiver. We also assume thgtg |
the receiver has full timing information available to it. In §©
particular, we assume that the receiver knows when the packei&f,

sent werenot stretched out by the network, and can reject Y

i

80000 1000

these as candidates for RBPP analysis. RBPP is considerablyg- - o

more accurate than sender-based packet pair (SBPP), since if' P -

eliminates the additional noise and possible asymmetry of the = :*" .. . . , ]
return path, as well as noise due to delays in generating the  ° 2 4 e 8 10 12

acks themselves. We find in practice this additional noise can
be quite |arge Fig. 2. Bottleneck bandwidth change.

B. Difficulties with Packet Pair

As shown in [1] and [3], packet pair techniques often
provide good estimates of bottleneck bandwidth. We find,5
however, four potential problems (in addition to asymmetries§
and noise on the return path for SBPP). Three of these problerj
can often be addressed, but the fourth is more fundamental.

Out-of-Order Delivery: The first problem stems from the
fact that for some Internet paths, out-of-order packet delivery
occurs quite frequently (Section IlI-A). Clearly, packet pairs 6 86 88 00
delivered out of order completely destroy the packet pair Time
technique, since they result T, <0, which then leads to a o 3 g2 ement of part of the right half of Fig. 2.
negative estimate foB. Out-of-order delivery is symptomatic
of a more general problem, namely that the two packets in a
pair may not take the same route through the network, whithis quirk, but the awareness of the general problem that
then violates the assumption that the second queues betinatileneck bandwidth can indeed change during the course
the first at the bottleneck. of a connection.

Limitations Due to Clock ResolutionAnother problem re-  Multichannel Bottleneck LinksA more fundamental prob-
lates to the receiver's clock resoluti@®., meaning the mini- lem with packet-pair techniques arises from the effects of
mum difference in time the clock can repaft. can introduce multichannellinks, for which packet pair can yield incorrect
large margins of error around estimatestbfFor example, if overestimates even in the absence of any delay noise. Fig. 3
C, = 10 ms, then forb = 512 bytes, a packet pair cannotexpands a portion of Fig. 2. The slope of the large linear trend
distinguish betwee8 = 51 200 byte/s, andB = oo. in the plot corresponds to 13 300 byte/s (106 kbit/s) as noted

We had several sites in our study with, = 10 ms. A earlier . However, we see that the line is actually made up of
technique for coping with larg€,. is to use packebunch in pairs of packets. The slope between the pairs corresponds to a
which & > 2 back-to-back packets are used, rather than judata rate of 160 kbyte/s. However, this trace involligd
two. Thus, the overall arrival intervab7* spanned by thé a site with an ISDN link that has a hard limit of 128 kbit/s
packets will be about — 1 times larger than that spanned by= 16 kbyte/s, a factor of ten smaller. Clearly, an estimate of
a single packet pair, diminishing the uncertainty due’io B = 160 kbyte/s must be wrong, yet that is what a packet-pair

Changes in Bottleneck Bandwidtinother problem that calculation will yield.
any bottleneck bandwidth estimation must deal with is the What has happened is that the bottleneck ISDN link uses
possibility that the bottleneckhangesover the course of two channelsthat operate irparallel. When the link is idle
the connection. Fig. 2 shows a sequence plot of data paclkasl a packet arrives, it goes out over the first channel, and
arriving at the receiver for a trace in which this happened. Théhen another packet arrives shortly after, it goes out over
eye immediately picks out a transition between one overdlle other channel. They do not queue behind each other!
slope to another, just aftdf = 6. The first slope correspondsMultichannel links violate the assumption that there srayle
to about 53 kbit/s, while the second is 106 kbit/s, and increaged-to-end forwarding path, with disastrous results for packet-
of a factor of two. pair, since in their presence it can form completely misleading

Here, the change is due tbli ’'s ISDN link activating overestimates foi3.

a second channel to double the link bandwidth, but we Again, we stress that the problem is more general than
emphasize that bottleneck shifts can occur due to other mette circumstances shown in this example. First, while in this
anisms, such as routing changes or partial layer-2 failurexample, the parallelism leading to the estimation error came
What is of interest is not that ISDN in particular exhibitfrom a single link with two separate physical channels, the

52000 54000 56000 58000 60000
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same effect could come from a router that balances its outgoingg
load across two different links. Second, it may be tempting to f
dismiss this problem as correctable by using packet bunch with g -
k = 3, instead of packet pair. This argument is not compelling
without further investigation, however, because= 3 could

be more prone to error for regular bottlenecks; and, more
fundamentallyk = 3 only works if the parallelism comes from
two channels. If it came frorthreechannels (or load-balancing
links), thenk = 3 will still yield misleading estimates.

T
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We now turn to the question of how we might extend the )
packet-pair concept to address the difficulties mentioned in tHg 4 Histogram of single-bottleneck estimates A6;.
previous section. We term the more robust procedure we de-
veloped “packet bunch modes” (PBM). The main observatioffsestimates cluster sharply around a particular value, or wider
behind how PBM works is that we can deal with packet pairi§ limited clock resolution prevents finer bounds. PBM always
shortcomings by formingeceiver-sideestimates for angeof  tries bunch sizes ranging from two to five packets. If required
packet-bunch sizes, allowing fonultiple bottleneck values or py limited clock resolution or the failure to find a compelling
apparent bottleneck values. Forming estimates at the receigghdwidth estimate (about one quarter of all of the traces,
yields the benefits discussed in Section IV-A. Consideringigually due to limited clock resolution), it tries progressively
range of bunch sizes lets us accommodate limited receivRirger bunch sizes, up to a maximum of 21 packets. We also
clock resolutions and the possibility of multiple channels Giote that nothing in PBM is specific to analyzing TCP traffic.
load-balancing across multiple links by using large bunchy it requires is knowing when packets were sent relative
sizes. But since we also consider small bunch sizes, we Ggone another, how they arrived relative to one another, and
still minimize the risk of underestimation due to noise dilutingheir size.
the spacing of the bunches. Finally, allowing for finding \we applied PBM ta\; and A, for those traces for which
multiple bottleneck values lets us accommodate multichanrigbanaw 's packet filter and clock analysis did not uncover
(and multilink) effects, and also the possibility of a bottlenecgny uncorrectable problems. After removitigi , which
change frequently exhibited both bottleneck changes and multichannel
Allowing for multiple bottleneck values rules out use ogffects, PBM detected a single bottleneck 95%-98% of the
the most common robust estimator, the median, since e, failed to produce an estimate 0%—2% of the time (due to
presupposes unimodality. We instead focus on identifyingcessive noise or reordering), detected a bottleneck change
modes i.e., local maxima in the density function of thep apout 1 connection out of 250, and inferred a multichannel
distribution of the estimates. We then observe that: bottleneck in 1%—2% of the connections (though some of these
1) if we find two strong modes, for which one is foundappear spurious). Since all but single bottlenecks are rare, we
only at the beginning of the connection and one at thgefer discussion of the others to [22], and focus here on the
end, then we have evidence of a bottleneblange usual case of finding a single bottleneck.
2) if we find two strong modes which span the same portion Unlike [3], we do not knowa priori the bottleneck band-
of the connection, and if one is found only for a packegidths for many of the paths in our study. We thus must
bunch size ofn and the other only for bunch sizesm, fall back on self-consistency checks in order to gauge the
then we have evidence for am-channel bottleneck link; accuracy of PBM. Fig. 4 shows a histogram of the estimates
3) we can find both situations, for a link that exhibits both ormed for A,. (The A estimates are similar, though lower
change and a multichannel link, such as shown in Fig. Bandwidth estimates are more common.) We can arguably
Turning these observations into a working algorithm entailsidentify all of the peaks in the figure as corresponding to
great degree of niggling detail, as well as the use of a numberown bandwidths such as 170 kbyte/s for a T1 circuit after
of heuristics. Examples are: determining how many packemoving overhead, or possible divisions or pairings of known
arrivals to consider given limited-clock resolution; propagatingandwidths. We find that the E1 peak disappears if we confine
clock uncertainties into the bandwidth estimates; dealing withe analysis to North American sites, as expected since E1 is
relatively flat modal peaks; merging nearby peaks; avoidinged in Europe but not in North America. Since we can offer
timing artifacts introduced by TCP “self-clocking” and delayeghlausible explanations for all of the peaks, PBM passes the
acknowledgment; deciding when we have too few bandwidgelf-consistency test, which in turn argues that PBM is indeed
measurements for a given bunch size to trust the corresponditegecting true bottleneck bandwidths.
estimate; and numerous others. We next investigate the stability of bottleneck bandwidth
We defer discussion of these particulars to [22]. We noteyer time. If we consider successive estimates for the same
though, that one salient aspect of PBM is that it forms isender/receiver pair, then we find that 50% differ by less than
final estimates in terms of error bars that nominally encompak§5%; 80% by less than 10%; and 98% differ by less than a
+20% around the bottleneck estimate, but might be narrowfactor of two. Clearly, bottlenecks change infrequently.
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The last property of bottleneck bandwidth we investigate ieturn. The remaining 5%—6% are overestimates (typically
symmetry: how often is the bottleneck from hostto hostB  50% too high), reflecting ack compression (Section 1V-A).
the same as that frod® to A? Bottleneck asymmetries are an
important consideration for sender-based “echo” measurement
techniques, since these will observe th@éimumbottleneck V. PACKET LOsSS
of the two directions [1], [3]. A receiver-based algorithm

!'ke PBM’, hovyever, can soundly assess the bottlengck out packet loss in the Internet: how frequently it occurs and
Just one d|re(?t|on along th? path. Since our data sets incl fth what general patterns (Section V-A), differences between
connectlons_ in both directions along e_ach _path, We can UsEs rates of data packets and acks (Section V-B), the degree
PBM to estimate the bottleneck bandwidth in each directiof \\nich loss occurs in bursts (Section V-C), and how well
and then compare the two to assess symmetry. This asSeSSHEM ratransmission matches genuine loss (Section V-D).

is imperfect, since we do not have simultaneous measurements

in each direction, but since the bottleneck bandwidth along a

path changes infrequently, we can still compare connectiofis LOSs Rates

somewhat separated in time. A fundamental issue in measuring packet loss is to avoid

We find that for a given pair of hosts, the median estimatesnfusing measurement drops with genuine losses. As men-
in the two directions differ by more tha#:20% about 20% tioned in Section I, we addressed this concern by coding into
of the time. This finding agrees with the observation tha¢panaly the details of the different TCP implementations
Internet paths often exhibit major routing asymmetries [20f our study, so it could infer measurement drops by detecting
The bottleneck differences can be quite large, with for exampd@parently inconsistent TCP behavior (such as sending an
some paths T1-limited in one direction but Ethernet-limited iacknowledgment for data that, according to the trace, never
the other. In |Ight of these variations, we see that Sender-baqued) [21] Because we can determine whether traces suffer
bottleneck measurement will sometimes yield quite inaccurgt@m measurement drops, we can exclude those that do from
results. our packet loss analysis and avoid what could otherwise be
significant inaccuracies.

For the sites in common, Vi, 2.7% of the packets
were lost, while inN3, nearly twice as many (5.2%) were

We finish with a look at how packet pair performs comparddst. However, we need to address the question of whether
to PBM. We confine our analysis to those traces for whidhe increase was due to the use of bigger windowsVin
PBM found a single bottleneck. This restriction might intro¢Section Il). With bigger windows, transfers will often have
duce bias by removing traces for which we know a packet paitore data in flight and, consequently, load router queues much
will perform poorly (such as multichannel links). Howevermore.
the bias is bounded by the fact that such traces comprise onlyVe can assess the impact of bigger windows by looking at
2%-5% of all of the traces. loss rates ofdata packets versus those fack packets. Data

If packet pair produces an estimate lying withitf20% of packets stress the forward path much more than the smaller
PBM's, then we consider it to agree with PBM, otherwisack packets stress the reverse path, especially since acks are
not. We evaluate RBPP (per Section IV-A) by consideringsually sent at half the rate of data packets due to ack-every-
it as PBM limited to packet bunch sizes of two packets (ather-packet policies. On the other hand, the rate at which
larger, if needed to resolve limited clock resolutions). We find TCP transmits data packetglaptsto current conditions
RBPP estimates almost always (97%—98%) agree with PBMong the forward path, while the ack transmission rate does
Thus, if: 1) PBM’s general clustering and filtering algorithmsiot adapt to conditions along the reverse path unless either
are applied to packet pair; 2) we do packet pair estimati@m entire flight of acks is lost, causing a sender timeout, or
at the receiver 3) the receiver benefits from sender timinghere is significant correlation between the loss rates in the
information, so it can reliably detect out-of-order delivery anfbrward and reverse directions, which we show in Section V-
lack of bottleneck “expansion;” and 4) we are not concernd®l is not the case. Thus, we argue that ack losses give a
with multichannel effects, then packet pair is a viable andearer picture of overall Internet loss patterns, while data
relatively simple means to estimate the bottleneck bandwidtbsses tell us specifically about the conditions as perceived

We also evaluate the sender-based packet pair (SBPP)bynTCP connections.
which the sender makes measurements by itself. SBPP is ofn A7, 2.88% of the acks were lost and 2.65% of the
considerable interest because a sender can use it without data packets, while itVs, the figures are 5.14% and 5.28%.
cooperation from the receiver, making it easy to deploy in tf@early, the bulk of the difference between th§ and N>
Internet. To fairly evaluate SBPP, we assume use by the senldes rates is not due to the use of bigger windowsvin We
of a number of considerations for forming sound bandwiditonclude that, overall, packet loss rates nearly doubled during
estimates, detailed in [22]. Even so, we find that SBPP does 1895. We can refine these figures by conditioning on observing
work especially well. In both data setss, the SBPP bottleneak least one loss during a connection. Here we make a tacit
estimate agrees with PBM only about 60% of the time. Aboassumption that the network has two states, “quiescent” and
one third of the estimates are too low, reflecting inaccuraciisusy,” and that we can distinguish between the two because
induced by excessive delays incurred by the acks on theihen it is quiescent, we do not obseramy (ack) loss.

In this section, we look at what our measurements tell us

D. Efficacy of Packet Pair
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TABLE | o | ]
ConDITIONAL ACK L oss RATES FOR DIFFERENT REGIONS - R
Region ” No-loss J No-loss, ” If-loss; [ If-loss2 I A @
Europe 48% 58% 53% [ 59% | +11%
u.s. 66% 69% 3.6% | 44% | +21% ©
Into Europe 40% 31% 98% | 169% | +73% © : - Unqueued data pkis
R ---- Queued data pkts
Into U.S. 35% 52% 49% |  6.0% | +22% - ~ — Acks
All regions 53% 52% 56% | 81% | +564% s
!
We will term a connection “loss-free” if it did not experience
any lost acks, and “lossy” if at least one of the acks was lost. o |

In both A7 and A5, about half the connections were loss- < ' i w '
free. For lossy connections, the loss rates jump to 5.796in 10 20 % 40
and 9.2% in\;. Thus, even inVy, if the network was busy Per-Connection Packet Loss Rate (%)
(using our simplistic definition above), loss rates were quitdg. 5. N loss rates for data packets and acks.

high, and forN5, they shot upward to a level that in general

will seriously impede TCP performance. “unqueued” data packets. A “queued” data packet is one that
Geography also plays a crucial role. We partitioned thgesumably had to queue at the bottleneck link behind one of

connections into four groups: “Europe,” “U.S.,” “Into EUrope,’the connection’s previous packets, while an unqueued data

and “Into U.S.” European connections have both a Europegicket is one that we know did not have to queue at the

sender and receiver, U.S. connections have both in the Up3ttleneck behind a predecessor. We distinguish between the

“Into Europe” connections have U.S. daegeiverg(since they two by computing each packetigaiting time as follows.

are what transmit the packets of interest, namely the acks, intasyppose the methodology in Section IV estimates the bottle-

Europe). Similarly, “Into U.S.” are connections with Europeafeck bandwidth as. It also providesroundson the estimate,

data receivers. i.e., a minimum valug3~ and a maximumB*. We can then
Table | summarizes loss rates for the different regiongetermine the maximum amount of time required fdr-layte

conditioning on whether any acks were lost (“loss-free” Qsacket to transit the bottleneck, namely; = /B~ s, which

“lossy”). The second and third columns give the proportion @§ simply (1) using the lower bound of.

all connections that were loss-freeAi andA, respectively. | et 7; be the time at which the sender transmits itte

We see that except for the trans-Atlantic links going into th@ata packet. We then associatenaximum waiting time\;”

United States, the proportion of loss-free connections is faiflyith each packet (assume for simplicity thais constant).
stable. Hence, loss rate increases are primarily due to high®e first packet's waiting time is

loss rates during the already-loaded “busy” periods. The fourth + +

and fifth columns give the proportion of acks lost for all of the Al =@

lossy connections aggregated together, and the final CO'““?S'hbsequent packets have a waiting time
summarizes the relative change of these figures. None of the + + +

“lossy” loss rates is especially heartening, and the trends are A =@y +max[(Tior + A7) — 15, 0]

all increasing. The 17%\> loss rate going into Europe IS \+ reflects the maximum amount of extra delay tith

particularly glum. _ _ _ . packet incurs due to its own transmission time across the
Within regions, we find considerable site-to-site variation igyiieneck link, plus the time required to first transmit any

loss rates, as well as variation between loss rates for pac ceding packets across the bottleneck link; ¥ill arrive
inbound to the site and those outbound (Section V-B). We diff e pottleneck before they have completed transmission. In
not, however, find any sites that seriously skewed the aboé{ﬁeueing theory terms.* reflects theith packet's (maximum)

figures. waiting time at the bottleneck queue, in the absence of
In [22], we also analyze loss rates over the course ett_)mpeting traffic from exogenous sources.
the day, here omitted due to limited space. We find the T, <Ti_1 + A, then we will term packet “queued,”
- 1—17 ’

expected diurnal pattern of “busy” periods corresponding {Reaning that it had to wait for pending transmission of earlier

working hours and “quiescent” periods to late night and earb’ackets. Otherwise, we term it “unqueued.” (We can also
morning hours. However, we also find that osuccessful

develop “central” estimates rather than maximum estimates

measurements involving European sites exhibit a definite bil?s?‘ingB instead of 3~ in this chain of reasoning. These are
toward oversampling the quiescent periods, due to effeg{s, \ajues used in Section IV-C).

discussed in Section Il. Consequently, the European loss rate@sing this terminology, in bott\; and A», about 2/3 of

given above are underestimates. the data packets were queued. Fig. 5 shows the distributions of
loss rates duringVs for unqueued data packets, queued data
packets, and acks. All three distributions show considerable
We now turn to evaluating how patterns of packet loss diff@robability of zero loss. We see that queued packets are much
among data packets (those carrying any user data) and aure likely to be lost than unqueued packets, as we would
packets. We make a key distinction between “queued” aedpect. In addition, acks are consistently more likely than

B. Data-Packet Loss versus Ack Loss
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unqueued packets to be lost, but generally less likely to be TABLE I

lost than queued packets, except during times of severe loss. UNCONDITIONAL AND CONDITIONAL LOSS RATES

We interpret the difference between ack and data loss rates Type of loss P Pf

as reflecting the fact that, while an ack stream presents a M M M] M

much lighter load to the network than a data-packet stream, the Queued data pkt 2.8% | 4.5% || 49% | 50%

ack stream doesot adapt very much to the current network Unqueued data pkt | 3.3% | 5.3% || 20% | 25%
" . : : Ack 32% | 43% || 25% | 31%

conditions along its forwarding path, while the data-packet

stream does, lowering its transmission rate in an attempt to

diminish its loss rate. 2 NT Daa

It is interesting to note the extremes to which packet loss
can reach. InV5, the largest unqueued data-packet loss rate
we observed was 47%. For queued packets it climbed to 65%,
and for acks 68%. As we would expect, these connections «
all suffered egregiously. However, thelld manage to suc- °
cessfully complete their transfers within their alloted 10 min,
a testimony to TCP’s tenacity. For all of these extrenres,
packets were lost in the reverse direction. Clearly, packet loss
on the forward and reverse paths is sometimes completely
independent. Indeed, the coefficient of correlation between
combined (queued and unqueued) data-packet loss rates feb. Distribution of packet loss outage durations exceeding 200 ms.
ack loss rates io\V; is 0.21, and inN>, the loss rates appear
uncorrelated (coefficient 6£0.02), perhaps due to the greater Taple II summarizes* and Py for the different types of
prevalence of routing asymmetry. packets and the two data sets. Clearly, TCP packet loss events

A final puzzle is that the nonzero portions of both there not well modeled as independent. Even for the low-burden
unqueued and queued data-packet loss rates agree closely pdiftively low-rate ack packets, the loss probability jumps by
exponential distributions, while the distribution for acks is nq§ factor of seven if the previous ack was lost. We would
so persuasive a match. Perhaps the better fit for data les@ect to find the disparity strongest for queued data packets,
rates reflects the fact that the sender transmits data packgiShese must contend for buffer with the connection’s own
at a rate that adapts to the current network conditions basgdvious packets, as well as any additional traffic, and indeed
on observing data-packet loss. The difference highlights thfs is the case. We find the effect least strong for unqueued
if we passively measure the loss rate by observing the faigta packets, which accords with these not having to contend
of a connection’s TCP data packets, then we in fact af@th the connection’s previous packets, and having their rate
making measurements using a mechanism whose goal isdifinished in the face of previous lo3s.
lower the value of what we are measuring (by spacing outThe relative differences betwedf* and Py in Table Il all
the measurements). Consequently, we need to take caregeed those computed by Bolot by a large factor. His greatest
distinguish between measuring overall Internet packet loggserved ratio off to P was about 2.5 : 1. However, hig*
rates, which is best done usimgnadaptivesampling, versus were all much higher than those in Table I, even doe 500
measuring loss ratesxperiencedyy a transport connection’s ms, suggesting that the path he measured differed considerably
packets—the two can be quite different. from a typical path in our study.

Given that packet losses occur in bursts, the next natural
guestion is, how big? To address this question, we group

N1 Acks
1| — N2 Data

0.8

0.6

0.2

0.0

0.5 1.0 5.0 10.0 50.0

Outage Duration (sec}

C. Loss Bursts successive packet losses imtotages Fig. 6 shows the distri-
In this section, we look at the degree to which packet loggition of outage durations for those lasting more than 200 ms
occurs inburstsof more than one consecutive loss. (the majority). We see that all four distributions agree fairly

The first question we address is the degree to which packéisely.

losses are well-modeled as independent. In [1], Bolot in- It is clear from Fig. 6 that outage durations span several
vestigated this question by comparing the unconditional lossders of magnitude. For example, 10% of tkie ack outages
probability P with the conditional loss probability’;, where were 33 ms or shorter (not shown in the plot), while another
Py is conditioned on the fact that the previous packet was al$0% were 3.2 s or longer, a factor of 100 larger. Furthermore,
lost. He investigated the relationship betweh and P for the upper tails of the distributions are consistent with Pareto
different packet spacings, ranging from 8 to 500 ms. He distributions. Fig. 7 shows a complementary distribution plot
found thatPy approaches’* asé increases, indicating that of the duration ofA> ack outages, for those lasting more than
loss correlations are short lived, and concluded that “losses20§ (about 16% of all the outages). Both axes are log-scaled. A
prob_e packets are essentially random_as long as_the prOb@t is interesting that queued packets are unconditionally less likely to be
traffic uses less than 10% of the available capacity of th&t than unqueued packets. We suspect this reflects the fact that lengthy
connection over which the probes are sent.” The path periods of heavy loss or outages will lead to timeout retransmissions, and

| d. th h. included a h ilv loaded lantic li g:nese are unqueued. Note that these statistics differ from the distributions
analyzed, though, included a egw y loade traps-At antic link,own in Fig. 5 because those are ffer-connectioross rates, while Table Il
so the patterns he observed might not be typical. summarizes loss probabilities ovalt the packetsn each data set.
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S TABLE 11l

8 ProOPORTION OFRR’s DUE TO DIFFERENT CAUSES

2 Type of RR N No

=1 % all packets 1% 2%
% o - % retrans. 26% 28%
12 Unavoidable 44% 17%
§ S Coarse feed. 51% 80%

2 Bad RTO 4% 3%

8 <

o

g - Because we have traces of connections at both sender and

(=}

5 10 0 100 =0  receiver, we can unambiguously determine for each retrans-
Ack Outage Duration (sec) mission which acks had arrived or would subsequently arrive
at the sender, and so can readily detect RR’s and classify
them by type. Table lll summarizes the prevalence of the
different types of RR’s inA; and N>. We see that inVy,
straight line on such a plot corresponds to a Pareto distributig £y proportion of the RR’s were unavoidable. (Some of
We have added a least-squares fit. We see the long outag@se might however have been avoided had the receiving TCP
fit quite well to a Pareto distribution with shape paramet%{enerated more acks.) But faf,, only about 1/6 of the RR’s
a = 1.06, except for the extreme upper tail, which is subject tQ,are unavoidable, the difference no doubt dugvids use of
truncqtion because of the 600-s limit on connection duratioB@ger windows (Section I1) increasing the mean number of
(Section I). S acks in flight.

A shape parameter < 2 means that the distribution has «cgarse feedback” RR's presumably would all be fixed
infinite variance indicating immense variability. Pareto distri-using SACK, so we see that SACK provides a major benefit
butions for activity and inactivity periods play key roles inp, improving TCP retransmission.
some models of self-similar network traffic [26], suggesting «gaq4 RTO” RR’s indicate that the TCP's computation of the
that packet loss outages could contribute to how TCP netwqgkyansmission timeout was erroneous. Bad RTO RR's are rare,
traffic might fit to on/oFFbased self-similarity models. providing solid evidence that the standard TCP RTO estimation

Finally, we note that the patterns of loss bursts we obserygqrithm developed in [11] performs quite well for avoiding
might be greatly shaped by use of “drop tail” queueingzp.g A separate question is whether the RTO estimation is
In particular, deployment of random early detection (RED), 1y conservative. A thorough investigation of this question
could S|gn|f|cantly f:lffect these patterns and the correspondliggcommex because a revised estimator might take advantage
connection dynamics [8]. of both higher-resolution clocks and the opportunity to time
multiple packets per flight. Thus, we leave this interesting
question for future work.

The final aspect of packet loss we investigate is how In summary, ensuring standard-conformant RTO calcula-
efficiently TCP deals with it. Ideally, TCP retransmits if andions and deploying the SACK option together eliminate
only if the retransmitted data was indeed lost. However, thrtually all of the avoidable redundant retransmissions. The
transmitting TCP lacks perfect information, and consequentlgmaining RR’s are rare enough to not present serious perfor-
can retransmit unnecessarily. We analyzed each TCP trammnce problems.
mission in our measurements to determine whether it was arhe last aspects of TCP retransmission we investigate are
redundant retransmissiofiRR), meaning that the data sent hathe patterns of packet loss during fast recovery sequences.
already arrived at the receiver, or was in flight and woulfiwo known problems with TCP loss recovery are that if
successfully arrive. multiple packets are lost in a single flight, then the recovery

In [21], we identified one TCP implementation as suffering likely to stall until a retransmission timeout occurs, sefi-
from significant errors in computing RTO, which the other imeusly diminishing throughput; and if a retransmitted packet is
plementations do not exhibit. We removed the correspondifigelf lost, the connection will also incur a timeout [7], [10].
traces from the analysis in this section, as the TCP generalgile these problems have been recognized for quite a while,

Fig. 7. Log-log complementary distribution plot.4f, ack outage durations.

D. Efficacy of TCP Retransmission

an abnormally large number of RR'’s. extensive data has not been available in order to gauge the
We classify three types of RR's: degree to which they actually present difficulties for Internet
« unavoidable because all of the acks for the data wereonnections. We analyzed th'; and A/, measurements to
lost; provide such data.

« coarse feedbackneaning that had earlier acks conveyed In A/, out of 1178 packets retransmitted using fast recovery,
finer information about sequence holes (such as providedly 3.9% were themselves lost, while i, only 4.5% of
by SACK), then the retransmission could have beetb 444 packets were lost. (These proportions are quite close
avoided; to the unconditional loss rates we examined in Section V-A,
* bad RTO meaning that had the TCP simply waitecand much lower than the conditional loss rates examined in
longer, it would have received an ack for the data (bdsection V-C, indicating thatongestion often drains on time
retransmission timeout). scales of RTT'3.We conclude that the concern of suffering a
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timeout due to a lost retransmitted packet is, in practice, n@bint held upby the network, such that transmission of the first
an especially serious problem. packet stalls and the later packets have time to catch up to it.
However, in bothN; and A,, 1/3 of the time we found Zhang et al. predicted from theory and simulation that
that more than one packet was lost in the flight prior to acks could be compressed (“ack compression”) if a flight
fast recovery, and about 15% of the time, more than twarrived at a router without any intervening packets from
packets were lost. These proportions are high enough to goress traffic (hence, the router's queue dsmining) [27].
solid support for refining the fast recovery mechanism to copéogul subsequently analyzed a trace of Internet traffic and
with multiple losses, such as by adding SACK; though weonfirmed the presence of ack compression [17]. His definition
note again, as in Section V-C, that deployment of RED mayf ack compression is somewhat complex since he had to
significantly alter these proportions. infer endpoint behavior from an observation point inside
the network. Since we can compute from our data both
AT, and AT,, we can instead directly evaluate the presence
VI. PACKET DELAY of compression. He found compression was correlated with

The final aspect of Internet packet dynamics we analyzqucket loss but (_:onsiderably more rare. His study was limited,
that of packet delay. Here we focus on network dynamié@weﬁler’ to a smgl;S_h t:afflc trgc? d . K
rather than transport protocol dynamics. Consequently, w c_compre;;stl)on smpegetncA or E.teﬁt".}gl ac ﬁom—
confine our analysis to variations in one-way transit timd¥€Ssion would be to compu T,/ AT which, if less than
(OTT's) and omit discussion of RTT variation, since RTTNE: indicates that the packets arrived with their timing com-
measurements conflate delays along the forward and reve%%s_sed' However, we need to_ ta_ke Into acc_ount the uncertain-
paths. ties in AT, and AT, due to the limited resolution of the clocks

For reasons noted in Section |, we do not attempt frequen sed t(,) measure the_m. L€t and QS be t_he receiver and
domain analysis of packet delay. We also do not summarize {Hgder’s clock resolutions, per the discussion in [23]. Then the
marginal distribution of packet delays. Mukherjee found thgtc}ualisgndflng shpacmg !s.boundeqmgfs_ﬁ]@, ?nd sw;nlarly |
packet delay along a particular Internet path is well modeléﬁ " % or the receving spfac:ﬁr;% gre OE’Tt eCactua
using a shifted gamma distribution, but the parameters of t Siﬂ;e 0 gomAp;essmc? ranges fro. — C;)/ (AL, +Cs)
distribution vary from path to path and over the course dp ol + v/ AT e .
the day [18]. Since we have about 1000 distinct paths in our © P& conservative in concluding that a set of packets had
study, measured at all hours of the day, and since the gamfi? dpressed ktlmlng, We use t?e Iatterr] end of thf's ralnge. Tﬁen'
distribution varies considerably as its parameters are variedt,oi etect ack compression, for each group of at least three

is difficult to see how to summarize the delay distributions in gcks, we compute
useful fashion. We hope to revisit this problem in future work.
Any accurate assessment of delay must first deal with the is- AT, +C,
sue of clock accuracy. This problem is particularly pronounced £= AT, - C, (2)
when measuring OTT’s since doing so involves comparing
measurements from two separate clocks. Accordingly, we
developed robust algorithms for detecting claatjustments While generally the acks in our traces were generated for
and relative skewby inspecting sets of OTT measurementgvery-other data packet, we also included acks sent more
[23]. The analysis in this section assumes these algorithfi@duently, such as duplicate acks.
have first been used to reject or adjust traces with clock errorsWe consider a group compressed & 0.75. We term such
OTT variation was previously analyzed by Claffy and 9roup acompression eventn N7, 50% of the connections
colleagues in a study of four Internet paths [5]. They four@Xperienced at least one compression event, antin60%
that mean OTT’s are oftenot well approximated by dividing did. In both, the mean number of events was around two, and
RTT’s in half, and that variations in the paths’ OTT’s are ofte% Of the connections experienced 15 or more. Almost all
asymmetric. Our measurements confirm this latter finding. ¢@mpression events are small, with only 5% spanning five or
we compute the interquartile range (75th percentile miniiore acks. Finally, a significant minority (10%-25%) of the
25th) of OTT's for a connection’s unqueued data packets véompression events occurred for dup acks. These are sent with
sus the acks coming back, i the coefficient of correlation l€Ss spacing between them than regular acks sent by ack-every-

between the two is 0.10, and ik it drops to 0.006. other policies, so it takes less timing perturbation to compress
them.

Were ack compression frequent, it would present two prob-
lems. First, as acks arrive, they advance TCP’s sliding window

Packet timingcompressioroccurs when a flight of packetsand “clock out” new data packets at the rate reflected by their
sent over an intervaA7, arrives at the receiver over anarrival [11]. For compressed acks, this means that the data
interval AT, < AT;. To first order, compression should nopackets go oufaster than previously, which can result in
occur, since the main mechanism at work in the network foetwork stress. Second, sender-based measurement techniques
altering the spacing between packets is queueing, whichsach as SBPP (Section IV-A) can misinterpret compressed
generalexpandsflights of packets (cf. Section IV-A). How- acks as reflecting greater bandwidth than truly available. Since,
ever, compression can occur if a flight of packets is at sorhewever, we find ack compression relatively rare and small in

A. Timing Compression
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magnitude, the first problem is not seriduand the second changes), then we argue that the remaining measured OTT

can be dealt with by judiciously removing upper extremegyriation reflects queueing delays.

from sender-based measurements. o We compute thejueueing variation on the time scateas
Data-Packet Timing Compressiorzor data-packet timing fq|lows. We partition the packets sent by a TCP into intervals

compression, our concerns are different. Sometimes a ﬂ'ghtd?flengthr. For each interval, let; andn,. be the number of

data packets i? sent at a high rate due to a sudden advagig&esstully arriving packets in the left and right halves of the
in the receiver’s offered window. Normally these flights arg iarval If either is zero, or ify < n,./4 or vice versa, then

spread out by the bottleneck and arrive at the receiver Wi, reject the interval as containing too few measurements or
a distancer, between each packet (Section V). If, after th‘?oo much imbalance between the halves. Otherwises,]etnd

bottleneck, their timing is compressed, then use of (2) mol m,. be the median OTT'’s of the two halves. We then define the
detect this fact unless they are compressed to a greater de%ﬁﬁval’s queueing variation dsn; — m.|. Finally, let AQ

than their sending rate. Fig. 8 illustrates this concern: ”ﬁ the median ofm; — m,.| over all such intervals

flights of data packets arrived at the receiver at 170 kbyte/s ( Thus, AQ refleclts the1 “average” variation we .observe in
rate), except for the central flight, which arrived at Ethern tacket 'dela;/s over a time scale afBy using medians, this
speed. However, it was also sent at Ethernet speed, an e3fimate is robust in the presence of noise due to nonqueueing

¢~ 1L effects, or queueing spikes. By dividing intervals in two and

Consequently, we consider a group of data packets gde’mparing only variation between the two halves, we confine

“compressed” if they arrive at greater than twice the upp rQ to only variations on the time scale of. Shorter or
bound on the estimated bottleneck bandwidth. We only T . . L
I(I)n er lived variations are, in general, not included.

consider groups of at least four data packets, as these, coup e now analyzeAQ, for different values ofr, confinin
with ack-every-other policies, have the potential to then elicit y T 7 9

. . A . urselves to variations in ack OTT's, as these are not clouded
a pair of acks reflecting the compressed timing, leading go : . o
bogus self-clocking. y queueing at the bottleneck and adaptive transmission rate

These compression events are rarer than ack compress%f?,ds.' The qugstmn Is: are there particutar on which most.
occurring in only 3% of the\; traces and in 7% of those dU€ueing yar|at|on occurs? If so, then_ we can hc_)pe _to engineer
in A>. We were interested in whether some paths might 6@ those time .sczjlle;;r_llforhexa.njple, .'f The ollcomlrr‘la s less .
plagued by repeated compression events due to either peCngln a connection’s ! thenitis pomt ess o_rt N connectlc_m
router architectures or network dynamics. Only 25%—30% try to adapt to queueing fluctuations, since it cannot acquire
the traces with an event had more than one, and just 3% ggdback quickly er_lough to do so. 5 16
more than five, suggesting that such phenomena are rare. BUf®" €ach connection, we range througfh2 ;17,27 msto
those connections with multiple events are dominated byfi3d 7, the value ofr for which AQ- is greatestr reflects the

few host pairs, indicating that the phenomenon does ocdlff€ scale for which the connection experienced the greatest
repeatedly, and is sometimes due to specific routers. OTT var_|at|or_1. Fig. 9 shows th_e_r_10rma_1llzed proportion of the
connections inV; and A, exhibiting different values of.

Normalization is done by dividing the number of connections
that exhibited7 with the number that had durations at least
In this section, we briefly develop a rough estimate of thgs |ong as?. For both data sets, time scales of 128-2048 ms
time scales over which queueing occurs. If we take care g@marily dominate. This range spans an order of magnitude,
eliminate suspect clocks, reordered packets, compressed @Rd exceeds typical RTT values. Furthermore, while less
ing, and traces exhibiting TTL shifts (which indicate rOUtinQbrevalent,% values all the way up to 65 s remain common,

6 . . . ‘with A7 having a strong peak at 65 s (perhaps due to periodic
Indeed, it has been argued that occasional ack compression is beneflmalt db ¢ h izati 9 liminated b
since it provides an opportunity for self-clocking to discover newly availap@Utages cause y router syncnronization [ ]1 eliminate y

bandwidth. the end of 1995).

B. Queueing Time Scales
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variations occur primarily on time scales of 0.1-1 s, but extend «©

We summarize the figure as indicating that Internet delay
out quite frequently to much larger times. —F»

] 7j7 i

C. Available Bandwidth & \

The last aspect of delay variation we look at is an interpreta- |
tion of how it reflects thevailable bandwidthin Section V-B

we developed a notion of data pack&t “waiting time,” A;,
meaning the total delay it incurs due to both queueing at the =

bottleneck behind its predecessors, and the time required for 0.0 02 0.4 06 0.8 1.0
its own transmission across the bottleneck [ per (1)]. For Inferred Available Bandwidth

simplicity, we assume thdtis the same for each data packet, @

though the following discussion can be extended to the caseg |

of variable b. T

Since every packet requires timg to transit the bottleneck, & |
variationsin OTT do not include®,, but will reflect; =
A — Q. ;IS the expected additional delay that packet
+ will experience because it will have to queue behind its
predecessors at the bottleneck.

Let +; denote the difference between packst measured
OTT and the minimum observed OTT. Using the same as- °©
sumptions as in Section VI-B, we interpret as reflecting S

0.6

04

2

queueing delays. 0.0 0.2 0.4 0.6 0.8 1.0
If the network path is completely unloaded except for the Inferred Available Bandwidth
connection’s load itself (no competing traffic), then we should (b)

havew); = ;. That is, themeasuredextra delay {;) can all be Fig. 10. Density and cumulative distribution 4f, inferred available band-
accountted for by thexpectedextra delay due té queueing width (3).
behind its predecessors.

More generally, define consume network resources, they were readily available. This
observation provides the basis for hoping that we might be able
Z (i + Qo) to uses to estimate available bandwidth without fully stressing
B= Lt ——. the network path, unlike other available bandwidth estimation
Z (v +Qv) techniques [15], [4]. Fully evaluating this possibility remains
J for future work.

[ then reflects the proportion of the packet's delay due EJV\:;E C;t?] Loughly g?ugethhow v:c/faﬂ trt:lyfreflecltst.avatl)latble
the connection’s own loading of the network.Af= 1, then andwi y computing the coetnicient of corrélation between

overall, we have a situation approximating ~;, namely all # and the connection’s overall throughput (normalized by

of the delay variation is due to the connection’s own queueirﬁj v!ldlnfg bj)\//th(_et b_ottler:ec(I;Sbsandwdth). Fov, this is 0.44,

load on the network. On the other hand, 4f ~ 0, then ne for Nz, 1t NSes 1o ©.59. . .

the delays experienced by the packet are much higher th rl?g. 10 shows_ the density and cumulat!ve distribution of

those simply due to their own transmission times across the (I; Na. We fﬂnd Flhabtl Inktjernoclat 'é:&ohr;negnons enclclnurl:]er a

bottleneck and their own queueing behind their predecess Qad range of avaliable bandwidinas 1S generaly the

In this case, the connection’s loadinsignificantcompared to case with Internet characteristics, a single figure like this can

that of othe’r traffic in the network oversimplify the situation. We note, for example, that confining
Similarly, we can say thak, (i) +(s ) reflects the resourcesthe evaluation of? to European connections results in a sharp

consumed,by the connectizonzitself whilg; (v, + Q) — leftward shift in the density, indicating generally less available

' INT

S5 (s + Qp) = £57; — Siths reflects the resources consume?andWidth’ while for U.S. connections, the density shifts

b{) thze co;)npetinjg%connéc;ions 0 the right. Furthermore, for paths with higher bottleneck
Thus, 3 captures the proportion of the total resources tht t’;\r;dmd':]hs, \f{‘;]e giengratlllybflnd hlowzr values g7 reflecting i

were consumed by the connection itself, and we interfras at such paths tend 1o beé shared among moré competing

reflecting theavailable bandwidth Values of 3 close to one connections. Finally, we note that the predictive powegof

mean that the entire bottleneck bandwidth was available, a'ﬁ Idbs to ?ﬁ fagrlly gfcio:j. OE avera:ge, a g;veThobservatloA‘:hof
values close to zero mean that almost none of it was actuaily _e Wi |r_1 -1 of later observations ¢f for the same path,
available. r time periods up to several hours.

Note that we can havg = 1, even if the connection does
not consume all of the network path’s capacity. All that is
required is that, to the degree that the connection did attempt téThe depressed density 4tx 0 reflects a measurement bias [22].



PAXSON: END-TO-END INTERNET PACKET DYNAMICS 291

VII. CONCLUSION insignificant to the connection’s load being the entire load

We analyzed packet traces of 20800 TCP connectiof@N9 the path. o
between 35 Internet sites in an attempt to characterize thd nally, our study has implications for several measurement
spectrum of packet dynamics observed along Internet patﬁg_n&deratmns.
Our analysis of “pathological” network behavior found that * With due diligence to remove packet filter errors, TCP-
packet reordering is surprisingly common, with 36% of the based measurement provides a viable means for assessing
100 kbyte connections in one data set, and 12% in the other, €nd-to-end packet dynamics.
experiencing at least one reordered packet. Reordering varies We find wide ranges of behavior, such that we must
considerably from site to site, and while it sometimes occurs in  €X€ICise great caution in regarding any aspect of packet
groups as large as dozens of packets, it usually involves only dynamics as “typical.” _ _
one or two packets and is correlated with routing fluctuations.® S©Me common assumptions such as in-order packet deliv-
The timing differences leading to reordering are such that the €7Y. FIFO bottleneck queueing, independent loss events,
TCP fast retransmission threshold could be safely lowered SINgl€ congestion time scales, and path symmetries are all
from three duplicate acks to two by introducing a 20-ms violated, sometimes frequently. _
wait before retransmitting, increasing the fast retransmission’ 1N€ Combination of path asymmetries and reverse-
opportunities by 2/3. pgth noise renqler _sender-only me_asurement _tech—

Our assessment of bottleneck bandwidth uncovered four M44€s markedly inferior to those that include receiver-
difficulties with the common “packet pair” approach: out-of- cooperation.
order delivery, limited clock resolution, bottleneck bandwidth This last point argues that when the measurement of interest
changes, and multipathing. We sketched a robust estimafeC€Ms a umdwecuongl path—be it for measurement-based
Packet Bunch Modes (PBM’s), to address these difficultieddaptive transport techniques such as TCP Vegas [2], or gen-
and then, with it as a reference, found that receiver-basgi@! Internet performance metrics such as those in development
packet-pair estimation works very well, agreeing with PBNpY the IPPM effort [24]—the extra complications incurred by
97%—-98% of the time, while sender-based packet pair agré:ggrdlnatmg sender and receiver yield significant benefits.

only about 60% of the time.
We found that packet loss rates nearly doubled during the ACKNOWLEDGMENT
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conditions in an attempt to diminish the experienced loss ra

e, . : )
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of delay variation time scales, finding that variations occur
primarily on time scales of 0.1-1 s, but not infrequently extend
out to much larger time scales. Our assessment of available
bandwidth was conducted in terms of gauging the degree f@] J.-C. Bolot, “End-to-end packet delay and loss behavior in the Internet,”
which a connection’s own load along a path compared tg in Proc. SIGCOM'93 pp. 289-298. . _
the total load alona the path. finding that this ratio ar.eO[Z] L. Brakmo, S. O’'Malley, and L. Peterson, “TCP Vegas: New techniques
.e g9 p , Tinding . I 10 Vv .' for congestion detection and avoidance,” fmoc. SIGCOM’'94 pp.
fairly evenly all the way from the connection’s load being  24-35.
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