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Abstract

The widespread we of pubic networks, such as the
Internet, for the extange of senstive data, like legally
valid documents and business transactions, poses ®vae
seaurity constraints. The approach relying on pubic-key
certificates certainly represents a valuale solution from
the viewpoint of data integrity and auhentication. The
effedivenessof the approach, howeve, may be arguabe,
espedally when a trivial strategy is adoped within a
Public-Key Infrastructure (PKI) to deal with the problem
of revoked certifi cates.

This paper presents a novd certificate status handing
scheme, based ona puposely-conceved extension d the
One-Way Accumulator (OWA) cryptographic primitive
The distingushing characteristic of the devised Owa-
based Rewocation Sheme (ORS) isthat it exploitsa single
diredory-signed proof to colledivdy authenticate the
status of all the catificates handed by a Certification
Authority (CA) within a PKI. A thoroughinvestigation on
the performance attainable shows that ORS exibits the
same features of the well-known On-li ne Certifi cate Status
Protocol (OCSP) as regards saurity, scalahility and
cetificate status-updaing timeliness at the same time
drastically reducing the diredory computationd load
that, in a Hghtraffic contex, could be nearly unkearable
when OCSP is appied.

1. Introduction

The suppat for seaure data exchange over public
networks is the prerequisite for a wide range of important
applicaions, like ecommerce PKIs have been proposed
as a scdable solution to the problem of searely
conneding two unrelated entities, allowing them to trust
ead other's identity. This goal is attained by means of
public-key certificaes [1], i.e. digital documents that bind

the identification data of an entity with its public key. The
identification datais ®aurely ascertained by a Registration
Authority (RA), which also verifies that the entity asking
for certificaion of a public key holds the crresponding
private key. A CA digitally signs the catificate to make
the binding effedive for a given period d time, usually
one yea. As the last isaiing step, the cetificae is made
available to all PKI users via publicaion on a public
diredory.

A cetificae may be invalidated before its foreseen
expiration date due to many posshle events, like dhanges
in the owner identification data (e.g., &ffili ation) or private
key compromise. Proper usage of a cetificae
conseguently involves not only its formal verification, but
also revocaion status cheding Of course, cetificae
status updating and verificaion induce mmputational |oad
over the PKI entities and network traffic between them.
According to NIST estimates [2], the deriving costs could
be in excess of the 90% of the overall PKI costs when a
trivial revocdion scheme is adopted.

To ded with this outstanding problem, a number of
revocation schemes have been recently proposed [3,4].
They can be dasdfied as either off-line or on-line
schemes, depending on which PKI entity is deputed to
catificae dstatus authentication: a CA, usualy
disconneded from the network, in the former schemes; the
diredory, permanently conneded to the network, in the
latter. The main pasitive feaure of off- line schemes, such
as CRL [1], CRS [5] and CRT [€], is the caability of
producing CA-guaranteed certificate status information
which can be forged by neither external attadckers, nor a
mali cious or compromised diredory. The drawbadk is the
lakk of cetificae status-updating timeliness due to the
high retwork traffic and computational load deriving from
their applicaion. For this reason on-line schemes, such as
OCSP [7], have recently recaved an increasing attention.
These schemes are caable of refleding any cetificae
status change in red-time by delegating the task of
certificae status authentication diredly to the diredory.



This paper presents a novel on-line scheme based on a
purposely-conceived extension of the OWA cryptographic
primiti ve, which exhibits the same performances of OCSP
as regards <eaurity, scdability and certificae status-
updating timeliness The distingushing charaderistic of
the devised scheme is that it exploits a single diredory-
signed proof to colledively authenticate the status of all
the catificaes handled by a CA within a PKI. As a
conseguence, the diredory computational load, that in a
high-traffic context could be unbeaable when OCSP is
applied, isdrasticdly reduced.

In the next sedions the OWA cryptographic primitive
is first recdled and its extension described, then the new
ORS cetificate revocaion scheme is introduced. A
detailed comparative aalysis of the performance
attainable with ORS and OCSP isfinally ill ustrated.

2. The One-Way Accumulator cryptographic
primitive and its extension

The notion of OWA, introduced by Benaloh and de
Mare[8], is, briefly, that of a function h,,, charaderized by
a seaurity parameter n and computable in a polynomial
timein n, which is quasi-comnutative

hn Xn X Yy - X,

hn(ha(X, ¥), ¥) = ha(ha(X, ¥), y)  Ox0O X, Oy, y O Yo

By means of OWA it is posdble to define a
membership test with a structure similar to that proposed
by Diffie and Hellman for group key agreement [9,10]. Let
Y1, Y2, .-, Ym be the identifiers of the m members of a
group, and x a parameter the members agreed upon. Once
exchanged the identifiers, eady member computes

z = ho(ha(...(ha(X, Y1), ¥2), --), Ym)

without its own y;. Let us cdl z complement of y;. Since
the function h, is quasi-commutative, hy(z, y;) will hold
the same value (i.e., the OWA computed over al vy;) for
eah member i. To prove its membership, a member i
presents its own pair (y;, z) to another member j, who can
immediately verify that h.(z, y) equals h(z, y;). The
advantage of this technique is that remembering the whole
members list is not required. Furthermore, the OWA
could be reveded to third parties, enabling them to
recmgnize agroup member without knowing the members
list.

The suitability of OWA as a ayptographic primitive is
founded on the difficulty of inverting h,, i.e., given a pair
(x, y) chosen uriformly from X.xY, and any y' chosen
uniformly from Y,, it should not be possble to find with
probability higher than 1/P(n), for every polynomia P, an

X' O X, such that hy(x, y) = hy(X, ).
The function identified by OWA authorsis:

ha(X, ¥) = xY modn,

which satisfies the &ove mentioned requirements if n is
appropriately chosen, as siown in[11] for RSA. When the
modular exponentiation is repeaedly applied, it is
necessary to seled n in a more restrictive way in order to
avoid that the image sizeis reduced to such an extent that
finding collisions bemmes feasible. For this purpose n
should belongto the rigid integers set, defined by:

“rigid integers” ;=

{nOn=pq,pandq aedigtinct “ safe integers” },
“safe integers” :=

{ sOsisprime,s=2s + 1, s isan odd pime}.

Not considering the procedura aspeds for the
admisson, aggregation of a new member k to the group
requires the distribution of itsidentifier y,, which hasto be
acaumulated by ead old member on the crresponding
complement to derive the new value (marked with the
prime) that continues to satisfy the membership test:

z' = hy(z, y«) Oi.
h(z', yi ) = OWA.

To remove a member k from an OWA, a set of
operations must be performed on the OWA and on the
complement of the other members in such a way to get a
new set of values (marked with the prime) such that:

hy(z', yi ) = OWA'
Pz Y ) # OWA'.

Oizk,

That is, eady member left continues to satisfy the
membership test, while the removed member does not.
Furthermore, the knowledge of z, yx and OWA' should not
enable to compute avalue z such that h,(z/, yi) = OWA'"
OWA authors do not consider the problem of member
removal, and Schneier [12] suggests that it could simply
be ignored. Actually, in a totally decentralized scenario,
this problem appeas to only have an expensive solution,
consisting in repeding the initial step of information
exchange, so that eacd member can once ajain compute its
complement. It is not too dfficult to update the
complements every time a member is removed when,
conversely to the original application, the members' list
can be kept in a central site. This condition comes upon in
a PKI, where mmputing centers are responsible for
certificae status management.

If the list is centrally kept, al the cmplements can be
computed again over the new set, so that, after a removal,



al the seaurity conditions are guaranteed to hold by the
same aaumptions on which OWA is based (the
contribution of yy is smply lost). This computation can be
effedively enhanced under the assuumption that the center
performs OWA initializaion, i.e., that it seleds x and (the
prime fadors of) n. Instead of rebuilding all complements
from scratch, it is posgble to neutralize the ntribution of
yk on ead z (i # K). In fad, due to the quasi-commutative
property of the modular exponentiation, z can be thought

of as (Z)*mod n, and therefore z may be diredly

computed from z by taking its y," root mod n, or, with the
same dfed, by raising it to y, . This reverse mmputation
ispossbleif and only if y isrelatively primeto the Euler's
totient function ®(n), which in the cae of arigid integer
n = (2p'+1)(2g'+1) is given by 4p'q. This is not a tight
constraint in our opinion, because the probability p,, that a
number y, uniformly chosen among the odd numbers
smaller than ®(n) has a wmmon fador with ®(n) can be
arbitrarily reduced by increasing n:

_O(M)/2-(@() _,  2Ap-1(g-D) _ p+g-1
i ®(n)/2 2p'q’ p'q
= 0O(n™?).

In particular, all the odd numbers smaller than both p' and
g, being relatively prime to 4, p', and ¢, are relatively
prime to ®(n).

Some remarks can be highlighted regarding the
complexity of the dorementioned operations. In both
cases (list rebuilding and member neutrali zation), multiple
removal of members does not increase the number of
operations to be performed. In faa, if thelist isrebuilt, the
higher the number of removed members, the lower the
number of identifiers to acawmulate when evaluating the
new complements. If neutralization is used, a single
modular exponentiation is needed for updating ead
complement, once the product of the inverse identifiers to
be removed is computed mod ®(n). The latter technique
can be dficiently exploited for simultaneous multiple
insertion and removal of members. A single modular
exponentiation is dill required for each complement, the
cumulative eyorent being computed as the product, mod
®(n), of the identifiers to be inserted and of the inverse
identifiersto be removed.

3. Certificate status management in ORS

Our proposal for cetificae status management is to
consider the revoked certificates as members of an
extended OWA. Like in the CRT scheme devised by
Kocher [6] and in the conceptually similar Naor-Nissm
scheme [13], the status of the catificates handled within a

CA is represented by partitioning the domain of the
asciated serial numbers into as many subranges as the
number of revoked -certificades. Eadh subrange is
represented by a statement simply reporting its bounds
Xiows Xrigh, meaning that only the cetificate & the lower
bound is revoked. A single statement thus provides an
explicit status proof for al certificaes belonging to the
related subrange.

For authentication purposes, ead statement is mapped
to an identifier suitable to be acomulated to and possbly
removed from an OWA. The identifier is obtained by
concaenating a hash of the statement with atrailing 1. The
resulting value is odd and its dze is snall enough (for
instance 161 hts when using the SHA-1 hash function
[14]) to guarantee that ead posdble identifier remains
smaller than p' and g for the most commonly adopted
modulus szes (at least 512 hits).

At any time the model representing the status of all
certificates consists, for ead CA handled with ORS, of:

e a set of statements ganning the seriad number
domain;

* the complement of eat statement identifier;

e the OWA computed over all statement identifiers;

» themodulus n involved on its computation;

e atimestamp indicating the OWA production time;

* asigned digest of the last threeitems.

The model is updated acmrding to requests notified to
the diredory by the RA. Isaiing rew certificates neither
affeds the statement set, nor leals to any change to the
OWA and complements, since eab usable serial number
(i.e., not corresponding to a revoked certificate) already
belongs to the scope of an existing statement. Changes to
the statement set, and consequently to the complements
and OWA, originate only from certificate revocaion or
revocation removal (for instance due to its expiration). As
regards updating of the statement set, it is necessary, in
case of revocaion, to replace the statement representing
the subrange [Xiow, Xhigs) containing the revoked
cetificae serial number X, with the pair [Xo, X;) and
[X:, Xnign), in case of revocaion removal to perform the
oppdsite substitution (Fig. 1).

As regards updating of the complements of unchanged
statements, a modular exponentiation is required for eath
of them. This potentially huge computational load can be
drasticdly reduced by maintaining, for ead complement

z=x% mod n, an internal explicit representation of the
two components X, €. In this way it is possble to reduce
the overall number of exponentiations by updating only
the eponent (via a modular multiplicaion by the
cumulative exponent) and delaying the computation of a
complement urtil it is acually needed in reply to a user
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Fig. 1 —Statement set updating due to certificae revocation and revocation removal.

guery. More important, it is possble to speed-up the
exponentiation by exploiting its property of having a
constant base x. The same procedure can be gplied to the
OWA, thus enabling wery simple generation of the
exponent for new statements, ead being computed as the
modular product of the OWA exponent by the statement
identifier'sinverse.

Regarding the interadion between the diredory and
users, a ceatificate status ched is requested by indicaing
to the diredory the seleded serial number and the
corresponding CA, and it is replied with the related
statement, its complement, the timestamp, and the digest
signature (the modulus n should conveniently appea into
the diredory's certificate). The verificaion process is
straightforward: the user can easily compute the identifier
asociated with the statement, then the OWA and the
digest of the original message (i.e., the sequence of the
OWA, the modulus n involved on its computation, and the
timestamp). This digest can be verified against the
receved signature.

The reply has al the desired fedures, that is it caries
up-to-date information, it is of small fixed size and it is not
forgeable. To forge areply an attadker should compute a
pair (statement identifier, complement) leading to the same
authenticated OWA. This problem is generaly not too
difficult; however, if the spedfic adion of altering the
reply for a given query is considered, the cmputation
beommes constrained. The forged statement must in fad
contain two serial numbers chosen acardingy to bah the
user seleded serial number and the dtered meaning
intended for the forged reply. Being the identifier a
cryptographic hash of the statement, a tentative value may
be thanged but not seleded. In this way, as emphasized in
the seaurity analysis performed by OWA authors [8], a
probability of forgery well below 10 can be ahieved
over 20 milli on acaimulated identifiers using a 220 dgit
modulus. For the proposed applicaion a greaer 1024-bit
modulus has been considered, even if the involved
statement set has a smaller cardinality (about 10%/10°).

4. Performance evaluation

In on-line revocdion schemes cetificae status
authentication is delegated to a responder within the
diredory, i.e. it isguaranteed by a signature produced with
a key that a CA and/or users trust. The cetificae status
database is updated following immediate notification of a
status change @ming from the RA. Consequently, no
computational load is induced over the CA and the
diredory incoming traffic is limited to the minimum
amount of esential information.

The aiticd performance fador for on-line schemes is
the diredory computational |oad. In the OCSP scheme, the
reply to ead status query is sgned together with a fresh
timestamp. Cading is possble, but the benefits are
unroticeadle, because the average time lapse between two
gueries for the same caetificae is © long (one day
acording to NIST estimates) that a caded reply would
contain a stale timestamp. The central ideain this work is
to exploit an authentication scheme which can prove the
freshness of all the possble replies by timestamping and
signingasingle item for eat CA, that isthe OWA.

The omputational load deriving from the gplication
of the ORS scheme is estimated by differentiating three
different contributes:

1) computations needed for updating the internal status
representation model following rotificaion of status
changes by the RA;

2) computations needed for replying to user certificate-
spedfic queries;

3) computationsinvolved hy the authentication process

In the following analysis of the three ontributions, the
symboals and values found in the NIST study modeling the
federal PKI are used whenever applicable. In particular N
represents the number of certificates within the PKI, P the
fradion of revoked ones, Q the daily number of status
gueries, and Nca the number of CAs within the PKI. The



number of cetificatesis asumed to be stationary, with the
average daily number of revocdions (NP/365 balanced
by as many revocdion removals.

1) As previoudy stated, eat time anew revocaion or
revocation removal is notified, the exponent only of eadh
complement corresponding to an urchanged statement
(nealy the totality) neels updating, cdling for
globally NP/Ncy modular products. The computational
load contributed by the generation of the exponents
corresponding to new statements is negligible. The daily
computational |oad, expressed in modular products, is then
given by:

NP GNP
Lupdate =
365 N,
2) When areply involving an outdated complement z is

acualy needed, the modular exponential x® mod n is
computed exploiting the gorementioned optimization.
The widely known and quite dficient square-and-

multiply modular exponentiation algorithm performs an
average of 1.5k modular products, being k the number of
bits involved in the representation of the exponent. The
gredest part (k) of these products are neaded to square the
base & ead step. If the base x is fixed and known, the
values of its powers can be precomputed, achieving a
tradeoff between the aldtional memory space
requirements and the dgorithm speedup. A
straightforward choiceisto build a k-entry table, storing at
position i0[0,k-1] the value x* (Fig. 2a). The deriving
algorithm complexity is thus reduced to an average of 0.5k
modular products. A more general and efficient solution
can be designed, by grouping the exponent bits instead of
separately processng ead one. If the exponent is divided
in groups ead e bits wide, the corresponding algorithm is
charaderized by the following fedures:

» thenumber of stepsis [K/e[;

e a ead step, the fador which multiplies the partia
result is looked-up in a sub-table 2° rows wide
(chosen acwording to the step number) using the

Exponent bit k-1 k-2 4 3 2 1
Fador BN2Y) | BN2D) B® B® B* B? B
Exponent bit (stDe-1 se+l (se|..[2el|..|etl|e|el|..| 1 | O
Step number 1 0
Value of the bit group step s step 1 step O
0 (unused row) 1 1
1 BN (2%) B (29 B
2 BA(2%02) BA(2°12) B?
3 BAN2%[3) BA\2°[3) B
2+1 BA(2*[(2-1)) BA(2°(2*-1)) BA(2%1)

Fig. 2 - The precomputed base powers table cnstruction
(a) smplest case, 1 hit per group
(b) general case, € hits per group



current group of exponent bits as the index; of course
the fador corresponding to index O is aways 1, thus it
isnot adually stored and the product is not needed;

e the table sizeis [K/e[1{2° —1) rows, becaise eab

group nedls its own sub-table (Fig. 2b);
« if the exponent is random, the probability of a group
of being zero is 2, so the arerage number of modular

productsis [K/e[T{1-27°).

The dorementioned straightforward solution can be
ohtained from this general definition by choosing e=1. In
this case eab sub-table degenerates to a single value,
corresponding to an element of the k-entry table dted in
the first definition.

Fig. 3 reports the storage dl ocation requirements of the
enhanced algorithm and the computational load gain over
the standard one, in function of e. Even wsing the small est
values of e there ae evident computational benefits at
amost no cost in terms of table size For values of e
between 6 and 8 a good tradeoff is adhieved, as the
computational load is reduced up to ten times while
kegping the table size within reasonable values. For
greder values of e, the huge growth of the table sizeis not
repaid by the marginal gain in terms of computational
load.

Eventually, the daily computational load deriving from
the optimized exponentiations is function of the number k
of bitsin the exponent, and the bit group sizee. It can be
expressed in terms of modular products as foll ows:

Lqueries = Q EIE/GEH:L_ 2_6)

3) To authenticate dl the statements, the OWA value is
updated, timestamped and signed. Due to the extremely
low probability of recaving two or more status update
notices without queries in between, this operation is
usually performed after ead status update. It is important
to notice, though that even an urchanged OWA could be
timestamped and signed as often as desired, if keeping the
timestamp fresh is considered more important than saving
computations.

The digital signature operation is considered equivalent
to a generic, non-optimized modular exponentiation,
which, using the square-and-multiply algorithm as a
reference is equivalent to 15k modular products. The
daily computational 1oad, expressed in modular products,
isthen gven by:

:ZE

authenticaion 365 Eﬁm / eml - 2_9) + 15k]

L

The sum Lggs Of the three ontributions Lypgaes Lqueries
and Launentication holds the overall daily computational |oad
deriving from the aplicaion of the ORS scheme.
Adopting a common metric, with all computational |oads
expresed in modular products involving 1024hits
numbers, Lors Can be compared with the daily load
deriving from the gplication of the OCSP scheme, which
iseasily expressed as:

csp= QIL5K .

A graphicd representation of these quantities in
function of the PKI population (Fig. 4) clealy shows the
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Fig. 3 - Performance of the enhanced modular exponentiation algorithm (k=1024)



load savings achieved by applying ORS. Yet more
important, is the cmparison between ORS and OCSP
loads in function of the daily number of status queries
(Fig. 5). As previoudy recdled, proper usage of a
certtificae should encompass red-time status verification.
ORS, exhibiting a lower load dependency by Q, is able to
sustain much more frequent status verifications.

5. Conclusions

In this paper a valuable solution to the problem of
certificae status handling within PKIs has been presented.
The devised scheme, aiming to maximixe the revocaion

timeliness relies on a trusted dredory. The reduced
computational load with resped to similar on-line
schemes, the diredory outgoing traffic independence from
the number of certificates handled within a PKI, and the
concise and not forgeable proof of ead single cetificae
validity are the main advantages of the proposed method.

Present adivity is direded to further investigate some
aspeds related to the implementation of the devised
scheme, with the d@m of experimentally validate its
performance In particular, the dfeds of cading pdlicies,
of different statisticd distributions of the various events,
and of different population distribution among CAs are
being examined.
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Fig. 4 - Diredory computational load in function of N (k=1024 e=8, Q=N).
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