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A formal examination of roles and permissions in access control
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Institut de recherche en informatique de Toulouse, Université Paul Sabatier,
118 route de Narbonne, 31062 Toulouse Cedex 4, France

Abstract

This paper describes a model for access control based
on roles and permissions. Then it considers computational
problems related to the verification of properties in protec-
tion systems defined from our model.

1 Introduction

Most access control mechanisms integrate access-matrix
models into computer systems. Their purpose is to moni-
tor all accesses to objects with specific rules for protection
states transformation. Their strength rests on the safety of
such-and-such set of rules withrespect to such-and-such se-
curity policy, see Bishop [2]. Through access control mech-
anisms, computer systems examine identities possessed by
users in order to infer the actions they are allowed to carry
out. Assuming that identities legally possessed by users are
available by means of cryptographic techniques, this paper
examines a framework formulated by means of an access-
matrix model for describing the actions legally carried out
by users.

A computer system can be seen as a collection of users
such as human beings or robots and a collection of objects
such as files or directories. Any user has a well-defined set
of sessions during the duration of which the user can ac-
cess to objects whereas any object has a well-defined set of
actions during the execution of which the object can be ac-
cessed by users. Two types of access control mechanisms
integrate access-matrix models: discretionary access con-
trol [8,9, 10] and role-based access control [16]. With dis-
cretionary access, a matrix associates users with objects.
Describing the current protection state in a computer sys-
tem, it permits users to allow access to objects under their
ownership. In many organizations however, users do not
own objects and control is most of the time based on roles
of users, i.e. positions, and permissions on objects, i.e. priv-
ileges. With role-based access consequently, the matrix as-
sociates roles with permissions: the possibility for a user
to legally carry out such-and-such an action on some object
during such-and-such a session depends both on the roles
associated to the user with respect to that session and the
permissions associated to the object with respect to that ac-

tion. This simplifies the administration of access control in
an organization, seeing that roles and permissions last usu-
ally longer than users and objects.

This paper examines a framework for describing the ac-
tions legally carried out by users by means of an access-
matrix model based on roles and permissions. Although we
follow the general principles for role-based access control,
our framework slightly departs from the reference mod-
els presented, for instance, by Ferraiolo, Kuhn and Chan-
dramouli [5]. The core of our model is a matrix whose
rows are indexed by roles and whose columns are indexed
by permissions. Following the line of reasoning suggested
by recent studies [4, 6], we see roles as the means to name
the links among users and sessions and permissions as the
means to name the links among objects and actions. Though
the same user can intervene in many sessions during the du-
ration of which it plays one or more roles, we believe that
the same session can involve different users. Though the
same object can be under the effects of different actions dur-
ing the execution of which it is concerned by one or more
permissions, we believe that the same action can have an
effect on different objects.

Section 2 introduces the concept of state as a tool for
characterizing the link between roles and permissions. Con-
sidering roles as binary relations between users and sessions
and permissions as binary relations between objects and ac-
tions, section 3 deals with the concept of global state. Sec-
tion 4 reviews the implicit information between roles, users
and sessions or permissions, objects and actions that is de-
termined by any global state. In section 5, we will be exam-
ining the feasibility of deciding computational problems on
states and global states. These problems have an infinite set
of possible instances of which we ask a question and expect
either a ’yes” or “no” answer. They are usually called de-
cision problems and we shall precisely see how hard it is to
solve them. We assume in this respect some familiarity with
computational complexity, especially with the relations be-
tween complexity classes and the tower of class inclusions:
L C NL CPCNPC PSPACE. Readers wanting
more details may refer to Papadimitriou [11].



2 States

The purpose of access control is to limit the actions on
objects carried out by users during the sessions they par-
ticipate to. With role-based access control, a strict control
over users’ actions is maintained by way of roles and per-
missions. Roles are played by users during the duration of
sessions whereas permissions are concerned by objects dur-
ing the execution of actions. The possibility for a user to
legally carry out such-and-such an action on some object
during such-and-such a session depends both on the roles
associated to the user with respect to that session and on the
permissions associated to the object with respect to that ac-
tion. Section 4 will explore the many-to-many relationships
among roles, users and sessions or permissions, objects and
actions. To characterize the connection between roles and
permissions, we present, in this section, the concept of state.
A state 0 = (R, P, have) has three components:

e A nonempty set R of roles with typical member de-
noted r, 7' etc, possibly with subscripts,

e A nonempty set P of permissions with typical member
denoted p, p' etc, possibly with subscripts,

e A binary relation have between roles and permissions.

It can be seen as a matrix whose rows are indexed by roles,
i.e. positions, and whose colunms are indexed by permis-
sions, i.e. privileges. We assume that R and P are finite
sets. For role 7 and permission p, the relation have(r, p)
means role r possesses permission p or permission p is pos-
sessed by role r. For technical reasons, we assume that R
and P have no common elements. With the binary relation
have, roles correspond to sets of permissions whereas per-
missions correspond to sets of roles, seeing that any role 7
is implicitly associated to the set have(r) = {p: pin P
and have(r, p)} of permissions and any permission p is im-
plicitly associated to the set have™!(p) = {r: r in R and
have(r,p)} of roles.

3 Global states

With role-based access, the possibility for a user to
legally carry out such-and-such an action on some object
during such-and-such a session depends both on the roles
associated to the user with respect to that session and on
the permissions associated to the object with respect to that
action. In states, roles and permissions are treated as non-
interpreted symbols. Through the concept of global state,
they have nevertheless the same status as sets of ordered
pairs, seeing that roles are played by users during the dura-
tion of sessions and permissions are concerned by objects
during the execution of actions. Though the same user can
intervene in many sessions during the duration of which
it plays one or more roles, we believe that the same ses-
sion can involve different users. Though the same object
can be under the effects of different actions during the ex-
ecution of which it is concerned by one or more permis-
sions, we believe that the same action can have an effect
on different objects. To synthetize these ideas, we present,

in this section, the concept of global state. A global state
v =(0,U, S, 0, A, play, concern) has seven components:

A state 0 = (R, P, have),

e A nonempty set U of users with typical member de-
noted u, u' etc, possibly with subscripts,

e A nonempty set .S of sessions with typical member de-
noted s, s’ etc, possibly with subscripts,

e A nonempty set O of objects with typical member de-
noted o, o' etc, possibly with subscripts,

e A nonempty set A of actions with typical member de-
noted a, a’ etc, possibly with subscripts,

e A ternary relation play between roles, users and ses-
sions,

e A ternary relation concern between permissions, ob-
jects and actions.

We assume that U, S O and A are finite sets. For role
r, user u and session s, the relation play(r,u,s) means
role r is played by user u during the duration of session
s. For permission p, object o and action a, the relation
concern(p,o,a) means permission p is concerned by ob-
ject o during the execution of action a. A user is an active
entity such as a human being or a robot whereas an object
is a passive entity such as a file or a directory. Sessions are
the frameworks in which users play roles and actions are
the processes in which objects concern permissions. For
technical reasons, we assume that R, P, U, S, O and A
have no common elements. As such, roles are the means to
name the many-to-many relationships among users and ses-
sions whereas permissions are the means to name the many-
to-many relationships among objects and actions. There
are many practical implementations where the same role is
played by several users during the duration of multifarious
sessions whereas the same permission is concerned by one
or more objects during the execution of numerous actions.
Just as the same user can intervene in different sessions, the
same session can involve different users. Similarly, just as
the same object can be under the eftects of different actions,
the same action can have an effect on different objects. We
now shall consider more closely the ways in which roles,
users and sessions or permissions, objects and actions can
be related in a global state.

4 play relations and concern relations

We are now interested in the implicit information
that relates roles, users and sessions or permissions, ob-
jects and actions within a global state v = (R, P,
have,U, S,0, A, play,concern). This implicit informa-
tion is determined by the ternary relations play and
concern:

Roles and users: playZ,(r, u), role r is played by user u,
iff there exists s in S such that play(r, u, s),

Permissions and object§: conggrn},o (p, 9), per»mission D
is concerned by object o, iff there exists a in A such
that concern(p, o, a),



Roles and sessions: play}¢(r, s), role r is played during
the duration of session s, iff there exists u in U such
that play(r,u, s),

Permissions and actions: concern}, ,(p,a), permission p
is concerned during the execution of action a, iff there
exists o in O such that concern(p, o, a),

Users and sessions: play];¢(u,s), user w intervenes in
session s, iff there exists 7 in R such that play(r, u, s),

Objects and actions: concern/, , (o, a), object o is under
the effects of action a, iff there exists p in P such that
concern(p,o,a).

It is easy to prove the following lemmas:
Lemma 1 Letr be in R, ube inU and s be in S. Then:
o If play}y, (r,u) then there exists s' in S such that
playfg(r, ') and playf;s(u, s'),
o If play},(r,s) then there exists w' in U such that
playfy,; (r,u') and playf, ¢(u', s),
o If play,s(u, s) then there exists v’ in R such that
play iy, (7', u) and play}, ¢ (', 3).
Lemma 2 Letp be in P, o be in O and a be in A. Then:

o If concern}.,(p, o) then there exists a' in A such that
concern}, 4 (p, a') and concern}, 4 (o,a’),

o If concerny, ,(p, a) then there exists o' in O such that
concern .o (p, o) and concern}; 4 (o', a),

o If concerny, 4 (0,a) then there exists p' in P such that
concernbo (p',0) and concern’, (p', ).

Lemmas 1 and 2 motivate the following defini-
tions. A role-state will be any structure (R,U,S,
playry, playrs, playys) where R, U and S are nonempty
sets and playr is a binary relation on R and U, playrs
is a binary relation on R and S and playys is a bi-
nary relation on U and S subject to the conditions of
lemma 1. A permission-state will be any structure (P, O,
A, concernpo,concernp 4, concernos) where P, O
and A are nonempty sets and concernpo is a binary
relation on P and O, concernp 4 is a binary relation on
P and A and concerng 4 is a binary relation on O and
A subject to the conditions of lemma 2. Every role-state
p = (R,U,S,playry,playrs, playys) contains some
implicit information between roles, users and sessions.
This implicit information is determined by the binary
relations playry, playrs and playys:

Roles, users and sessions: play”(r, u, s) iff playry (1, u),

playrs(r, s) and playy s (u, s).
It follows immediately from the definition that:

Lemma3 Letr, v’ bein R, u, u' be in U and s, s' be in
S. Ifplay?(r,u, s'), play? (r,u', s) and play® (r',u, s) then
play?(r, u, s).

As well, every permission-state 7 = (P, 0, A, concernpg,
CONCETNp 4, CONCETNO 4) contains some implicit informa-
tion between permissions, objects and actions. This im-
plicit information is determined by the binary relations
concernpo, concernp 4 and concerno 4.

Permissions, ohjects and actions: concern™(p,o,a)
ifft  concernpo(p,0), concernpa(p,a)  and
concerno (o, a).

We can easily show the following:

Lemmad Let p, p' be in P, o, o' be in O and a, a'
be in A. If concern™(p,o0,a’), concern™(p,o',a) and
concern™(p', 0,a) then concern™(p, 0, a).

Lemmas 3 and 4 motivate the following definition. A global
state (R, P, have,U, S, O, A, play, concern) is said to be
normal iff play and concern are subject to the conditions
of lemymas 3 and 4. The following lemmas explain the con-
nection between global states, role-states and permission-
states.

Lemma 5 Lety = (R, P, have, U, S, O, A, play, concern)
be a normal global state, r(y) = (R,U,S,play},
playhs. playl,s) be the role-state over -y and
p(y) = (P,0, A, concern},, concern} 4, concerny, ;)
be the permission-state over ~y. Then play = play™™ and
concern = concern(1).

Lemma6 Let p = (R,U,S,playry,playrs,playus)
be a role-state, m1 = (P,0, A, concernpgo, concernpa,
concerng 4) be a permission-state and g(p,w) =
(R, P, have,U, S, 0, A, play?, concern™) be a global

state over p and T. Then playry = play%{}’ﬂ),
9(p,m n,T

playrs = playpg ), playys = play’U(S ), CONCcernpo =

concerng(p’") concern = 9(/%71’) d

ONCerNpy ', CONCETNpA =  CONCETNp an

concernp 4 = concernfj(fl’”).

There is no unique mathematical definition of what global
states should be. Special attention here has been given
to systems of relational type in which the information is
represented by ternary relations or by binary relations. In
lemmas 5 and 6 we have established a kind of duality be-
tween normal global states, on one hand, and role-states and
permission-states, on the other hand. Hence role-states and
permission-states can be considered as counterparts of nor-
mal global states. The main drawback is that there are many
global states -y that are not isomorphic to any global states
9(r(y),p(y)) defined over their associated role-state 7 (vy)
and permission-state p(y). By lemma 5, such global states
are non normal. In reference models for role-based access
control described by recent studies [4, 6], the information is
usually represented by binary relations. Seeing that there
is no real justification to impose the normality condition on
global states, we believe that systems in which the informa-
tion is represented by ternary relations are more suitable for
characterizing the links between roles, users and sessions or
permissions, objects and actions than systems in which the
information is represented by binary relations.

5 A decision problem

Let us consider the decision problem PLAY BE-
TWEEN ROLES AND USERS: given a global state v =
(R, P, have, U, S, 0, A, play, concern), arole r and a user
u, determine whether play]w(r, u) or not. To solve it, we



use the algorithm informally described below:

for all s in .S do
test whether play(r,u, s)

It is clear that this algorithm correctly solves PLAY BE-
TWEEN ROLES AND USERS and that it can be imple-
mented in a logn space-bounded Turing machine, see-
ing that positive integers are represented in binary and the
length of such a representation is logarithmic in the repre-
sented number. Hence, PLAY BETWEEN ROLES AND
USERS belongs to the complexity class L. It is easy to
check that similar algorithms can be applied to the follow-
ing decision problems as well: PLAY BETWEEN ROLES
AND SESSIONS, PLAY BETWEEN USERS AND SES-
SIONS, CONCERN BETWEEN PERMISSIONS AND
OBJECTS, CONCERN BETWEEN PERMISSIONS AND
ACTIONS and CONCERN BETWEEN OBJECTS AND
ACTIONS.

6 Conclusion

This paper has had as its goal the formulation of a frame-
work for describing the actions legally carried out by users
by means of an access-matrix model based on roles and
permissions. Slightly departing from the frameworks in-
vestigated in role-based access control, we believe that sys-
tems in which the information is represented by ternary re-
lations are more suitable for monitoring accesses to objects
than systems in which the information is represented by bi-
nary relations. Examining the feasibility of deciding several
computational problems that are concerned with states and
global states, we demonstrate that our slight departure does
not make things more difficult.

As for future work, we plan to study the feasibility of
proving properties about the changes to the global state of
a protection system modeled by a set of commands speci-
fied by sequences of primitive operations like create role
r, destroy role r etc. Not surprisingly, there will be no
complete decision procedure adequate for proving all el-
ementary properties about global state transitions. Com-
plete decision procedures, however, probably exist when
constrained sets of commands are investigated like, for in-
stance, in mono-operational protection systems [10]. Unfor-
tunately, families of protection systems for which complete
decision procedures exists constitute a relatively unknown
issue altough it has been considered with a notable inter-
est[7,13,14, 17]. We are currently integrating new ideas to
provide families of protection systems for which the secu-
rity problem is tractable.
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