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Abstract—Eye tracking data collection in the virtual reality
context is typically carried out in laboratory settings, which
usually limits the number of participants or consumes at
least several months of research time. In addition, under
laboratory settings, subjects may not behave naturally due to
being recorded in an uncomfortable environment. In this work,
we propose a proof-of-concept eye tracking data collection
protocol and its implementation to collect eye tracking data
from remotely located subjects, particularly for virtual reality
using Ethereum blockchain and smart contracts. With the
proposed protocol, data collectors can collect high quality eye
tracking data from a large number of human subjects with
heterogeneous socio-demographic characteristics. The quality
and the amount of data can be helpful for various tasks in data-
driven human-computer interaction and artificial intelligence.
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I. INTRODUCTION

Over past decades, head-mounted display (HMD) tech-
nologies have taken advantage of innovations from imaging
and eye tracking research to improve image quality and
utility of user interfaces. To date, several consumer level
HMDs have integrated eye trackers, providing opportunity
for researchers to collect eye movement data for user behav-
ior analysis and data-driven interaction.

In the virtual reality (VR) context, it has been shown that
eye tracking is helpful for assessing human attention [1]],
detecting human stress [2]], assessing cognitive load [3]],
predicting human future gaze locations [4], supporting
evaluation and diagnosis of diseases [5], motion sickness
detection [6], foveated rendering [7l], [8], continuous au-
thentication [9], gaze-based interaction [10], training [11]],
and redirected walking [12]]. Many of these tasks are data-
driven and require a large quantity of eye tracking data
which are usually collected in laboratory settings. Subjects
are frequently compensated with some amount of money
or gifts for their participation. Two drawbacks of these
settings are the lack of heterogeneity in socio-demographic
characteristics of data collected subjects and potential for
unnatural behaviors of subjects due to the constraints of the
laboratory settings. While VR is a unique and controlled en-

vironment and requires dedicated hardware such as HMDs,
as personal usage of such devices increases, we foresee that
it should be possible to collect data from remotely located
subjects, i.e., at their homes. Especially in situations such as
COVID-19, this possibility could help experimental works
continue in a remote setting. Currently, for crowd-sourcing
or similar purposes, platforms such as Amazon Mechanical
Turkl] are used. While it is not possible to collect VR
data with such platforms, for other types of data collection
significant compensations are paid to manage the remote
subjects’ work. In addition, these third-party platforms store
and manage data. In fact, as eye tracking and movement
data represent unique information about the subjects, the
data manipulation possibility of the third parties should be
prevented. Third parties should only act as a bridge between
the data collector and the subjects in case there is no direct
communication between the parties.

To overcome the disadvantages of the laboratory setting
and enable remotely located subject participation in eye
tracking experiments in the VR context, we propose a
blockchain-based protocol on the Ethereum blockchain using
smart contracts, where we use the blockchain for validation
of data integrity and smart contract for compensation man-
agement. For this study, we focus mainly on collecting eye
tracking data in VR environments as many modern HMDs
come with integrated eye trackers. This means that subjects
do not need any additional effort to integrate any sensor into
their setup. It is relatively easier to control environmental
configurations in HMDs when compared to other setups
such as illumination and light-sources which may affect
subject behaviors or eye movement patterns. However, the
proposed protocol can also be used in similar setups as long
as identical experiment configurations are guaranteed.

While the first prominent usage of the blockchains is
Bitcoin [13] and most of the applications are in the fi-
nancial domain, blockchains also draw attention of the
human-computer interaction (HCI), eye tracking, and VR
communities. Opportunities and challenges for the HCI and
interaction design and the role of HCI community were
discussed in [14] and [13], respectively. An augmented
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reality (AR)-based cryptocurrency wallet was developed
in [[16] to familiarize users with blockchain wallet services.
In addition, GazeCoin is a cryptocurrency for VR/AR which
is exchanged between content makers, advertisers, and the
users [17]. Apart from the financial use-cases, due to their
immutability blockchains are used as notary. Additionally,
Ethereum platform brings the smart contract [18]] concept to
the blockchains [19]. One of the straightforward usages of
smart contracts is escrow services. For the remote purchase
of goods, buyer and seller parties use the smart contracts
without trusting one another and a trusted centralized party
during the escrow. The smart contracts that are deployed
on the blockchains distribute the money to the parties once
buyer and seller parties fulfill their obligations in the remote
purchase. In our protocol, we treat recorded eye tracking data
as digital good so that compensation distribution is done by
the smart contracts. To assure that the recorded data are not
altered by the subjects, the hash of the recorded data using
white-box cryptography [20] is stored in the blockchain,
which enables the blockchain as a notary for data integrity.
Our major contributions are as follows.

o A blockchain-based eye tracking data collection pro-
tocol for remotely located subjects that can be used
for eye tracking experiments in VR, which presents the
opportunity to collect data from a various number of
subjects.

o Delegation of mutual trust issues for compensation
management and integrity of the recorded eye tracking
data to smart contracts and blockchains, respectively.

« Elimination of the centralized third parties for compen-
sation management, data collection and manipulation,
which is optimal from a privacy perspective.

II. PRELIMINARY DEFINITIONS

As our protocol consists of interdisciplinary work from
different domains such as virtual reality, blockchains, and
cryptography, we provide some definitions that are used
throughout the paper.

Blockchain [13]: An immutable ledger that consists
of a chain of blocks that keeps records of transactions,
maintained by several machines in a peer-to-peer network.
Each block consists of a timestamp, transaction data, and
the cryptographic hash of the previous block. As each
block consists of the cryptographic hash of the one prior,
immutability is automatically preserved unless one party has
the majority of the computational power.

Ethereum [19]: Public, open-source, blockchain-based,
and smart contract supporting distributed platform.

Ether (ETH) [19]: The cryptocurrency of the Ethereum
platform.

Smart Contract [19]: A self-executing, irreversible, and
transparent contract between buyer and seller, implemented
in the code.

White-box cryptography [21]: “Software protection
technology which allows for the application of cryptographic
operations without revealing any critical information such as
secret keys.”

III. PROTOCOL

In this section, we discuss our protocol and its flow,
assumptions, and details of the implementation.

A. Flow

Our proposed protocol consists of two parties as data
collector and subjects. The data collector is responsible for
providing the VR application for eye tracking data collection
and subjects are tasked with carrying out the experiment
and providing the recorded eye tracking data. At the end
of a valid experiment, subjects are compensated for their
participation. Let us assume that each subject is compensated
with X unit of ETH for the valid data recorded from
an experiment session. A relevant amount can be set for
compensation depending on the experiment.

Figure [Tl shows the overall flow and short descriptions of
each step of the protocol. As the step 1, subjects fetch the
application from the data collector and carry out the experi-
ment. While the content of the stimuli changes depending on
the use-case, the VR application validates the eye tracking
data quality at the end of each experimental session by using
tracking rates or confidence intervals that are provided by
the eye tracker. If the recorded eye tracking data are too
noisy, subjects are not supposed to send the data to the data
collector, where they are informed by the VR application.
This obligation forces the subjects to follow the instructions
of the VR experiment, such as eye tracker calibration,
carefully while the data collector obtains better quality data
in the end. After the validation success, the VR application
calculates the hash output of the recorded eye tracking data
and saves it. Saving the hash output is required for assessing
the data integrity; however, adversarial subjects can easily
find out the hashing algorithm using the executable of
the VR application on their own devices. Therefore, we
opt for a white-box [20], [21] paradigm for calculating
the data hash. In the white-box paradigm, the adversary
is supposed to have visibility of the inputs, outputs, and
other intermediate steps. White-box cryptography achieves
protection of confidential information such as secret keys
while keeping the application semantically the same. Even if
adversaries infer the hash function, due to the lack of secret
key, it is not possible to generate a hash output for altered
data. Consequently, subjects are obliged to behave honestly,
where honest behavior means not altering the recorded data.
In the end of the first step, once the recorded data is validated
and hash value is saved, the subjects are informed by the VR
application that the recorded eye tracking data is reportable.

As the step 2, the subjects initiate the smart contract and
stake double the amount of compensation, which is 2X ETH
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Figure 1.

Blockchain-based protocol and its steps. (1) Subject fetches the application and carries out the experiment. (2) Subject initiates the smart

contract. (3) Data collector confirms the contract creation and stakes. (4) Subject stores the recorded data hash in blockchain. (5) Subject transfers the
recorded data to the data collector. (6) Data collector confirms the data collection.

for our case. Staking double the amount of compensation
that they will obtain from the smart contract forces subjects
to act honestly; otherwise, they lose the amount that they
stake. As the step 3, the data collector confirms the data
collection and stakes the same amount as the subject, which
is 2X ETH to the smart contract. While the compensation
is X ETH per experiment, the data collector is supposed
to stake double the amount of compensation so that it
also becomes an obligation to behave honestly. Otherwise,
the doubled amount of compensation will be lost without
obtaining the recorded data. As the step 4, the subjects store
the hash output that is reported by the VR application in
the blockchain and, as the step 5, they send the recorded
data along with the transaction hash of the transaction for
storing the data hash in the blockchain to the data collector.
If subjects try to alter the data, the hash in the blockchain
and the altered data will not match and it will be discovered
by the data collector. As the step 6, the data collector
obtains the recorded eye tracking data and transaction hash
of the data hash and checks whether or not the obtained
data and the hash provided by the subjects overlap using
the hash function that is implemented in the VR application
and secret keys. If the reported data and hash value stored
in the blockchain overlap, the data collector confirms the
smart contract and that the obtained data are valid. Then,
the smart contract automatically distributes 3.X and X ETH
to the subject and the data collector, respectively. In the end,
each subject earns X unit of ETH for participation in the
experiment, where the data collector obtains the recorded eye
tracking data. Due to the immutable nature of blockchains
and smart contracts, none of the parties can alter the values
in the blockchain and behave as an adversary.

In the protocol, as both parties stake more than the
amount they are supposed to spend or earn, they have to

act honestly in order to achieve successful data collection
and compensation distribution, otherwise data collection is
not finalized and parties lose the amount they stake. In
particular, the subjects have to stake double the amount
of compensation that they will receive whereas the data
collectors have to stake double the amount of compensation
that they will give. Since the smart contracts are immutable
and stored in the blockchain, a third-party application is not
needed for compensation distribution or data manipulation,
which is useful from a privacy preservation point of view.

B. Assumptions

We have three main assumptions in our protocol. Firstly,
validation of the quality of the recorded eye tracking data is
automatically completed by the VR application at the end of
each experiment by using metrics such as tracking ratio or
confidence levels reported by the eye tracker. Due to poor
calibration for eye tracking, removal of the head-mounted
display (HMD) in the middle of experiment, or similar
reasons, recorded eye tracking data may have an extensive
amount of noise level. Instead of cleaning data offline
extensively after the experiments, our protocol assumes that
data validity is checked at the end of each experiment by
the VR application and the application informs the subjects
whether the quality of the data is valid and reportable.

Secondly, the recorded eye tracking data is hashed using
white-box cryptography and stored at the end of the exper-
iment by the VR application to be stored in the blockchain
for validation of the data integrity. In traditional eye tracking
experiments, subjects participate in the experiments on the
devices that are provided by the data collectors. However, in
the remotely located subject participation, subjects run the
applications on their own devices. Therefore, they have di-
rect access to the provided application and if any adversarial
subject analyzes the binary implementation of an application



that does not use white-box paradigm, they can easily infer
the used hash function and generate hash output for fake
data. On the contrary, when using white-box cryptography,
the secret keys are not leaked even if adversaries analyze the
binary implementation. Even if an adversary infers the hash
function, a hash output for fake data cannot be generated
without secret keys. Therefore, white-box paradigm is used
by the VR application. If subjects alter the recorded data
or send fake data to the data collector, the generated hash
value will not match the recorded data, which leads subjects
to lose their staked compensation in the smart contract.

Lastly, as our protocol does not use any centralized
third party, a secure direct communication is needed for
exchanging the application and the recorded data between
the data collector and subjects. In case it is not available, a
bridging third party only for communication purposes can
be implemented.

C. Implementation

We select the Ethereum platform for our proof-of-concept
due to its public blockchain, relatively higher number of
nodes, and status as one of the most mature platforms
in the blockchain domain. However, any blockchain-based
platform that supports smart contracts can be opted in.

We implement the blockchain related part of the pro-
tocol, particularly the steps 2, 3, 4, and 6 discussed in
Section [[I[=Al using Solidity@ and a simple purchase smart
contract [22] on the Ropsten Testnet of the Ethereum plat-
form. In the beginning of the data collection, both the data
collector and the subject hold 1 ETH in their wallets. We
select the compensation amount as 0.025 ETH. For the
calculation of the hash output of the recorded eye track-
ing data, we use synthetic data; however, any eye tracker
integrated to modern HMDs can be used in a real-world im-
plementation. The hash value of the data is calculated using
Keyed-Hashing for Message Authentication (HMAC) [23]
and Secure Hash Algorithm3-512 (SHA3-512) [24] as it is
possible to have white-box implementation of the HMAC.
The calculated hash value is stored in the input data field
of a self transaction from the subject. After the protocol
execution, the data collector and the subject hold ~ 0.975
and ~ 1.025 ETH when the transaction fees are subtracted,
respectively. The smart contract, overall procedure, the data
collector, and the subject parties are available on the Rop-
sten Testnet via following link: https://ropsten.etherscan.io/
address/0x0e937a4a4618dd8d5al2ec4a9f8fd61d6bfd13e4.

In the above link, there are three transactions in chrono-
logical order that correspond to steps 2, 3, and 6 of our
protocol. The subject (address starting with 0289) and the
data collector (address starting with 0z44) of our implemen-
tation are available in the source of the first and the second
transactions of the smart contract, respectively. There are
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three transactions in the subject address. The first and second
transactions are for depositing the test ETH and initiating
the smart contract, respectively. The third transaction in the
subject address is a self transaction and corresponds to step
4 of our protocol. In the “Input Data” field of the self-
transaction, the calculated data hash is available.

IV. CONCLUSION AND DISCUSSION

We proposed a blockchain-based protocol for collecting
eye tracking data in VR from remotely located subjects. As
eye tracking experiments are usually conducted in laboratory
settings with a limited number of subjects from similar
backgrounds in terms of socio-demographic characteristics,
it is a challenge to draw generic data-driven conclusions.
Due to the laboratory settings, subjects may not behave
naturally. While our protocol overcomes the drawbacks of
the traditional eye tracking data collection setups without
needing a centralized third party for data collection and
compensation management, it also creates an opportunity to
carry out the data collection anonymously, which is optimal
for the privacy of subjects. We focused on the eye tracking
data collection in VR setups as validation of the eye tracking
data and generation of the controlled environments with
VR can be done easily. In addition, current availability
of eye tracker integrated HMDs in the consumer market
supports our protocol for VR and eye tracking data; however,
the proposed protocol may be useful for other types of
eye trackers, sensors, or environments as long as identical
configurations between subjects can be generated. In contrast
to traditional eye tracking experiments, subject consent,
additional questionnaire, or similar information should be
collected digitally using our protocol. Our protocol may
also require an application-level effort to have one-to-one
mapping between subjects and experiments.

As future work, we plan to have an end-to-end implemen-
tation of our protocol along with a real VR application and
HMD-integrated eye tracker. In addition, while transactions
are applied anonymously on the public blockchains, it is
possible to track them. Recent work on eye tracking, HCI,
and VR [25]-[29] emphasize the importance of privacy
preservation. Combining privacy-preserving methods with
our protocol remains as part of future work.
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