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Abstract— The feasibility of physical-layer-based security ap- secrecy capacity. Follow-up work by Leung-Yan-Cheong and
proaches for wireless communications in the presence of one Hellman characterized the secrecy capacity of scalar Gauss
or more eavesdroppers is hampered by channel conditions. wire-tap channel [2]. In a further paper, Csiszar and Kbrn

In this paper, cooperation is investigated as an approach to lized \ hb idering the transoni
overcome this problem and improve the performance of secure generalized Wyner’s approach by considering the transomss

communications. In particular, a decode-and-forward (DF)based Of confidential messages over broadcast channels [3]. Rgcen
cooperative protocol is considered, and the objective is tdesign there have been considerable efforts devoted to generglizi
the system for secrecy capacity maximization or transmit pwer  these studies to the wireless channel and multi-user sosnar
minimization. System design for the DF-based cooperativerpto- (see [4]-[6] and references therein).

col is first studied by assuming the availability of global clannel - o .
state information (CSI). For the case of one eavesdropper,ma The feasibility of traditional PHY-based security apprioes

iterative scheme is proposed to obtain the optimal solutiofor the based on single antenna systems is hampered by channel
problem of transmit power minimization. For the case of multiple  conditions: if the channel between source and destinason i
eavesdroppers, the problem of secrecy capacity maximizath or  worse than the channel between source and eavesdropper, the
transmit power minimization is in general intractable. Subopti- secrecy capacity is typical zero [1],[2]. Some recent work

mal system design is proposed by adding an additional constint, S -
i.e., the complete nulling of signals at all eavesdroppersyhich has been proposed to overcome this limitation by taking

yields simple closed-form solutions for the aforementione two ~advantage of multiple antenna systems, e.g., multipletinp

problems. Then, the impact of imperfect CS| of eavesdropper multiple-output (MIMO) [7],[8], single-input multiple-atput

on system design is studied, in which the ergodic secrecy apty  (SIMO) [9] and multiple-input single-output (MISO) [10L,1].

is of interest. However, due to cost and size limitations, multiple antsnna
I. INTRODUCTION may not be available at network nodes. Under such scenarios,

node cooperation is an effective way to enable single-amaten

qu to the broadc.ast.natl_Jre of wireless channels, the ISSHBTes to enjoy the benefits of multiple-antenna systems [12]
of privacy and security in wireless networks have taken on an| . this paper, we consider a situation in which each network

increasingly important role, especially in military andnhe- | 4o is equipped with only a single omni-directional antenn

land security applications. Physical (PHY) layer basedisge and there are one or more eavesdroppers in the network.
using an information-theoretic point of view is attracting3

H ion in thi The basic id ¢ PHY-b %licure communication is achieved via node cooperation in a
muc .atFentlon n t IS conte?d. € basic idea of FH "basefleqge-and-forward (DF) fashion. We assume that source and
security is to exploit the physical characteristics of theeless

h L In th | d. sianal tted . relays are located in the same cluster, while destinati@h an
channel. In t € real world, signais transmitted over ph_ys'ceavesdropper(s) are at faraway locations outside thigetlus
channels experience impairments such as channel fading

propose a two-stage cooperative protocol. In Stage 1, the

add|_t|_ve NOIS€. Wh'.le channgl fadmg and thermal noise ha¥8urce node broadcasts its message locally to other nodes
traditionally been viewed as impediments, PHY layer séguriy iy the cluster. These local transmissions typicallguiee

approaches can epr0|.t these .channel chara.cteﬂstmsdmr Of3 small amount of power only, and the information rate at
to enhance the security of digital communication syste

raway eavesdropper(s) can be ignored. Thus, transmsssio
This line of work was pioneered by Wyner, who introduce Y pper(s) 9

he wi h | and blished th ibility ofti Stage 1 can be considered to be secure. In Stage 2, relay
the wiretap channel and establis € t € possiol ity 0 tu:rga_\ nodes decode the received messages. Then, the source node
almost perfectly secure communication links without nedyi

. and relay nodes cooperatively transmit a weighted versfon o
on private (secret) keys [1]. Wyner showed that when tk{ﬁe message signal to the destination.

eavesdropper channel is a degraded version of the mai ur focus is on secret communications in Stage 2. We

channel, the source and destination can_exchange perfegﬂg interested in two optimization problems: (1) designenod
secure messages at a hon-zero rate, while the eaves_dro E?éhts to maximize the secrecy capacity for a fixed transmit
can Ie_arn almost not_hlng about the messages fro_m Its wer; and (2) design node weights to minimize the transmit
servations. The maximal rate of secrecy information fro ower for a fixed secrecy capacity. We assume that the
the source to its intended destination is defined by the te bal channel state information (CSI) is available for gii

This research was supported in part by the National Sciemtadation design. Co_operatmn is here USQd in place C_'f multiple t_ramsm
under Grants ANI-03-38807, CNS-06-25637 and CCF-07-28208 antennas in MISO systems. Since there is a step involved
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before transmission, during which the information is made cluster

available to the relays, the corresponding secrecy capacit /
is half of that corresponding to a MISO system. We should
also point out that existing results for system design for a ~ ® ’

centralized MISO system can be also applied in system design

for DF-based cooperative protocols. For example, in the cas | ® @ ! @
of one eavesdropper, the closed-form expression for weight /

that maximize the secrecy capacity subject to a transmiepow

constraint has been studied in [10], [11]. Beyond existing ™. ® ‘
results in [10],[11], we here propose the following new tesu

for the DF-based cooperative protocol: (1) For the case of

one eavesdropper, we study system design to minimize the

Fransrmt power for a fixed secrecy capacny_. We propose an @ source @ destination
iterative algorithm to reach the optimal solution, by usthg

solution for the problem of maximizing the secrecy capacity

for a fixed transmit power. (2) Prior work considered the relay . eavesdropper
presence of one eavesdropper only. For the case of multiple

eavesdroppers, the aforementioned optimization probkmes Fig. 1. System model in the presence of eavesdroppers.

in general intractable. We obtain a suboptimal (in terms of

secrecy capacity or transmit power) but simple closed-form . )
solution, by introducing an additional constraint, i.@pplete flat fading. Leth; denote the baseband complex channel gain
nulling of signals at all eavesdroppers. (3) Prior work assa Petween theith cluster node and the destination, ang,
either complete knowledge of the eavesdroppers’ channél§note the channel gain between itfe cluster node and the

or only the channel statistics. In this paper, we inveseigafth eavesdropper._ Thermal noise at_all nodes is assumed to
the weight design for the more practical case in which onf§e Zero-mean white complex Gaussian, i®\(0,0?). The
imperfect estimates of eavesdroppers’ channels are higila configuration is illustrated in Fig.] 1.

This paper is organized as follows. In Secfidn II, the system\We assume that the global CSI is available for system
model and the DF-based cooperative protocol is describ&gsign (the same assumption as in most of PHY-based security
In Section[Tll, single and multiple eavesdroppers cases diterature). In practice, destination-related CSI can b&imed
investigated for the secrecy capacity maximization pnobleby Periodic pilots, and eavesdroppers-related CSI and the
and the power minimization problem. The case of imperfeBtmber of eavesdroppers may be obtained by monitoring the
CSI of eavesdroppers is also studied. Simulations areitbescr Pehavior of eavesdroppers. A cluster head (CH) then cellect
in Section(T¥, and conclusions are drawn in Secfign v.  the global CSI, executes the weight computation algorithm

We adopt the following notation. Bold uppercase lettel@nd se_nd; the weights back to cluster nodes for cooperative
denote matrices and bold lowercase letters denote coluff@SMISsions.
vectors. Transpose and conjugate transpose are repmsenté DF-based cooperative protocol will be used. The number
by ()7 and () respectively;I;; is the identity matrix of of relays with successful decoding is assumed to be known
size M x M; diag{a} denotes a diagonal matrix with the@ priori (rather than being a random variable). To implement
elements of vecton along its diagonalp,; . denotes an this in practice, each relay with successful decoding cawd se
all-zero matrix of sizeM x N; CA(u, o) denotes circularly @ non-interfering notification message to the CH.
symmetric, complex Gaussian distribution with mearand .
variances?; E{-} denotes expectation. B. Cooperative Protocol

In this subsection, we describe the DF-based cooperative
transmission protocol based on our system model.

A. System Model Stage 1 The source broadcasts its message signdcally

We consider a wireless network model consisting of orte its trusted relays within the cluster. The transmit povser
source node (node index: QN — 1 (N > 1) trusted relay chosen so that the signg} can be decoded at the relays with
nodes (node index, 2,..., N — 1), a destination node, anl high probability. In this paper, for simplicity we assumaeitth
(J > 1) eavesdroppers. We assume that the source and refdgtransmit power in Stage 1 is known a priori.
are located within the same cluster, while the destinatimh a This stage usually requires a small amount of power only,
eavesdropper(s) are at faraway locations from this cluStrh and the information rate at the faraway eavesdropper(s) can
node is equipped with a single omni-directional antenna aheé ignored. Thus, transmissions in Stage 1 can be considered
operates in half-duplex mode. to be secure.

A narrowband message signgl is to be transmitted from  Stage 2
the source to the destination. The power of the messagel sign&ll the trusted relays that successfully decode the message
s is normalized to one, i.€E{|so|?} = 1. All channels are s, together with the source, cooperatively transmit signal

II. SYSTEM MODEL AND COOPERATIVE PROTOCOL



to the destination. For convenience, we assume that all thel) Maximizing Secrecy Capacity for Fixed Transmit Power:
N — 1 relays successfully decode the message ﬁgfﬁhﬂen, The problem of maximizing the secrecy capacityfor a fixed
totally N nodes (V — 1 relays plus one source), indexed byransmit powew” w = P, can be formulated as

1 =0,...,N — 1, participate in cooperative transmissions in

0’2 WH W
Stage 2. Specifically, thagh node transmits a weighted signal arg max ﬁ )
of 59, i.e.,w;s, i = 0,..., N — 1, wherew; is the weight of sit. wHw = Py .
the ith node.

Let us define theV x 1 vectorsw = [wy,...,wy_1]f, The solution of this Rayleigh quotient problem, reported in
h = [hg,...,hnv—1]" andg; = [g0,--.,9n-1,], and the [10],[11], is the scaled eigenvector corresponding to dngdst
N x N matricesR;, = hh' andR} = g;g/’. eigenvalue of the symmetric matrR, 'Ry, where

At the destination, the received signal equals R .

Ry, = =1 R
ya = w'lhso+na, @) PR T ®)
where n, represents white complex Gaussian noise at tq@d
destination. Then, the capacity at the destination is ~ 02
Rg:FIN+Rg . (9)
Oy = Liog, (14 ¥ Rw 2 ’
d= 51082 + o2 @ Also, the equality power constraint ifl (7) is equivalentle t

inequality power constraink”w < P, [10],[11]. As we will
show in the next subsection, the solution of the probleri)n (7
can help solve another optimization problem of minimizing
transmit power under a fixed secrecy capacity.
yl = Wng so+ni ©) 2) Minimizing Tra_\n_sm_it_Power for Fixed_ Secrecy Capacity:
The problem of minimizing the transmit power”w for a
wheren? represents white complex Gaussian noise atjthe fixed secrecy capacitg’? > 0 can be formulated as
eavesdropper. The capacity at tftb eavesdropper is then

where the scalar factor/2 is due to the fact that two time
units are required in the two-stage cooperative protocol.
At the jth eavesdropper, the received sigpalequals

arg min wHw (10)
1 wHRIw -
Cl = 5 logy (1 + 072%> : (4) 5.t Srempie = 460

o . . .. However, the conventional method of Lagrange multipliers
Our objective is to design the node weights to maximize o ot work for [10), as it yields a zero solution wf
secrecy capacity for a fixed transmit power, or minimiz?0 solve [ID), we first p,ropose e following

”""”S”."t power for a fixed secrecy capacn)./. The SecrecyProposition 1: The solutions of the following two optimiza-
capacity forJ eavesdroppers is defined as [5]: . . o
tion problems are identical:

C, = max{0,Cy — max(CL,...,C/)} . (5) (i) Find the weights that maximiz€’s for a fixed transmit
power F.
IIl. SYSTEM DESIGN FORSECUREWIRELESS (ii) Find the weights that minimize the transmit power for
COMMUNICATIONS a fixed C***, whereC"** is the maximalC; of problem (i).

In this section, we discuss the weight design for the DF-  Proof: Wle) prove Propositiofi]1 by contradict(i?)n. We
based cooperative protocol to achieve secure wireless caiisume thatw(!) is the optimal solution that yields's ’ =
munications, for the cases of one eavesdropper and multipie ™ for fixed transmit power?, while a different weight

eavesdroppers, respectively. vegtorw(Q) # w) minimizes the transmit power for fixed
C{? = cmax_ Thus, the transmit powefw))?w(® must
A. One Eavesdropper be smaller thanw()”w() = P,. We can always find a

larp > 1 such that the weight vectgr- w(? also achieves
2

H _
For notational convenience, the index of the eavesdropper’i (W(Q)) w? = Py . @)
dropped. As long ah +# g, we can always find a set of weights  NOW, we provi:fa(}s based on the weight vectpr w
so that the secrecy capacity is non-zero. For example, ane £ greater tharC*>. Let us define the function
completely null out the received signal at the eavesdropper o2 + 2 (W) R, w®
Thus, from [2) and[{4), Eq[I5) can be written as F(z) = 7+ AW TR w

o2 + wiR,w
o2+ wliR,w )

We first discuss the simple scenario of one eavesdroppe&r

(11)

(6) We can equivalently prové'(p) > F'(1) for p > 1. Taking

1
Ci=Cy—C, = —1og2<
2 the derivative ofF'(z) with respect toz, we obtain

lthe case in which\/ < N — 1 relays successfully decode the message is dF(z) ~ (W(Q))HRhW(Q) . (W(Q))HRgW(Q)' (12)

equivalent to the case in which the total number of relays/is dz



As C, > 0, L&~ 0. Thus, F(z) is a monotonically  Defining the(J +1) x N matrix G = [h, G| and the(J +
increasing function ot and it follows thatF'(p) > F(1) for 1) x 1 vectore = [1,0;x]7, we can rewrite the constraints
p > 1. Hence, we have proved théat, based on the weight in (I3) and [Ib) as

vector p - w(?) is greater tharC™*, In other words,C™** _ _

is not the maximal value of’, for transmit powerP,, which Gw = (/4% = 1)o? - e%)e . (16)
contradicts our assumption. Therefove!) must be equal to To guarantee a non-zero solution fet we needN > J + 1,
w(®, and thus Propositio 1 is proved. _ which usually can be easily satisfied.

_ Based on Propositiohl 1, we now propose the following the optimal solutionw®®* that minimizes the transmit
iterative algorithm for finding the optimal solution ¢f_{10) power corresponds to the least-squares solutiofi df (16) pro

« Initialization: duced by the pseudo—inverseéf [13],[14], i.e.,
S0) Set an initial value for the weighig® w(®), where - o
p() is a scalar such that, for w(®) equalsC?. Note that W = (1/(497 - 1)o2/")GT(GGT) e . 17)

(0) itrari ' [ -
w'Y) can be arbitrarily chosen but its corresponding se Erom (L), the transmit poweswoPt) ¥ wept is independent

crecy capacity must be greater than zero. Then, compu : .
the transmit poweP© — (p(0))2(w(0)H w(0). osethe selection of). For convenience we can take= 0.

2) Maximizing Secrecy Capacity for Fixed Transmit Power:

« lteration: LT
S1) In thekth iteration, compute the weight vecter*) The optimization problem can be formulated as
that maximizes the secrecy capacity for fixed transmit arg max wi Ry,w (18)
power P(*~1) 'based on the method discussed in Section " v .
AT st. wiw=PFP andw G =014 .
S2) Compute the scalaf®), such thatC,; underp® w(*) The conventional method of Lagrange multipliers does not
equalsC?. Calculate the updated transmit powe) = yield an insightful closed-form solution df{1L8). To SoNES),
(pF)2 (w k) Hw (F), we propose the following.
S3) Iterate untilP:~1) — P(*) is smaller than a pre-  Proposition 2: The solutions of the following two optimiza-
defined threshold. tion problems are identical:

The objective function of[{10) is convex and the updated (i) Find the weights that maximiz€’; for fixed transmit
power with each iteration is nonincreasing. Thus, the abopewer I, and also meets the constraint that signals at all
algorithm eventually converges to the global minimum. Im oigavesdroppers are completely nulled. Let us denote the-maxi
simulations, the iteration always converged very rapidly. mal Cs by CF*.

(i) Find the weights that minimize the transmit power for
B. Multiple Eavesdroppers a fixed C:"** and also meets the constraint that signals at all

. . . . eavesdroppers are completely nulled.
In this subsection we discuss the scenario Jof> 1 bp P y

eavesdroppers is related to the capacity at all eavesdmppgv(l) achievesC™ax for the fixed transmit poweP,, while a
Determining the weights that maximize secrecy capacity fgf o !

fved o tor fixed " fferent weight vectow(?) £ w(l) achieves minimal transmit
ixed power, or minimize power 1or 1IXed secrecy capacity, o for fixedC™*, Thus, it holds thatw®)? w2 < P,
is in general intractable. In the following, we consider a

L S ) : e can always find a scalgs > 1 such that under the
additional constraint, i.e., completely nulling out sitsat all . ) : o (D H. (2)
) . . weightsp - w'*) the transmit power ig*(w,” )" w,” = P.
eavesdroppers. The resulting secrecy capacity (transmigr) . 2) ; .
. However, the weight vectgr-w'%) achieves a secrecy capacity
represents a lower (upper) bound of the optimal one.

L . ) . greater tharC™**, In other wordsw!) does not achieve the
1) Minimizing Transmit Power for Fixed Secrecy Capacity: maximum of C, for fixed power Py, which contradicts our

Let UT detf'nﬁ thev XdJ malrix G = [gla‘ -+ 8] To null the assumption. Thereforay") must be equal tav(?). n
Signais at all eavesdroppers, we nee From Propositio 12, the optimization problem &f}(18) is
wlG =0, . (13) equivalent to finding the weights that minimize the transmit
power for fixed C™**. From [IT), the transmit power is
. 0 . .
To satisfy the fixed secrecy capacifyf, we also need proportional to4“> — 1. Thus, the solution of(18) is
opt ~H ~H\—1
1 HR w' = BGH(GGH) e (19)
2 o wheref is a scalar and equals

Eqg. (I4) can also be written as 5= / Py (20)
wih = /(46 — 1) . ¢/? (15) eH(@GH) e

Substituting [(IP) into the objective function df {18), one
wheref is an arbitrary angle within0, 27). can see that the secrecy capacity is a monotonically inicrggas



function of the power budgéd®,. Thus, the equality power con-is semi-positive definite. In case for whidRa is strictly
straint in [I8) is equivalent to the inequality power coasit positive definite, nulls cannot be formed at eavesdroppeic,
wlw < PB,. wRiw is always greater than zero. To cover all cases, here
we still consider the Constraime{éw = 0 or equivalently
wHg; = 0. The optimization problem of maximizing the

The channels between cluster nodes and the destination gifier bound on the ergodic secrecy capacity [l (23) under
be estimated accurately, since they are trusted nodes.\gowey fixed power can be formulated as

in practice there will be some certain estimation errorstffier -
channels between cluster nodes and the eavesdroppers In th arg max Zr g (25)
subsection, we discuss weight design for such cases.

We model the perfect channels of thith eavesdropper as
g; = g + A, whereg; is the imperfect channel estimatewhere G 2 [g1,...,g,]". Let us define the matrixT
available for weight computation, ant; corresponds to the containing all of the right singular vectors correspondiog
channel error. We further assume that the entries\pfare zero singular values o6. To satisfy the first constraint in

zero-mean random variables, aRch = E{A;A7} is known (25), w shall be a linear combination of basis in the null space

C. Impact on Imperfect CS of Eavesdroppers

st. Gw = 0741 andwfw = P,

a priori and is independent gt Thus, we obtain of G, i.e., w = Tv, wherev is a column vector. Then, the
Ré A E{gjgf} _ ﬁé Y RA 21) optimization problem in[{25) is equivalent to
~. o2 4vHTHR, Tv
Whel’eRé = /g\Jgf arg m‘z}x oc24+vHTHRATvV (26)

Note that we still assume the availability of perfect CSI of st. vilv =P,
the destination.
1) One Eavesdropper: For one eavesdropper, the ergodi

E{Nhich is a Rayleigh quotient problem similar tb] (7). The
secrecy capacity is given by !

nal solution of [25) is thenw = /PyTquni Where
Qunit IS the unit-norm eigenvector of the matriR? R +

o - llogQ (1 N wHRhw> (c_;Q/PO)I]*l[Rh + (¢2/Py)IIT corresponding to its largest
* 2 o? eigenvalue.
1 wiggHw Due to the similarity betweeh (£6) and (7), and the duality
—E{§10g2 (1 + T)} . (22) as shown in Proposition] 1, the problem of minimizing the

transmit power under a fixed lower bound on secrecy capacity

The optimization problem of maximizing ergodic secrecy, pe solved by the iterative algorithm in sec{ior IIHA.2.
capacity under a fixed power is in general difficult. To sirfypli

the problem, we use Jensen’s inequality to obtain D. Discussion

— 1 wiR,w In the above analysis, for convenience we have assumed that
Cs > 3 log, (1 + T) the transit power in Stage 1 is much smaller than the transmit

wHR.w power in Stage 2, and thus the information rates in Stage 1
72‘%) (23) at the faraway destination and eavesdropper(s) are ignbred

this subsection, we discuss the effects on weight desigmwhe

in which the eavesdropper index is omitted for notation#ihe information rates in Stage 1 are also taken into account.
convenience. We now consider the problem of maximizing theWhen both stages are taken into account, the destination
lower bound on ergodic secrecy capacity[in](23) under a fixed an eavesdropper combines the two received signal in
power ww = Py. It is easy to see that this optimizationboth stages using maximal ratio combining (MRC) in order
problem is the same & (7), while the mafity is now given to maximize the signal-to-noise ratio (SNR). Suppose that
by (21). Also, the problem of minimizing the transmit powetransmit power in Stage 1 i&. The capacity at the destination
under a fixed lower bound on ergodic secrecy capacity canisegiven by
solved by the iterative algorithm in sectibn 1IT-A.2.

1
—ilog2 1+

T
2) Multiple Eavesdroppers: For J eavesdroppers/(> 1), Cqy = %1og2 (a + w R23w> (27)
the lower bound on ergodic secrecy capacity is given by g
_ 1 wHR,w where o £ 1 + PBylho|?/o2. Note that Py|ho|?/o? is the
Cs > 510g2 (1+ T) received SNR in Stage 1 at the destination. Similarly, the

capacity at thejth eavesdropper is

{11 <1+WHR§W>} (24)

—max{ = log, —_— . TRJ

03 -2 ¢t = Lo, (,Hw) (28)
g

whereR/ is given by [21). ) )
To form nulls at all eavesdroppers, we needf Riw =0 wherey £ 1+ Fylgo;|*/o?. Note thatPy|go ;|?/o? is the
for j = 1,...,J. A non-zero solution exists only iIRA received SNR in Stage 1 at thjiéh eavesdropper. Here, and
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Fig. 2. Transmit power vs. number of eavesdroppers. Seaapwcity is Fig. 3. Transmit power vs. number of cooperating nodes.e8gocapacity
fixed atC? = 3 bi/s/Hz. is fixed atC? = 3 b/s/Hz.

u are considered to be constants, Rsis assumed to be auniformly distributed within[40R, 100R], and the azimuthal

priori. directions of eavesdroppers are uniformly distributedhimit
Therefore, the only change on the capacity of the destinatif), 27). We perform a Monte-Carlo experiment consisting of

or eavesdropper is to replace the constant onélin (2ldor )00 independent trials to obtain the average results.tioa

by o or p. It is easy to show that most of the propose@f cluster nodes and eavesdroppers in one trial are chosen

analysis (when ignoring Stage 1) can still be applied hef@dependently from those in other trials.

subject to minor changes only. The only exception is th&_ Fixed Secrecy Capacity

power minimization problem for the case of one eavesdropper ) i ) 0

(see Sectiof TIEAR). For this case, in order to guarantee t Ve first fix the secrecy capacity &, = 3 b/s/Hz and

validation of Propositior{]1, the fixed secrecy capadit§ investigate the performance of transmit power. Eig. 2 shows

should be chosen to satisiyw” R,w > aw! R,w for every the transmit power versus numt_)er of eavesdroppeiThe
possiblew. number of cooperating noded is 10, 30 or 50. For a

single eavesdropper, the transmit power with cooperaton i
IV. SIMULATIONS obtained based on the iterative algorithm in Secm-.A.
) ] . ] ~ For multiple eavesdroppers, the transmit power with cooper
In this section, we investigate the performance of weightion is computed from{{17). As observed, As observed, for
design algorithms via simulations. In these simulatioh® tpqth cooperation and direct transmission, more transmiepo
carrier frequency is 900 MH22 and the signal wavelength {§oyid be needed as the number of eavesdroppers increases.
A = 0.33 m. The noise powes= is —60 dBm. The cluster is \yhen the number of cooperating nodes is small, cooperation
a disk with radiusk = 5. The cluster nodes are uniformlyynay not outperform direct transmission (see the curve for
located in the disk. For convenience, a simple line-ofsighy — 10 in Fig.[2), as its transmission time is longer. When
channel model is used;; = d; * ¢/ whered,; is the distance the number of cooperating nodes is large, cooperation resjui
between theith node and the destination, = 4 is the path mych less transmit power than direct transmission (see the
loss exponent and; denotes the phase offset; is defined in cyrves forv = 30,50 in Fig.[2). Fig.[2 shows the transmit
a Similar Way. A" Channel estimates are assumed to be ﬂerf%wer versus number of Cooperating nod€és The number
‘We try to compare the performance of DF-based cooperatigh eavesdroppers is one, three or six. As expected, the
with direct transmission (without cooperation). Based be t transmit power for cooperation decreases as the number of

line-of-sight channel model, when the distance between agyoperating node®’ increases, while the transmit power of
eavesdropper and the source is smaller than the distag@@ct transmission is independent it

between the destination and the source, the secrecy capacit )

of direct transmission without cooperation is always zeso - Fixed Transmit Power

matter how large the transmit power is. Thus, under suchin this subsection, we investigate the performance of se-
scenarios, cooperation always outperforms direct tragsipn. crecy capacity by fixing the transmit power & = 5

In the following simulations, we will focus on the case irdBm. Fig.[4 shows the secrecy capacity versus number of
which the distances between eavesdroppers and the sowaeesdroppers. For a single eavesdropper, the secreaitgapa
are greater than the distance between the destination andwfith cooperation is obtained based on the result in Section
source. The distances between the source and destinatioflif.1] For multiple eavesdroppers, the secrecy capaeiti
20R. The distances between the source and eavesdropperscamperation is computed based on the nulling weightg df. (19)
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As expected, the secrecy capacity decreases as the nunfje?P. Parada and R. Blahut, “Secrecy capacity of SIMO ane dtading

of eavesdroppers increases. A larger number of cooperatinggggg”?'zsiggprsogbt'EZEO%';L Symp. Inf. Theory, Adelaide, Australia, pp.

nodes yields higher secrecy capacity. Eig. 5 shows the ®ecr@o) z. Li, w. Trappe and R. Yates, “Secret communication vialti-antenna
capacity versus number of cooperating nodésThe secrecy transmission,” inProc. 41st Conference on Information Sciences and
capacity for cooperation increases Asincreases, while the _, _/stems Baltimore, MD, Mar. 2007.

. . .. .. [11] S. Shafiee and S. Ulukus, “Achievable rates in Gaussi#®vchannels
secrecy capacity of direct transmission is independenY of with secrecy constraints,” ifProc. IEEE Int. Symp. Inf. Theory, Nice,

France, Jun. 2007.
V. CONCLUSIONS [12] J. N. Laneman and D. N. C. Tse, “Cooperative diversitywimeless
networks: efficient protocols and outage behaviolEEE Trans. Inf.
In this paper, we have considered a DF-based cooperative Theory, vol. 50, pp. 3062 - 3080, Dec. 2004.

; ; 3] S. Boyd and L. Vandenbergh€onvex Optimization. Cambridge Uni-
protocol to improve the performance of secure wireless com versity Press, Cambridge, UK, 2004,

munications in the presence of one or more eavesdroppeis} z. Han and K. J. R. LiuResource Allocation for Wreless Networks:
For the case of one eavesdropper, we have considered theBasics, Techniques, and Applications. Cambridge University Press, Cam-

design problem of transmit power minimization and have Pridge. UK. 2008.
proposed an iterative algorithm to reach the solution, ey th

help of existing results for another problem of secrecy capa

maximization. For the case of multiple eavesdroppers, we

have derived suboptimal and closed-form solutions for the

problems of transmit power minimization and secrecy capaci

maximization by adding an additional constraint, i.e., the

complete nulling of signals at all eavesdroppers. We hase al

investigated the impact of imperfect CSI of eavesdroppars o

system design.
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