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Secure Communication over Interference Channel:
To Jam or Not to Jam?

Jinyuan Chen

Abstract

We consider a secure communication over a two-user Gaussian interference channel, where each transmitter
sends a confidential message to its legitimate receiver. For this setting, we identify a regime where the simple scheme
of using Gaussian wiretap codebook at each transmitter (without cooperative jamming) and treating interference as
noise at each intended receiver (in short, GWC-TIN scheme) achieves the optimal secure sum capacity to within
a constant gap. For the symmetric case, this simple scheme is optimal when the interference-to-signal ratio (all
link strengths in decibel scale) is no more than 2/3. However, when the ratio is more than 2/3, we show that this
simple scheme is not optimal anymore and a scheme with cooperative jamming is proposed to achieve the optimal
secure sum generalized degrees-of-freedom (GDoF). Specifically, for the symmetric case, we complete the optimal
secure sum GDoF characterization for all the interference regimes.

I. INTRODUCTION

The notion of information-theoretic secrecy was first introduced by Shannon in his seminal work [1]],
which studied a secure communication in the presence of a private key that is revealed to both transmitter
and legitimate receiver but not to the eavesdropper. Later, Wyner introduced the notion of secure capacity
via a degraded wiretap channel, in which a transmitter intends to send a confidential message to a legitimate
receiver by hiding it from a degraded eavesdropper [2]. The secure capacity is the maximum rate at which
the confidential message can be transmitted reliably and securely to the legitimate receiver. Wyner’s result
was subsequently generalized to the non-degraded wiretap channel by Csiszar and Korner [3], and the
Gaussian wiretap channel by Leung-Yan-Cheong and Hellman [4]. This line of secure capacity research
has been extended to many multiuser channels, most notably, broadcast channels [5]—[9]], multiple access
channels [|[10]—[/15], and interference channels [5]], [[16]—[29].

In the line of secure capacity research, cooperative jamming has been proposed extensively to improve
the achievable secure rates in many channels (see [S]], [10]], [22], [23] and references therein). In particular,
cooperative jamming has been proposed in [22] and [23]] to achieve the optimal secure sum degrees-of-
freedom (DoF) in the interference channel with confidential messages, wiretap channel with helpers,
multiple access wiretap channel, and broadcast channel with confidential messages. The basic idea of the
cooperative jamming scheme is to send jamming signals to confuse the potential eavesdroppers, while
keeping legitimate receivers’ abilities to decode the desired messages. This might involve a cooperation
between the transmitters, and a careful design on the direction and/or power of the cooperative jamming
signals (see [S], [10], [22], [23]). It is therefore implicit that the cooperative jamming schemes might incur
some extra overhead, e.g., due to network coordination, channel state information (CSI) acquisition, and
power consumption. In this work we seek to understand when it is necessary to use cooperative jamming
and when it is not, for the secure communication over the interference channel.

Specifically, we focus on a secure communication over a two-user Gaussian interference channel, where
each transmitter sends a confidential message to its legitimate receiver. For this setting, we identify a
regime in which the simple scheme of using Gaussian wiretap codebook at each transmitter, without
cooperative jamming, and treating interference as noise at each intended receiver (in short, GWC-TIN
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scheme) achieves the optimal secure sum capacity to within a constant gap. The secrecy offered by
this GWC-TIN scheme is information-theoretic secrecy, which holds for any decoding methods at any
unintended receiver (eavesdropper). In this simple scheme, the transmitters do not need to know all
the information of channel realizations. Therefore, the overhead associated with acquiring channel state
information at the transmitters (CSIT) is minimal for the GWC-TIN scheme. For the symmetric case,
this simple scheme is optimal when the interference-to-signal ratio (all link strengths in decibel scale),
denoted by «, is no more than 2/3, i.e., 0 < o < 2/3. However, when the ratio is more than 2/3, we
show that this simple scheme is not optimal anymore and a scheme with cooperative jamming is proposed
to achieve the optimal secure sum generalized degrees-of-freedom (GDoF).

Some related works: For a two-user Gaussian interference channel without secrecy constraints, the
capacity has been characterized to within one bit in [30] for a decade. Our work focuses on the secure
capacity approximation for the case with secrecy constraints. Specifically, for the symmetric case this work
completes the full characterization on secure sum GDoF for all the interference regimes. Furthermore, this
work identifies a regime in which the low-complexity scheme, i.e., the GWC-TIN scheme, achieves the
optimal secure sum capacity to within a constant gap. The low-complexity communication schemes have
received significant attention in the literature (see, e.g., [31]). Specifically, the work in [31] considered
the Gaussian interference channel without secrecy constraints and investigated the optimality of the low-
complexity scheme that treats interference as noise (TIN scheme), in terms of GDoF region and constant-
gap capacity region. For the Gaussian interference channel with secrecy constraints, the previous work in
[28] showed that secrecy constraints incur no penalty in GDOF, i.e., the secure GDoF region and the GDoF
region remain the same under the condition in which the TIN scheme was proved to be GDoF-optimal
(cf. [31]). Note that for the two-user symmetric Gaussian interference channel, the condition identified
in [31] for the TIN scheme to be GDoF-optimal—the same condition in which secrecy constraints incur
no penalty in GDoF (cf. [28])—is simplified to 0 < o < 1/2. Interestingly, for the two-user symmetric
Gaussian interference channel with secrecy constraints, our work shows that the proposed low-complexity
scheme (GWC-TIN scheme) is optimal in terms of secure sum GDOF if and only if 0 < o < 2/3. When
a > 2/3, our work also characterizes the optimal secure sum GDoF, which is achievable by the proposed
scheme using interference alignment and cooperative jamming. In addition to the new achievability scheme,
our work also provides a new converse to prove the results. In a related work in [27], the authors
considered the two-user symmetric deterministic interference channel and provided the upper bound and
lower bound on the secure symmetric capacity. Note that, there is still a gap between the upper bound
and lower bound derived in [27]], when the interference-to-signal ratio « (all link strengths now measured
in bits) is 1/2 < o < 3/4. In our work in [32] (conference version), we closed the gap by providing a
new capacity upper bound. In a related work in [26]], the authors considered the secure communication
over a two-user symmetric interference channel with transmitter cooperation, and provided the secure
capacity upper bound and lower bound. Note that, for the deterministic channel model and removing the
transmitter cooperation, the upper bound and lower bound derived in [26] are not matched for some channel
parameters. We believe that our optimal secure GDoF results derived in our setting can be extended to
solve the open problems in the other communication channels, including the channel considered in [26].

The remainder of this work is organized as follows. Section[[T|describes the system model and the simple
scheme without cooperative jamming. Section |[Il] provides the main results of this work. A scheme with
cooperative jamming is proposed in Sections Some analysis on the cooperative jamming scheme
is provided in Section [V| and the appendices. The converse proof is provided in Section and the
appendices. The work is concluded in Section [VII} Throughout this work, I(e), H(e) and h(e) denote the
mutual information, entropy and differential entropy, respectively. (¢)™ and (e)~! denote the transpose and
inverse operations, respectively. F4 denotes a set of g-tuples of binary numbers. Z, Z* and R denote the
sets of integers, positive integers, and real numbers, respectively. o(e) comes from the standard Landau
notation, where f(z) = o(g(x)) implies that lim, ., f(z)/g(x) = 0. ()" = max{0, e}. Logarithms are
in base 2. Unless for some specific parameters, matrix, scalar, and vector are usually denoted by the italic
uppercase symbol (e.g., S), italic lowercase symbol (e.g., s), and the bold italic lowercase symbol (e.g.,
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Fig. 1. Two-user interference channel with confidential messages.

s), respectively. s ~ N(0,0?) denotes that the random variable s has a normal distribution with zero
mean and o variance.

II. SYSTEM MODEL AND PRELIMINARIES

This section provides the system model and discusses the simple scheme without using cooperative
jamming.

A. Gaussian interference channel

We begin with a two-user (K = 2) Gaussian interference channel (see Fig. [I). By following the
convention in [33]], the channel output at receiver k at time ¢ is given by

K
ye(t) =D 2™ hge(t) + 2(t), k=1, K (1)

=1
t=1,2,--- ,n, where z,(t) is the channel input at transmitter ¢ subject to a normalized power constraint
E|z(t)|* < 1, zx(t) ~ N(0, 1) is additive white Gaussian noise at receiver k, my, is a nonnegative integer,
and hy, € (1,2], for k, £ € {1,--- , K}. Note that all the channel gains greater than or equal to one can be

represented in the form of 2™*¢hy,. Thus, the model in (I]) can represent the general cases of the channels
in terms of capacity approximations. Let us define
A log 2k

Okt =717 kjuge{]-?"'uK} (2)
%logP

where P = max, {22 }. Then, the original channel model can be rewritten by
K
ye(t) =Y VPosehyr,(t) + z(t), k=1, K 3)
=1

where the exponent oy > 0 represents the channel strength of the link between transmitter ¢ and receiver k,
and hye € (1, 2] represents the normalized channel coefficient (we call it as channel phase). In what follows,
we will consider the channel model in (3). It is assumed that each node knows all the channel strengths
and phases. However, in the scheme without using cooperative jamming that will be discussed later on,
the transmitters do not need to know the channel phases {hy}x . For the symmetric case, it is assumed
that

ajp =ap =1, ag=ap=a «oa=>0.

For this interference channel, transmitter k£ wishes to send to receiver k£ a confidential message wy
that is uniformly chosen from a set W é{1, 2, ,Q"Rk}, where R, is the rate (bits/channel use) of
this message and n is the total number of channel uses. At each transmitter, a corresponding stochastic
function is employed to map the message to a transmitted codeword (cf. [S[], [10]], [19], [22]], [23]] and
references therein). Specifically, at transmitter k, the following function

Je : We x Wi x W — R", k=1,2



maps the message wy € W, to a transmitted codeword =z} = fi(wy, wy, wy) € R", where w) € W, and
wy € W, represent the randomness in this mapping, and {w),w]} are available at transmitter k& only
(cf. [19]). The random variables {w,, w}, wy, wq, w), wh} are assumed to be mutually independent. In our
setting, the randomness coming from wj, at transmitter & is used to guarantee the security (see (5) and
(6) below) of its own confidential message wy; while the randomness coming from wj at transmitter k
is used to potentially improve the secure rate of the other transmitter’s confidential message. Thus, w}
can be treated as the helping randomness and the signal mapped from wj}, can be treated as a cooperative
Jjamming signal. Hereafter, when any of w{ and w/ are used in a communication scheme, we will call it
as a scheme with cooperative jamming. When w] and w/ are not used in a communication scheme, i.e.,
W/ =W = ¢, we will call it as a scheme without cooperative jamming. A secure rate pair (R, Ry) is
said to be achievable if for any € > 0 there exists a sequence of n-length codes such that each receiver
can decode its own message reliably, i.e.,

and the messages are kept secret such that

I(ws; y5) < ne ®)
I(wa; y7) < me (6)

where v represents the n-length channel output of receiver k, k = 1,2. The secure capacity region C' is
the closure of the set of all achievable secure rate pairs. The secure sum capacity is defined as:

Cam =sup { Ry + Ry| (R, Ry) € C}. (7

The secure sum GDOoF is defined as

Cs
dgum = 1 —. 8
e %logP ®

B. A scheme without cooperative jamming

This subsection discusses a scheme without cooperative jamming, for the two-user Gaussian interference
channel defined in Section In the proposed scheme without cooperative jamming, each transmitter
simply employs a Gaussian wiretap codebook (GWC) to guarantee the secrecy without using cooperative
Jjamming, while each receiver simply treats interference as noise (TIN) when decoding its desired message.
It is called as a GWC-TIN scheme hereafter. Note that the secrecy offered by the GWC-TIN scheme is
information-theoretic secrecy, which holds for any decoding methods at any eavesdropper. Some details
of the scheme are discussed as follows.

1) Gaussian wiretap codebook: To build the codebook, transmitter & generates a total of 2"(k+7)
independent codewords v} with each element independent and identically distributed (i.i.d.) according to
a Gaussian distribution with zero mean and variance P~%, k = 1,2, for some Ry, R and B > 0 that
will be designed specifically later on. The codebook By, is defined as a set of the labeled codewords:

By 2{vp(wy, wy) © wy, € {1,2,-+-, 2"} wp € {1,2,--- 2"} k=12, 9)
To transmit the message wy, transmitter k at first selects a bin (sub-codebook) By (wy) that is defined as
B (wi,) &{vp (wg, wy,) © wy, € {1,2,- - ,2”3;9}}, k=12

and then randomly chooses a codeword v; from the selected bin according to a uniform distribution.
Since this scheme will not use cooperative jamming, the chosen codeword v; will be mapped exactly
as a channel input sequence by transmitter k, that is, xj(t) = vg(t), t = 1,2,--- ,n, where v(t) is the



tth element of the codeword v}, k = 1,2. Based on this one-to-one mapping and Gaussian codebook, it
implies that

zi(t) = vp(t) ~ N(0, P7P%), Wt, k=1,2. (10)
Then, the received signals take the following forms (removing the time index for simplicity):
yi = Y P by + VP vy + 2 (11)
|R11[2P211=P1 kg |2P12762 PO
vo = VP hoavy + VPO horvy + 2 (12)
lhoa|2Po227F2  |hgy2Pe21=F1 PO

(cf. (3)). In the above equations, the average power is noted under each summand term.

2) Treating interference as noise: In terms of decoding, each intended receiver simply treats interference
as noise. This implies that receiver & can decode the codeword v} (wy,w)) with arbitrarily small error
probability when n gets large and the rate of the codeword (i.e., Ry + R),) satisfies the following condition:

R+ R, <I(vgys), k=12 (13)

(cf. [34]). Note that Rj, and R; represent the rates of the secure message wy, and the confusion message
wy, respectively (cf. (O)). Once the codeword v} (wy,w)) is decoded, the message wy can be decoded
directly from the codebook mapping. At this point, let us set

Ry = (v i) — I(vg; yelve) — e, (14)

' 2 (v yelve) — € (15)

for some ¢ > 0 and k,¢ € {1,2},k # (. Obviously, R; and R, designed in and satisfy the
condition in (13).

3) Secure rate: From the proof of [23, Theorem 2] (or [5, Theorem 2]) it implies that, given the
above wiretap codebook and the rates designed in (I4)) and (15]), the messages w; and ws are secure from
their eavesdroppers, that is, I(wy;y5) < ne and I(ws; y}') < ne. Therefore, by letting ¢ — 0, the scheme
achieves the secure rate pair Ry = [(v1;y1) — L(v1;y2|ve) and Ry = I(vq;y2) — I(va; y1|v1). Due to the
Gaussian inputs and outputs, this achievable secure rate pair is expressed as

’hll|2pa11—ﬂ1
1+ |h12|2P0¢12—52

~~
:]I(’Ul;yl) :H(U1;y2|1}2)

’h22|2pa22—52 1 .
1+ ’h21‘2pa21—51) _élog(l + |h12‘ poaz 2)

~—
=I(v23y2) =I(v2;y1v1)

1
) — 5 log(1+ | oy |2 P21~

J/

1
Rl = 5 log(l —+

1
Ry = 5 log(l +

for some [, By > 0. By setting 5; = ao; and [y = a9, then the interference at each receiver is scaled
down to the noise level (see (11)) and (12)) and the achievable secure rate pair becomes

|h11‘2pa11—a21 1

1

Ry = —log(1 — —log(1 + |hoy|? 16

1= glos(l+ =) — g loa(l+ [ ) (16)
1 |hoo|2P22—012 ] )

Ry==log(1+ == ) — Zlog(1 + |hp/?). 17

Note that the above secure rate pair is achieved by using a simple choice of 3; and 5. One can improve
the secure rate pair by selecting the optimized parameters of (3, and 5. From the achievable secure rate
pair expressed in (I6) and (I7), it implies that the GWC-TIN scheme achieves the following secure sum
GDoF

dgﬁ = (0511 — C(21>+ + (0622 — Oélg)Jr. (18)

Note that in this GWC-TIN scheme, the transmitters do not need to know the realizations of {h} .
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Fig. 2. GDoF vs. « for the two-user symmetric Gaussian interference channel with and without secrecy constraints. Note that a simple
scheme without using cooperative jamming achieves the optimal secure sum GDoF if and only if « € [0, %]

III. MAIN RESULTS

In this section we provide the main results of this work. At first we provide the secure sum GDoF
characterization for the two-user symmetric Gaussian interference channel defined in Section [lI-A

Theorem 1. Considering the two-user symmetric Gaussian interference channel defined in Section
for almost all channel coefficients {hy,} € (1,2]**?, the optimal secure sum GDoF is characterized as

(2(1 — ) for 0<a <2 (19a)

2200 — 1) for 2<a<?3 (19b)

Qo 2(1-2a/3) for $<a<1 (19¢)
2a/3 for 1<a< % (19d)

2(2 - «) for 3 <a<2 (19e)

L0 for 2 <« (199)

Moreover, a simple scheme without using cooperative jamming, that is, GWC-TIN scheme, achieves the
optimal GDoF if and only if a € [0, 3].

Proof. The converse follows from Lemma (8| and Corollary |1 provided in Section When « € [0, %]
the optimal secure sum GDOF is achievable by the proposed GWC-TIN scheme (see (I8))). When a €
(%, 2), the optimal secure sum GDOoF is achievable by the proposed scheme with cooperative jamming.
Section |[[V| provides the cooperative jamming scheme for achieving the optimal secure sum GDoF when
a e (3,2). O

Fig. [2] depicts the sum GDoF with secrecy constraint (cf. Theorem [I), as well as the sum GDoF
without secrecy constraint (cf. [30]]), for the two-user symmetric Gaussian interference channel. Note that
the secrecy constraint incurs no penalty in sum GDOF if and only if «a € |0, %] In the following we focus
on the general two-user Gaussian interference channel defined in Section and provide the optimality
conditions in which the GWC-TIN scheme is optimal in terms of secure sum capacity to within a constant
gap.

Theorem 2. For the two-user Gaussian interference channel defined in Section where «y, denotes the
channel strength from transmitter { to receiver k, Vk,( € {1,2}, if the following conditions are satisfied,

Qoo + (11 — ag9)T > aor + o, (20)
a1 + (o — ag1) T > a9y + arg (21)



then the simple scheme of using Gaussian wiretap codebook at each transmitter (without using cooperative
Jjamming) and treating interference as noise at each intended receiver (that is, GWC-TIN scheme) achieves
the optimal secure sum capacity Cy,, to within a constant gap of no larger than 11 bits. More specifically,
given the conditions of [20) and 1)), the optimal secure sum capacity Cl,, satisfies

Cl < Cam <C® +11

where the lower bound C° is defined by
1

hqq |2 Paii—a21 1 1 Roo |2 P22—012 1
ch 2 51 g(1+ llll[FW) — §log(1 + [k [?) + §log(1 + ﬂw) — §log(1 + |h12]?).
Proof. As discussed in Section the GWC-TIN scheme achieves the secure sum capacity lower bound
Clb  (see and (I7)). To prove the optimality of GWC-TIN scheme, we provide a secure sum capacity
upper bound in Lemma [§] (see (124) in Section [VI)). The derived upper bound reveals that, if the conditions
in (20) and (21)) are satisfied, then the achievable secure sum rate of GWC-TIN scheme indeed approaches
the secure sum capacity to within a constant gap of no larger than 11 bits (see Appendix |B| for the details

on bounding the gap). [

IV. COOPERATIVE JAMMING SCHEME

This section provides the cooperative jamming scheme for the two-user symmetric Gaussian interference
channel defined in Section focusing on the regime of % < a < 2. Note that when 0 < o < % a
scheme without cooperative jamming has been proposed in Section to achieve the optimal secure sum
capacity to within a constant gap (see Theorem [2)). In this cooperative jamming scheme, pulse amplitude
modulation (PAM) and interference alignment will be used.

At first let us review the PAM modulation, which will be used in our cooperative jamming scheme
described later. Assume that a random variable x is uniformly drawn from a PAM constellation set, defined
as

QEQ)E{¢-a: ac Z2N[-Q.Q]} (22)

for some (Q € Z* and £ € R. The role of £ is to regularize the average power of x. Given that z is
uniformly drawn from (¢, @), the average power of x is

s 2 K, £QQ+1)
E|z|? = 2Q+1Zz_ ; (23)
which implies that
Elz|* <1/3 <1, if £< \/_Q (24)

Let us consider the communication of x over a channel model given as
y = VPorhx + VPo2g + 2. (25)

In the above channel model, z € Q(&, Q) is the input with a normalized power constraint E|x|? < 1.
z ~ N(0,0?) is additive white Gaussian noise. g € S, is a discrete random variable such that

9] < Gmax: Vg E S,

for a given set S; C R, where gmax is a positive and finite constant independent of P. In this setting
a1, g, o and h are four given positive and finite parameters independent of P. Note that, the minimum
distance of the constellation for v P hx is

dpin (VPO T h) = VPR - € (26)



For this setting, we have the following result regarding the probability of error for decoding x from y.

Proof. See Appendix [C|
analysis, PAM constellation, and interference alignment are provided as follows.
1) Codebook generation and signal mapping: To build the codebook, transmitter &, k = 1, 2, generates
a total of 2"(Fx+7%) independent sequences (codewords) vy, where all the elements of all the sequences
) (28)

are independent and identically distributed according to a distribution that will be designed specifically
in the scheme, and Ry, R; will be defined later on. The codebook By, is defined as a set of the labeled
=1,2

Lemma 1. Consider the channel model in (25) and consider the case of oy — as > 0. By setting () and
& such that
Ps . h~y 1
= , =7 =, Va € (0,01 — 27
Q Y §=v 0 a € (0,1 — ay) (27)
where v > 0 is a finite constant independent of P, then the probability of error for decoding a symbol x
from y is
Pr(e) =0 as P — oc.
[
Now let us go back to the two-user symmetric Gaussian interference channel defined in Section [[I-Al For
this setting, we will provide a cooperative jamming scheme by using PAM modulation and interference

alignment. For the proposed scheme, the details of codebook generation, signal mapping, secure rate

codewords:
(29)

By (wy) é{“?(wka wy,)
and then randomly chooses a codeword v, from the selected bin according to a uniform distribution.

Bké{vg(wk,w;): wi € (1,2, 2wl e {12, ,2“’%}}, k

To transmit the message wy, transmitter k at first selects a bin (sub-codebook) By (wy) that is defined as
wy € {1,2,---, 2" k=1,2

Since this scheme uses cooperative jamming, the chosen codeword v; will be mapped to the channel

{L‘k(t) = hy - Uk(t) + VvV P Buk . hie - uk(t)

for{ #k, k,{=1,2,andt = 1,2,--- ,n, where 3,, is a parameter that will be defined later, and {uy(t)};

input using a stochastic function given as
(30)

are i.i.d. random variables (jamming signals) uniformly and independently drawn from a constellation set

€1V

that will be designed specifically in the scheme.
2) PAM constellation and interference alignment: Specifically, the codebook at transmitter £ is

vp = VP e sy 4+ VP Py,

generated such that each element takes the following form

and then the channel input in becomes
2= VP e by v+ VPP hyg v, + VPP gy,

(removing the time index for simplicity), for ¢ # k, k,¢ = 1,2, where vy, vy, and u; are independent
Avk,c

(32)

(33)

random variables uniformly drawn from their PAM constellation sets,
1
Vk,c € Q(f = ’Y’Uk’,c =) Q = PT)
Q
Ao
=)
A
: (34)

Vip € QUE =Y, - %, Q=P
Q=Pr7=)

ukEQ(ézﬂyuk-Q,



TABLE I
PARAMETER DESIGN FOR THE SYMMETRIC CHANNEL, FOR SOME € > (.

2<a<?|3<a<1|1<a<? | $<a<2
Bor.er Buge 0 0 a—1 a—1
Bur Bus l-« 1—« 0 0
Bor.pr Boay a a 00 00

Moy oy Aoy | Ba—2—¢€ a/3 —¢€ a/3 —¢ 2—a—c¢

Aurs Aug 3o —2—¢€ a/3—e€ af3—¢ 2—a—ce

)\ULP, /\vz’p l—a—c¢ l—a—c¢ 0 0

respectively, for k = 1,2, where (¢, Q) is defined in 22); and {~,, ., Ve, ,» Y, ; are some finite constants
independent of P, such that

1
fyvl,c = 7v2,c = Yur = Yuz = 2701,]) = 271)24) = 27 € (07 m} . (35)

In our scheme, {3,, .. Bk Buis Avgecsr Ao os Auy }k=1,2 are given parameters designed in Table |l for different
cases of «. Note that for this symmetric Gaussian interference channel, the parameters are designed
symmetrically for the two transmitters, for example, 3,, . = 3,,. and 3, , = f3,,,. For the parameters
designed as 3, , = oo and \,, , = 0, it implies that the random variable v, , can be treated as an empty
term in the transmitted signal z;. This implication holds for the other parameters. Based on our design
on z;, (see (31)-(B4)) and the parameters, one can easily check that the power constraint E|zz|? < 1 is
satisfied (cf. (24)) for k =1, 2.

Given the above design on the transmitted signals, the signals received at the receivers then take the
following forms (without the time index)

g1 = V PP by hogoy o 4+ V P00 by hogy  + haghay (V PO ey o 4+ VPP

+ mhuhzﬂ@ +V P2y highi1va, + 21 (36)
Y2 = \/Whmhnvzc + mh22h1102,p + h21h22(mvl,c + Mug)

1+ PO Bur by hysy + mhmhmm,p + 2. G7

With the signal design in (1)), the signal v, . is aligned with the jamming signal u; at receiver 1, while
the signal v; . is aligned with the jamming signal u, at receiver 2.

3) Secure rate analysis: Let us now define Ry and R) as

Rk £ ]I(Uk; yk) — I[(’Uk; yg’Ug) — € (38)
Ry, £ 1(vg; yolve) — € (39)

for some € > 0, ¢ # k, k,¢ € {1,2}. From the proof of [23, Theorem 2] (or [5, Theorem 2]) it implies
that, given the above codebook and signal mapping, the rate pair (R;, Ry) defined in (38)) and (39) is
achievable and the messages w; and w, are secure from their eavesdroppers, that is, I(wy;y3) < ne and
I(ws;y}) < me. In what follows we will analyze the secure rate performance of the proposed scheme,
focusing on the regime of 2/3 < o < 2.
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A. Rate analysis when 2/3 < o < 3/4
For the case with 2/3 < o < 3/4, we design the parameters such that

ﬁvl,c - 6”2’0 =0, Buy = Bu, =1 — a, /B’Ul,p = 51)2,;) =« 40)
Avje = Ay, =30 —2—¢€, Ay, = Ay, =30 —2—¢, A =\, =l—a—c¢ 41)

V1,p V2,p

where ¢ > 0 can be set arbitrarily small. In this case, the transmitted signal at transmitter k takes the
following form

Tk = hy - Ve + VP hyp - v + VP07 gy ey, (42)
for ¢ # k, k,¢ = 1,2. Then the received signals at the receivers take the following forms
Y1 = \/ﬁhlthQUl,c + V P1=%hy1hogvy p + V P¥highy (Vo + ur) + V P29 hyghoyug + highiiva, + 21

43)
Yo = \/Fhmhnvzc + V P1=%hgsh11v2p + V Pohothos(v1,c + us) + V P29 hyy hygug + horhoovr , + 2o.
44)

For the proposed jamming scheme, the secure rate pair (R, Rs) defined in (38) and (39) is achievable.
By setting € — 0, this secure rate pair is expressed as

Ry = H(”l? y1) - ]I(Ul; 3/2‘”2) (45)
Ry = H(U2§ y2) - ]I(UQ; ?/1|U1)- (46)

Let us first focus on the lower bound of R; expressed in (45). We will begin with the lower bound of
I(vy1;y1). For this case, v; takes the form

v =V + VP 0,

(see (30) and (@0)). From y; expressed in (@3)), {v1 ., v1,} can be estimated by using a successive decoding
method, given the design in (32)-(34) and (40)-(42). The following lemma provides a result on the error
probability for this estimation. Later on we will use it to derive the lower bound on I(vy; ;).

Lemma 2. When 2/3 < a < 3/4, given the signal design in (32))-(34) and (40)-[@2)), the error probability
of estimating {vy ., vy} from yy is

Pri{vie # Ok} U{vkp # Okpt] =0 as P — o0 47)

for k = 1,2, where Uy, . and vy, are the corresponding estimates for vy . and vy p, respectively, based on
the observation yy, expressed in (@d3) and (@4).

Proof. See Appendix [D} O

3a—2—¢

Since vy € Q€ =Y, - é,‘ Q=P 2 ) and vy, € Q€ =0y, %, Q=P ) are uniformly and
independently drawn from their PAM constellation sets, the rates of v; . and v; ), are given as

H(vi.) =log(2- P2 +1) (48)

l—a—e

H(v,) =log(2- P2 +1) (49)

where € can be set as ¢ — 0. Due to the signal design v, évl,c + VP~ vy, (see (30)), it is true that
{v1p,v1,.} can be reconstructed from vy, and vice versa. Then,

H(vy) = H(vy,e, v1,) = H(vie) + H(vy )

= log(2 - prs= +1) + log(2 - P 4 1)

2 —1-2
= T g P+ o(log P). (50)
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At this point, I(v;;y;) can be lower bounded by

]I(Ul; yl) > H(Ul; @1,c, @17;3) (51)
= H(vy) — H(v1 01,6, 01)
> H(vy) — (14 Prl[{vie # 010} U{vip # 01} - H(vy)) (52)
= (1 = Pr[{vie # 01} U{v1p # 1)) - H(vy) — 1 (53)

where (51)) results from the Markov chain v; — y; — {01, 01, }; (52) results from Fano’s inequality. By
combining (50), (53) and Lemma [2] we have

20— 1 —2
H@nm)ziljf—ikgP+0&gP) (54)
For the term I(vy; y2|ve) in (45]), we can bound it as
]I(Ul; ?/2|U2>
<I(v1; Y2, ur, v1,c + uz|v2) (55)

=I(vy;v1 0 + us|ug, v2) + L(vg; yo|ur, vo, v1e + u2) + L(v1; ug|ve)

=0

=I(v1;v1,e + u2) + L(vr; horhosvy p + 2a|ur, va, v1e + Usg) (56)

=H(vy . + u2) — H(uz) + h(hoihoovy p + 22|u1, v2, V1, + u2) — h(zs) (57)

§10g(4 PR 4 1) — log(2 - P 4 12_1_ h(ha1haovy p + 22)/ —% log(2me)  (58)
<log 2 <ilog(2me(|ha1|?|haz |2 Elv1 p|2+E|222))

<1+ %log(?)élﬁe) — %log(27re) (59)

—1log(2V/17) (60)

where (55)) uses the fact that adding information does not reduce the mutual information; (56) follows from
the fact that vy, v2, u1, uy are mutually independent; (57) uses the fact that {v; ,, v1 .} can be reconstructed

from v;; (B8) holds true because h(zy) = 3log(2me), H(uy) = log(2 - P2 + 1), and H(vy, +
up) < log(4- P™2~ 4 1); note that uy is uniformly drawn from Q(¢ = 7, - é, Q=P"2), and

3a—2—¢

Vietuy €2-QE =75, Q=P 3 ), where 2-Q(&,Q) 2{¢-a: a € Z2N[-2Q,2Q]}; (59) follows
from the identity that log(4a + 1) — log(2a + 1) < log2 for any a > 0 and the fact that Gaussian input
maximizes the differential entropy; note that E|hg1hoov ,+ 22|* = |ha1|? - |haa* - Elv p|* + E|22]* < 16+ 1
(see (23) and (24)), where v, is uniformly drawn from Q(€ =, - 5, @ = P,

Finally, by incorporating and into (43), the secure rate R; is lower bounded by

Ry = T(vi; 1) — L(v1; yav2)

> WIOgP—i—O(IogP). (61)

Due to the symmetry, by interchanging the roles of users, it gives the lower bound on the secure rate Rs:
Ry = T(v;y2) — L(va; g |v1)

> 2oz 172 log P + o(log P). (62)

By setting € — 0, then the secure GDOF pair (d; = 2ac — 1,dy = 2av — 1) is achievable by the proposed
cooperative jamming scheme when 2/3 < o < 3/4.
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B. Rate analysis when 3/2 < a < 2

For the case with 3/2 < o < 2, we design the parameters such that

/81)1,5 - 61)2,6 = — ]-7 /Bul - ﬁu2 - 07 /Bvlyp - /ngyp =00 (63)
Aojo = Mgy, =2 — 0 — €, Ay = Ay =2 — v — €, Aoy, = Ay, =0 (64)

V1,c

where ¢ > 0 can be set arbitrarily small. In this case, 5%]0 = oo and )\, = 0, it implies that the
random variable v, can be treated as an empty term in the transmitted signal z;, for k = 1, 2. Then, the
transmitted signal at transmitter & takes the following form

zp = VP Dhy v o+ hyp - uy, (65)

for ¢ # k, k,¢ = 1,2. Then the received signals at the receivers take the following forms

=V P2=%hy1hoovy . + \/ﬁhuhn(vzc + 1) + V P%hyshgius + 24 (66)
=V P2=%hgyohy1v9,. + \/ﬁhﬂhﬂ(vl,c + ug) + V P®harhiouy + 2o. (67)

From (38) and (39), the proposed scheme achieves the following secure rates: Ry = I(vi;y1) —
I(v1; ya|ve) and Ry = T(vg;y2) — I(wa; y1|v1). For this case, vy takes the form

UV =V P_(O‘_l)’l}kVC, k=12

(see (30) and (63)). From y; expressed in (66) and (67), vy, can be estimated by using a successive
decoding method, £ = 1,2. The following lemma provides a result on the error probability for this
estimation.

Lemma 3. When 3/2 < o < 2, given the signal design in (32)-(34) and (63)-(63), the error probability

of estimating vy, . from yy, is
Privge # Okl =0 as P — o0 (68)

for k = 1,2, where vy, is the corresponding estimate for vy . based on the observation y, expressed in
(©6) and (7).
Proof. See Appendix O

We will proceed with the lower bound on the secure rate 1?;. In this case, given that v, . 1S uniformly
drawn from Q(§ = 7, , Q, Q= P=5 “) and that v; = vV P~(@=1y, , the rate of v; is

2—a—¢

H(vy) = H(vy ) =log(2- P2 +1) (69)
where € can be set as € — 0. Then, [(v;;y;) can be lower bounded by

I(vy; yl) H(vy) — (Ul\yl)

H(v ) (14 Prlvrc # O1.c}] - H(v)) (70)
(1- vlc#vlc])'H( ) —1 (71)
_2-

log P + o(log P) (72)

v
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where results from Fano’s inequality; and follows from and Lemma [3| On the other hand,
by following the steps (55)-(60), the term I(v;; y2|v2) can be bounded as
I(v1; yolvo)
<I(v1; Yo, u1, V1,c + Uz|v2)

(
I(v1; v1,c 4+ ug|ug, va) + L(v1; yalus, va, V1 + ug) + L(vr; ug|ve)
(

=I(v1; 01,0 + u2) + (v1; 20|ur, v, V1.0 + u2) (73)
=0

=H(v1 . + uz) — H(uz) (74)

<log(4- P % +1)—log(2- P72 +1) (75)

<1 (76)

where (73) and follow from the fact that vy, vy, u1, us and 2o are mutually inclependent; note that
vy = V P~y . for this case; results from the facts that H(uy) = log(2- P~ 2~ + 1), and that
H(vy, + up) < log(4- P75 4+ 1).

Finally, by combining the results in and (76), the secure rate R; is lower bounded by

Ry = T(vy;91) — I(vi; y2|v2)

92— o —
> # log P + o(log P). (77)

Due to the symmetry, by interchanging the roles of users, it gives the lower bound on the secure rate Rs:

Ry = I(va; y2) — L(va; y1|vr)

92—
> # log P + o(log P). (78)

By setting ¢ — 0, then the secure GDoF pair (d; = 2 — a,dy = 2 — «) is achievable by the proposed
cooperative jamming scheme when 3/2 < a < 2.

C. Rate analysis when 3/4 < o < 1

The rate analysis for this case with 3/4 < a < 1, as well as for the case with 1 < a < 3/2
described in the next subsection, is different from that for the previous two cases with 2/3 < a < 3/4
and 3/2 < a < 2. In the previous two cases, the information signal v, can be estimated from y; by
using a successive decoding method and the error probability of this estimation vanishes as P — oo (see
Lemma 2] and Lemma [3)), which can be used to bound the secure rates Ry, for k = 1,2 (see (51)-(62)) and
(70)- (78)). However, in this case, the previous successive decoding method cannot be used in the rate
analysis. Instead, we will use the approaches of noise removal and signal separation.

For the case with 3/4 < o < 1, we design the parameters such that

5v1,c - BUQ’C =0, Bul = Bm =1-a, /Bvl,p = /B'UQ,p =« (79)
Aoie = A =3 =6 A=Ay =a/3 - M, =M, =l—a—c  (80)

where € > 0 can be set arbitrarily small. In this case, the transmitted signal at transmitter k takes the
following form

Vi,p T TU2,p

Tk = hg - Ve + VP hyp - v + VP07l ey, (81)
for ¢ # k, k,¢ = 1,2. Then the received signals at the receivers become

Y1 = \/thhzzvl,c + V P1=%hy1hogvy p + V P¥highyi (Vo + ur) + V P29 hyghgyug + highiivay, + 21
(82)

Y2 = \/Fhmhnvz,c + V P1=%hgohi1v2p + V PPhothos(v1,c + ug) + V P29~ hy hygug + horhoovr , + 2o.
(83)
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From (38) and (39), the proposed scheme achieves the following secure rates: Ry = I(vi;1;) —
I(vi;ya|va) and Ry = T(vg;y) — I(wg;y1]vr). Let us first focus on the lower bound of R;. For this
case, vy takes the form vy = vy .+ VP~ - vy,. From y; expressed in (82)), we will show that {v; ., v ,}
can be estimated with vanishing error probability when P is large, given the design in (32))-(34) and
(79)-(81). The following lemma provides a result on the error probability for this estimation.

Lemma 4. When 3/4 < o < 1, given the signal design in (32)-(34) and (19)-@®]1)), then for almost all
channel coefficients {hy} € (1,2]**2, the error probability of estimating {vy. ., vip} from yy is

Pri{vie # Ok} U{vkp # Okpt] =0 as P — o0 (84)

or k = 1,2, where Uy, . and Uy, are the corresponding estimates for v, . and vy, ,, respectively, based on
) , D P 8 ; P P Y
the observation y;, expressed in (82)) and (83).

Proof. In this proof we use the approaches of noise removal and signal separation. The full details are
described in Section [V] O

With the result of Lemma ] we proceed to bound the secure rate R; by following the steps in (@48)-
(62) that were used for the previous case of 2/3 < « < 3/4. For this case of 3/4 < a < 1, since

Vie € A=Yy, 50 Q= Pa/gie) and vi, € Q€ =, 5, Q= P27, we have

a/3—¢

H(vy,c) = log(2- P2
H(vy,) =log(2- P75

+1) (85)
+1) (86)

where € can be set as ¢ — 0. Due to the signal design v; = v; .+ VP~ - v, (see (30) and (79)), it is
true that {v; ,, v; .} can be reconstructed from v, and vice versa. Then,

1—2a/3 — 2¢
H(vq) = H(vy e, v1) = H(vye) + H(vy ) = + log P + o(log P). 87)
At this point, I(vy;y;) can be lower bounded by

L(v1;y1) > L(wy; 01,0, D1 p) (88)

= H(’Ul) — H(U1|1A)17c, "[117:0)
Z H(Ul) — (1 + PI‘[{’ULC 7& ’0176} U {/Ul,p 7& ’0171)}] . H(’Ul)) (89)
= (1 = Pr[{vie # 01} U{v1p # 1)) - H(vy) — 1 (90)

1—2a/3 -2

= #longto(log P) 1)

for almost all channel coefficients {hy} € (1,2]**%, where (88) results from the Markov chain v; —
y1 — {016, 01}5 stems from Fano’s inequality; and follows from (87) and Lemma
On the other hand, I(vy;ys|vs) can be bounded as

I(v1; yolvo)
<H(vy . + u2) — H(uz) + h(harhagvy p + 2o|ur, v, v1 ¢ + ug) — h(2s) (92)
<log(4- P*5 +1) —log(2- P + 1) + h(hahoyvny + 22) —% log(2me) 93)
Sgg? <i log?Z:reX 17)
<log(2v/17) (94)

where (92) follows from the steps in (33)-(7); (©3) holds true because h(z) = 3 log(2me), H(us) =

log(2 - P 4 1), and H(vy . + u) < log(4 - P 4 1); (©4) follows from the identity that log(4a +
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1) —log(2a + 1) < log2 for any a > 0 and the fact that h(hajhoovy ), + 22) <
E|vip|* + E|22[?)) < £ log(2me x 17).
Finally, with the results in (91) and (94)), the secure rate R; is lower bounded by

1-2 -2
% log P + o(log P) (95)

for almost all the channel coefficients. Due to the symmetry, by interchanging the roles of users, it gives
the lower bound on the secure rate Ry > %/3_26 log P + o(log P). By setting ¢ — 0, then the secure
GDoF pair (d; = 1 —2a/3,ds = 1 — 2a/3) is achievable by the proposed cooperative jamming scheme
for almost all the channel coefficients {h} € (1,2]?*2, for the case of 3/4 < a < 1.

%10g(27re(|h21|2 . |h22|2 .

Ry = I(vi;91) — L(v; y2|ve) >

D. Rate analysis when 1 < o < 3/2

The rate analysis for this case with 1 < o < 3/2 also uses the approaches of noise removal and signal
separation. For this case, we design the parameters such that

/Bvl,c = 5U2,c =a—1, ﬁul = Buz =0, 51}1@ = ng,p = (96)
M. = A =af3—€,  Au=A,=0a/3—¢ Ao, = Ay, =0 97)

V1,p

where € > (0 can be set arbitrarily small. In this case, the transmitted signal at transmitter k consists of
only two symbols:

= VPO Dhy - vp o+ hip - ug (98)

for ¢ # k, k,¢ = 1,2. Then the received signals at the receivers take the following forms
Y1 = VP2"%hy1hoovy o + \/ﬁhuhn(vzc + 1) + V P%hyshaius + 21 (99)
Yo = V P2=%hgshy1v . + \/ﬁhmhm(?ﬂp + ug) + V P®horhiouy + 2o. (100)

In the following we will bound the secure rates expressed in (38) and (39). For this case, v, takes the
form

Vg — Pf(afl)’l)kjc, k= 1, 2

(see and (96)). From y; expressed in and (100), vy . can be estimated by using the approaches
of noise removal and signal separation, £k = 1,2. The following lemma provides a result on the error

probability for this estimation.

Lemma 5. When 1 < o < 3/2, given the signal design in (32)-(34) and (©6)-(98), then for almost all
channel coefficients {hy} € (1,2]**% the error probability of estimating vy . from yy is

Privge # Ok =0 as P — o0 (101)
for k = 1,2, where Uy, is the corresponding estimate for vy . based on the observation vy, expressed in

and (100).

Proof. In this proof we use the approaches of noise removal and signal separation. The full details are
described in Appendix [F| O

We will proceed with the lower bound on the secure rate R; expressed in (38). In this case, given that

V1 € Q€ =27 %, Q= Pa/g_e) and that v; = vV P~(e=Dy, ., the rate of v; is

a/3—e¢

H(vq) = H(vy,.) = log(2- P2

+1) (102)
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where € can be set as € — 0. Then, [(v;;y;) can be lower bounded by

I(v1;91) = H(v1) — H(ve]yr)
> H(Ul) — (1 + Pr[vl,c 7£ @l,c}] ’ H(Ul))
_ a3 —e¢

log P + o(log P) (103)

for almost all the channel coefficients {h,} € (1,2]2*2, where (T03) follows from (102)) and Lemma
On the other hand, by following the steps related to (73)-(76)), I(v;; ys|vo) can be bounded as

L(vy; y2|ve) < 1. (104)
Finally, by incorporating (I03)) and (T104) into (38), the secure rate R; is lower bounded by
Ry = T(vi; 1) — I(v1; yalvo)

5 @/ 32_ “log P + o(log P) (105)

for almost all the channel coefficients. Due to the symmetry, by interchanging the roles of users, it gives
the lower bound on the second secure rate: Ry = I(vo;y2) — I(va; y1|v1) > % log P + o(log P). By
setting € — 0, then the secure GDOF pair (d; = «/3,ds = «/3) is achievable by the proposed cooperative
jamming scheme for almost all the channel coefficients {h,} € (1,2]**?, for the case of 1 < o < 3/2.

V. PROOF OF LEMMA

We will prove that when 3/4 < o < 1, given the signal design in (32)-(34) and (79)-(81)), then for
almost all the channel coefficients {hy} € (1,2]**%, the error probability of estimating {vj.., vy} from

Yy 18
PI‘[{U]@C 7é f}k,c} U {'Uk,p 7é @km}] —0 as P — o (106)

for £ = 1,2, where 0y and 0y, are the corresponding estimates for vy . and vy, respectively, based on
the observation g, expressed in (82) and (83). In this case, we will use the approaches of noise removal
and signal separation that will be discussed below.

Due to the symmetry we will focus on the proof for the first user (kK = 1). At first, we will estimate
three symbols

a/3—¢

1
Vi € Q(é = Yoie " A Q = PT)

Q
1 a/3—c
Uz,c+U1€2'Q(§:%2,C'é7Q:P 2 )
1 a/3—e
uQEQ(fz'%u'éaQ:P 2 )

simultaneously from y; by treating the other signals as noise, where y; is expressed in (82)). Note that we
will estimate the sum v, . + u; but not the individual symbols vy . and u;. From y; expressed in (82), it
can be rewritten as

Y1 = \/Fhllhmvl,c + VP1=2hy1hoovy p + V P2highi1 (Vae + 1) + V P29 hyghoiug + highiivay, + 24
=V PQail(h12h21u2 +V Pl*ahmhn(?&,c + U1) + v PQ*Z&hlthZUl,c) + 2
= V P5a/3=14e. 2y - (gogo + V P g1q1 + VP2 20g5q0) + 7 (107)

where 51 = V Plfahllhzﬂ)l,p + hlghll’l}g’p + 21 and

90 S hisho1, g1 S highii, 92 S hiihao
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a/3—e

A
V1,c, Qmax =P =

A Qmax A Qmax

q A “u q é Qmax .
0 2’_)/ 2 1 2,_)/

' (UQ,C + u1)7 42 2’}/

for a given constant v € (0, ﬁi] (see (33)). Based on our definitions, it holds true that gy, q1,q2 € 2
and [qo] < Qumax |¢1] < 2Qmaxs> |¢2] < Qumax. From the definition in (), i.e., P2 max; {22} and
V Poxe = 2mke | ¢ = 1,2, it implies that v P1=* € Z* and vV P?~2* € Z7 for this case with 3/4 < o < 1.

From g, expressed in (107), qo, q1, ¢3 can be estimated by using a demodulator, which searches for the
corresponding estimates ¢, ¢1, g3 by minimizing

lyr — VP5e/314 . 29 (godo + VP 0g141 + VP2 20gss).

Let us consider the minimum distance between the signals generated by (qo, ¢1, ¢2) and (g;, ¢}, ¢5), defined
as

dwin (90, g1, g2) = min 190(q0 — q0) + VP %g1(q1 — q1) + VP272%g5(q2 — g3)|. (108)
QO7QQvQ(I)7QQeZO[_Qmax»Qmax]
Q1:qllezm[72QmaX72Qmax]
(90,91,92)# (40,91 ,95)

The following Lemma [7] shows that, given the signal design in (32)-(34) and (79)-(81)), the minimum
distance dyy,;, defined in (T08) is sufficiently large for almost all the channel coefficients {hx} € (1,2]>*?
when P is large. Before providing Lemma [/, we will present an existing result from [33]], which will be
used in the proof of Lemma

Lemma 6. /33| Lemma 14] Let 8 € (0,1], Ay, Ay € ZT, and Qo, Q1,Q2 € ZT. Define the event
B'(qo, q1, ¢2) ={(90, 91, 92) € (1, 4] : |goqo + Argra1 + A292¢2| < B}
and set

B: ) Blwa e

q0,91,92€Z:
(90,91,92)#0,
lqk|<Qr VK

Then the Lebesgue measure of B', denoted by L(B’), is bounded by
QoQ2 A2Q2Q2}

L(B') < 5048 (2 min{Qs, %} + min{Q,Qs,

A A
+2min{Q1, %} + min{QQQh Qz?17 Ali;Ql }>

where

Qlémin{Ql,S

) max{Qo, A2Q2}}
Ay

, max{Qo, AlQl}}
A2 '

Q2émin{Q2,8

Lemma 7. Consider the case o € [3/4,1], and consider some constants § € (0, 1] and ¢ > 0. Given the
signal design in (32)-(34) and ([19)-®]1)), then the minimum distance dyi, defined in (108)) is bounded by

8a/3—2

dmin 2 P 2 (109)

for all the channel coefficients {hy} € (1,2]*** \ Hou, and the Lebesgue measure of the outage set
Houw C (1,2]2*2, denoted by L(H,u), satisfies

L(H o) < 2580485 - P72 (110)
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Proof. We consider the case of 3/4 < o < 1. Let

8a/3 2 —a

BESPTR, A 2P, AR P
90 £ hisha1, g1 S hishi1i, g2 £ hi1hoo
a/3—
QO é 2Qmax7 Ql é 4Qmax7 QZ é 2Qmax7 Qmax é P 2

for some € > 0 and ¢ € (0, 1]. Let us define the event

B(qo,q1,92) é{(.qo:.glug?) e (1, 4]3 90q0 + Arrqr + Aagage| < B} (111)
and set
B2 | ) Bl o ). (112)
q0,41,92€2:
(go,q1,92)#0,
lqk|<Qr VK

From Lemma [6] the Lebesgue measure of B, denoted by £(B), is bounded by

2Qumax Wumx P172Q
Pl-a } + QQ mln{4Qmax; 1204 ) P 2}

Qmax

£(B) < 5048 (2 min{2Qnar,

. QQmaX 1 4Qmax
+ 2mln{4Qmw7 } +Q - mln{QQmax, Pi—a Pia })
4Qmax A Qmax Qmax A 2Qmax
= 5045 - )
4Qmax _— 2Qmax 4Qmax 2Qmax
— 504 ( 4 2Quman - min{1, 16P + FAQ - )
ﬁ Q -1m { } P 2 P 2 Q Plfa
4Qmax 2@1’]3&)( 4Qmax QQmax
< 504 ( 2Qma - 16 4 max-—)
5 + Q Pl_a + P12cx + Q Pl_a
16Qmax Qmax
< 504 -m 1
5 P 2 X{ P12& }
4a/3—1—¢ /3 1—e
= 5045 - 16P max{lGP 1}
< 5044 - 16P4a/ T 6P
8« /d 4a/3—1—¢ 4a/3 1
=5040P~ -16P 7 2 -16P 2
= 1290245 - P2 (113)
for a constant § € (0, 1], where
~ 2 max Pl_a -2 max l-a
Ql = min{4Qmaxv 8- maX{ Q Pl—a Q }} - min{4Qmaxa 8P 'QQmaX} - 4Qmax
2
o 2 max» Pl_Ta -4 max . _1l-a
QZ éInin{ZCgmaxa 8- max{ Q Pl-a Q }} = 2C?rnax : mm{l, 16P 12 }

The set B defined in (T12) is the collection of (go, g1, g2) € (1,4], and for any (go, g1, 92) € B there
exists at least one triple (qo,¢1,42) € {dos 15% * o, 91,42 € Z: (4o, 1, 42) 7 0, |gx| < @ VE}, such that
lgoqo + A1g1q1 + Asgage| < 6P~ fai=2 . Therefore, B can be considered as an outage set. For anygtlgpga
(g0, g1, g2) outside the outage set B, i.e., (go,gl,g2) ¢ B, it is apparent that dui(go, 91,92) > 0P~ = .

In our setting go 2 hishot, g1 2 hishai, g2 = hiihao. Let us define Hoy as the collection of the quadruples
(h11, hia, hag, hay) € (1,2]*%% such that the corresponding triples (go, g1, g2) are in the outage set B, that
is,

Hout—{(h117h12;h22;h21> (1, 2]2X2 (90,91, 92) € B}.
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In the second step, the goal is to bound the Lebesgue measure of Hy:

2 2 2 2
£(How) = / / / / Lypo (i, hio, hoa, ot ) dhoadhondhasdhns (114)
hi11=1 J hi2=1 J ha1=1 J hoa=1
/ / / / s(hashar, hashus, huihas)dhasdhor dhiadhny
h11=1 J hia=1 Jha1=1 J hoa=1
/ / / / 5(90, g1, 92) 97 " hii dgodgidgadhyy
h11=1Jga=1J g1=1 J go=1
/ / / / 5(90, 91, 92)dgodgi1dgadhi;
h11=1J ga=1J g1=1 J go=1
/ B dhu
hi11=1
2

< 1290246 - P~ 2dhy, (115)

h11=1

— 2580485 - P~ (116)

where 17‘[0m<h117 hlg, hQQ, h21) =1if (h117 h12, hgz, h21> € Houta else :ﬂ.}[om<h11, h12, hgg, hgl) = 0, similarly,

15(90,91,92) = 1 if (90,91, 92) € B, else 15(go, g1, 92) = 0; and (T15) follows from the result in (T13).
Note that the approach on bounding £(#,y) in the second step has been previously used in [33]]. At this

point we complete the proof of this lemma. [

Lemma [7| shows that, when 3/4 < o < 1, and given the signal design in (32)-(34) and (79)-(€1),
the minimum distance d,,;, defined in (I08) is sufficiently large for all the channel coefficients {hx} €
(1,2]?*2 except for an outage set Hoy C (1,2]?*? with Lebesgue measure £(Hoy) satisfying

L(How) =0, as P — o0

(see (T16)). In what follows, we will consider the channel coefficients {h;,} € (1,2]**? that are not in the
an outage set Hout Under this channel condition, the minimum distance d,,;, defined in (108)) is bounded

by din > 0P~ 2 (see (I09) in Lemma [7) for a given constant § € (0, 1].
At this point, we go back to the expression of y; in (107) and decode the sum

Ts = gogo + VP g1 + V P220gyq,

by treating other signals as noise (noise removal). Once x, is decoded correctly, then qg, q1, g2 can be
recovered due to the fact that gg, g1, go are rationally independent (signal separation, cf. [35]). Note that
y1 expressed in (107) can also be rewritten as

=V P5e/3=14e . 2y (90q0 + VP!~ CY91Q1 + VP22g0q) £V P a(hnhmvl p

Ts

— v/ Psa/3—1+ec. 2y -z + VPG 4+ 2 (117)

where g £ hllhggvl’p + \/P—17Qh12hllv2p and

h12h11U2 p) +21

ﬂH

Hl>

>

@

1G] < Gmax Z=V2 VG

for this case of 3/4 < a < 1, and given the signal design in (32)-(34) and (79)-(81I). Based on our
definition, the minimum distance for x; is dy,;, defined in (I08]). Lemma [7] reveals that, under the channel
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condition {hys} ¢ Hou, the minimum distance for z; is bounded by dyy;, >
model in (T17)), the probability of error for decoding z, from y; is

Pr(z, # ]
< Pr[|z1 + P “g) > PR -2y - d;i“]
= Pz > PP 2y d‘;i“ PG 4+ Pr[s > P 2y df;“ + P (118)
<Pz > PP 2y PG + Pl > PR 2y d;‘“ P Gs]  (119)
=2.Q(P B oy df;m — P o)
<2.Q(P7*(y0P? — V2)) (120)

where 7, is the estimate for z; by choosing the point close to x,, based on the observation y; dp;,

is defined in (I08); § € (0,1] and v € (O, ﬁi] are two constants; (118) follows from the fact that

1 — Q(a) = Q(—a) for any a € R, where the Q-function is defined as Q(a)= \/%7 [ exp SQ)dS'
(TTO) uses the fact that |§| < Gumax = V/2,V§; (120) follows from the result that dy;, > 6P~ Ral3=2

Lemma . When v§P% — /2 > 0, the error probability Pr[x, # #,] can be further bounded as
Pl—a(,}/(sp% . \/5)2
)

by using the identity that Q(a) < 1 exp(—a?®/2), Va > 0. At this point, we can conclude that the error
probability for decoding x, from y; is

(see

Prlz, # i) < eXp(—

Prjzs # ) - 0 as P — oo. (121)

= Q“i;"‘ U, q1 = me -(vge4uy) and g = me Ve

can be recovered from z, = goqo + VP ~“g1q1 + vV P?>72%gyqs due to the fact that g, g1, go are ratlonally
independent.

In the next step, we remove the decoded x5 from y; (see (117)) and then decode v, ;, from the following
observation

Once z, is decoded correctly, then the three symbols ¢y =

-V P5O‘/3_1+6 . 2’y cTg =V Pl_ahlthQULp + thhll/UQ’p + z1.

l—a—e

Note that vy ,,v2, € Q€ = 7 - %, Q = P2 ) and hishiive, < \/% Then, from Lemma (1| (see
Section we conclude that the error probability for decoding v, ,, is

Prjvy, # 01, =0 as P — oo. (122)

By combining the results in (I21)) and (122)), as well as the fact that v, . can be recovered from z, we
conclude that the error probability of estimating {vj.., vx,} from y; is

PI'[{U]C’C 7é QA)kVC} U {Uk,p 7é @kvp}] —0 as P — (123)

for k = 1 and 3/4 < o < 1, given the signal design in (32)-(34) and (79)-(&1I). This result holds true
for all the channel coefficients {hz} € (1,2]**% except for an outage set Hoy C (1, 2]2*? with Lebesgue
measure L£(Hqy) satisfying

L(How) — 0, as P — o0

(see (I16))). Due to the symmetry, the result in (123) also holds true for the case of k = 2. At this point,
we complete the proof.
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VI. CONVERSE

For the Gaussian interference channel defined in Section we provide an outer bound on the secure
capacity region, which is stated in the following lemma.

Lemma 8. For the two-user Gaussian interference channel defined in Section the secure capacity
region is bounded by

2 2
Ri+ Ry < %10{—’;(1 + peTaz. —’h22| + poan-(ona)t, e )

a | 7o ? A [?
1 _ |hyy 2 ot | P1a]?
+-1o (1 B L (a22—a21) T | _) +log 10 (124)
2 & |ha1]? |haa|? g

+

P(a11*a21)+

Plozz—ai2)

1 1 1
2R+ Ry < 510g(1+ )+ élog(l—i— )+ 5log(l—HDa“|h11|2+P0‘12|h12|2)+10g9

- | ho1 2 |h1a]?
(125)
1 P(a22—0é12)Jr 1 P(<l11—0z21)+ 1
2R2 + R1 S —10g(1+—2) + —log(1+—2) + —10g(1+P“22|h22|2+P0‘21|h21|2)+10g9
2 |12 2 |1 2
(126)
1 o P01[? N R IE
R S Zlo (1 + paoii—az + Pozzz-i-an az1 | > (127)
LS8 | ho1|? |ha1 [?
1 Cans |P22|? I P R
R S “lo (1 + paz—aiz + Pa11+a22 a2 | ) (128)
2= % |hia? |hia?
1
Ry <3 log(1 4+ P - |hyy]?) (129)
1
Ry <3 log(1 4 P22 - |hgo|?). (130)

Before providing the proof of Lemma [§] let us provide a result on the secure sum GDoF derived from
Lemma [8

Corollary 1 (Secure sum GDoF). For the two-user Gaussian interference channel, the secure sum GDoF
is upper bounded by

A < (11 — (o1 — 92) ) + (g2 — (12 — ap) ™) * (131)

dsum < max{a21 - (a11 - 0412)+7 Qoo — (¥12, 0} + maX{CYu - (0422 - 0421)+7 Q11 — a1, 0} (132)
1

Asum < 3 (max{an, i} + (a — ag)t + (g — agg)?t

+ maX{OJQQ, 0421} + (CKH — @21)+ + (0622 — 0612)+>. (133)

Proof. The proof is based on the result of Lemma |8} by focusing on the secure sum GDoF measurement.

Specifically, (I31) results from (127)-(130); (132) stems from (124); while (I33) follows from the
combination of (123) and (126). O

Note that, for the symmetric case with a1, = as = 1 and an; = a9 = «, the secure sum GDoF bound
described in Corollary [I] is simplified as

dsum < 2 min{max{a —(l—a)", 1—a}, (1-(a—1)"", max{1, a} ;r 2(1 — &)+}

which serves as the converse of Theorem [I] In the following we will provide the proof of Lemma [§]
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A. Proof of bound (124)
Let us now prove bound (124) in Lemma [§] At first we define that
Skk<t) £ V P(O‘kkfa“)-’_hkkl'k(t) + Z (t) (134)
s (t) 2V Pk hyay (1) + 2(t), (135)

for k,0 € {1,2},k # ¢, where Z,(t) ~ N(0,1) is a virtual noise that is independent of the other noise
and transmitted signals. Let s7, ={s.x(t)}7_, and s7, ={sx(t)}7_,. We begin with the rate of user 1:

an = H(wl)
= (wi; yy') + H(wilyy)
< I(wi;97) + nerp (136)
< T(wy;y7) — L(wi; y3) 4 nerpn + ne (137)

where (136) follows from Fano’s inequality, lim,,_, €1, = 0; (I37) results from the secrecy constraint,
i.e., [(wy;y5) < ne for an arbitrary small e. Similarly, for the rate of user 2 we have

nRy < I(we; yy) — L(we; yy) + neay + ne (138)
which, together with (137)), gives the following bound on the sum rate:

nRy + nRy — ney, — neg,, — 2ne
<I(wi; yy') — Lwis ya) + L(wa; y3) — L(was y7)
=h(y;) — h(y|wi) — h(ys) + h(yzwi) + h(yz) — h(ys|ws) — h(yy) + h(yi'|w2)
=h(ys|wi) — h(y7'|w1) + h(yf|wz) — h(ys|ws). (139)

To bound the right-hand side of (I39), we provide the following lemma.

Lemma 9. For y,(t) and ys(t) expressed in (3)), we have

n n n o9 —Qr12 |h22|2 ag1—(a11—a12)T |h21|2 n
h(ys|w) — h(yf'jwr) <7 log(1+ P 4P -0— ) +5loglo (140)

2 |h12|2 |h11|2 2

n _ |hy1 2 (asp—ag ) |P12]? n

n . n < a11—ao1 | 12— (a2 —a21)t | ) e )
(7 ws) — h(yg|uws) <5 1og(1 4P mp TP hop) g los10 14D
Proof. Let us first prove the bound in (I40):
h(yy |w:) — h(yy'|w:)
=h(s}, yo|w1) — h(s}i|yy, w1) —h(sTy, y7'|wi) + h(st |y7, wr) (142)
éJl éJQ

:h(yﬁs?hwl) - h(yﬁs?lv wl) - Jl + JZ

=h(s{y, y5sty, w1) — P(3?2|yga 3?17101)1_11(%‘3?1’ wy) =1+ 2

-

L J3
:h(5?2|571117 wl) + h(?/gys?za S?lez_h(yﬁs?l:wl) - Jl + *]2 - JS (143)
27,
=h(y!'|z}, si1, w1) —h(yllsi, wr) — Ji+ Jo — S5+ Jy (144)

= —I(y;2ylst,wi) = S+ Jo — Js + Jy (145)
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where J; £ h(8?1|y1217 wl)’ Jo £ h(S?ﬂy?, wl)’ J3 £ h(S?ﬂyg, 3?17 wl) and Jy £ h(y3|$?2, STlLla wl); the steps

from (142) to (143) follow from chain rule; (144) stems from that

h(s{o[sy, wi)

h(siy)

h(sYylaY, 81y, w1)

W({VPo2hygws(t) + 21(0) Fy o, st wi)

h({VPr1hyay () + VPu2hipwa(t) + 21 () Fiy |27, 87y, wh)
( )

h(yt |2y, 817, w1

(146)
(147)

(148)

where (146) and (147) use the fact that s, is independent of s7,,w; and z7; (148) follows from that
h(alb) = h(a + b|b) for any continuous random variables a and b. Going back to (143)), we further have

h(yg‘wl) - h(y?’wl)
= —I(yy; 2y |sty,w1) — S+ Jo — J3 + Jy
<-Ji+Jo—Js+Jy

n — | 22| + | 21|2
S - 10 (1 + Pa22 a2 + PO{Ql (a11—a12) .

) —logl()

(149)
(150)

(151)

where (149) is from (143); (150) stems from the nonnegativity of mutual information; (I31) follows from

Lemma [I0] (see below). Similarly, by interchanging the roles of user 1 and user 2, we also have

h hisol|?
h(y!ws) — h(yd|wsy) < Elog(HPaH*“ﬂ P ”'2 + poaz—(ez—a2)t | 12|2) —1 g10.  (152)

2 |ha1 | s
0
Lemma 10. For J; = h(s!|yy,w1), Jo = h(sylyl,wi), J3 = h(sts|yy, s, w) and J, =

h<y3‘s7ll2a 371117 wl)’ we have

Jp > 5 og(2me) (153)
Jy > glog(%re) (154)
Jy < glog(207re) (155)

n _ |h22|2 o1 —aro)F |h21‘2
Ji< 2o 27T€(1+Pa22 aaz 4 pon—(en—an)t | )) (156)

1= |ha2]? A [?
Proof. See Appendix [A]l o

Finally, by incorporating the results (I40) and (I41) of Lemma [J] into (139), it gives the following

bound on the sum rate
Ry + Ry — €1, — €20 — 26
2 2
10g<1 4 po2—az M + P0421*(oz1170412)+ . |h21’ )

H

=3 |haa? |haa [?
1 _ |h11|2 )+ |h12|2

+>1o <1 4 pon—oan 4 poe— (c22—a21) ) + log 10.
2 % [ |2 e &

By setting n — oo, €1, — 0, €3, — 0 and € — 0, we get the desired bound (124).

(157)
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B. Proof of bounds (127) and (128)

Let us now prove bound (127). Beginning with Fano’s inequality, we can bound the rate of user 1 as:

nRy < I(wi;yt) + nepy

< T(wy; {\/Whllxl(t) +21(t) Hey) +nern (158)
< Wwy; {V P hya (t) + 210(8) ey, 05) + nern (159)
< Iwy; {V Pt hyya (1) + 2106}y, y5) — L(wi; 45) + ne + neyy, (160)
= I(wy §{\/mh11171(t) + 21(t) by [y5) + ne + nery,
= I(wy; {V P hyyy () + 20(6) oy [{G2(8) o) + ne + newy (161)
= I(wi; {52(t) — \/Whuxl(t) — z1(O) Ho {oe(t )}? 1) + e+ newy
(

h
I(wy; {V Pozzton—on 1}12122 Zo(t) + VP~ ”1—22( ) — 2O o {g(D) Hay) + ne +newy

|]AL11|2 Pa22+a1170¢21 . ‘h11| |h22|

n
< Dlog(1+ poen.
o | o |2 |ho1|?

; ) + ne+ nevn (162)

where lim,, o €1, = 0; (I38) stems from the Markov chain of w; — {vV/ Peuthyyzq(t) + 21 () }7oy — vl
(T39) results from the fact that adding information does not decrease the mutual information; (I60) results
from the secrecy constraint, i.e., I(wq;y5) < ne for an arbitrary small € (cf. (3))); (161) uses the definition
that

hih h
( ) £/ paii— azl_yQ( ) =V Pouhyx, (t) + +/ Pozztain—az %Zﬂg(t) + 4/ Poai—az h—llZQ(t)

21 21

(I62) follows from the fact that I(wy;{v/ Pozzton—oz iz h”h” zo(t) + VPo—oz %@(t) -
21(t) o {72(0) o)) < 3o h(VPewtan—an g, (1) + / Pou—on '“122( ) = 21(t) = 22, h(=1(t)) and

the fact that Gaussian input maximizes the dlfferentlal entropy. Lettlng n — 0o, €1, — 0 and € — 0,
it gives bound (127). By interchanging the roles of user 1 and user 2, bound (I28)) can be proved in a
similar way.

C. Proof of bounds (129) and (130)
By following from (T58]), we have

nR; — neLn < ]I(’LUl, {V Peuhyxy (t) + 21 (t)}?zl) + neryn
< glog(l + P Jh]?) (163)

which gives the bound in (129). The bound in (T30) can be proved in a similar way by interchanging the
roles of user 1 and user 2.

D. Proof of bounds (123) and (126))
Let us now prove bound (123)). Let

T (t) A \V Pmax{okk.oum} gy (t) + gk(t)

and 77 2{7,(t)}, for k, ¢ € {1,2},k # {, where Z,(t) ~ N(0,1) is a virtual noise that is independent
of the other noise and transmitted signals. Recall that

Stk (t) = v Pk hgkxk(t> + Zg(t)
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for k, 0 € {1,2},k # ¢ (cf. (135)) Beginning with Fano’s inequality, the secure rate of user 1 is bounded
as:

< H(wl;y?)

< N wy; yt) — Ww;yy) + ne (164)
< I(wisyy', 37, Ty, yy) — Lwi;y3) + ne (165)
= [(wy; 47, 27, Ty |yy ) + ne

=h(y, 27, Z5ys) — h(yl', 77, T5|ys, wi) + ne

= h(yl', yo, 77, T5) — h(ys) — h(yy, 27, T3 |ys, wi) + ne

= h(z},23) — h(yy) + h(y?, y3 |27, 23) — h(y?, 27, T5|ys, wi) + ne (166)

where (164)) results from a secrecy constraint (cf. (3))); (163) stems from the fact that adding information
does not decrease the mutual information; On the other hand, we have

niy < H(U)l; y?) + neyy

< I(z};97) + newy (167)
= h(yy) — h(yy'|z]) + ney

= h(y") — h(sTylzT) + nein (168)
= h(y") — h(sly) + nein (169)

where follows from the Markov chain of w; — 27 — y7; (I68) results from the fact that y;(¢) =
V Pt hyyxy(t) + s19(t); (I69) follows from the independence between z7 and s7,. In a similar way, we
have

nRy < h(yy) — h(s3,) + neap. (170)
Finally, by combining (I66), (I69) and (T70), it gives

2nRy +nRy — 2ney,, — negy, — ne
< h(Z7) —h(sy) +h(Z5) — h(sty) +h(yy) + by, y3 |27, 3) — h(yy, 27, 255, w1)

< h(z}) —h(sy) +h(73) — h(syy) + h(yy) + h(yy, vz |27, 75) — 3771 log(2e) (171)
< h(77) — h(sh) + h(Z}) — h(sh,) + glog(l + POy |? 4 P2 |y ?)

+ iyl yla1,33) - 5 log(2ne) (172)
< B(E) — h(sly) + h(FD) — h(sT) + glog(l + POy |? + P |hyy)?) + nlog 9 (173)

where (I71) follows from the derivation that h(y}, 27, 25 |yy, wy) > h(y}, 7, 25 yy, wy, 2t ) =
h(,z1 27, 28) = 2 log(2me); (T72) holds true because h(y}) < %log(2me(1 + P |hyy|? + P*12|hio]?));
uses the fact that

h(yy, y5 |27, 73)

aq1—max{aji,a91} «a max{a ajo}
:h({yl (t) _ P 11 3 11,221 hlliﬁl (t) P 12— 22,12 h12:i‘2 (t)}?::l’
agg—max{agg,a19} a max{a asq}t
{go(t) = P75 2 hagin () = P 2 i () Y )

i a1 —max{aj],a91} a19—max{agg,x19}
SZh(Zl(t) _P 11 > 11,421 hllgl(t) _P 12 . 22,%*12 h12,z,,2(t))
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n
agg—max{agg,o9} a9y —max{ajy,ag}

h(ZQ(t) — Pfhgggg(t) — Pfhglgl(t))

1
]_Og 27T(1 4 Pall—max{all,a21}|h11’2 + P0112—max{0<22:0<12}|h12|2))

+

o~
Il

IN

IN +
NSN3 S

log(QW(l +Pa227max{a22,a12}‘h22’2 +Pamfmax{oén,azl}|h21|2))
log(2m x 9) + 5 log(27r X 9). (174)
1) -

Let us focus on h(z h(s%;) in the right-hand side of (I73)):
h(z7) = h(sy;) =h(zy) —h(z7) + h(z5) — h(s3)

1) = Wsh; a7)

H(xlv
_H(x?,xﬂsm)
=h(Z}|s3;) — (55711|37711a331)
—_——

=h(z7)

—h(#]s3,) - 5 log(2re)

< Z h(Zy(t)|s21(t)) — glog(27re)
t=1
w s21(t) n
:Zh( 7 B T an(0) = G log(2m0)
n max{a]],09] f—Q9] t
- h( 5 %22( )) _ ﬁlog(gﬂe)
— hay 2
n + 1
Z plati—az) ) (175)
2 ( |h21|2)
Similarly, we have
" 1

h(#2) — h(shy) < g log (1 + Ploz-au (176)

71102 )-
At this point, by incorporating (I73) and (I76) into (I73), it gives
2R1 + RQ - 2617n —€pn — €

(a11—a21)* P(Oé22*a12)+

7o |2 )+§10g(1—l— e )

By setting n — 00, €1,,€2, — 0 and € — 0, it gives bound (125). By interchanging the roles of user 1
and user 2, bound (126)) can be proved in a similar way.

1 1
<5 log(1 + +3 log(1 + P [hy1|* + P*2|hio)?) + log 9.

VII. CONCLUSION

This work considered the two-user Gaussian interference channel with confidential messages. For
the symmetric setting, this work completed the optimal secure sum GDoF characterization for all the
interference regimes. For the general setting, this work showed that a simple scheme without cooperative
jamming (i.e., GWC-TIN scheme) can achieve the secure sum capacity to within a constant gap, when
the conditions of (20) and (21) are satisfied. In this GWC-TIN scheme, each transmitter uses a Gaussian
wiretap codebook, while each receiver treats interference as noise when decoding the desired message.
For the symmetric case, this simple scheme is optimal when the interference-to-signal ratio « is no more
than 2/3. However, when the ratio « is more than 2/3, we showed that this simple scheme is not optimal



27

anymore and a scheme with cooperative jamming is proposed to achieve the optimal secure sum GDoF.
In the future work we will try to understand when it is necessary to use cooperative jamming and when
it is not, for the secure communication over the other networks.

APPENDIX A
PROOF OF LEMMA

Remind that J; = h(s1,|y3, w1), Jo = h(syy|y7, w1), J5 = h(sh|ys, sty,w1), Jo = h(ys|sty, sty wr),
s11(t) = V Pln—a2) hyay (6) + 2 (t), and s12(t) = vV PM2hi9x9(t) + 21 (t). At first we focus on the lower
bound of J;:

Jl = Sqllllygvuﬂ)
87111|m7117y7217w1) (177)

{V Plemi—an) iy (¢) + 2 (¢) } g |27, vl wr)
{Z1() iy |2, vy, wr) (178)
{

where ((177) follows from the fact that conditioning reduces differential entropy; (178) follows from the
fact that h(a|b) = h(a — b|b) for any continuous random variables a and b; the last equality holds true
because h(Z(t)) = 3 log(2me). Similarly, we have
Jy = h(8?2|y;7 S115 wl)
= h(5?2’$37 yg? 5?17 wl)

=h({z(®)})

=3 log(2me).

Now we focus on the upper bound of J;:

3

Ja =h(s|yy', wi)

= h(su(t)|si' vl w) (179)

t=1

<3 b (Oln(0) (150)

= h(su(t) = VP oy (1)n(t) (181)

n

= Zh<51(t) + (VPlen—o)t — /Pav—a)hy gy () — hiawa(t) — v Piamzl(myl(t))

t=1
n

< h(gl (t) + (\/P(all_a12)+ — \/Pall_am)hnl'l (t) — hlgl'g(t) -V P—awzl(t)) (182)

=1

~+

<Zlog(2me(1 + (VPln—an)t — y/Pan—az)2. By 12+ b2 + P12)) (183)
2 ~ ~~ s~ —~—
<1 <4 <4 <1
gg log(207e) (184)
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where results from chain rule; (I80) and follow from the fact that conditioning reduces
differential entropy; (I8T]) uses the fact that h(a|b) = h(a — b|b) for a constant 3; (I83) follows from
the fact that h(Z(t) + Boz1(t) — Brza(t) — B221(t)) < Llog(2me(1 + B + 57 + 53)) for constants [y, 53
and B,; (I84) uses the identities 0 < v/ Plen—ei2)t — /Pani—ai2 < 1 and P~*12 < 1. Recall that P > 1
and gy > 0, hge € (1,2],VE, £ € {1,2}. Similarly, we have the following bound on J;:

Jy = h(y3|571127 STy, W)

= Z B(ys ()]s, s, 1. w1) (185)
< Zh v2(1)[s12(t), s11(t)) (186)
hao + ho1
— Zh(yQ(t) _ Pa22—a12h_512(t) — v/ Paai—(ari—ai2) h_sn(t)|512(t>’ s11(t)) (187)
12 11
— - h( Poz2—aiz h22 \/ a21—(a11—ai2)t th z
= Z ZQ( h—21< ) — P h—Zl(t)}Slg(t), Sll(t)
12 11
h
< Zh(ZQ — +/ Pa22— 0512_21( ) — v/ Poai—(a11—ai2)t h_i21<t)> (188)

n _ |h22’2 R ]h21\2
S _ 10g <2ﬂ.€<1 + poz—az + paei— (a11—a12)t | ))
2 |h12|2 |h11]?

where (183) results from chain rule; (I86) and (I88) follow from the fact that conditioning reduces
differential entropy; (I87) uses the fact that h(alb,¢) = h(a — $1b — fac|b, ¢) for constants 31 and [Ss;
the last inequality stems from the fact that h(zo(t) — B321(¢) — BaZ1(t)) < 3 log(2me(1 + B3 + 7)) for
constants 33 and (4. At this point we complete the proof.

APPENDIX B
THE GAP BETWEEN SECURE SUM CAPACITY UPPER AND LOWER BOUNDS FOR THEOREM

As discussed in Section [[I-B] the GWC-TIN scheme achieves the secure sum capacity lower bound

1 hag|2 P02z 1
€l 2 log(1+ b ) o1+ [hiof?)

1
_log(l—i— e )— 5

h 2P0411*0421 1
| 11| —10g(1+|h21|2>+2

1+ |hy|? ) - 2

(see (16) and (I7)). In Lemma [§ (see Section [VI), we provide a secure sum capacity upper bound in

(124), that is,

C < Cub A_ 10g<1 + Ppo2—oz ’h22’2 n Pagl—(oc11—a12)+ . |h21‘2)
e |71z ? | |?
1 _ |hi]? C(agg—an)t | M12]?
5 log (14 prument . ZHLE o pae—lonen)™. 2L L 10g10,
2 & |ha1]? |hao|? g
If the following two conditions are satisfied,
g2 + (11 — 12) ™ > o1 + oo (189)

a1 + (g — ag) T > gy + ang (190)
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(see and (21))), then the gap between C* and C°  is bounded by
Cub o Clb

sum sum

1 1
<5 log (14 4P 4 gpon—(on=on)™) 4 S log(1+4pmmes 4 gperz(ez—a2)™) 4 oo 10

1 Pallfazl 1 Pa22*0412
— —log(l4+ ———) — zlog(1l + ——) +1 191
5 log(1+ = ) — 5 log(1+ = ) +1logh (191)

1 1 + 8P0422_0412 1 1 + 8P0¢11_OC21
§§10g(—1 n %Pam_am) + 5 log(—1 n %Pan_am) + log 50 (192)
<log 40 + log 50 (193)
<11 (194)

where (191)) uses the fact that hy, € (1,2],VE, £ € {1,2}; (192) follows from the conditions in (I89) and
(190); (193) results from the identity that Lt_Z;Z < & for any positive numbers a;,az and b such that
a; > 1> ay > 0. Recall that P > 1 and ay, > 0,Vk, ¢ € {1,2}. Note that, the gap can be further reduced
by optimizing the computations in the converse and achievability.

APPENDIX C
PROOF OF LEMMA [I]

This section provides the proof of Lemmal(I|(see Section[[V]). Recall that we consider the communication
of x over a channel model given in (23)), that is,

y=VPYhy+VP2g+z

where x € (£, Q) and g € S, is a discrete random variable such that [g| < gmax, Vg € S,;, Where gyax 18
a positive and finite constant independent of P. The minimum distance of the constellation for v P*thx
i dpin(V Pthx) = v/ P21 h - €. For this channel model, the probability of error for decoding = from y is

Pr(e) = Prz # 2|

Q
= > Prle =€) Prla Al =€
i=—Q

Q
<> Prlr=¢-i]- (Pr[z < —P7Fg—dpn/2] +Pi[z > —PF g+ dmm/2])
i=—Q

=Pr[z > P g+ dupn/2] + Ptz > —P 7 g + dunin/2] (195)

S PI'[Z > P%g + dmin/2 | g= _gmax] + PI'[Z > _P%g + dmin/2 | g = gmax] (196)
dmin 2_Pa72 max

=2.Q( / = Jmax (197)

where Z is the estimate for z by choosing the closest point in 2(¢, @), based on the observation y;
(195) follows from the fact that 1 — Q(a) = Q(—a) for any a € R, where the Q-function is defined as
Q(a) 2 \/LTW I exp(—%)ds. When din/2 > P2 gimax the error probability can be further bounded as
(dmin/2 — P%gmax)2
Pr(e) < (_ )
r(e) < exp 5,2

by using the identity that Q(a) < 3 exp(—a?/2), Ya > 0. At this point, for the case of a; — ap > 0, by
setting () and £ such that

Q="  £=n-
20max

1
é, Va € (0,0él — 052)
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where v € (0,1/ \/5] is a constant independent of P, then it holds true that d,/2 > P% Jmax and the
probability of error for decoding a symbol = from y is

Pr(e) -0 as P — oo.

APPENDIX D
PROOF OF LEMMA 2]

We will prove that when 2/3 < o < 3/4, given the signal design in (32)-(34) and (0)-(42), the error
probability of estimating {vy ., vy} from yy is

PI‘[{UIQC 7é "[kac} U {Ukjp 7é @k7p}] —0 as P — o

for £ = 1,2, where 0. and 0y, are the corresponding estimates for v, . and vy, respectively, based on

the observation y;, expressed in (43) and (@4).
Due to the symmetry we will focus on the proof for the first user (k = 1). In the first step, we estimate
1 3a—2—c¢ . . . .
Ve € QE = Yo o @ = P~ = ) from y; by treating the other signals as noise, where y; is expressed

in (43). Note that y; in can be rewritten as
y1 = VPhihayvie + VP + 2 (198)

where
g = highi1(vae 4+ u1) + VP~ (=D hishorus + v P_(Qa_l)h11h22vl,p + VP %hioh11v2,.

It holds true that

lg] < 5v2

for any realizations of g, given the signal design in (32)-(34) and (40)-(42), under the regime of 2/3 <
a < 3/4. Then, from Lemma (I| we can conclude that the error probability of estimating v, . from y; is

Pr[vy . # 01) — 0, as P — oc. (199)

In the second step, we remove the decoded v; . from y; and then estimate vy, + u; € 2 - Q(§ =
3a—2—¢

Yooe * é, () = P~ 2 ) from the following observation

Y1 — \/ﬁhllvl,c = VPhighyy (v + up) + VP21 + 2 (200)

where 29(5, Q) é{f-a Tac Zﬂ[—2Q, 2@]}, and g/ =S h12h21u2+ V P2_3O‘h11h22’l}17p+ \Y Pl_zahlghnvzp.
It holds true that |¢’| < 31/2 for any realizations of ¢’ in this case with 2/3 < o < 3/4. Let 5,, = Vg + Uy
and let §,, be the estimate of s,,. Then from Lemma [lI| we can conclude that

Pr(s,y # SpulV1e =01 — 0, as P — oo.

At this point, we have

Pr[svu 7é §vu]
:Pr[vl,c = {)1,0] : Pr[svu 7& §vu|vl,c = @1,0] + Pr[vl,c 7£ ﬁl,c] : Pr[svu 7£ §Uu|vl,c 7é @1,0]
SPr[sw 7é <§vu”Ul,c = ’lA)lyc] + PI‘[’ULC 7& ’01’6] — 0 as P — oc. (201)

In the third step, we remove the decoded v . + u; from y; and then decode uy € Q(€ = ,, %, Q=

3a—2—¢
2

P ). With the similar steps as before, from Lemma |1| we can conclude

Prlus # ] -0 as P — oc. (202)



31

l—a—c¢

2~ ), with error probability given as

In the final step, similarly, we remove the decoded uy from y; and then decode vy, € Q(§ = Yorp *
1 _
o e=r
Prlvy, # 01, -0 as P — oo. (203)
By combining the results of (199) and (203)), it holds true that the error probability of estimating
{vie,v1,} from yy is
PI'[{’ULC 7é ’(AJLC} U {ULP 7é ’(AJl’p}] < PI'[ULC 7& @l,c] + Pr[ULP 7é QAJLP} -0 as P— o

which completes the proof for the case of £ = 1. Due to the symmetry, the proof for the case of £ = 2
follows from the above steps, with the roles of users interchanged.

APPENDIX E
PROOF OF LEMMA [3]

The proof of Lemma [3] is very similar to the proof of Lemma 2] In this case we will prove that, when
3/2 < a < 2, and given the signal design in (32)-(34) and (63)-(63)), the error probability of estimating
Vg, from y; s

Prlvg. # Uk >0 as P — oo
for k£ = 1,2, where 0y, is the corresponding estimate for v . based on the observation y;, expressed in

(©6) and (7).

Due to the symmetry we vgill focus on the proof for the first user (k = 1). In the first step, we estimate

ug € Q€ = v, - %, QQ = P72 ) from y; by treating the other signals as noise, where y; is expressed
in (66). Note that y; in (66) can be rewritten as

1 = VPhisharus + VPG + 2 (204)
where
= highi1(vae + uy) + VP~ (@ Dhy hovy ..
It holds true that

9] < 3v2

for any realizations of g, under the regime of 3/2 < « < 2. Then, from Lemma |I| we can conclude that
the error probability of estimating u, from y; is

Prlus # ts] — 0, as P — oo. (205)

In the second step, we remove the decoded u, from y; and then estimate vy, + u; € 2 - Q(§ =
Yy * %, Q = P*%°) from the following observation

y1 — VPhiahoiuy = \/Fhmhll(vlc +ur) + VP2 hoovi o + 21 (206)

It holds true that |hyihoovy | < V2 for any realizations of V1. Let Sy = vy, + u; and let 8, be the
estimate of s,,. Then, from Lemma [I] we can conclude that

Pr[syy # Spu|tug = U] = 0, as P — o0
and that
Pr[syu # Spu] <Pr[spy # Spulua = Us] + Prlug # 1] - 0 as P — oo. (207)
In the final step, we remove the decoded v, + u; from y; and then decode v; . € Q(§ = Yo * é, Q=
P¥) from the following observation
Y1 — \/ﬁhlzhmuz - \/ﬁhwhn(vz,c +uy) = \/mhlthﬂ}l,c + 2.
At this point one can easily conclude that the associated error probability is
Prjvy. # 01 -0 as P — o0 (208)

which completes the proof for the case k£ = 1, as well as the proof for the case £ = 2 due to the symmetry.
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APPENDIX F
PROOF OF LEMMA

We will prove Lemma |5 in this section. Specifically, we will prove that, when 1 < o < 3/2 and given
the signal design in (32)-(34) and (96)-(98)), then for almost all the channel coefficients {h} € (1, 2]>*2,
the error probability of estimating vy . from v is

Prlvg. # Uk -0 as P — o0

for kK = 1,2, where 0y is the corresponding estimate for v, . based on the observation y;, expressed in
(©9) and (I00). Similar to the proof of Lemma [] this proof will use the approaches of noise removal and
signal separation.

Due to the symmetry we will focus on the proof for the first user (k = 1). Let us first rewrite y;

expressed in as
Y1 = \/mhlthQULc + \/ﬁhmhn(vzc +uy) + \/ﬁhmhzﬂm + 21
= VP21al3te . 2y (gogo + VP Lg1q1 + VP2 25,0,) + 21
D W (209)
where Z, 2(Gogo + VP 151G + vV P22=2,3,) and

Go= hithas, 1= highiy, G2 = higha

a/3—e¢

A
U2, Qmax =P

for a given constant v € (0, ﬁi} (see (BI)), v1. € Q& = 27 - é,@ = Pa/g_e), Voo +up € 2-Q(6 =
a/3—¢ a/3—¢

2y - é, Q=P 2 )and uy € Q& =27 - %, QQ = P2 ). Based on our definitions, it holds true that

740, 71,32 € Z, |G| < Qmaxs |71] < 2Qmaxs |T2] < Qmax» VP € ZT and vV P?=2 € ZT for this case
with 1 < « < 3/2. Let us consider the minimum distance for z, defined as

P 190(G0 — Go) + VP g1(0 — @) + VP**25a(q2 — 33)|- (210)
qo7‘127%)7‘1&EZO[_Qma)anax]
qlz(jiezm[72QmaX72Qmax]
(‘707‘717‘72)#(‘7(’)7‘7’17‘7’2)

dmin<§07 gh §2)

The following Lemma |1 1| provides a result regarding the lower bound on the minimum distance dpi,.

Lemma 11. Consider the case o € [1,3/2|, and consider some constants § € (0,1] and € > 0. Given the
signal design in (32)-(34) and (O6)-(©8)), then the minimum distance dy;, defined in (210) is bounded by

2—4a/3

Amin > 0P~ 2 (211)

for all the channel coefficients {hy,} € (1,2]22 \ Hou, and the Lebesgue measure of the outage set
Hou C (1,2]2%2, denoted by L(H,u), satisfies

L(H o) < 2580485 - P72 (212)

Proof. This proof is very similar to the proof for Lemma [7, We will consider the case of 1 < o < 3/2.
Let

_2-4a/3

P~z 0, AAPYS, AApe!

lI>

B
Go= hitha,  G1 = hiohiy, G2 = highoy

a/3—¢

QO é QQmaxv Ql é 4Qmax7 QZ é 2Qmax> Qmax é P
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for some € > 0 and § € (0, 1]. Let us define the event

B0, @1, @2) ={(go» 51, G2) € (1,4 : |GoGo + A1511 + A2G20] < B} (213)
and set
B= U B(q, @1, 2)- (214)
q0,41,32€Z:
(Go,q1,32)7#0,
|k|<Qr VE

From Lemma [6] the Lebesgue measure of B, denoted by £(B), is bounded by

a—1
L(B) < 50483 (2 min{ 2Q max, 2]%““1’( b+ Q- min{4Qmay, 2Qamix, r Q2 }
2
. Qmax 2Qmax ' 4Qmax
+ 2m1n{4QmaX, T+ Q) min{ 2Qumax, Pai Pa_l })

Qmax 2C)max 4Qmax ~ 2C?max
— 504 ( : ! )
ﬁ +Q2 P% + PQQ +Q1 Pa_l
4Qmax _—— QQmaX 4Qmax 2Qmax
_504ﬁ< + 2Qumax - min{1,16P~ 7} . S o AQua Pa—1>
Qmax 2Qmax 4Qmax Qmax
< 5043 (P 2 16 T+ T 4 AQuae )
1 Qmax Qmax
< 50443 - - max —, 1
= x{16 ot }
= 5043 - 16P % . max{16P ¥ —,1}
<5043 -16P % .16P5"
/3 —2a/3— 1— 2a/3
22 6P F . 16P 5
= 1290246 - P2 (215)

for a constant § € (0, 1], where

~ 2 max» Pa_l -2 max
@y = min Qu, 3. e i Qo 8P -2} = 10

maX{QQmaxa P 2 4Qmax}
' po-1 }
The set B can be considered as an outage set. For any trlple (go, g1, g2) outside the outage set B, ie.,

(go, g1, gg) ¢ B, it is apparent that duyin(Jo, 1, g2) > 6P~ =52 n our setting Go = hi1hos, G1 = hishi
and G, = hioho. Let us define FH,, as the collection of the quadruples (h11, hig, has, hot) € (1,2]2%2 such
that the corresponding triples (go, g1, o) are in the outage set B, that is,

Hou £{ (P11, haz, has, hay) € (1,2]7? = (G0, 91, §2) € B}.
By following the similar steps in (T14)-(TT6)), one can bound the Lebesgue measure of Hy as:
L(How) < 2580485 - P73, (216)

Q’Qémin{mm, 8 = 20 mae - min{1, 16P~7" ).

Now we complete the proof of this lemma. 0

At this point, we go back to the expression of y; in (209), i.e.,

Yy =V P2—4a/3+e . 27 “Ts+ 21.
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Based on our definition, the minimum distance for Z, is d, defined in (210). Lemma reveals that,
under the channel condition {hy,} ¢ Houe, the minimum distance for Z, is bounded by iy > 5P‘w,
which implies that Z, can be estimated from y; and the corresponding error probability vanishes as
P — oo. Note that in this case, the minimum distance for \/P2*40‘/3Jr6 27 - X is lower bounded by

v P 275 Once z, is decoded correctly, then the three symbols gy = Qm‘""‘ “Vle 1= Qmw‘”‘ (vo,c + u1),

and ¢, = Q“jy‘"“‘ ug can be recovered from T, = (Gogo + VP 'g1q1 + \/P2a_292q2) due to the fact that
Jo, g1, g2 are rationally independent. Then, we can conclude that the error probability for decoding vy . is

Prlvg. # U] -0 as P — oo (217)

for k=1 and 1 < o < 3/2, given the signal design in (32)-(34) and (96)-(08)). This result holds true
for all the channel coefficients {hy,} € (1,2]*** except for an outage set Hou C (1,2]*** with Lebesgue
measure L£(Hqy) satisfying

L(How) =0, as P — o0
(see (216)). Due to the symmetry, the result in (217) also holds true for the case of k = 2.
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