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Abstract

In recent years, the Multi-message Private Information Retrieval (MPIR) problem has received significant attention from
the research community. In this problem, a user wants to privately retrieve D messages out of K messages whose identical
copies are stored on N remote servers, while maximizing the download rate. The MPIR schemes can find applications in
many practical scenarios and can serve as an important building block for private computation and private machine learning
applications. The existing solutions for MPIR require a large degree of subpacketization, which can result in large overheads,
high complexity, and impose constraints on the system parameters. These factors can limit practical applications of the existing
solutions. In this paper, we present a methodology for the design of scalar-linear MPIR schemes. Such schemes are easy to
implement in practical systems as they do not require partitioning of messages into smaller size sub-messages and do not
impose any constraints on the minimum required size of the messages. Focusing on the case of N = D + 1, we show that
when D divides K, our scheme achieves the capacity, where the capacity is defined as the maximum achievable download rate.
When the divisibility condition does not hold, the performance of our scheme is the same or within a small additive margin
compared to the best known scheme that requires a high degree of subpacketization.

I. INTRODUCTION

In the Private Information Retrieval (PIR) problem [1], a user wishes to retrieve one or more messages belonging to a
dataset—by downloading the minimum possible amount of information from one or more remote servers that store copies
of the dataset, while revealing no information about the identities of the desired messages to the servers.

Several variations of the PIR problem have been studied by the research community. This includes multi-server single-
message PIR [2]-[14], multi-server multi-message PIR [15], single-server single-message PIR with side information [16]—
[26], multi-server single-message PIR with side information [17], [27]-[34], and single-server and multi-server multi-message
PIR with side information [35]-[40].

In this work, we revisit the problem of multi-server multi-message PIR (MPIR) [15] focusing on scalar-linear solutions.
In MPIR, identical copies of a dataset of K > 1 messages are stored on N > 1 non-colluding servers, and a user is interested
in retrieving D > 1 (out of K) messages belonging to the dataset, while hiding the identities of these D messages from
each of the servers. The need to retrieve multiple messages can be motivated by several practical applications. For example,
consider a setting in which we need to train a machine learning algorithm on a subset of the data stored at a remote server,
such that the identify of the required data is kept private. As another example, in a financial application, there might be
a need to compute a function of certain financial indicators, such as prices of certain stocks or bonds, while keeping the
identities of the stocks or bonds private.

The capacity of MPIR, defined as the maximum achievable download rate over all MPIR schemes, was characterized
previously in [15], for a wide range of parameters N, K, D. While the existing solutions for MPIR are of a great theoretical
interest, their practical applicability is limited due to high degree of subpacketization. Specifically, in order to achieve the
capacity, the solution presented in [15] requires to divide each message into N2 or more sub-messages (or sub-packets), where
N is the number of servers. The high level of subpacketization presents several performance and implementation challenges.
First, the high subpacketization limits the range of system parameters in which the PIR can operate. For example, in the
case that the subpacketization level depends on the number of servers, the limit on the size of messages imposes a limit on
the number of servers. Also, a high level of subpacketization can increase the complexity of the private information retrieval
process due to the need to maintain and manage a large amount of meta-data.

Motivated by the scheme due to Tian et al. [7] for the single-message PIR setting, in this work we present a scalar-linear
scheme for the multi-message PIR (MPIR) setting. Our scheme does not require a division of the messages into smaller-size
sub-messages and does not impose any constraint on the minimum size of the messages. Our scheme is designed for the
case when N = D + 1 and achieves the capacity when D | K. This implies that our scheme has the same performance
as the capacity-achieving scheme due to Banawan and Ulukus [15] that requires a significant degree of subpacketization.
When Dt K and D < %, the rate achievable by our scheme is no less than that of [15], and surprisingly, in some cases,
our scheme can achieve a higher rate. When D { K and D > %, our scheme achieves a rate which is slightly lower than
that of [15].
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II. PROBLEM SETUP

We denote random variables and their realizations by bold-face and regular symbols, respectively. For any integer i > 1,
we denote {1,...,i} by [i]. Let q be a prime power, and let m > 1 be an integer. Let F; be a finite field of order g,
[qu :=F; \ {0} be the multiplicative group of Fj, and F}' be the vector space of dimension m over F,.

Let N and K be two arbitrary integers such that N, K > 1. Consider N non-colluding servers each of which stores an
identical copy of K messages Xy, ..., Xk, where X; € [FZ1 for i € [K] is a vector of length m with entries in 4. For every
S C [K], we denote {X; :i € S} by Xs.

Let D be an arbitrary integer such that 1 < D < K, and let W be the set of all D-subsets of [K} Consider a user who
wishes to retrieve the set of D messages Xy for a given W € W. We refer to Xy as demand, W as the demand’s index
set, and D as the demand’s size.

We assume that: (i) Xy, ..., Xk are independent and uniformly distributed over Fj'. That is, H (Xi) = B := mlog, q for
all i € [K], and H(Xg) = |S|B for all S C [K]; (ii) Xy,..., Xk and W are independent; (iii) W is uniformly distributed
over W; and (iv) the distribution of W is initially known by each server, whereas the realization W is not initially known
by any server.

Given W, the user generates a query QLW} for each n € [N], and sends it to server n. Each query QLW} is a deterministic or

stochastic function of W, and independent of X1, ..., Xk. For each n € [N], the query QLW] must not reveal any information
about the demand’s index set W to server n. That is, for every W* € W, it must hold that

P(W=w* Q" = Q") =P(W =W*) vue[N].

We refer to this condition as the privacy condition.

Upon receiving QLW , SETver 1 generates an answer ALW], and sends it back to the user. The answer ALW] is a deterministic
function of QLW] and X1, ..., Xg. That is, H(ALW} |Q,[1W], X1, ...,Xk) = 0. The user must be able to recover their demand
Xw given the collection of answers AW := {ALW] .1 € [N]}, the collection of queries QW] := {QLW] :n € [N]}, and
the realization W. That is, H(Xw|AM™], QW) = 0. We refer to this condition as the recoverability condition.

The problem is to design a protocol for generating a collection of queries Q[W] and the corresponding collection of
answers AW for any given W such that both the privacy and recoverability conditions are satisfied. This problem, which
was originally introduced in [15], is referred to as Multi-message Private Information Retrieval (MPIR).

In contrast to [15] which considers the space of all MPIR protocols, in this work we focus on scalar-linear MPIR protocols,
which we refer to as linear MPIR protocols for short, in which each server’s answer to the user’s query consists only of
(scalar-) linear combinations of the messages. That is, for each n € [N], the answer ALW] consists of one or more linear
combinations of the messages Xq, ..., Xg with combination coefficients from F,. In addition, for each n € [N], the query
QLW] can be represented bf, the support and the nonzero combination coefficients pertaining to the linear combinations that
constitute the answer A;; .

We define the rate of a protocol as the ratio of the number of bits required by the user, i.e., H(Xw) = DB, to the expected
number of bits downloaded from all servers, i.e., TN E[L(ALW])], where L(ALW]) is the number of bits downloaded from
server n. Here, the expectation is taken over all realizations of AnW (i.e., all realizations of QLW} and all realizations of
X1, ..., Xg)-

Our gozfl is to characterize the linear capacity of MPIR (in terms of the parameters N, K, D) which is defined as the
supremum of rates over all linear MPIR protocols.

III. MAIN RESULTS

In this section, we present our main results on the linear capacity of MPIR forall K > 1and1 < D < K,and N =D + 1.
To simplify the notation, we define

lem((®), D) DI,
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Note that L is a column-vector of length D, and M is a D X D matrix. Also, we define
FT:=L™™KP and GT:=LT(I1+M)KP, (4)
where T is the D x D identity matrix, and F = [f1,..., fp]T and G = [¢1,...,¢p]" are column-vectors of length D.

Theorem 1. For MPIR with K messages and demand’s size D, when the number of servers is N = D + 1, the linear
capacity is lower bounded by

R := %, 5)
N — max¢[p g
and upper bounded by Dy
<l + W) (6)
or
(5 )
1-1/N D D NIK/D] ’

when D > % or D < %, respectively.

The upper bounds in (6) and (@)—which appear without proof—follow directly from the converse results of [15] on the
general capacity of MPIR (i.e., the supremum of rates over all MPIR protocols). This is simply because the linear capacity
cannot exceed the general capacity, and hence any upper bound on the general capacity serves also as an upper bound on
the linear capacity. To prove the lower bound, we propose a new MPIR scheme that takes a carefully-designed randomized
approach for constructing the query to each server. Our scheme does not rely on the idea of subpacketization, and can be
considered as a nontrivial generalization of the PIR scheme of [7] for demand’s size D = 1 and N = 2 servers, to the
MPIR setting with demand’s size D > 1 and N = D + 1 servers.

Theorem 2. For MPIR with K messages and demand’s size D such that D | K, when the number of servers is N = D + 1,
the linear capacity is given by R 1N
" 1-1/NK/D°

It is easy to show that when D | K, the capacity upper bounds (@) and (@) are both equal to C—defined in (8). To prove
Theorem 2] we show that the achievable rate R—defined in (3)—is also equal to C when D | K.

)

Remark 1. As shown in [15], when D | K, for arbitrary number of servers N > 1, the capacity C is achievable using an
MPIR scheme that requires each message to be divided into N2 or more sub-messages of equal size. The result of Theorem 2]
shows that when D | K, for N = D + 1 servers, the capacity C can also be achieved using an MPIR scheme that does not
require any subpacketization. This proves that the MPIR scheme of [15] is not always optimal in terms of the required level
of subpacketization.

Remark 2. When D J( Kand D < %, it can be shown that the rate of our scheme is no less than that of the scheme of [15],
and surprisingly, in some cases, our scheme can achieve a higher rate. This highlights some advantages of PIR schemes that
maximize the expected download rate over PIR schemes that maximize the download rate per instance. When D t K and
D > %, our scheme achieves a lower rate than the scheme of [15].

IV. PROOF OF THEOREM/[I]

In this section, we propose a linear MPIR scheme which is applicable for any number of messages K and any demand’s
size D, when the number of servers is N = D + 1. Our scheme achieves the rate R defined in (&), hence proving the lower
bound in Theorem [T] on the linear capacity of MPIR.

A. Proposed Scheme

The proposed scheme consists of three steps described as follows.

Step 1: Given the demand’s index set W, the user generates N sets {SLW]}%[N}, where for each n € [N], SLW] is a
subset of [K]. Given {SLW]},[G[N], the user generates N vectors {CLW]}nG[N], where for each n € [N], CLW] is a vector of
length K with support SLW] and nonzero entries from F.°. Then, the user randomly chooses a permutation 7t : [N] — [N],

and sends the query QEZE]T]I) = CLW] to server 7t(n). The process of generating the collections {SLW]} and {CLW]} is based
on a randomized algorithm—depending on W—as described below.



For each W, the set of all feasible collections {SLW] }—among which the user generates one collection in order to construct
the queries {QLW]}—can be represented by a table, labeled by S W], each of whose rows specifies one feasible collection
{SLW]}. In the following, we describe the structure of the table S w1,

F int 0<i<K-D,let

or any integer 0 <1 < e K—D
k= ©)

and let R(i) e R(i) be the collection (in an arbitrary but fixed order) of all i-subsets of [K] \ W.

Fix an arbitrary w € W. For any integer 1 < j < D, let [; be as defined in (I), and let Tg ), ey T( » be a collection (in an
arbitrary but fixed order) of /; arbitrarily chosen distinct j- subsets of W that contain the index w. Let W {wo, ..., wp_1}.
For any Tl( = {w,l,...,wr].} C W and any integer 1 < h < D, let Tl(h = {ws,, .. .,wsj}, where

sg:=rt+h—1 (mod D)

forall 1 <t <.
The table SV is composed of several components described as follows:
e The table consists of K — D + 1 sub-tables—one sub-table for each 0 < i < K — D;
o Each sub-table i consists of k; blocks—one block for each 1 < k < k;;
« Each block k consists of D sub-blocks—one sub-block for each 1 < j < D; and
« Each sub-block j contains [ j rows—one row for each 1<I<] j-
It is easy to verify that the table SW! consists of 2K-D 2?:1 lj rows in total. Indexing the rows of table S WI by the

tuples {(i,k, j, 1)}, the row indexed by the tuple (i,k, j, 1), i.e., row [ in sub-block j of block k in sub-table i of table SWI,
is defined as follows:

W . W . 4 W . 4
siV= R | M= RPUTY) || si =R UT)
Note that each row consists of N (= D + 1) sets S[W] ,S[W} Also, note that by construction, the table S (W] may

contain rows that are identical u? to permutation.

To generate a collection {S i ne[N]- the user randomly selects a tuple (i,k, j,1), where the probability of selecting the

tuple (i,k, j, 1) is given by pW ik ] ) , for some 0 < P[‘l/j] ; < 1, and constructs the row corresponding to the tuple (i,k, j, 1) in
the table S, Note that kD &k D
wo—1 10
Y)Y Y Pikji =+ (10)
i=0 k=1j=1i=1

The optimal choice of the probabilities {Pi[‘]/(v} 1} will be specified later in Section [V-Bl

Given the collection {SLW] }ne[Nj—which is determined by the tuple (i, k, j,I) selected by the user, the user generates a

collection of vectors {CLW]}nG[N], namely, ng] = UI(:), ng} = Ul((i) +Vl(jl), e, CE\‘;V] = Ul((i) + Vl(jl)), where
(i)

. U(l) is a vector of length K whose support (i.e., the index set of the nonzero entries) is R;’, and the nonzero entries

of U (1 e., the entries indexed by R ]((i)) are randomly chosen from F, and

. Vl(Jl) ;- ..,Vl(/]:l)) are D vectors of length K whose supports are Tl(]l) S .,Tl(,jl)), respectively, and the nonzero entries of
Vl(]l) ;- ..,Vl(% are randomly chosen from [qu such that the D x K matrix formed by vertically stacking the vectors
Vl(jl) ,...,Vl(% is full rank. (Note that the existence of such vectors Vl(jl) ,...,Vl(% is guaranteed for any field size
qg>D.)

Step 2: Upon receiving the query ng]l) = CLW], if CLW] is a nonzero vector, server 77(1n) computes Y, = ): sW C, W ]Xl,
and sends the answer AEYEIA := Y} back to the user, where SLW] is the support of the vector CLW], and Cr[lv;-/] is the ith entry
of the vector CLW]. Otherwise, if CLW] is a zero vector, server 71(11) does not send any answer back to the user, and the
user sets Y, = 0.

Step 3: Given the answers {ALW]}, ie., Y1,Ys, ..., Yy, the user computes Zj, := Y1 —Yp forall 1 <h < D By
construction, (i) Zj is a linear combination of j demand messages, namely, the demand messages indexed by Tl(]h) , and
(ii) the coefficient vectors pertaining to the linear combinations Z1, . .., Zp, namely, the vectors Vl(]l)' ., Vl(%’ are linearly
independent. Thus, the user can recover all D demand messages by solving a system of linear equations.



Example. Consider a scenario in which N = 3 servers store K =4 messages Xi,X», X3, Xy, and a user wants to
retrieve D = 2 messages X; and Xj. That is, W = {1,2} and [K] \W = {3,4}. Suppose that X1, Xy, X3, X4 € F; for
some field size g > D = 2, say, g = 3. Note that for this example, 0 <i < K—D =2and 1 < j < D =2, and hence,

(ko,k1,k2) = (1, 2,1) and (l],lz) =

(1,1).

Following the definitions, the index sets R;((i) forall 0 <i<2and1 <k <k;, and the index sets Tl(]h) foralll <j<2,
1§l§l]- and 1 < h < D = 2, are defined as

R =

V= (3}
2y 1T =

) ={1 1=

Using the index sets {R,((i)} and {Tl(]h) } defined as above, the table S12l can be constructed as follows (the first and last

columns are not part of the table S 1.2
probability of selecting each row):

R

={4}

{12} 1% =

RP = (3,4}
{1,2}

, and are presented only to show the index tuple corresponding to each row and the

(ikj, ) | si sy ss? | B
(0,1,1,1) 0 pu{1} ou{2} i
0,1,2,1) 0 pu{1,2} Ppu{1,2} +
(1,1,1,1) | {3} {3ju{1} {3yu{2} :
(1,1,2,1) | {3} {31u{1,2} {3}u{1,2} &
(1,2,1,1) | {4} {4;u{1} {4fu{2} :
(1,2,2,1) | {4} {4}u{1,2} {4}u{1,2} &
(2,1,1,1) | {3,4} | {3,4}u{1} {3,4}U{2} i
(2,1,2,1) | {3,4} | {3,4}u{1,2} | {3,4}U{1,2} 0

Suppose that the user selects the row indexed by the tuple (7,k, j,1) =

(2,1,1,1) with probability

%. Note that this row

corresponds to the index sets S[ 2 = {3,4}, st — = {1,3,4}, and Sgl’z] = {2,3,4}. Given these index sets, the user
generates the vectors C£1,2] = g ), C[z1 2 g + Vgll) , and C[;’z] = ng) + V&), where

. ng) is a randomly chosen vector of length K = 4 with support S;

(2)

(1,2]

= {3,4} and nonzero entries from [F; =1,2,

say, U;” =1[0,0,1,2], and
. Vgll) and Vglz) are two randomly chosen linearly-independent vectors of length K = 4 with supports Tgll) = {1} and
T(lz) = {2}, respectively, and nonzero entries from F; = {1,2}, say, Vgll) =12,0,0,0] and Vglz) =10,1,0,0].

Then, the user sends the vectors C[ 2

=10,0,1,2],ci"? =

respectively, for a randomly chosen permutation 7 : [3] — [3].
Each server 77(n) computes a linear combination Y, of messages X1, X, X3, X4 with combination coefficients specified

by the entries of the vector CE’Z]

and Yz = Xp + X3 + X4.

Given Y1, Y3, Y3, the user subtracts off the contribution of Y from Y; and Y3, and computes Z;
= X5. Then, the user recovers the demand messages X and X, from Z; and Z,.

Zy =Y3—-Y;

2,0,1,2],and {2 =

, and sends Y, back to the user. For this example, Y1

=1[0,1,1,2] to servers 7t(1), (2), (3),

= X3+ Xy, Yo =2X7 + X3 + Xy,

= Y2 — Y] = 2X1 and

Let Wy = {1,2}, Wy = {1,3}, W3 ={1,4}, Wy ={2,3}, W5 ={2,4}, Wi = {3,4}. To show that the privacy

L2l i gl

Note that the support of

, and the nonzero entries of Cj,

(1,2]

condition is satisfied, we need to show that for each n € [3], P(W = Wm\QE‘:(]i) = i1~

) is the same for all m € [6].

are chosen at random. Thus, it sufﬁces to show
that for each n € [3], P(W = Wm|S[‘A(I )= S[1 2]) is the same for all m € [6], where sl (]) is the support of Q

. In the

following, we show that this cond1t10n holds for n = 1. The proof for n = 2 and n = 3 follows from similar arguments

Recall that in this example, Sg

= {3,4}. To compute P(W = Wm|S

= {3,4}) for any m € [6], we need to

consider all rows in tables SMW1l, ..., SMWel that contain the index set {3, 4} as shown below:
i,k j,1) | si? st si2 P
(2,1,1,1) | {3,4} | {3,4}u{1} | {3,4}u{2} i
(k0 s ] sl st [ Pl
(L21,1) | {4} | (4u{1} | (4U{3} | 3
Gk g1 | s st syt | P
(1L21,1) | {3} | {3u{1} | (8}u{4} | &




(k0 || s s | PR

(1,2,1,1) | {4} | {4}u{2} | {44U{3} | ¢

(i, k, ]-, l) 5[12,4] 5[22,4] S£2,4] P[2 4]
(1,2,1,1) | {3} | {3ju{2} | {3}u{4} %

Gk jD) | sPH ] s s | PR
(0,1,2,1) 0 PU{3,4} | DU{3,4}

By Bayes’ rule, we can write
P(W = W,[si) = {3,4})
(S}, = {3 4}\w = W,)P(W = W,,)
P(S), = {3,4}) ‘

Note that P(W =W,,) = é is the same for all m € [6], and P(S [W] = {3,4}) does not depend on m. Thus, we only
need to show that P(S[w] = {3,4}|W = W,,) is the same for all m € [6]. Note that IP’(S[VZ’ = {3 4} W =W;) =
% X % = where 5 18 the probability of the row in table S W1l that contains the 1ndex set {3,4}, and 1 3 is the probability
of 7t(1) = 1. Similarly, it can be shown that ]P’(S[w ={3,4}[W=W,) =  forall m = 2,...,5. Note also that

IP’(S[W = {3,4}|W =Wy) = 2 X % 18’ where 12 is the probability of the row in table SVl that contains the index
set {3,4}, and % is the probability of 7r(1) € {2,3}. Thus, P(Sl}) = {3, 4}[W = W,) = £ for all m € [6].

1_

B. Optimal Choice of Probabilities { i, l}
Forany 0 <i<K—-Dand1 <j<D, we set

Wl _
sz]l P

foralll <k <k;alll<I<I j» and all W € W, where the probabilities {P; j}—speciﬁed shortly—are chosen to maximize
the rate of the scheme while satisfying the privacy condition. Note that for any given i and j, all rows in sub-block j of
any block in sub-table i of any table are assigned the same probability P; ; for some 0 < P; ; < 1. Note also that the
condition (IQ) reduces to the following condition:

K—-D D
) ki) LiP=1 (1)
=0 j=1

Satisfying the Privacy Condition: Fix an arbitrary n € [N], and let C be the query that the user sends to server 7, and
let S be the support of the vector C. To satisfy the privacy condition, P(W = W|C = C) must not depend on W, i.e.,
P(W = W|C = C) must be the same for all W € W. Since W is distributed uniformly over W, it is easy to see that
P(W = W|C = C) is the same for all W € W so long as P(C = C|W = W) is the same for all W € W. Thus, we can
write

P(C=ClW=W)=P(S=S|W=W)xP(C=C/W=W,S=S5).

Since S is the support of the vector C, and the nonzero entries of C are chosen at random, it readily follows that
P(C = C|W =W, S =S) does not depend on W. This implies that P(C = C|W = W) is the same for all W so long as
P(S = S|W = W) is the same for all W. Thus, the privacy condition is met so long as the probabilities {P; ;} are chosen
such that P(S = S|W = W) is the same for all W.

Fix an arbitrary W € W. Let R:= S\ W and T:= SN W. Note that

0 < [R|< min{|S|,K— D} and 0 < |T|< min{|S|, D}.

First, suppose that |T|= 0 (i.e., T = (}). In this case, it is easy to verify that R = R]((i) for a fixed i (= |R|) and a fixed k
(depending on the ordering of the i-subsets of [K] \ W in the collection Rgl), ceey R,((f)). Note that RI(;) appears in the first



column of all the rows indexed by the tuples (i, k, j, 1) forall 1 <j<Dand1<I< l]-, i.e., all rows in all sub-blocks of
block k in sub-table i of table SIWI. Thus,

P(S =S|W=W) = ZZ lk]l
j=11=1

on

D
= Z Z P =
j=11=1

D
1iPj= Y lPRy,- (12)
j=1 j=1
Next, suppose that |[T|# 0 (i.e., T # ()). Similarly as in the previous case, it is easy to verify that R = R;((i)
(= |R]) and a fixed k (depending on the ordering of the i-subsets of [K] \ W in the collection Rgl), cee, R,((f)).

for a fixed i

In addition, it can be shown that T = Tl(]h) for a fixed j (= |T|), and m; pairs (I, h) € [I;] x [D], where m; is as defined
in (). This is because: (i) for any 1 < j < D, there exist (l]) ) distinct j-subsets of W, and (ii) for any 0 < i < K— D and
1 <k < kj, the j-subsets of W are distributed evenly (i.e., with the same multiplicity) in the last D columns of the l rows in
sub-block j of block k in sub-table i of table SV}, Forany 1 < j< Dand1 <1< lj,letmj; = ’{h € [D]: Tlh T}’

Note that ):l 1Mmj; = m;. Thus,
P(S=S/W=W) = Zm zk]l

]
Z m P = m|T‘P|R|,|T‘. (13)

Recall that the probabilities {P; j} must be chosen such that P(S = S|W = W) is the same for all W € W.

First, suppose that S = (). In this case, for any Wew, S\W 0 (e, |[S\W|=0)and SNW =0 (ie., [SNW|=
and hence, by (I2), P(S =S|W =W) = ):] 11iPs\w,j = Z] 11iPo,js ‘which does not depend on W. Thus in the case
of S= 0, P(S = S|W = W) is the same for all W € W, regardless of the choice of {P; }

Next, suppose that S # (). In this case, 1 < |S|< K. Forany W € W, it is easy to see thatO < IS\ W|< min{|S|,K— D}
and 0 < |[SNW|< min{|S|, D}.

For any 0 < t < min{|S|, D}, let W; be the collection of all W € W such that |S N W|=¢.

We consider the following two cases separately: (i) 1 < |S|< K— D, and (ii) K— D +1 < |S|< K.

First, consider the case (i). In this case, W; # () for all 0 <t < min{|S|, D}. For all W € Wy, [SNW|=0 and
IS\ W|= S|, and hence,

@ y
P(S=S[W=W) =Y I;Pg ;. (14)
j=1
In addition, for any 1 < t < min{|S|, D}, for all W € W;, |[SNW|=t and |S\ W|= |S|—t, and hence,
P(S=S/W=W)= m\smwﬁs\w‘ snw| = MePg|_t s (15)

According to and (I3), for any arbitrary S such that 1 < |S|< K — D, it follows that P(S = S|W = W) is the same
for all W € W so long as

D
Y iP5 j=m1Ps 11 (16)
j=1

and
miPg = M 1Ps| 1411 A7)

forall 1 <t < min{|S|,D} — 1.

Next, consider the case (ii). In this case, it is easy to see that Wy = ) for all 0 < t < |S|—K+ D — 1, and W; # {) for
all |S|—K+ D <t < min{|S|,D}.

For any |S|-K+ D <t < min{|S|, D}, for all W € Wy, [SNW|=t and |S\ W|= |S|—t, and hence,

]P(S :S‘W:W) = th‘SFt,t. (18)

According to (I8), for any arbitrary S such that K — D +1 < |S|< K, it follows that P(S = S|W = W) is the same for
all W € W so long as
miPg| = M 1Ps| 1441 19)



for all |[S|-K+ D <t <min{|S|,D} — 1.

By the above arguments, the privacy condition is satisfied so long as the conditions (I6), and (I9) are met. By a
series of simple change of variables, it can be shown that these three conditions are met simultaneously so long as the
probabilities {P; ;} satisfy the following two conditions:

D
Y 1iPi;j=mPi_13 (20)
=1
forall 1 <i<K-—D, and
m;Pj=mj1Pi1,j11 (21)

forall 1 <i<K-Dand1<j<D—1.Rewriting in matrix form, it follows that both conditions (20) and 1)) are met
so long as

P; 1 = MP; (22)
for all 1 <i < K— D, or equivalently, ‘
P, = MKiDilPK_D (23)
for all 0 <i < K— D, where
P;:=[Py,..., PplT, (24)

and M is as defined in (G).

The condition implies that the probability vectors Py, ..., Px_p_1 (i.e., the probabilities P; jforall1 <i < K—-D —1
and 1 < j < D) are uniquely determined given the probability vector Px_p (i.e., the probabilities Px_p 1, ..., Pk—p, D)
However, the probability Vector Pk_p cannot be chosen arbitrarily. This is because the probabilities { P; ]} must satisfy the
condition (L)), i.e., Dy _1l iP;,j = 1. Note that _1l iPij = = LTP;, where L and P; are defined in @) and ©3),
respectively. Thus by @3}) we can rewrite the LHS of ([H]) as

Z kLTP; = Z kLTMK-P=ip,_
i=0 i=0
K-D

=L' < Yy kiMKDi> Px_p

i=0
=LTA+M)XPpg_p,

. Thus, the condition (1)) can be rewritten in matrix form as

LT(I+M) Ppy_p=1, (25)

noting that k; = (K;D)

which imposes a condition on the probability vector Px_p.

Maximizing the Rate of the Scheme: To maximize the rate of the proposed scheme, we need to minimize the expected
number of bits downloaded from all servers, i.e., YN ; E[L ( )l YN | Eq[Ex[L (A[ l)ﬂ where the inner expectation
Ex is taken over all realizations of X, ..., Xk, and the outer expectation Eq is taken over all realizations of Qn . Recall

that L(ALW]) is the number of bits downloaded from server 7.
Fix an arbitrary n € [N]. Note that either (i) server n receives a zero vector as the query from the user and hence, server n

does not send any answer back to the user, or (ii) the answer of server n to the user’s query is a nontrivial linear combination
of the messages. In the case (i), Ex [L(A,[1 ])] = 0 since server n does not send any answer back to the user, whereas in

case (ii), Ex [L(ALW])] = B = mlog, g since the messages X, ..., Xk are identically and uniformly distributed over F}",
and any nontrivial linear combination of the messages X, ..., Xk is uniformly distributed over [Fm

Since server n does not send any answer back to the user if and only if Qn Wl 0, then it follows that

E[L(AMY)] = Eq[Ex[L(AN))]

- (--r(@-0)»

Note that the probability that Qn Wi =0 is given by - N Y =1 liPo,j, where Y =1 [;jP,j is the probability that the user

selects one of the rows whose first column is the empty set, and 1 is the probability that 77(1) = n for a randomly chosen
permutation 7r. Thus,

E[L(AM)] < i 1iPy J)

oo



==

])] Thus,

E[L(AM)] ( Z 1P, ]> (26)

which implies that the rate of the proposed scheme is

By symmetry, E[L(A[lwl)] =...=E[L(A

Mz

n=1

D
— 27)
N — ijl l]-PO’]-
Note that
Z 1iPy,; =LTP @ Tk DPpy_p, (28)
j=
where L, M, and P;’s are defined in @), (@), and 24), respectively. By substituting 28) in 26),
N
Y E[L(AMY)] = (N - LTMK‘DPK_D) B. (29)

According to (29), the expected number of bits downloaded from all servers is minimized so long as LT™MK-PPy_p is
maximized. Recall that the probability vector Px_p must also satisfy the condition 23), i.e., LT(I + M)K’DPK,D =1.
Thus, the optimal choice of the probability vector Px_p can be found by solving the following optimization problem:

max F'Px_p (30)
s.t. GTPK,D =1
0<Pxp<1

where FT = LTMKX=P and GT = LT(14 M)X=D are defined as in (@), and 0 and 1 are the all-zero and all-one column-
vectors of length D, respectively. Note that given the optimal probability vector Px_p, the rest of the probability vectors
Py, ...,Px_p_1 can be simply found by using (23).

For each j € [D], let f j and g; be the jth entry of the vectors F and G, respectively. Then, we can rewrite the optimization
problem (30) as follows:

D
max Z ijK—D,j 31
=1

D
s.t. Z ngKfD,j =1
=1

0<Pxp,;<1 ViI<j<D

Solving the optimization problem (31, it is easy to verify that the optimal solution is given by Px_p j+ =1 / 8 j*» Where
j* = argmaxcp f; /gj» and Px_p ;=0 for all j € [D]\ {j*}. Accordingly, the optimal value of the objective function

is given by fi /g]* = maxep) fj/&;-

Replacing LTMK=PPy_p by fi / gj* in [29), the expected number of bits downloaded from all servers is given by
(N — fj+/gj+) B, and hence, the rate of the proposed scheme is given by D/(N — f- /g +), which is the same as R defined
in (3). This completes the proof of the lower bound in Theorem [1l

V. PROOF OF THEOREM[2]
In this section, we show that when D | K, say, % = L for some integer L > 1, the rate R defined in (@) is equal to

1-1/N
T—1/NL’ (32)
where N = D + 1. It is easy to verify that can be written as
D
N_ (DL 53)
Comparing 27) and (Z3), we need to show that
D
ZlPo/ (D4 1)L (34)



By combining the conditions (20) and 1)), it can be shown that

D]

Pi=Y _hpi+h,j (35)
h=1 "

foral 0 <i<K-2Dand1<j<D.
Defining O; j := Px_p_;, j, we can rewrite (33) as

D]

Oij=Y O, (36)
h=1 "

forall D<i<K-Dand 1<j<D.TItis easy to see that (36) represents D linear recurrence relations of order D
in variable i—one recurrence for each 1 < j < D. Note that the D initial values for the jth recurrence relation are
Oo,j,---,Op-1,j» and these D recurrence relations may have different initial values. The characteristic equation for each

of these recurrence relations is given by AP — Z}?:l ,Z—"}AD’}‘ =0, which is equivalent to DAP — Z}?:l (I;))\D’h =0,
noting that A& = %(5) for all 1 <h < D. By the binomial theorem, ¥'2_, (E))\D_h = (1+A)P — AP, and hence, the

my
characteristic equation can be further simplified as (D + 1)AP — (14 A)P = 0, which is a polynomial equation of degree
D. Let A1, ..., Ap be the roots of the characteristic equation. Note that

(D+1)AP = (1+a,)P (37
for all 1 < h < D. Then, the solution to the jth recurrence relation is given by
D .
Oij=Y, ajuh; (38)
h=1

forall 0 <i < K—D, where «;,...,a;p are constants—uniquely determined by the initial values Og j,...,Op_1,;.
Since O; ; = Px_p_;,j by definition, it readily follows from (38) that

D .
Pi=Y ajAy P (39)
h=1
for all 0 < i < K — D. By substituting (39) in (1), we can rewrite (II) as
K-=D D D ,
Yok Yl Y ek P =1 (40)
=0 j=1 =1
Note that the LHS of can be further simplified as

K-D D D ,
Y kiYL Y e P
=0 =1 =

Il
aglS
aglS
R
=
gl
Ry

N
=

|
T

: 41
j=1 h=1 i=0 @
D D K-D

=Y LY« Y kA, (42)
j=1 h=1 i=0
D D

=B ¥ w1+ )50, @)
]: =

where follows from changing the order of the summations; follows from a simple change of variable and the
symmetry of the binomial coefficients k;; and @3] follows from the binomial theorem.
By using (@3), we can rewrite as

D D
YUY aju(1+2)P =1 (44)
=1 " h=1

By assumption, K— D = (L —1)D, and L — 1 is a non-negative integer. Raising both sides of the equation (37) to the
power of L — 1, it is easy to see that
(D+1)EIAKP = (14 4,)KP 45)

10



for all 1 < h < D. By combining and (#3), it then follows that

D D
Y Y AP = (D+1) 7k (46)
j=1 " h=1
Now, we can show as follows:
D D D K_D
Y LR = 2 1 Yy (47)
j=1 =1 h=1
=(D+ 1)L (48)

where follows from replacing Py ; using (@9), and follows from (@6). This completes the proof of Theorem 21

VI. NUMERICAL RESULTS

In this section, we numerically compare the rate of the proposed scheme and the rate of the MPIR scheme in [15], for
different parameters K, D, namely, D € {2,3,4} and K € {D +1,...,D + 7}. Each table presents the achievable rate of
both schemes, the upper bound on the capacity, and the gap between the capacity upper bound and the rate of the proposed
scheme, for a fixed value of D and different values of K.

TABLE I
D=2 K=3]K=4[]K=5]K=6] K=7 | K=8 K=9
Rate of the proposed scheme 5/6 3/4 57/80 9/13 639 /938 27 a0 795/1184
Rate of the scheme in [15] 6/7 3/4 42 /59 9/13 156 /229 27140 1216/1811
Upper bound on the capacity 6/7 3/a 18/25 9/13 54/79 27 /40 162241
Gap between the capacity upper bound 1 3 29 14
and the rate of the proposed scheme /22 0 /400 0 /12567 0 /18755
TABLE II
D=3 K=4 ] K= K= K=7] K=8 | K= K=10
Rate of the proposed scheme 9/10 5/6 4/5 552/707 | 876/1139 16/21 1727 /2280
Rate of the scheme in [15] 12/13 6/7 4/5 324 /415 | 876/1139 16 /21 1727 /2280
Upper bound on the capacity 12/13 6/7 4/5 48 /61 24/31 1621 192/253
Gap between the capacity upper bound 3 1 25 3 57
and the rate of the proposed scheme /130 /22 0 /4084 feos1 0 fa9664
TABLE III
D=4 K=5]K=6 | K=7| K=8| K=9 | K=10 | K=11
Rate of the proposed scheme 14/15 22/35 132/155 5/6 605/736 | 883/1084 | 1187/1466
Rate of the scheme in [15] 20/21 10/11 20 /23 5/6 605/736 | 883/1084 953 1177
Upper bound on the capacity 20/21 10/11 20/23 5/6 100/121 50/61 100/123
Gap between the capacity upper bound N 8 64 2 160 28
and the rate of the proposed scheme /105 /275 /3565 0 /5411 /31397 /8429

As can be seen, for fixed D, when D | K, both schemes achieve the same rate—equal to the upper bound on the capacity
(and hence, the gap is zero). When D t K, for small values of K such that D > %, the scheme of [15] achieves the capacity
upper-bound, whereas the proposed scheme achieves a lower rate (and hence, the gap is nonzero). When D 1 K, for values
of K such that D < %, both schemes achieve a rate lower than the capacity upper bound (and hence the gap is nonzero),
and the rate of the proposed scheme is no less than that of the scheme in [15]. Interestingly, in this case, for some values
of K, D, e.g., D = 2 and K = 5, the proposed scheme achieves a higher rate than the scheme in [15]. When D { K and
D < %, it can also be seen that the gap between the capacity upper bound and the rate of the proposed scheme decreases
as K increases.
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