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Abstract

We formally verify consistencyaspectsof therule-based
expert systemof IBM’s SystemAutomation software for
IBM’s e-serverzSeries.Startingwith a formalizationof the
expertsystemin propositionaldynamiclogic (PDL), weare
ableto encodeterminationanddeterminismproperties.To
circumventdirectproofsin PDL or its extension

�
PDL, we

further translateversionsof the occurring decisionprob-
lemsto propositionallogic, where we can applyadvanced
SAT andBDD techniques.In our experimentswecouldre-
veal someinconsistenciesand, after correcting them,we
successfullyverified a non-loopingproperty for a part of
theexpertsystem.

1. Intr oduction

Theuseof knowledgebasesascomponentswithin safety
or businesscritical systemshas becomemore and more
widespreadduring the 90s [And92], andhasattractedre-
newedattentionin agent-basedintelligentwebapplications
[GB00]. A very commontechniqueto storeknowledgein
thesesystemsis via rules. This form of expressingknowl-
edgehas—amongstothers—theadvantagethat it employs
a representationthat resemblestheway expertstendto ex-
pressmostof their problemsolving techniques,namelyby
situation-actionrules [HR85]. A precisesemanticsof the
rulesanda suitableverificationmethodologyis highly de-
sirable,as thereis a strongpotentialfor errorsduring the
generationand maintenanceof rules [NK91]. There is,
however, no generallyacceptedformalismfor theverifica-
tion of rule-basedsystems,so a lot of differenttechniques
havebeenproposed[NPLP87, AT92,RSC97],andverifica-
tion of real-world industrialapplicationshasremainedrare.

In ourpaper, we investigatetherule-basedexpertsystem

of IBM’ s SystemAutomation(SA) solution for OS/390.1

This systemis used by major companiesof practically
all industrial sectorsto automatethe operationof high-
availability applicationson their S/390and zSeriesmain-
frame computers. Moreover, IBM’ s zSeriese-servers are
becomingincreasingly important as UNIX/Linux super-
serversfor e-businessapplications.

Our main goal is the detectionof infinite computations
(or loops) in the rule-basedcentralcontrol instanceof SA
calledAutomationManager. Thepresenceof suchinfinite
computationswhicharecausedby erroneousrulesmaylead
the AutomationManagerto falsedecisions,or to oscillate
betweendifferentcomputationstates,disablingthe overall
functionalityof SA for themainframeor evenfor thewhole
clusterof mainframes(Parallel Sysplex).

Theverificationapproachwetakeconsistsof thefollow-
ing steps:Startingwith thenecessaryformal descriptionof
therule-system,for whichwehavechosenpropositionaldy-
namiclogic, we encodesomeconsistency criteria in anex-
tensionof this logic,

�
PDL. This leavesuswith proofobli-

gationsfor eithera
�

PDLmodelcheckeror theoremprover.
As weexpectedourproof tasksto reachor exceedthelimit
of suchprovers,wehavechosenanotherapproachby trans-
lating our problems—orpartially restrictedversionsof our
problems—topropositionallogic and thenapplyingstate-
of-the-artSAT-checkers[Zha97]andBDD implementations
[Som98] thathavealreadyshown theirsuccessin neighbor-
ing fields.While thisstepcouldtheoreticallybeconsidered
asthe final one in a verification,we want to stressthat in
practicethis wasnot the case.Lots of errorswerefalsely
reported,dueto anincompletelyspecifiedrule system.Im-
plicit assumptionson possiblecomputationstatesthushad
to bemadeexplicit to allow separationof genuineandspu-
riouserrors.

After having taken all thesestepson a developmentre-

1For moreinformationonSA seehttp://www.s390.ibm.com/
products/sa/v21info.html



leaseof SA closeto shipment,we couldactuallyfind some
residualerrorsthathadremainedevenaftermonthsof pro-
fessionaltesting.All of ourdetecteddeficiencieswerecon-
firmedby simulationona zSeriestestsystem,andcouldbe
eliminated.

2. IBM’ sSystemAutomation for OS/390

Missioncritical computersystemshaveto beupandrun-
ning reliably. Often thesesystemsareengagedwith com-
plex applicationenvironments,andthusdemandhigh skills
andconsiderableknowledgefrom the operatingpersonnel
in the computercenters. Computerfailurescan provoke
considerablefinanciallosses.For instance,aonehourdown
time periodin acomputercenterof a bankcaneasilycause
costsof up to ten million dollars. In thesehighly critical
environments,IBM’ s zSeriese-serversarefrequentlyused
to provideextremelyhigh availability.

The basicidea behindSA is to fully automatea com-
putercenterandto increasethe availability andreliability
of businessapplications.It allows to definecomplex soft-
wareenvironmentsin which applicationsareautomatically
started,stopped,andsupervisedduringruntime.In thecase
of an applicationor systemfailure, SA canreactimmedi-
atelyandsolve theproblemby restartingtheapplicationor,
if this is not possibleany more, restartit on anothersys-
temin thecluster. SA providesfunctionality like grouping
whichallowsto automateacollectionof applicationsasone
logical unit. Furthermore,dependencymanagementallows
the definition of start and stop relationships,for example
startA beforeB. Both groupinganddependency manage-
mentareprovided for anentireclusterof S/390or zSeries
mainframes.Of course,SA providesfurtherfunctionality.

For a betterunderstandingof SA, let usconsidera sim-
plified flight reservation systemthat can be usedby hun-
dredsof usersin parallel. Suchan applicationconsistsof
variousfunctional components:a databasethat storesin-
formationaboutflight schedules,reservations,andbilling;
a transactionmanagementsystemwhich guaranteesover-
all dataconsistency; a network infrastructurewith differ-
entprotocolstacksandfirewalls; a webserverenvironment
for the userinterface;andpossiblyfurther systemdepen-
dentcomponents.To modelthis applicationin SA, we de-
finea top level group“flight reservation” whichhaseachof
the functional componentsas a member. Sincethe func-
tional componentsthemselves consistof variousapplica-
tionsthesearealsoeachdefinedasgroups.

Besides,mostof theapplicationshave startandstopde-
pendenciesto otherapplications.In our example,partsof
thetransactionmanagementsystemmaydependon theun-
derlying databaseto work properly. With SA, onecande-
fine thata startof the transactionmanagementis only per-
formedwhentherequireddatabaseis running(start depen-

dency). ThereforeSA would start the databasefirst in or-
der to start the transactionmanagementsystem. Starting
thedatabase,however, may in turn dependon systemspe-
cific applicationshaving beenstartedbefore. Similar re-
lations can hold when stoppingapplications(stop depen-
dency). For example,it shouldnotoccurthatthedatabaseis
stoppedbeforethetransactionsystemis broughtdown. So
moving an applicationwith complicatedstartandstopde-
pendenciesfrom onesystemto another(for examplein case
of a malfunction)canbequiteanelaboratetask.Moreover,
applicationsthatcanor shouldnot work simultaneouslyon
thesamesystemcangenerateconflictingrequirements.

2.1 Outline of the SA for OS/390SoftwareAr chi-
tecture

The SA softwareconsistsof two logical parts: a man-
agerandan agent. Thereis only oneactive manager, but
additionalbackupmanagerscanbedefined.Agentsarelo-
catedon eachsystemin thecluster. Themanageractsasa
Sysplex-wide decisionmaker. It determinesfor all applica-
tionswhenthey have to bestartedor stopped,andobserves
theiractivity. Whenmakingits decisionsthemanagertakes
groupinganddependency restrictionsinto account.

The managerdoesnot perform applicationstartsand
stopsby itself. Instead,it sendsa startor stopcommand
to theagenton thesystemwheretheapplicationis located.
This agentreceives the orderanddoesthe actualstart-or
stop-processing.Furthermorethe agentinforms the man-
ageraboutthecurrentstatusof all applicationson thesys-
temwhereit is running.Thusthemanagerpossessesinfor-
mationaboutthe completestatusof the cluster. The man-
agerdoesits internalprocessingbasedon abstract(proxy)
resources.Theimplementationof themanageris donein a
genericway: Mostpartsof themanagerareimplementedas
a rule-basedexpertsystem.For example,thestartandstop
dependency behavior is definedby a collectionof specific
rulesin theexpertsystem.In therestof this paperwe will
focuson this rule-basedexpertsystem.

2.2 The Automation Manager’s Rule-BasedEx-
pert System

The Automation Manager is implementedas a rule-
basedexpertsystem.Its coreconsistsof anautomationen-
ginewhich besidesrule executioncaninterpreta few hun-
dreddifferentinstructionswhichareusedto createandma-
nipulateabstractresourceswithin the manager. For each
definitionof anautomationentity (application,group,etc.)
an abstractresource is generatedby the manager. Groups
of rulesarethenassociatedwith eachresource.Theserules,
calledcorrelationrules, aretakenfrom a basicrule setof a
couplehundredof rulescontainedin SA,andtheirvariables
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correlation set/status/compound/satisfactory :
when status/compound NOT E � Satisfactory �

AND status/startable E � Yes �
AND ( ( status/observed E � Available, WasAvailable �

AND status/desired E � Available �
AND status/automation E � Idle, Internal �
AND correlation/external/stop/failed E � false �

)
OR
( status/observed E � SoftDown, StandBy �

AND status/desired E � Unavailable �
AND status/automation E � Idle, Internal �

)
)

then SetVariable status/compound = Satisfactory
RecordVariableHistory status/compound

Figure 1. Example of a Correlation Rule

areinstantiatedfor their resource.All correlationrulesare
of theform

correlation <name>:
when <formula>
then <action list>

whereformula is a finite domain formula with atomic
propositionsof theform

<var> E � <val � >, ����� ,<val � > 	
<var> NOT E � <val � >, ����� ,<val � > 	

andtheusualBooleanconnectivesAND, OR andNOT. Vari-
able namesmay contain alpha-numericalcharactersand
the slash. E denotesset membership. The only actions
in the then-part we are interestedin areassignmentstate-
mentsof the form SetVariable <var> = <val 
 >.
Otheractionsin the SA systemaremainly usedfor event
logging and to presentmessagesto the user. Only one
SetVariable-actionis presentin eachrule’s actionlist.
Figure1 showsa typical correlationrule.

To compute, for example, the compoundstate of a
resource,rules are evaluatedaccordingto the following
scheme: As soon as a variable changesits value, the
automationmanagerre-evaluatesthe rules to reflect this
change:therulesaretestedoneby one,whethertheformula
of the rule’s when-part evaluatesto true underthe current
variableassignment.If this is thecase,theactionpartis ex-
ecuted,which may result in further variablechanges.The
wholeprocessstopswhenno morevariablechangesoccur.
The order in which rules are evaluatedis not specified—
with the exceptionof a fairnesscondition statingthat no
rulesaremissedout.

Changeson thevariables’valuesmayoccurfor two rea-
sons: (i) by a “spontaneous”changeof volatile (transient,

observed) externalvariablesnot controlledby the correla-
tion rule systemor (ii) by executionof SetVariable-
actionsin the then-part of a rule. We thereforepartition
the set � of variablescontainedin the correlationrules
into two disjoint sets: a set of computedstatevariables�
� anda setof observed externalvariables ��� , suchthat�����
�����
� . �
� comprisesexactlythosevariablesthatoc-
cur in arule’sactionpart,i.e. variablesthatmaybechanged
by rule execution.Thevaluesof externallycontrolled,ob-
served variablesaredeliveredto the rule systemeitherby
the resource’s automationagentor by thecentralAutoma-
tion Manageritself.

3. Formalization of Corr elation Rules and
ConsistencyProperties

For a formalizationof thecorrelationrulesandthecom-
putation done by the Automation Manager, we have se-
lectedPDL. Therearemany reasonsfor our choice. First,
correlationrules can easily be translatedto PDL, and the
resultingformulaearequitecomprehensible.Furthermore,
the employed rule-basedcomputationcontainsan indeter-
minism in that the exact order of rule evaluation is not
specified;PDL allows easyformulation of and reasoning
aboutindeterministicprograms. Communicationbetween
resourcesis not the key issuehere, so the formalization
languageneednot reflect this aspect. For the specifica-
tion of the correlationruleswe only needconstructsfrom
PDL, whereasformalizationof the terminationpropertyof
theAutomationManagerrequiresanextensionof ordinary
propositionaldynamic logic. We employ

�
PDL, which

addsa divergenceoperator
�

to PDL to enablethe notion
of infinite computation.

�
PDL was introducedby Streett
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[Str82], a similar extensioncan be found in the work of
HarelandSherman[HS82].

PDL allows reasoningabout programs (denoted by������� ����� ) andtheir properties,andthuscontainslanguage
constructsfor programsaswell asfor propositionalformu-
lae. Atomic propositions( � ����� �!� ����� ) can be combined
to compoundPDL formulae( " �$#!� ����� ) usingthe Boolean
connectives % �'& and ( , compositeprogramsarecomposed
out of atomic programsusing threedifferent connectives:��)�� denotesprogramsequencing,�+*,� nondeterministic
choice,and �.- a finite, nondeterministicnumberof repeti-
tions of program � . For a formula " the program "0/ de-
notesthetestfor property " , i.e. "0/ proceedsif " is true,
andotherwisefails. The modal formulae 1 �32 " and 4 �.5 "
have the informal meaning“all terminatingexecutionsof
program � lead to a situationin which " holds” respec-
tively “thereis a(terminating)programrunof � afterwhich" is true”.

�
PDL addsthe construct

� � to the language
expressingthat the program �.- candiverge, i. e. entera
non-haltingcomputation.We referthereaderto Harel’s in-
troductorychapteron PDL [Har84] for a thoroughelabora-
tion.

3.1 Encoding of the Corr elation Rules and the
StatusComputation

Encodingof correlationrules and formalizationof the
Automation Manager program is accomplishedin four
steps: First, we encodethe variable’s finite domainsin
Booleanlogic; thenwe translatetherule’sactionsandtheir
semanticsto PDL; afterwardswe areableto give PDL en-
codingsof completecorrelationrules;andfinally wegivea
formal descriptionof programexecutionsof therule-based
AutomationManager.

3.1.1 Finite Domains

Eachvariable 6 occurringin a correlationrule can take a
valueof a finite domain 7!8 dependingon thevariable.For
our PDL encoding,we first needto decomposethe finite
domainsinto Booleanpropositions.Wethereforeintroduce
new propositionalvariables ��8:9 ; for eachpossiblevalue<>= 7!8 of eachvariable6 , expressingthefactthatvariable6 takesvalue

<
. We thenneedadditionalrestrictions,ex-

pressingthateachfinite domainvariabletakesexactly one
of its possiblevalues.Supposinga set � of correlationrule
variables,wethusgetanadditionalpropositionalrestriction�@? : A8:B ?

CED
;FBHGJI �K8:9 ;L( A;�M 9 ;'N$BHGJI;�M�OP ;$N %RQS�K8:9 ;�M.(T��8:9 ;$NFUWV

Formulaesimilar to �X? alsooccurin thecontext of propo-
sitionalencodingof planningproblems,wherethey arere-
ferredto aslinear encodings[KMS96].

3.1.2 Atomic Programs

The atomicprogramsof our formalizationareassignment
programs,denotedby � 8:9 ; , where � 8:9 ; assignsvalue

<Y=7!8 to variable 6 = �Z� . Eachassignmentprogramis, of
course,deterministicandafterits executionthevariablehas
the indicatedvalue. Othercomputedvariablesarenot af-
fected. Thereforethe following PDL propertieshold for
eachprogram� 8:9 ; andall propositions[ :

1. 1 � 8:9 ; 2 []\^4 � 8:9 ; 5 [
2. 1 � 8:9 ; 2 �K8:9 ;
3. �K_.9 ;$`�ab1 � 8:9 ; 2 �K_�9 ;$` for all c = �
� � ced��6 and

<gfh=7!_ .

Wewill denotetheconjunctionof thesepropositionsfor all
atomicprogramsby �Xi .

3.1.3 Corr elation Rules

In the following we assumefor eachvariable-value pairQj6 � < U at mostonerule with an actionsettingvariable 6 to<
in its then-part. If this is not thecase,thewhen-partsof

ruleswith commonactionscanbemergeddisjunctively. To
encodeacorrelationrule, its when-partis recursively trans-
latedinto a Booleanlogic formulausingtransformationk ,
which is definedfor thebasecasebyklQj6@mn� <go � ����� � <qp 	rUb� �K8:9 ;$s &ut�t�t:& �K8:9 ;�vkKQj6@wyxHz{mn� <go � ����� � <qp 	rUb� %��K8:9 ;�s|( t�t�t (}%���8:9 ; v �
and extendedto complex formulae in the obvious way.
For the then-part we only have to consideractionssetting
variables,which aretranslatedby k to their corresponding
atomicPDL programs:kKQ�~g�H�g�y�g���r�q�����@6]� < U�� � 8:9 ;��
Given a rule’s translatedwhen-part "K8:9 ; andits translated
then-part � 8:9 ; , wegetasPDL program� 8:9 ; for thatrule:� 8:9 ;����^QS"�8:9 ;R(�%���8:9 ;qU�/ )�� 8:9 ; �
expressingthattheactionof the then-part is executed,pro-
vided the when-part holdsand the variableis not already
setto the intendedvalue. The additionalrestriction %.�K8:9 ;
preventsrule executionsthatdo not produceany changeof
variablevalues.
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3.1.4 Automation Manager

We arenow ableto formally specifythecomputationsper-
formedby the AutomationManagerprogram. As thereis
no rule evaluationorder, theprogramjust selectsany rule,
evaluatesits formula,executestheactionpartandstartsover
again. Thesingle-stepAutomationManagerprogramSand
the AutomationManagerprogramAM thereforelook like
this:

S � �8:B ?q� 9 ;FBHG.I � 8:9 ;
AM � S- )�� A8:B ? � 9 ;FBHG I QS"K8:9 ;�a��K8:9 ;qU��3/

For eachSA resourcea programof the above kind is gen-
erated. EachAutomationManagerprogramrunsuntil no
furtherrulescanbeapplied(reflectedby thelast testin the
AutomationManagerprogramAM), andis restartedassoon
asanobservedexternalvariable6H� = ��� changesits value.

3.2 Consistency Properties of the Corr elation
Rule System

The computationrelation generatedby the correlation
rulesshouldbefunctionalandterminating.For example,a
statuscomputationshouldnot resultin differentvaluesde-
pendingontheexactorderof ruleapplication,andit should
producea result in a finite numberof computationsteps.
Moreover, we are facedwith the situation that there are
externalvariables(observation variables)that may change
their valuesduring computation. Thus, to producesensi-
ble statuses,shortcomputationsareneeded,andobserved
external variablesshouldnot changefrequently. For our
consistency propertieswe thereforeassumeall externalob-
servedvariablesto befixed.

We now turn to theformalizationof thetwo consistency
criteriaterminationandfunctionality. As above,we denote
by AM, respectively S,thepartof theAutomationManager
programthatdealswith full, respectively singlestep,com-
putations.In thefollowing, formulaPREencodescommon
preconditionsfor all consistency criteria. This includesthe
finitedomainrestrictions�X? , theatomicprogramspecifica-
tions �Xi , andthefixing of all observationvariablesduring
computation.We thereforedefine

PRE ��� �X? ( �Xi ( A8:B ?:� 9 _.B ? �;FBHG.I:9 ; ` BgG.� QS�K8:9 ;�a�1 � _�9 ;'` 2 �K8:9 ;rUu�
Thefollowing

�
PDL formula,providedit is valid, guar-

anteesthatthereis nodivergentcomputation:2

PRE a % �
S � (1)

2Notethatthispropertycannotbeexpressedin ordinaryPDL [Str82].

To ensurefunctionality for a computationstarting in
somestate,weneedafinal resultthatis unique.So,if there
is a terminatingcomputationsequenceof the Automation
Managerall other computationshave to end in the same
state:

PRE a � 4 AM 5 []\E1 AM 2 [ � � (2)

Thereareotherconsistency criteria(for exampleconflu-
ence)thatcouldbechecked,too. We will not elaborateon
this, but insteadconcentrateon the terminationpropertyin
thefollowing.

As terminationis definedastheabsenceof aninfinite se-
quenceof consecutive computationstates( % � � ), we have
to fix more preciselythe notion of a state. A state � is
an assignmentto the propositionalvariables,i.e. a func-
tion �����:� ��� 	 . A state � is said to be proper if it cor-
rectly reflectsthefinite domainrestriction �@? , i.e. if � is a
modelof �X? , or, equivalentlyin symbols,�]  � �@? . A pair
of states Q�� o � �q�'U is called an � 8:9 ; -transition (denotedby� o 8 P ;¡�¡ �¢�r� ) if executionof program� 8:9 ; leadsfrom � o to�r� , i.e. � o and �r� areproperstates,with � o and �r� differing
only on theset �:�K8:9 ;$`�  <Hfl= 7�8g	 , and �r�:QS�K8:9 ;qUJ� � .

As the numberof statesis finite, all non-terminating
computationsarecausedby loopsin theprogramtransition
graph.For example,the2-loop� o 8 P ;�M¡H¡y¡ �£�r� 8 P ; s¡r¡y¡ �£� o (3)

generatesan infinite computationoscillating betweenthe
states� o and �r� . As anotherexampleconsiderthe4-loop� o�o 8 s P ; s M¡ ¡y¡y¡ �¤� o � 8�M P ; MM¡�¡y¡¥¡ �£�r� � 8 s P ; ss¡�¡y¡¥¡ �£�r� o 8�M P ; Ms¡�¡¥¡y¡ �¤� o�o
that is not decomposableinto two simpler2-loops. Show-
ing terminationof the AutomationManagerprogramcan
thusbeaccomplishedby proving theabsenceof ¦ -loopsfor
all ¦�§©¨ . Note, that the case¦��ª¨ in particularcovers
thosesituationswheretheloopsaredueto anoverlapof the
when-partsof two rules for the samevariable,i.e. when� o � �r��  �«"K8:9 ;$sh(>"K8:9 ; M . It is thusof specialimportance.

To provethenon-existenceof loops—aswell astheother
consistency criteria—directlywithin the

�
PDL formalism,

wecanin principledistinguishtwo mainapproaches:either
by modelcheckingor by theoremproving. For thefirst ap-
proach,aKripkestructurehasto becreatedbasedontheel-
ementaryproperties��i of theatomicassignmentprograms
andonthevalidity of thepropositions��8:9 ; , consideringthe
restrictions�@? . This stepbuilds a structurethatfulfills the
generalpreconditionPRE. Thenit is checked, whetheror
not the

�
PDL consistency criteria (without preconditions)

arefulfilled in thegeneratedmodel.In thetheoremproving
formalism,we try to derive theconsistency criteriadirectly
from thepreconditions.
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We have chosenyet anotherway, which translatesthe
PDL proof obligationsinto purely propositionallogic for-
mulae. We thusenabletheapplicationof advancedpropo-
sitionalSAT-checkers.

3.3 Conversion to PropositionalSatisfiability

Conversionto a purelypropositionalformalismrequires
handlingof differentstateswithin oneformula. We usere-
strictionsto achieve this goal.

Theproperrestriction "T  8 P ; of a propositionalformula" is definedasthehomomorphicextensionof thefunction

�K8�`¬9 ;$`   8 P ;X�®­¯° ¯±
²

if 6]�³6 f � < � <gf �´
if 6]�³6 f � < d� <gf ��K8�`¬9 ;'` if 6ud�³6 f �

Thefollowing lemmais easilyshown andallowstheformu-
lationof propositionalpropertiesconcerningmultiplecom-
putationstates.

Lemma 3.1 Let � o 8 P ;¡¥¡ � �r� . Then �r�«  �µ" iff � o   �"T  8 P ; .
At first, we want to consider2-loops. All 2-loopsare

of the form � o 8 P ; M¡r¡y¡ �¶�r� 8 P ;�s¡H¡y¡ �·� o . Thus,the absenceof
2-loopsis expressedin accordancewith (1) by

PRE a %J¸y� o � �r� � 6 � <go � < �:Q�� o 8 P ; M¡r¡y¡ �¤�q� 8 P ;�s¡H¡y¡ �£� o U�� (4)

The two � 8:9 ; s�¹ M -transitionscanbeperformedprovidedthe
following holds(by definitionof � -transitionsandtheAu-
tomationManagerprogram):� o � �r�X  � �@? �r��  �«�K8:9 ;�M � o   �«�K8:9 ; s� o   �«"K8:9 ; M (}%���8:9 ; M �r��  �º"K8:9 ;�s|(�%��K8:9 ;�s
Accordingto Lemma3.1this is equivalentto� o   � �X? (>�K8:9 ;�s|(T"K8:9 ; M (}%.�K8:9 ; M (+Q �X? (T"K8:9 ;$sFU�  8 P ; M �
which canbefurthersimplifiedto� o   � �X? (>�K8:9 ;�sh(>"K8:9 ; M (T"K8:9 ;$s�  8 P ; M �
As a propositionalformula for the absenceof 2-loopswe
thereforeget from (4) by droppingthenow superfluousse-
manticsof atomicprogramsfromPREandafterfurthersim-
plification:�X? a %¼»��K8:9 ;�s|(T"K8:9 ; M (>"K8:9 ;�s½  8 P ; M$¾ � (5)

which hasto be valid for all 6 � <�o , and
< � . Similarly, the

absenceof 3-loopsis reflectedby thevalidity of�X? a % » �K8:9 ;�sh(>"K8:9 ; M (>"K8:9 ; N   8 P ; M (>"K8:9 ;$s�  8 P ; N ¾

for all 6 � <�o � < � , and
<½¿

. The extensionto ¦ -loopsinvolv-
ing only onevariable 6 is obvious. Thegeneralcaseof ¦ -
loopsis morecomplicated,however, dueto differenttypes
of loops involving the modificationof multiple finite do-
mainvariables.Thisgeneralcaseis not consideredhere.

Not all loops detectedby this methodreally do occur.
For example,in theformulaabove, � o hasto beareachable
stateof the computation.Moreover, rule evaluationin the
AutomationManagerprogramis subjectto a fairnesscon-
dition, statingthat a rule is eventually executedprovided
its when-part is satisfied.3 We modeledthefairnesscondi-
tion by consideringonly startingstates� o in which all non-
affectedvariablesarealreadycomputed.I.e.wedemandfor
a loop involving variable 6 that all rules containingother
variablescÀd�³6 in their actionpartcannotbeexecuted.

For our experimentswe thereforecheckedtheextended
formula Á insteadof Formula(5) whereÁ is definedas�@? ( A_�B ? � 9 _hOP 8; � BgG � QS"K_�9 ; � a��K_�9 ; � U a

%�»Â��8:9 ;�sh(>"K8:9 ; M (T"K8:9 ;�s�  8 P ; M$¾ � (6)

4. Verification Techniques

We will now describethe techniqueswe usedto prove
thepropositionalformulaeof thelastsection.Wealsoshow
how the counter-modelsthat appearin casea proposition
couldnot beprovedcanbemademoreintelligible.

Davis-Putnam-StyleProver

We useda Davis-Putnam-styleprover to show the unsatis-
fiability of the negationsof the aforementionedformulae.
The prover is our own implementation(see[Kai00] for a
more detaileddescription)which, in contrastto other DP
implementations,doesnot requirethe input to be in con-
junctive normalform. Moreover, it allows the direct spec-
ification of ¦ -out-of-Ã -constructsthat frequentlyoccur in
practicalapplications,in our casein the translationof the
finite domainrestriction�@? to Booleanlogic. Soinsteadof
formula �@? which is quadraticin thedomainsizes7!8 , we
just have to dealwith a linear-sizeformulain our extended
language.

BDD-basedApproach

We also experimentedwith a conversion of the formu-
lae to binary decisiondiagrams(BDDs), wherewe used
Somenzi’s CUDD package[Som98]. One reasonto use

3The actualconditionin the AutomationManageris even strongerin
thatrulesarecyclically checkedfor execution.
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BDDs was to get a manageablerepresentationof all
counter-modelsin casethepropositionsdid not hold.

To furthersimplify thecounter-modelrepresentationwe
appliedan existentialabstractionover variablesnot occur-
ring in thecurrentlyinvestigatedrules,i.e. weretainedonly
variablesoccurringin "K8:9 ;�s or "K8:9 ; M of Formula(6) in the
counter-modelsandremovedall others.More formally, we
generateda quantifiedBooleanformula ¸}ÄÅ " where " is
Formula(6) and ÄÅ containsexactly thosevariablesnot ap-
pearingin "K8:9 ; s and "�8:9 ;�M , i.e. ÄÅ ���ÇÆÈQ VarQS"�8:9 ; s U *
VarQS"K8:9 ; M U�U .
Implicit Assumptionson Observation Variables

Not all combinationsof possiblevalues for observation
variablesdo really occur. But which of them are possi-
ble and which are not is not laid down in the Automa-
tion Manager’s expertsystem.For our verificationtaskwe
thusaddedsomefurtherrestrictionsto theset �@? reflecting
casesthatdo not occurin practice.Thesecaseswerespec-
ified by SA expertsfrom IBM afteran investigationof the
counter-models.

5 Experimental Resultsand Experiences

We conductedexperimentswith a subsetof the rulesof
the AutomationManagerandexemplarily investigatedthe
41 rules for the compoundstatuscomputation.The com-
poundstatusindicatesthe overall statusof a resource,de-
pendingonits automationgoal,theactualstateandonother
resources’states.It cantake any of sevendifferentvalues,
sowe hadto perform21 proofsof Formula(6) to show the
absenceof 2-loops. Insteadof proving theseformulaedi-
rectly, we testedtheirnegationsfor unsatisfiability.

We usedour DP-styleprover implementationto check
the generatedformulae. As our implementationallows
specialselect-¦ -out-of-Ã -constructs[Kai00], formulasizes
could be kept small. Proofsor counter-modelsfor all for-
mulaewere found in undera second. Initially, seven of
the 21 instanceswere satisfiable,eachindicating a possi-
ble non-terminatingcomputation.However, further exam-
ination showed that most of thesecasescannotoccur in
practice. The reasonfor thesefalseerror readingslies in
an incompleteformalizationin the rule system.E. g., im-
plicit assumptionson which statesarereachablehave to be
madeexplicit in orderto achieve practicallyusableresults.
Thus,we addedtheabovementionedfurtherrestrictionson
observation variables,which broughtdown the numberof
inconsistenciesto three.For thesethreecaseswegenerated
BDDs of the 2-loop-formulae. The times to build up the
BDDs again wereundera second.WhereasSAT-checkers
canonly delivercounter-modelsof theterminationproperty,
BDDs allow a direct representationof the conditionunder

which the loop occursand thus enablefurther processing
of the result. We madeuseof the BDD representationby
applying existential abstractionto variablesnot occurring
in therules’ when-parts.This helpedgreatlyto find out in
which situationsa loop occursandthusfacilitatedcorrec-
tion of therules.

All of our detected2-loopswerereproducedby emula-
tion on a zSeriestestsystemandresultedin a modification
of the final product. The final versionthus containedno
2-loop-errors.So,by identifying realdefects,wecouldfur-
therincreasethereliability of theAutomationManager.

6 Conclusion,Relatedand Futur e Work

By formalizing the SA Automation Manager’s rule-
basedexpert system we could prove a restricted non-
loopingpropertyfor a partof therule system.After encod-
ing therulesandconsistency propertiesin

�
PDL andcon-

vertingthemto SAT, ourapproachledusto asetof proposi-
tional propertiesthatcurrentSAT-checkingtechniquescan
easilyhandle.We alsoconsiderit animportantobservation
thatin practicerule systemsmaybeincompletelyspecified
and that formalizationrequiresto make implicit assump-
tionsexplicit in orderto avoid meaninglessresults.

Spreeuwenberg et al. presenta tool to verify knowl-
edgebasesbuilt with ComputerAssociate’s Aion system
[GB00]. They also treat real-life applications,for exam-
ple for the PostbankNederlandBV’s assessmentknowl-
edgebase[SGB00]. Representative of many othersimilar
projects,we want to mentionHörl andAichernig [HA99]
who formalizedand verified a set of test casesfor an air
traffic voicecommunicationsystem.

As aninterestingtaskfor thefutureweseeanintegrated
verification approachfor both the high-level dependency
conditionsonresourcesandthelow-level AutomationMan-
ager’s rule-system. As the high-level conditionscan be
editedby SA users,verificationcannotremaina stepin the
productdevelopmentcycle, but becomespartof theusers’
administrationwork, with all the induceddemandsthis en-
tails on theverificationprocesssuchasuser-friendlinessor
fully automaticproofs.
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