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Abstract

We formally verify consistencyaspectf therule-based
expert systemof IBM’s SystemAutomation softwae for
IBM’s e-serverzSeries Startingwith a formalizationof the
expertsystemn propositionaldynamidogic (PDL), weare
ableto encodgerminationand determinisnproperties.To
circumvendirectproofsin PDL or its extensionAPDL, we
further translateversionsof the occurring decisionprob-
lemsto propositionallogic, where we can apply advanced
SAI andBDD techniques.In our experimentsve couldre-
veal someinconsistenciesind, after correcting them, we
successfullyerified a non-loopingproperty for a part of
theexpertsystem.

1. Intr oduction

Theuseof knowledgebasesascomponentsvithin safety
or businesscritical systemshas becomemore and more
widespreadduring the 90s [And92], and has attractedre-
newedattentionin agent-basethtelligentwebapplications
[GBO0O0]. A very commontechniqueto storeknowledgein
thesesystemss via rules. This form of expressingknowl-
edgehas—amongstthers—theadwantagethat it employs
arepresentatiothatresembleshe way expertstendto ex-
pressmostof their problemsolvingtechniquesnamelyby
situation-actiorrules[HR85]. A precisesemanticof the
rulesanda suitableverificationmethodologyis highly de-
sirable,asthereis a strongpotentialfor errorsduring the
generationand maintenanceof rules [NK91]. Thereis,
however, no generallyacceptedormalismfor the verifica-
tion of rule-basedsystemsso a lot of differenttechniques
have beenproposedNPLP87, AT92,RSC97],andverifica-
tion of real-world industrialapplicationshasremainedare.

In our paperweinvesticatetherule-baseaxpertsystem
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of IBM’s SystemAutomation (SA) solutionfor OS/390"
This systemis used by major companiesof practically
all industrial sectorsto automatethe operationof high-
availability applicationson their S/390and zSeriesmain-
frame computers. Moreover, IBM’s zSeriese-senersare
becomingincreasinglyimportant as UNIX/Linux supef
senersfor e-kusinessapplications.

Our main goal is the detectionof infinite computations
(or loopg in the rule-basectentralcontrol instanceof SA
called AutomationManager. The presencef suchinfinite
computationsvhicharecausedy erroneousulesmaylead
the AutomationManagerto falsedecisions,or to oscillate
betweendifferentcomputationstates disablingthe overall
functionalityof SA for the mainframeor evenfor thewhole
clusterof mainframegParallel Syspl&).

Theverificationapproachwe take consistof thefollow-
ing steps:Startingwith the necessaryormal descriptionof
therule-systemfor whichwe have choserpropositionaty-
namiclogic, we encodesomeconsisteng criteriain anex-
tensionof thislogic, APDL. Thisleavesuswith proofobli-
gationsfor eithera APDL modelchecleror theorenprover.
As we expectedour prooftasksto reachor exceedthe limit
of suchprovers,we have choseranothempproactby trans-
lating our problems—opartially restrictedversionsof our
problems—topropositionallogic and then applying state-
of-the-artSAT-checlers[Zzha97]andBDD implementations
[Som9g thathave alreadyshowvn their succesén neighbor
ing fields. While this stepcouldtheoreticallybe considered
asthefinal onein a verification,we wantto stressthatin
practicethis was not the case. Lots of errorswere falsely
reporteddueto anincompletelyspecifiedrule system.Im-
plicit assumption®n possiblecomputationstateshushad
to be madeexplicit to allow separatiorof genuineandspu-
riouserrors.

After having taken all thesestepson a developmentre-

1For moreinformationon SA seeht t p: / / www. $390. i bm cont
product s/ sa/v21linfo. htm



leaseof SA closeto shipmentwe couldactuallyfind some
residualerrorsthathadremainedeven aftermonthsof pro-
fessionatesting.All of our detectedleficienciesverecon-
firmedby simulationon a zSeriegestsystemandcouldbe
eliminated.

2.1BM’ s SystemAutomation for OS/390

Missioncritical computeisystems$ave to beupandrun-
ning reliably. Oftenthesesystemsare engagedwith com-
plex applicationernvironments andthusdemanchigh skills
and considerabl&knowledgefrom the operatingpersonnel
in the computercenters. Computerfailures can provoke
considerabldéinanciallosses Forinstanceaonehourdown
time periodin a computercenterof abankcaneasilycause
costsof up to ten million dollars. In thesehighly critical
ernvironments,IBM’ s zSeriese-senersarefrequentlyused
to provide extremelyhigh availability.

The basicideabehind SA is to fully automatea com-
puter centerandto increasethe availability andreliability
of businessapplications.It allows to definecomple soft-
wareervironmentsin which applicationsareautomatically
started stoppedandsupervisediuringruntime.In thecase
of an applicationor systemfailure, SA canreactimmedi-
atelyandsolve the problemby restartingthe applicationor,
if this is not possibleary more, restartit on anothersys-
temin thecluster SA providesfunctionality like grouping
whichallowsto automatea collectionof applicationsasone
logical unit. Furthermoredependencynanagementallows
the definition of start and stop relationshipsfor example
startA beforeB. Both groupingand dependeng manage-
mentare provided for an entireclusterof S/3900r zSeries
mainframesOf course SA providesfurtherfunctionality

For a betterunderstandingf SA, let us considera sim-
plified flight resenation systemthat can be usedby hun-
dredsof usersin parallel. Suchan applicationconsistsof
variousfunctional components:a databasehat storesin-
formationaboutflight schedulestesenations,andbilling;
a transactionmanagemensystemwhich guaranteesver-
all dataconsisteng; a network infrastructurewith differ-
entprotocolstacksandfirewalls; aweb sener ervironment
for the userinterface; and possiblyfurther systemdepen-
dentcomponentsTo modelthis applicationin SA, we de-
fine atop level group“flight resenation” which haseachof
the functional componentsas a member Sincethe func-
tional componentghemseles consistof variousapplica-
tionsthesearealsoeachdefinedasgroups.

Besidesmostof theapplicationshave startandstopde-
pendencieso otherapplications.In our example,partsof
thetransactiormanagemenrtystemmay dependon the un-
derlying databaséo work properly With SA, onecande-
fine thata startof the transactiormanagemernis only per
formedwhentherequireddatabasés running(startdepen-

dency. ThereforeSA would startthe databasdirst in or-

der to startthe transactionmanagemensystem. Starting
the databasehowever, mayin turn dependon systemspe-
cific applicationshaving beenstartedbefore. Similar re-

lations can hold when stoppingapplications(stop depen-
dency. For example,it shouldnotoccurthatthedatabasés

stoppedbeforethe transactiorsystemis broughtdown. So
moving an applicationwith complicatedstartand stopde-
pendenciefrom onesystemo another(for examplein case
of amalfunction)canbe quiteanelaboratdask. Moreover,

applicationghatcanor shouldnot work simultaneouslyn

the samesystemcangenerateonflictingrequirements.

2.1 Ouitline of the SA for OS/390Software Ar chi-
tecture

The SA software consistsof two logical parts: a man-
agerandan agent. Thereis only one actve managerbut
additionalbackupmanagerganbe defined.Agentsarelo-
catedon eachsystemin the cluster The managemlactsasa
Sysplex-wide decisionmaler. It determinedor all applica-
tionswhenthey have to be startedor stoppedandobseres
theiractivity. Whenmakingits decisionghemanagetakes
groupinganddependengrestrictionsinto account.

The managerdoes not perform application startsand
stopsby itself. Instead,it sendsa startor stop command
to theagenton the systemwherethe applicationis located.
This agentreceivesthe orderand doesthe actualstart- or
stop-processingFurthermorethe agentinforms the man-
ageraboutthe currentstatusof all applicationson the sys-
temwhereit is running. Thusthe managepossessesfor-
mationaboutthe completestatusof the cluster The man-
agerdoesits internal processinghasedon abstractproxy)
resourcesTheimplementatiorof the manageis donein a
genericway: Most partsof themanageareimplementedas
arule-basedxpertsystem.For example,the startandstop
dependeng behaior is definedby a collection of specific
rulesin the expertsystem.In therestof this paperwe will
focusonthisrule-basedxpertsystem.

2.2 The Automation Manager’s Rule-BasedEx-
pert System

The Automation Manageris implementedas a rule-
basedexpertsystem.lts coreconsistof anautomatioren-
gine which besidegule executioncaninterpreta few hun-
dreddifferentinstructionswhich areusedto createandma-
nipulate abstractresourceswithin the manager For each
definition of anautomatiorentity (application,group,etc.)
an abstractresouce is generatedy the manager Groups
of rulesarethenassociateavith eachresourceTheserules,
calledcorrelationrules aretakenfrom abasicrule setof a
couplehundredof rulescontainedn SA, andtheirvariables



correlation set/ st atus/conpound/ satisfactory :

when

st at us/ conpound NOT E {Satisfactory}

AND status/startable E {Yes}
AND ( ( status/observed E {Avail abl e, WasAvail abl e}
AND st atus/desired E {Avail abl e}

AND st atus/autonation E {ldle,

I nternal }

AND correl ati on/external /stop/failed E {fal se}

)
R

( status/observed E {SoftDown, StandBy}
AND st atus/desired E {Unavail abl e}

AND st atus/autonation E {ldle,

)
)

I nternal }

then SetVari abl e status/conpound = Satisfactory
RecordVari abl eHi story st atus/conpound

Figure 1. Example of a Correlation Rule

areinstantiatedor their resource All correlationrulesare
of theform

correlation <nane>:
when <f or mul a>
then <action |ist>

wheref or mul a is a finite domainformula with atomic
propositionsof theform

<var> E { <val ;>, ., <val ,> }
<var> NOT E { <val >, ...,<val >}

andtheusualBooleanconnectvesAND, OR andNOT. Vari-
able namesmay contain alpha-numericakcharactersand
the slash. E denotesset membership. The only actions
in the then-partwe areinterestedn are assignmenstate-
mentsof the form Set Vari abl e <var> = <val ;>.
Otheractionsin the SA systemare mainly usedfor event
logging and to presentmessagedo the user Only one
Set Var i abl e-actionis presentin eachrule’s actionlist.
Figurel shavs atypical correlationrule.

To compute, for example, the compoundstate of a
resource,rules are evaluatedaccordingto the following
scheme: As soon as a variable changesits value, the
automationmanagerre-e/aluatesthe rules to reflect this
changetherulesaretestedbneby one,whetherttheformula
of therule’s when-part evaluatesto true underthe current
variableassignmentlf thisis thecasetheactionpartis ex-
ecuted,which may resultin further variablechanges.The
whole processstopswhenno morevariablechangeoccur
The orderin which rules are evaluatedis not specified—
with the exceptionof a fairnesscondition statingthat no
rulesaremissedout.

Change®nthevariables’valuesmay occurfor two rea-
sons: (i) by a “spontaneousthangeof volatile (transient,

obsenred) external variablesnot controlledby the correla-
tion rule systemor (ii) by executionof Set Vari abl e-

actionsin the then-part of a rule. We thereforepartition

the set V' of variablescontainedin the correlationrules
into two disjoint sets: a set of computedstate variables
Vs anda setof obsened external variablesVy, suchthat
V = VsWwVo. Vs compriseexactlythosevariableghatoc-

curin arule’sactionpart,i.e. variablegshatmaybechanged
by rule execution. The valuesof externally controlled,ob-

sened variablesare deliveredto the rule systemeither by

the resources automationagentor by the centralAutoma-
tion Manageitself.

3. Formalization of Correlation Rules and
ConsistencyProperties

For aformalizationof the correlationrulesandthe com-
putation done by the Automation Managey we have se-
lectedPDL. Thereare mary reasondor our choice. First,
correlationrules can easily be translatedto PDL, andthe
resultingformulaeare quite comprehensibleFurthermore,
the employed rule-basedcomputationcontainsan indeter
minism in that the exact order of rule evaluationis not
specified;PDL allows easyformulation of and reasoning
aboutindeterministicprograms. Communicatiorbetween
resourcess not the key issuehere, so the formalization
languageneednot reflect this aspect. For the specifica-
tion of the correlationruleswe only needconstructdrom
PDL, whereadormalizationof the terminationpropertyof
the AutomationManagerrequiresan extensionof ordinary
propositionaldynamic logic. We employ APDL, which
addsa divergenceoperatorA to PDL to enablethe notion
of infinite computation. APDL wasintroducedby Streett



[Str82], a similar extensioncan be found in the work of
HarelandShermarfHS82].

PDL allows reasoningabout programs (denoted by
a, B3, ...) andtheir properties,andthus containslanguage
constructdor programsaswell asfor propositionaformu-
lae. Atomic propositions(P, @, R, ...) canbe combined
to compoundPDL formulae(F, G, .. .) usingthe Boolean
connectves—, vV andA, compositeprogramsarecomposed
out of atomic programsusing threedifferentconnectves:
a; B denotegprogramsequencingg U 8 nondeterministic
choice,anda* afinite, nondeterministiaaumberof repeti-
tions of programa. For aformula F' the programF'? de-
notesthe testfor propertyF, i.e. F'? proceedsf F is true,
and otherwisefails. The modalformulae[a]F and (a)F
have the informal meaning“all terminatingexecutionsof
programe leadto a situationin which F' holds” respec-
tively “thereis a(terminating)programrun of « afterwhich
F is true”. APDL addsthe constructAq to the language
expressingthat the programa™* candiveme,i. e. entera
non-haltingcomputation We referthe readerto Harel's in-
troductorychapteron PDL [Har84] for athoroughelabora-
tion.

3.1 Encoding of the Correlation Rules and the
Status Computation

Encodingof correlationrules and formalization of the
Automation Manager program is accomplishedin four
steps: First, we encodethe variables finite domainsin
Booleanlogic; thenwe translateherule’s actionsandtheir
semanticgo PDL,; afterwardswe areableto give PDL en-
codingsof completecorrelationrules;andfinally we give a
formal descriptionof programexecutionsof therule-based
AutomationManager

3.1.1 Finite Domains

Eachvariablev occurringin a correlationrule cantake a
valueof afinite domainD,, dependingnthevariable.For
our PDL encoding,we first needto decomposehe finite
domainsinto BooleanpropositionsWe thereforeintroduce
new propositionalvariablesP, 4 for eachpossiblevalue
d € D, of eachvariablev, expressinghefactthatvariable
v takesvalued. We thenneedadditionalrestrictions,ex-
pressingthat eachfinite domainvariabletakesexactly one
of its possiblevalues.Supposing setV of correlationrule
variableswethusgetanadditionalpropositionakestriction
Ry:

AV ran A

veV \ deD, di,d2€D,
dy#ds

_'(PU,d1 A Pv,d2))

Formulaesimilarto Ry alsooccurin the context of propo-
sitionalencodingof planningproblemswherethey arere-
ferredto aslinear encodinggKMS96].

3.1.2 Atomic Programs

The atomic programsof our formalizationare assignment
programs denotedby o, 4, Wheree,, 4 assignsvalued €
D, to variablev € V. Eachassignmenprogramis, of
coursedeterministicandafterits executionthevariablehas
the indicatedvalue. Othercomputedvariablesare not af-
fected. Thereforethe following PDL propertieshold for
eachprograma,, 4 andall propositionsp:

1. [a,alp & (aw,a)p
2. [amd]Pv,d

3. Py,g = [o,a] Py, forallw € Vs,w # v andd’ €
D,,.

We will denotethe conjunctionof thesepropositiondor all
atomicprogramsdy R,.

3.1.3 Correlation Rules

In the following we assumefor eachvariable-alue pair
(v, d) at mostonerule with an actionsettingvariablev to
d in its then-part. If thisis notthe case the when-partsof
ruleswith commonactionscanbe meigeddisjunctively. To
encodeacorrelationrule, its when-partis recursvely trans-
latedinto a Booleanlogic formula usingtransformationr,
whichis definedfor the basecaseby

T(’UE{do,...,dj})
T(’U NOTE{do,...,dj})

P’U,dov"'vpv,dj
- v,do/\"'/\_' v,dj

and extendedto complex formulaein the obvious way.
For the then-part we only have to consideractionssetting
variableswhich aretranslatedby 7 to their corresponding
atomicPDL programs:

7(SetVariable v =d) = a,q -

Givenarule’s translatedvhen-part F, 4 andits translated
then-parte, 4, we getasPDL programR,, 4 for thatrule:

Rv,d = (Fv,d/\_‘ v,d)?;av,d )

expressinghatthe actionof thethen-partis executed pro-

vided the whenpart holds and the variableis not already
setto the intendedvalue. The additionalrestriction—P, 4

preventsrule executionsthatdo not producearny changeof

variablevalues.



3.1.4 Automation Manager

We arenow ableto formally specifythe computationper
formedby the AutomationManagerprogram. As thereis
no rule evaluationorder the programjust selectsary rule,
evaluatests formula,executegheactionpartandstartsover
again. Thesingle-stepAutomationManageprogramsS and
the AutomationManagerprogramAM thereforelook like

this:
U R’U,d
v€Vg,deD,

A = S5( A (Fua=P)?
v€Vg,d€ED,

S:

For eachSA resourcea programof the above kind is gen-
erated. EachAutomationManagerprogramruns until no
furtherrulescanbe applied(reflectedby the lasttestin the
AutomationManageiprogramAM), andis restartechissoon
asanobsenedexternalvariablev, € Vp changedts value.

3.2 Consistency Properties of the Correlation
Rule System

The computationrelation generatedy the correlation
rulesshouldbe functionalandterminating.For example,a
statuscomputatiorshouldnot resultin differentvaluesde-
pendingontheexactorderof rule application andit should
producea resultin a finite numberof computationsteps.
Moreover, we are facedwith the situationthat there are
externalvariables(obsenration variables)that may change
their valuesduring computation. Thus, to producesensi-
ble statusesshortcomputationsare neededand obsened
external variablesshould not changefrequently For our
consisteng propertiesve thereforeassumaeall externalob-
senedvariableso befixed.

We now turnto theformalizationof thetwo consisteng
criteriaterminationandfunctionality As abore, we denote
by AM, respectiely S, thepartof the AutomationManager
programthat dealswith full, respectiely singlestep,com-
putations.In thefollowing, formulaPREencodegsommon
preconditiondor all consisteng criteria. This includesthe
finite domainrestrictionsRy , theatomicprogramspecifica-
tions R, andthefixing of all obsenationvariablesduring
computationWe thereforedefine

PRE:= Ry AR, A N\

veEVo,wEVs
deD,,d €D,

(Po,a = [aw,ar]Po,d) -

Thefollowing APDL formula,providedit is valid, guar
anteeghatthereis no divergentcomputation:?

PRE = —AS . 1)

2Notethatthis propertycannotbe expressedn ordinaryPDL [Str82.

To ensurefunctionality for a computationstarting in
somestate we needafinal resultthatis unique.So,if there
is a terminatingcomputationsequencef the Automation
Managerall other computationshave to end in the same
state:

PRE = ((AM)p@[AM]p) . )

Thereareotherconsistenyg criteria(for exampleconflu-
ence)thatcould be checled,too. We will not elaborateon
this, but insteadconcentraten the terminationpropertyin
thefollowing.

As terminationis definedastheabsencef aninfinite se-
guenceof consecutie computationstateg—Aca), we have
to fix more preciselythe notion of a state. A states is
an assignmento the propositionalvariables,i.e. a func-
tion V' — {0,1}. A states is saidto be properif it cor
rectly reflectsthefinite domainrestrictionRy, i.e. if sisa
modelof Ry, or, equialentlyin symbols,s = Ry . A pair
of states(sg, s1) is called an «, 4-transition (denotedby

So v=d, s1) if executionof programe, 4 leadsfrom sq to
s1, 1.e. sg ands; areproperstateswith s, ands; differing
onlyontheset{P, 4 | d' € D,}, ands;(P,.q4) = 1.

As the numberof statesis finite, all non-terminating
computationsrecausedy loopsin the programtransition
graph.For example,the2-loop

=d =d,
So — 2 51 —% 50 (3)

generatesn infinite computationoscillating betweenthe
statessg ands;. As anotherexampleconsiderthe 4-loop

’Uo:d? vlzdi ’l)o:dg Ulzdé
500 7> 801 > 811 7 810 > 500

thatis not decomposabl@to two simpler2-loops. Shawv-
ing terminationof the Automation Managerprogramcan
thusbeaccomplishedby proving theabsencef n-loopsfor
all n > 2. Note, thatthe casen = 2 in particularcovers
thosesituationswvheretheloopsaredueto anoverlapof the
whenpartsof two rulesfor the samevariable,i.e. when
50,81 = Fu,ao N Fy,q, . It is thusof specialimportance.

To provethenon-«istenceof loops—aswell astheother
consisteng criteria—directlywithin the APDL formalism,
we canin principledistinguishtwo mainapproacheseither
by modelcheckingor by theoremproving. For thefirst ap-
proachaKripke structurehasto becreatetasecntheel-
ementarypropertiesR,, of theatomicassignmenprograms
andonthevalidity of the propositionsP, 4, consideringhe
restrictionsRy . This stepbuilds a structurethatfulfills the
generalpreconditionPRE Thenit is checled, whetheror
not the APDL consistenyg criteria (without preconditions)
arefulfilled in thegeneratednodel.In thetheoremproving
formalism,we try to derive the consistenyg criteriadirectly
from the preconditions.



We have chosenyet anotherway, which translateshe
PDL proof obligationsinto purely propositionallogic for-
mulae. We thusenablethe applicationof advancedpropo-
sitional SAT-checlers.

3.3 Conversionto Propositional Satisfiability

Corversionto a purely propositionaformalismrequires
handlingof differentstateswithin oneformula. We usere-
strictionsto achieve this goal.

The properrestriction F|,—4 of a propositionaformula
F is definedasthe homomorphiaextensionof thefunction

T if'U:/UI,d:dl,
Pv’,d’|v:d: 1 if’U:U’,d;ﬁd’,
Pv’,d’ if v 75 U’.

Thefollowing lemmais easilyshavn andallows theformu-
lation of propositionalpropertiesconcerningnultiple com-
putationstates.

Lemma3.1 Let sy ~=% s;. Thens; = F iff 5o =
Fly=q.

At first, we want to consider2-loops. All 2-loopsare

of theform sy =% 5, 2=%, 5,. Thus, the absencef
2-loopsis expressedn accordancevith (1) by

PRE = —3sq, s1, v, do,d1(80 v;dl) S1 v;do) S()). (4)

Thetwo a, 4, ,, -transitionscanbe performedprovided the
following holds(by definition of a-transitionsandthe Au-
tomationManageiprogram):

50,51 F Ry s$1 =Py, so = Py,

SO |: F’U,d1 /\ - ’U,d1 81 ': F‘U,do /\ - ’U,do
Accordingto Lemma3.1thisis equivalentto

so E Ry APy g, NFy g, NPy g, N (Ry A Fydy)|v=ds
which canbefurthersimplifiedto
so =Ry APy gy ANFya, NFyaglo=d; -

As a propositionalformula for the absenceof 2-loopswe
thereforegetfrom (4) by droppingthe now superfluouse-
manticsof atomicprogramgrom PREandafterfurthersim-
plification:

Ry = —(Pydo A Fy gy, A Fydolv=d,)s (%)

which hasto be valid for all v,dy, andd;. Similarly, the
absencef 3-loopsis reflectedby thevalidity of

RV = _'(Pu,do A Fv,dl A F’U,d2 |v:d1 A Fv,do |v:d2)

for all v,dy,d;, andd,. The extensionto n-loopsinvolv-
ing only onevariablev is obvious. The generalcaseof n-
loopsis morecomplicated however, dueto differenttypes
of loops involving the modification of multiple finite do-
mainvariables.This generalcaseis not consideredhere.
Not all loops detectedby this methodreally do occur
For example,in theformulaabove, sy hasto beareachable
stateof the computation.Moreover, rule evaluationin the
AutomationManagermprogramis subjectto a fairnesscon-
dition, statingthat a rule is eventually executedprovided
its when-partis satisfied® We modeledthe fairnesscondi-
tion by consideringonly startingstatessg in which all non-
affectedvariablesarealreadycomputedl.e. we demandor
a loop involving variablev that all rules containingother
variablesw # v in their actionpartcannotbe executed.
For our experimentswe thereforechecled the extended
formula E insteadof Formula(5) whereF is definedas

Ry A /\

wEVs,w#v
dyw €Dy

_‘(Pv,do A Fv,dl A Fv,do |v:d1) - (6)

(Fwydw = Pwydw) =

4. Verification Techniques

We will now describethe techniqueswe usedto prove
thepropositionaformulaeof thelastsection.We alsoshov
how the countermodelsthat appearin casea proposition
couldnotbe provedcanbe mademoreintelligible.

Davis-Putnam-StyleProver

We useda Davis-Putnam-styleprover to shav the unsatis-
fiability of the negationsof the aforementionedormulae.
The prover is our own implementation(see[Kai00] for a
more detaileddescription)which, in contrastto other DP

implementationsdoesnot requirethe input to be in con-
junctive normalform. Moreover, it allows the direct spec-
ification of n-out-ofm-constructsthat frequentlyoccurin

practicalapplications,in our casein the translationof the
finite domainrestrictionRy, to Booleanlogic. Soinsteadof

formula Ry whichis quadratidn thedomainsizesD,,, we

just have to dealwith alinearsizeformulain our extended
language.

BDD-basedApproach

We also experimentedwith a corversion of the formu-
lae to binary decisiondiagrams(BDDs), where we used
Somenzis CUDD package[Som9§. Onereasonto use

3The actualconditionin the AutomationManageris even strongerin
thatrulesarecyclically checledfor execution.



BDDs was to get a manageablerepresentationof all
countermodelsin casethe propositiongdid nothold.

To furthersimplify the countermodelrepresentatiomwe
appliedan existentialabstractiorover variablesnot occur
ring in thecurrentlyinvestigatedrules,i.e. we retainedonly
variablesoccurringin F, g, or F, 4, of Formula(6) in the
countermodelsandremovedall others.More formally, we
generatedh quantifiedBooleanformula JXF whereF is
Formula(6) and X containsexactly thosevariablesnot ap-
pearingin F, 4, andF, 4, i.e. X = V \ (Varn(F,4,) U
Var(F, 4,))-

Implicit Assumptionson Observation Variables

Not all combinationsof possiblevaluesfor obsenration
variablesdo really occur But which of them are possi-
ble and which are not is not laid down in the Automa-
tion Managers expertsystem.For our verificationtaskwe
thusaddedsomefurtherrestrictiongo thesetRy reflecting
caseghatdo not occurin practice. Thesecasesverespec-
ified by SA expertsfrom IBM after aninvestication of the
countermodels.

5 Experimental Resultsand Experiences

We conductedexperimentswith a subsetf therulesof
the AutomationManagerand exemplarily investigatedthe
41 rulesfor the compoundstatuscomputation. The com-
poundstatusindicatesthe overall statusof a resourcede-
pendingonits automatiorgoal,theactualstateandon other
resourcesstates.It cantake any of sevendifferentvalues,
sowe hadto perform21 proofsof Formula(6) to shav the
absenceof 2-loops. Insteadof proving theseformulaedi-
rectly, we testedtheir negationsfor unsatisfiability

We usedour DP-style prover implementationto check
the generatedformulae. As our implementationallows
specialselectrn-out-ofm-constructg§KaioO0], formulasizes
could be kept small. Proofsor countermodelsfor all for-
mulae were found in undera second. Initially, seven of
the 21 instanceswere satisfiable,eachindicating a possi-
ble non-terminatingcomputation.However, further exam-
ination shaved that most of thesecasescannotoccurin
practice. The reasonfor thesefalseerror readingslies in
anincompleteformalizationin the rule system.E. g., im-
plicit assumption®n which statesarereachabléhave to be
madeexplicit in orderto achieve practicallyusableresults.
Thus,we addedthe aborementionedurtherrestrictionson
obsenation variables,which broughtdowvn the numberof
inconsistencieto three.For thesethreecasesve generated
BDDs of the 2-loop-formulae. The timesto build up the
BDDs again wereundera second.WhereasSAT-checlers
canonly delivercountermodelsof theterminatiornproperty
BDDs allow a directrepresentatiomf the conditionunder

which the loop occursand thus enablefurther processing
of theresult. We madeuseof the BDD representatiofy
applying existential abstractionto variablesnot occurring
in the rules’ when-parts. This helpedgreatlyto find outin
which situationsa loop occursandthusfacilitatedcorrec-
tion of therules.

All of our detected?-loopswerereproducedy emula-
tion on a zSeriegestsystemandresultedin a modification
of the final product. The final versionthus containedno
2-loop-errors.So, by identifying realdefectswe could fur-
therincreasehereliability of the AutomationManager

6 Conclusion,Relatedand Futur e Work

By formalizing the SA Automation Managers rule-
basedexpert systemwe could prove a restricted non-
looping propertyfor a partof therule system.After encod-
ing therulesandconsisteng propertiesn APDL andcon-
vertingthemto SAT, ourapproached usto a setof proposi-
tional propertieghat currentSAT-checkingtechniquesan
easilyhandle.We alsoconsiderit animportantobsenation
thatin practicerule systemsmay beincompletelyspecified
and that formalizationrequiresto make implicit assump-
tionsexplicit in orderto avoid meaninglessesults.

Spreeuwenber et al. presenta tool to verify knowl-
edgebaseshuilt with ComputerAssociates Aion system
[GB0O0]. They alsotreatreal-life applications,for exam-
ple for the PostbankNederlandBV’'s assessmerknowl-
edgebase[SGB0(. Representate of mary othersimilar
projects,we wantto mentionHorl and Aichernig [HA99]
who formalizedand verified a set of testcasesfor an air
traffic voicecommunicatiorsystem.

As aninterestingtaskfor thefuturewe seeanintegrated
verification approachfor both the high-level dependeng
conditionsonresourcesindthelow-level AutomationMan-
agers rule-system. As the high-level conditionscan be
editedby SA usersyerificationcannotremaina stepin the
productdevelopmentcycle, but becomesgart of the users’
administrationwvork, with all theinduceddemandshis en-
tails on the verificationprocesssuchasuserfriendlinessor
fully automatigoroofs.
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