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Abstract

As aging and very expensive programs put more pres-
sure on health and social care systems, an increase in the
need for electronic healthcare records can be observed,
because they promise massive savings and better clinical
quality. However, patients and commissioners for data pro-
tection have legitimate concerns about the privacy and con-
fidentiality of the stored data. Although the concept of
pseudonymization allows an association with a patient only
under specified and controlled circumstances, existing ap-
proaches have major vulnerabilities. This paper provides a
new architecture for the pseudonymization of medical data
that combines primary and secondary use in one system and
thus provides a solution to vulnerabilities of existing ap-
proaches.

1 Introduction

The health care sector is at a crossroads. Aging and very
expensive programs put more and more pressure on health
and social care systems. As the health care sector accounts
for 9% of Gross domestic product (GDP) in Europe and
the share is growing at 6% p.a. [4], most governments are
challenged by the balancing act of sustaining a high quality
health care system by simultaneously reducing costs. Due
to the cost pressure on the health care system [14] an in-
crease in the need for electronic healthcare records (EHR)
[9] could be observed in the last decade, because the EHR
promises massive savings by digitizing diagnostic tests and
images. EHRs could improve communication, access to
data and documentation and thus, promises to lead to bet-
ter clinical and service quality. A study by the nonprofit
research organization Rand Corp. found that adopting the
EHR could result in more than $81 billion in annual sav-
ings in the US, if 90% of the healthcare providers used it

[4]. In addition, the EHR would provide the succeeding ad-
vantages:

e The expenses of access to manually created and de-
livered traditional paper-based records is considerable
and causes unacceptable delays in processing patients.
The EHR on the one hand minimizes the costs for the
retrieval of medical data and on the other hand maxi-
mizes the availability of patient related data.

e The EHR allows the reduction of adverse drug events
(ADR) accounting for about $175 billion a year in the
US [3] and for the very high number of more than
200.000 cases of death a year in the US [4]. The EHR
provides health care providers with decision support
systems and guidelines for drug interactions.

e The EHR enables the collection of both patient care
and clinical research data. This improves the efficiency
of clinical trails and the medical treatment, because
studies could be carried out faster and with a signifi-
cant number of samples. In addition, disease specific
registries could be established [1, 15, 13] that allow the
monitoring of diseases and therefore provide experts
with more appropriate data, e.g. for the development
of new medication or treatment methods.

The health care sector is driven by the need to control costs
and quality and thus forces the development and use of cen-
tral repositories of health and personal information concern-
ing patients. However, patients and commissioners for data
protection have legitimate concerns about the privacy and
confidentiality of the stored data. On the one hand it is the
patient’s right to demand privacy and on the other hand the
disclosure of medical data can create serious problems for
the patient. Insurance companies or employers could use
this information to deny health coverage or employment.
The disclosure of sensitive data, such as the history about
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substance abuse or HIV infection, could result in discrim-
ination or harassment. The discussion of privacy is one of
the fundamental issues in health care today and a trade-off
between the patient’s need for privacy as well as the soci-
ety’s needs to improve efficiency and reduce costs of the
health care system. These concerns raise the need for data
storage that guarantees data privacy and keeps the access to
health data under strict control of the patient. Pseudonymity
is an approach that provides a form of traceable anonymity
and requires legal, organizational or technical procedures,
consequently the association can only be accomplished un-
der specified and controlled circumstances. A pseudony-
mous record or transaction is one that cannot — in the or-
dinary course of events — be associated with a particular
individual [19]. Existing approaches for pseudonymiza-
tion [13, 12, 20] have several drawbacks that pose a ma-
jor threat to the privacy and confidentiality of stored patient
data. Others have not yet been realized for the field of pa-
tient related privacy issues [2, 5, 6, 7].

In this paper, we propose a new architecture for the
pseudonymization of medical data that provides the follow-
ing contributions:

e Our architecture allows the authorization of other per-
sons, such as health care providers or relatives, to ac-
cess defined data of the EHR on encryption level. This
is the most secure state-of-the-art authorization tech-
nology as alternative approaches, e.g. role-based ac-
cess models [17, 23], may be compromised.

e We provide a backup mechanism that allows to re-
cover the access to the health care records if the se-
curity token carrying the keys (e.g. a smartcard) is lost
or stolen. Without using such a fall-back method, the
link between the patient’s identification and his medi-
cal data would be lost forever.

e To gain unobservability in data, our approach elimi-
nates data profiling by using different pseudonyms for
every anamnesis case and the possibility to only estab-
lish a link by knowing a certain key which is used to
calculate a certain pseudonym.

e Secondary use without the option to establish a link
between the patient and her data by anyone that was
not the patient or authorized by the patient.

Moreover, compared to existing approaches, our concept
does not depend on a patient list, which reflects the associ-
ation between the patient’s identification and medical data
or a breakable algorithm, because both pose a weak point
of any architecture. Instead, we based our architecture on
a layered or hull structure. To get access to a certain key,
which can be used to generate a pseudonym every user has
to conduct different encryption and decryption operations.

As long as the patient keeps her keys secure, it is not possi-
ble to associate a certain patient with her medical data.

2 Background

Todays health care systems have to face a trade-off be-
tween patient’s privacy and the need for data access of other
stakeholders. The “Healthcare Team”, as Jamens Pope
called all people providing medical services for a patient
[14], needs access to the patient’s data to do their job. This
is called primary use of data. In this context, the electronic
health record (EHR) that allows to store patient data in a
centralized system, would be a cost-reducing and quality-
improving factor for the health care sector. Furthermore, re-
search institutions could get access to the data for develop-
ing new medical treatment or conducting long-time studies
without compromising the patients’ privacy. Their output,
gained by the secondary use of medical data, would be a fur-
ther cost-decreasing factor for the health care system. An-
other group of stakeholders represent social insurance com-
panies that are interested in gaining unrestricted access to
the patient’s medical data. It is obvious that using the EHR
could save time and therefore money by handling data more
efficiently. Moreover, the quality of services could be im-
proved by giving the option of comparing actual data with
historical information.

However, as a centralized system holding sensible data
is an interesting target for attackers, it is necessary to pro-
vide security for the information in the system and protect
the privacy of the participants, even if the system has been
compromised. Privacy can be gained in a two-step-process.
First of all, it is necessary to identify all information that
can be uniquely associated with a certain person. In the
next step this identification data is separated from the re-
maining medical data. In other words, this means that every
patient’s data is divided into three groups: (a) the identifi-
cation data, like the name, a social insurance number or the
address, which we separate from (b) an entry in the medical
database for every anamnesis and (c) a special case of medi-
cal data, the emergency data, like the blood-group or every-
day medication. The next paragraphs present an overview
of known approaches used for providing patients’ privacy.

The first technique we want to mention is anonymiza-
tion, which is the removal of the identifier from the data.
In the medical case it means deleting the patient’s identifi-
cation data and leaving the anamnesis data [16, 11, 21] for
secondary use. As this approach does not establish a link
between the anonymized data and its associated individual,
it is the most secure way for granting privacy [16, 11, 21].
Although this approach is often used in research projects
due to its simplicity, it has the major drawback that patients
cannot be informed about actual findings of a certain study
(such as new developed medical treatment or major changes
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in the healing progress). A technique similar to anonymiza-
tion is called depersonalization, which means the removal
of as much information as needed to conceal the identity of
a patient [16].

Another approach for granting privacy issues is called
pseudonymization. In Greek a pseudonym is a false name,
used for example by authors which do not want to share
their identity. In the field of information engineering it
means a technique where identification data is transformed
into a and afterwards replaced by a specifier which can not
be associated with the identification data without knowing
a certain secret. Algorithms for calculating the pseudonym
can be based on encrypting or hashing techniques [8]. If the
latter is applied, the only way of assuring reversibility is to
store a list where all pseudonyms are kept [13, 12, 2, 5]. The
usage of a list is a weak point in the architecture of existing
systems for pseudonymization, because if an attacker gains
access to this list, he is able to establish a link between the
identification data and the medical data of a specific patient.
Encryption provides a more secure alternative for building
pseudonyms. For using encryption with a symmetric algo-
rithm, a secret key, for the asymmetric alternative a key-pair
(secret or private key/public key), is needed. Either way it
is necessary to assure secure storage of the secret key. As
the applied keys may be stored on security tokens, such as
smartcards, which can be lost, stolen, destroyed or compro-
mised, there is a need for backup mechanisms that allow
restoring the key, e.g. by sharing the secret key with other
persons or systems (cf. [12, 13, 20, 2, 5]. Otherwise, if the
patient is not in possession of his key anymore, the medi-
cal data is lost forever, because the pseudonym cannot be
reversed anymore.

Existing approaches for the pseudonymization of medi-
cal data can be differentiated by a) the way the pseudonym
is created and shared, b) the security techniques that are
used and c) by the owner of the secret. Pommerening et
al. [13, 12] propose an architecture for the pseudonymiza-
tion by using a two-staged process. First of all, the patient’s
identification data is transformed by an algorithm, called
PID service, into a unique patient identifier. Secondly, the
pseudonym is generated by encrypting this ID with a sym-
metric key. If there is the need to unveil the pseudonym,
a) the system decrypts the pseudonym and uses the gained
input to b) calculate the identification data with the usage
of the PID service. Another option is to store the output of
the PID service and the original identification data in a pa-
tient list. Both only slightly different approaches offer the
possibility to an attacker to gain illegal access to the algo-
rithm or the patient list by compromising the system, e.g.
by a social engineering attack [22, 10] on persons with an
administrative role in the system. Statistics show that half
of the attacks on a system are conducted or supported by
insiders. Hence, on the one hand an attacker could break

into the system by taking possession of the patient list or by
gaining illegal access to the PID service. On the other hand
an attacker could bribe an insider to sell the secret of the
patient list or enable illegal access to the PID service.

A similar architecture was proposed in a patent by
Thielscher et al. [20]. Their system is set up by secu-
rity tokens on smartcards. The options to calculate the
pseudonyms are a) with a patient’s smartcard alone or
b) with the combination of a patient’s and a health care
provider’s smartcard. In the case of lost or stolen smart-
cards, these security tokens can be replaced by the usage of
a patient list, which is stored offline. In other words, their
concept is to operate a pseudonymization server without a
network connection. This approach assures better security,
but an attacker could still gain illegal physical access to the
server or conduct a social engineering attack. Moreover, the
pseudonymization server has to be updated regularly with
new or changed data in order to issue new smartcards. The
procedure of transporting data via other channels than a net-
work, for example dvd-rom or a mobile hard disk is slow
and more expensive, because it needs a person or a machine
to conduct this work. From a security view, the approach
of Thielscher et al. protects the privacy of a certain patient
better compared to the approach of Pommerening et al., be-
cause an attacker has no possibility to break inside the pa-
tient list from outside, but the system is still compromisable.
Within the upcoming section, we propose a new architecture
for protecting the privacy of medical data, which solves the
problems of the architectures mentioned above.

3 Pseudonymization Architecture

The goal of our architecture is to gain the optimal trade-
off between maximum security on the one hand and usabil-
ity and performance on the other hand. Although we do
not rely on a patient list inside the system, we still provide
a mechanism for recovering lost or destroyed keys. More-
over, basing the authorization on encryption techniques al-
lows us to avoid profiling of data. Firstly we want to out-
line the roles and components in our architecture. We con-
tinue with a presentation of the design principles and secu-
rity methods we applied.

Our architecture (cf. Figure 1) consists of the following
roles and components:

e A central system (e.g. server, etc.) (St) which pro-
vides access to a central storage which itself is divided
(e.g. logical, physical) into two separate storage sys-
tems (e.g. databases, etc.), where one is related to iden-
tification data (AID) and the other one is related to
data, which should be pseudonymized (P M D) as well
as the associated pseudonym PSN,

e a central logic (Lo) that provides an interface between
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Figure 1. Architecture

the central storage and the clients for the purpose of
saving and loading the data,

e the patient (A) who has full access to the AID and
PMD on the central system via the central logic by
using a security token (e.g. smartcard with a PIN, etc.),

e the relative (B) who shares the identification data with
a specific patient and therefore has the same rights by
default (can be changed by a role based access model),

e the health care provider (C) who shares one or more
entries in the pseudonymized database with the patient,

e the research lab (R) that just has access to the PM D
on the server system via the central logic for the pur-
pose of analysis needed for improving the efficiency
of clinical trails, the medical treatment, or medication
and

e the operator(-team) (O) which may hold secrets on be-
half of the system. In other words this role assures that
if a patient loses or destroys his smartcard, the access
to the system can be restored by a team of operators.

The architecture is based on a layered model with a min-
imum of three security-hulls representing the authorization
mechanism (cf. Figure 2). Every hull includes one or more
different symmetric keys or asymmetric key pairs. A key
K of a certain hull Hy is encrypted with a key K1 of
the hull Hy 1 enveloping hull K. We identify each entry
PMD in the database, which represents the concealed data
hull, by the usage of a pseudonym PSN, which is calcu-
lated based on the most inner key, for example by using this
key for encrypting several defined attributes of the patient’s
identification data. To establish a link for a certain patient
and an entry in the concealed hull, a patient, or a system
on behalf of the patient, conducts the suceeding operations.

The user starts by authenticating against her most outer hull
key, for example by entering a pin to authenticate against a
smartcard. The key of the authentication layer, which is, in
our example, stored on a smartcard, can be used to decrypt
the encrypted secret key K 4, in the next inner hull, the user
permissions hull. After gaining access to K 4 the patient se-
lects an anamnesis and decrypts the key which is related to
the selected anamnesis and is able to establish a link to the
data by calculating the pseudonym again.

As it is necessary to authorize different stakeholders to
access all or portions of the data, we propose the possibil-
ity of sharing pseudonyms. Exemplarily a patient is able to
authorize a health care provider C' to access a certain anam-
nesis by sharing the pseudonymization key. Moreover, we
offer the option to grant a person, for example a relative,
access to all of the data by sharing the secret key K 4 of the
user permissions hull.

-

Patient (A)

outer hull
authentication layer

O

Health Care

inner hull Provider (C)

user permissions layer

O

System-
Operator 2 (O)

O

Relative (B)

System-
Operator 1 (O)

Figure 2. Layered model representing the au-
thorization mechanism

In the next section we provide a detailed view of the
functions and permissions of the different roles in our ar-
chitecture and expose possible attacking scenarios.

3.1 Authorization on Encryption Level

As role-based access models can be compromised [17,
23] we implemented all major parts of the system (e.g.
the authorization techniques) on encryption level. In other
words authorization is given by sharing certain keys be-
tween users in the inner hull/user permissions layer and re-
voked by deleting or changing them. Every user possesses a
security token (e.g. smart-card), where the outer key pair is
located. After authenticating against the system, the Logic
transfers the encrypted inner public key of a certain user to
the user, who decrypts this key with her outer private key.
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Afterwards it is possible to access every secret which has
been encrypted before with the inner public key. Moreover,
at this point of time there are several other keys in the sys-
tem which can be accessed by the user. This assures that
no attacker can commit for instance a buffer-overflow or an
elevation of privileges attack to benefit of a security flaw
[17,23].

It is still possible to share given keys with other users
without the notice of the user which gave the original per-
mission to share a certain key. Hence, it is necessary to
share complete keys, which also means full access to a se-
cret with as little users as possible. Moreover, shared se-
crets should be divided between more persons which have
to act together to unveil a certain secret, to minimize the
risk of misuse. In our architecture, the inner key pair of
a patient may be shared with other users to allow, e.g. a
relative, a custodian or nursing stuff access to the patient’s
data. Furthermore, this concept allows to assure, in case
of a lost or destroyed outer key pair, that the secrets in-
side are still restorable. If for example a patient loses her
smartcard, there would be no possibility to gain access to
her pseudonyms again and the data would not be accessible
any more. If desired by the patient, her inner key pair can
be shared with one or more users she defines which have
full access to the secret.

We define a number of n operators with k operators own-
ing a share to unveil the secret key of a certain user. The
association between the operators is first encrypted with the
logic key and afterwards encrypted with the operators in-
ner public key. Hence, the operator, who was randomly
assigned to a certain user, herself does not know the as-
sociation to a specific user, unless she knows the logic key.
Moreover, no operator knows who her counterparts are. On
the other hand this information is hidden from the system,
too, as long as the operators do not use their private keys to
decrypt the association.

To assure maximum security, we base our technique to
share keys with the operator-team on the threshold scheme
by Shamir to share secrets securely [18]. In a scenario with
three operators holding shares for a secret and a minimum
of two have to act together to access the secret, an attacker,
maybe a compromised operator who wants to get access to
users data, needs to convince in worst case n — 1 other op-
erators and take possession of the logic key, to commit a
successful attack. This method is not 100% secure, though
it can be considered safe in our opinion. As an enhance-
ment on the organizational level, there is still the possibility
to use different offices for the operators to prevent arrange-
ments between the operators.

As pseudonyms are generated by encrypting the identifi-
cation data of a certain patient, the usage of the same keys
for encryption of identification data leads to the building of
the same pseudonyms. Hence, if pseudonyms are used too

often, the risk of profiling arises. Within the upcoming sec-
tion, we deal with the issue and explain the possible options
to introduce countermeasures.

3.2 Unobservability

One vital point of our system is that the data itself
does not have to be encrypted. We assure privacy by se-
curing the link between the patient’s identification data
and her anamnesis data with the encryption of her iden-
tification data with a pseudonymization key. It is possi-
ble to share all pseudonymization keys, which are located
in the most inner hull, as well. For example to autho-
rize a health care provider, a certain user may decrypt one
of her pseudonymization keys and encrypt it with the in-
ner public key of the mentioned health care provider. A
pseudonymization key can be used for n times or a time
period ¢, which could be the interval of the diagnose until
the healing of a disease. If the usage already extends n or ¢
has elapsed, the system provides a new key to every partici-
pant. As the key can be passed on without notice of the data
owner (the patient) n can also be set to 1 and in that case the
system issues a key separately for every instance and every
dataset.

The latter approach eliminates data profiling completely,
because it is not possible to establish a connection between
more pseudonyms and therefore avoids the possibility of
guessing the identity of a certain user by combining more
data sets together, because there is no concealed associa-
tion. Hence, if health care providers store only anamnesis
data which cannot be related to a certain patient, in other
words any attribute which could be associated with a pa-
tient would be stored with the identification data and not
with the anamnesis data, unobservability is guaranteed, be-
cause every anamnesis dataset has one pseudonym for one
user or more different pseudonyms for every user that has
access to that certain dataset. It is only possible to build
these pseudonyms by knowing the pseudonymization key
and in order to know the keys one has to be authorized.
This approach uses more storage space and cpu time, but
as in most security-related architectures this represents the
trade-off between security and usability regarding the per-
formance. If pseudonymization keys are not shared between
different users, there is also a secure option to revoke autho-
rization, even without the notice of the user who shares a se-
cret. This can be done by deleting the pseudonym in the spe-
cific anamnesis dataset, because the encryption of the pa-
tient’s identification data with the revoked pseudonymiza-
tion key leads to a pseudonym which is not associated with
a dataset any more. Hence, the patient is in full control of
the data.
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4 Conclusion

The "Healthcare Team’ needs access to different portions
of information of a patient. It is our goal to introduce a new
type of an EHR architecture to combine primary and sec-
ondary use of medical data with the most efficient degree of
security. Our solution provides an approach to reuse medi-
cal data in research institutions with the option to inform the
patient about results, follow-up studies or evolved medical
treatment. Moreover, we assure that even if an attacker is in
possession of the whole database, it is not possible to estab-
lish a link between a specific patient’s identification and her
medical data without the usage of the patient’s or another
authorized person’s security token.

Moreover, our solution enables that patient to authorize
other persons, for instance a health care provider for a sec-
ond opinion or relatives. The proposed system grants that
the patient remains in full control of her data as she can
revoke a given authorization without the other person’s at-
tendance. Hence, she is able to decide to which information
each individual or organization has access. Furthermore,
we introduced the concept of a hull structure that allows
to exchange keys in different hulls independently from one
another. As a result, keys on security tokens or inside the
system can be replaced easily, e.g. if state-of-the-art evolves
and new techniques should be adopted. Another contribu-
tion of our approach is that we include a secure backup
mechanism. This fall-back mechanism can be set-up by ad-
ministrative persons inside the system or defined persons
outside the system, for example a relative. These persons
share the patient’s secret to assure the redundancy of possi-
ble lost or destroyed security tokens and therefore avoid the
risk of lost data. If operators hold the secret on behalf of
the user, we apply the four-eyes-principle and segregation
of duties in our approach.

Within the next months, we plan to publish the details
concerning our architecture, as presented in our pending
patent, including case studies and a prototype. To detail the
authorization technique, we will propose an additional role-
based access model which will reflect the tailored needs of
the specific stakeholders, which could not be represented
by the authentication on encryption approach. This will de-
crease the possibility of frauds which may occur, if shared
secrets are distributed to other person without the notice of
the patient.
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