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Abstract—Signcryption is a cryptographic primitive that fulfills
both the functions of digital signature and public key encryption
simultaneously, at a cost significantly lower than that required
by the traditional signature-then-encryption approach. In this
paper, we address a question whether it is possible to construct
a hybrid signcryption scheme in identity-based setting. This
question seems to have never been addressed in the literature.
We answer the question positively in this paper. In particular,
we extend the concept of signcryption key encapsulation mech-
anism to the identity-based setting. We show that an identity-
based signcryption scheme can be constructed by combining an
identity-based signcryption key encapsulation mechanism with
a data encapsulation mechanism. We also give an example of
identity-based signcryption key encapsulation mechanism.

I. INTRODUCTION

Identity-based (ID-based) cryptography was introduced by
Shamir in 1984 [23]]. The distinguishing property of ID-based
cryptography is that a user’s public key can be any binary
string, such as an email address that can identify the user.
This removes the need for senders to look up the recipient’s
public key before sending out an encrypted message. ID-
based cryptography is supposed to provide a more convenient
alternative to conventional public key infrastructure. Several
practical ID-based signature schemes have been devised since
1984 [13]], [16] but a satisfying ID-based encryption scheme
only appeared in 2001 [7]. It was devised by Boneh and
Franklin and cleverly uses bilinear maps (the Weil or Tate
pairing) over supersingular elliptic curves.

Confidentiality, integrity, non-repudiation and authentication
are the important requirements for many cryptographic appli-
cations. A traditional approach to achieve these requirements is
to sign-then-encrypt the message. Signcryption, first proposed
by Zheng [27], is a cryptographic primitive that fulfills both
the functions of digital signature and public key encryption
simultaneously, at a cost significantly lower than that required
by the traditional signature-then-encryption approach. The
original scheme in [27] is based on the discrete logarithm
problem but no security proof is given. Zheng’s original
construction [27] was only proven secure by Baek, Steinfeld,
and Zheng [3] who described a formal security model in a
multi-user setting. A recent direction is to merge the concepts
of ID-based cryptography and signcryption to design efficient
ID-based signcryption schemes. Several ID-based signcryption
schemes have been proposed so far, e.g. [4], [8], [9], [11], [20],
[21].

The practical way to perform secrecy communication for
large messages is to use hybrid encryption that separates the
encryption into two parts: one part uses public key techniques
to encrypt a one-time symmetric key; the other part uses the
symmetric key to encrypt the actual message. In such a con-
struction, the public key part of the algorithm is known as the
key encapsulation mechanism (KEM) while the symmetric key
part is known as the data encapsulation mechanism (DEM).
A formal treatment of this paradigm originates in the work
of Cramer and Shoup [[12]]. The resulting KEM-DEM hybrid
encryption paradigm has received much attention in recent
years [1], [18], [19]. It is very attractive as it gives a clear
separation between the various parts of the cipher allowing
for modular design. In [1]], Abe, Gennaro, and Kurosawa
introduced tag-KEM which takes as input a tag in KEM.
Bentahar et al’s [5] extended KEM into identity-based setting
and proposed several efficient constructions of ID-based KEM
(ID-KEM). Chen et al. [10] proposed an efficient ID-KEM
based on the Sakai-Kasahara key construction [22]. Kiltz and
Galindo [17] proposed a direct construction of ID-KEM in
the standard model, based on Waters’s ID-based encryption
scheme [26].

The use of hybrid techniques to build signcryption schemes
has been studied by Dent [13], [[14]. He generalized KEM to
signcryption KEM which includes an authentication in KEM.
However, he only consider the insider security for authenticity.
That is, if the sender’s private key is exposed, an attacker
is able to recover the key generated by signcryption KEM.
The full insider security [2] means that (a) if the sender’s
private key is exposed, an attacker is still not able to recover
the message from the ciphertext and (b) if the receiver’s
private key is exposed, an attacker is still not able to forge
a ciphertext. In 2006, Bjgrstad and Dent [6] showed how to
built signcryption schemes using tag-KEM. However, they also
only consider the insider security for authenticity and not for
confidentiality. In 2008, Tan [25] proposed full insider secure
signcryption KEM and tag-KEM without random oracles (in
the standard model). Tan’s schemes are insider secure for both
authenticity and confidentiality.

All the above hybrid signcryption schemes [13]], [14], [6],
[25]] is not ID-based. In this paper, we address a question
whether it is possible to construct a hybrid signcryption
scheme in ID-based setting. This question seems to have
never been addressed in the literature. We answer the question
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positively in this paper. In particular, we extend the concept
of signcryption KEM to the ID-based setting. We show that
an ID-based signcryption scheme can be constructed by com-
bining an ID-based signcryption KEM (IDSC-KEM) with a
DEM. We also give an example of ID-based signcryption
KEM. Our schemes are insider secure for both authenticity
and confidentiality.

The rest of this paper is organized as follows. We introduce
the preliminary work in Section [[I}, We give the formal model
of ID-based signcryption KEM in Section [[TT] We show how to
construct an ID-based signcryption scheme using an ID-based
signcryption KEM and a DEM in Section An example of
ID-based signcryption KEM is described in Section[V] Finally,
the conclusions are given in Section [VI]

II. PRELIMINARIES
A. ID-Based Signcryption (IDSC)

A generic ID-based signcryption scheme consists of the
following four algorithms.

e Setup : is a probabilistic polynomial-time (PPT) algorithm
run by a private key generator (PKG) that takes as input 1*
and outputs a master public key mpk and a master secret
key msk. Here k is a security parameter.

o Extract : is a key generation algorithm run by the PKG
that takes as input the master secret key msk and an identity
ID € {0,1}*, and outputs the corresponding private key
S ID-

e Signcrypt: is a PPT algorithm that takes as input a
plaintext message m, a receiver’s identity ID,, and a
sender’s private key Syp,, and outputs a ciphertext o «—
Signcrypt(m, Sip,,ID,).

e Unsigncrypt : is a deterministic algorithm that takes as
input a ciphertext o, the receiver’s private key Srp, and
the sender’s identity /D, and outputs the original message
m or the symbol L if o is an invalid ciphertext between
identities /D, and ID,..

We make the consistency constraint that if
o < Signcrypt(m, Sip,,ID,),

then
m <« Unsigncrypt(o, Sip,, [ Ds).

Malone-Lee [21] defines the security notions for ID-based
signcryption schemes. These notions are semantic security (i.e.
indistinguishability against adaptive chosen ciphertext attacks
(IND-CCA2) and existential unforgeability against adaptive
chosen messages attacks (UF-CMA)). For the stronger notion
of insider security, we use the notion of strong existential
unforgeability (sUF-CMA). The strong existential unforge-
ability means that an adversary wins if it outputs a valid
message/signeryption pair (m, o) for identities 1D and ID,.
and the signcryption o was not returned by the signcryption
oracle when queried on the message m.

For the confidentiality, we consider the following game
played between a challenger C and an adversary .A.

e Initial: The challenger C runs (mpk,msk) <«
Setup(1*) and runs A on input (1%, mpk).

o Phasel: The adversary A can perform a polynomially
bounded number of queries in an adaptive manner (that is,
each query may depend on the responses to the previous
queries).

- Key extraction queries: A chooses an identity ID. C
computes Syp < Extract(/D) and sends Syp to A.

— Signcryption queries: A produces a sender’s identity
1Dy, a receiver’s identity ID, and a plaintext m. C
computes the private key S;p, < Extract(ID,) and
o «— Signcrypt(m, Sip,,ID,) and sends o to A.

— Unsigncryption queries: A chooses a sender’s identity
1Dy, a receiver’s identity ID,, and a ciphertext o. C
generates the private key S;p, <« Extract(ID,) and
sends the result of Unsigncrypt(o, Syp,.,ID;) to A.

e Challenge : The adversary A decides when Phase 1 ends.
A generates two equal length plaintexts mg, m1, a sender’s
identity I D7, and a receiver’s identity ID} on which it
wishes to be challenged. The identity ID; should not
appear in any key extraction queries in Phase 1. The
challenger C picks a random bit ¢ from {0, 1}, computes
o* « Signcrypt(ms, Sip+, ID;), and returns o to A.

o Phase?2 : The adversary A can ask a polynomially bounded
number of queries adaptively again as in Phase 1 with the
restriction that it cannot make a key extraction query on
ID} and cannot make an unsigncryption query on ¢* to
obtain the corresponding plaintext.

e Guess : The adversary A produces a bit ¢’ and wins the
game if §' = 4.

The advantage of A is defined to be

AdviNSe “9A2(A) = [2Pr[y’ = 6] - 1],

where Pr[¢’ = ] denotes the probability that &’ = 6.

Definition 1: An ID-based signcryption scheme is consid-
ered to be IND-CCA?2 secure, if for all PPT adversaries A,
the advantage in the IND-CCA?2 game is a negligible function
of the security parameter k.

Notice that the adversary is allowed to make a key extraction
query on identity I D} in the above definition. This condition
corresponds to the stringent requirement of insider security
for confidentiality of signcryption [2]. On the other hand, it
ensures the forward security of the scheme, i.e. confidentiality
is preserved in case the sender’s private key becomes compro-
mised.

For the strong existential unforgeability, we consider the fol-
lowing game played between a challenger C and an adversary
F.

e Initial: The challenger C runs (mpk,msk) <«
Setup(1*) and runs F on input (1%, mpk).

e Attack: The adversary F performs a polynomially
bounded number of queries just like in the confidentiality
game.

o Forgery: F produces a quaternion (m*,o* ID%* ID}),
where the private key of ID} was not asked and o*



was not returned by the signcryption oracle on the input

(m*,ID?%,IDy) during Attack stage. F wins the game

if the result of Unsigncrypt(c™*, Sipx, D) is not the L

symbol.

The advantage of F is defined as the probability that it wins.

Definition 2: An ID-based signcryption scheme is consid-
ered to be SUF-CMA secure, if for all PPT adversaries F, the
advantage in the sSUF-CMA game is a negligible function of
the security parameter k.

Note that the adversary is allowed to make a key extraction
query on the identity I D} in the above definition. Again, this
condition corresponds to the stringent requirement of insider
security for authenticity of signcryption [2].

B. Date Encapsulation Mechanism (DEM)

A DEM is a symmetric encryption scheme which consists
of the following two algorithms.

o Enc : is a deterministic encryption algorithm which takes as
input 1%, a key K and a message m € {0, 1}*, and outputs
a ciphertext ¢ € {0,1}*, where K € Kpgy is a key in the
given key space, and m is a bit string of arbitrary length.
We denote this as ¢ < Enc(K,m).

o Dec : is a deterministic decryption algorithm which takes as
input a key K and a ciphertext ¢, and outputs the message
m € {0,1}* or a symbol L to indicate that the ciphertext
is invalid.

For the purposes of this paper, it is only required that a DEM
is secure with respect to indistinguishability against passive
attackers (IND-PA). Formally, this security notion is captured
by the following game played between a PPT adversary 4 and
a challenger C.

e Initial :.A runs on input 1¥ and submits two equal length
messages, mo and m;.

e Challenge : C chooses a random key K € Kpgy as well
as a random bit A € {0,1}, and sends ¢* «— Enc(K,m))
to A as a challenge ciphertext.

e Guess : The adversary A produces a bit A’ and wins the
game if X =\

The advantage of A is defined to be

AdvNDPA(A) = [2Pr[N = \] — 1],

where Pr[\ = )] denotes the probability that \' = .

Definition 3: A DEM is considered to be IND-PA secure,
if for all PPT adversaries .A, the advantage in the above game
is a negligible function of the security parameter k.

III. ID-BASED SIGNCRYPTION KEM

In this section, we give the formal definition for ID-based
signcryption KEM.

A. Generic Scheme

A generic ID-based signcryption KEM consists of the
following four algorithms.
e Setup: is a PPT algorithm which takes as input 1* and
outputs the master public key mpk and the master secret
key msk. Here k is a security parameter.

e Extract: is a key generation algorithm which takes as
input msk and an identity ID € {0,1}*, and outputs the
corresponding private key S7p.

e Encap : is a PPT key encapsulation algorithm which takes
as input a plaintext message m, a receiver’s identity ID,,
and a sender’s private key Srp_, and outputs an encapsula-
tion key pair (K, ), where K € Kipsc—krwMm is a key in
the space of possible session keys at a given security level,
and ¥ € &psc_keMm is the encapsulation of that key. We
denote this as (K, ) « Encap(m, Sip,,ID;).

e Decap: is a deterministic key decapsulation algorithm
which takes as input the sender’s identity I Dy, the receiver’s
private key Srp, and the encapsulation of that key v, and
outputs the corresponding key K or the error symbol L.
We denote this as K « Decap(%, Sip,, I Ds).

e Verify: is a deterministic verification algorithm which
takes as input a sender’s identity I D, a receiver’s private
key Srp,, a message m, and an encapsulation ¢, and out-
puts T for “true” or L for “false”. Note that the verification
algorithm does not need to take the symmetric key K as
input as it can be easily computed from the encapsulation
1) using the deterministic decapsulation algorithm.

We make the consistency constraint that if
(K,v) « Encap(m, Sip,,ID,),
then
K < Decap(v, Sip,,IDs)andT «— Verify(¢,m, Sip,,ID;).

B. Security Notions

An ID-based signcryption KEM should satisfy confiden-
tiality and unforgeability. For the confidentiality, we consider
the following game played between a challenger C and an
adversary A.

e Initial: The challenger C runs (mpk,msk)
Setup(1*) and runs A on input (1%, mpk).

o Phasel: The adversary A can perform a polynomially
bounded number of queries in an adaptive manner (that is,
each query may depend on the responses to the previous
queries).

— Key extraction queries: A chooses an identity ID. C
computes S;p « Extract(ID) and sends S;p to A.

— Key encapsulation queries: A produces a sender’s identity
ID,, a receiver’s identity ID, and a plaintext m. C
computes the private key S;p, « Extract(ID,) and
(K,) « Encap(m,Sip.,ID,) and sends (K,) to
A.

— Key decapsulation queries: A chooses a sender’s identity
1Dy, a receiver’s identity I.D,., and an encapsulation .
C generates the private key Syp, < Extract(/D,) and
sends the result of Decap (¢, Syp,,IDs) to A.

— Verification queries: A chooses a sender’s identity
ID,, a receiver’s identity ID,, a message m, and
an encapsulation . C generates the private key
Sip, <« Extract(ID,) and sends the result of
Verify(¢, m, Srp,,ID;) to A.



e Challenge: The adversary A decides when Phase 1
ends. A generates a message m*, a sender’s identity
ID}, and a receiver’s identity /D on which it wishes
to be challenged. The identity ID; should not appear
in any key extraction queries in Phase 1. C then runs
(K1,%*) < Encap(m, Srp:,ID;y) and randomly chooses
Ko « Kipsc_xeum. C also chooses a random bit b € {0, 1}
and sends (K3,1*) to A as a challenge encapsulation key
pair.

o Phase?2 : The adversary A can ask a polynomially bounded
number of queries adaptively again as in Phase 1 with the
restriction that it cannot make a key extraction query on
ID;} and cannot make a decapsulation query on (K, ")
to obtain the corresponding key.

e Guess : The adversary A produces a bit b’ and wins the
game if b’ = b.

The advantage of A is defined to be

Advipse i (A) = [2Pr[bt’ = b] - 1],

where Pr[b’ = b] denotes the probability that b’ = b.
Definition 4: An ID-based signcryption KEM is considered
to be IND-CCA2 secure, if for all PPT adversaries A, the
advantage in the IND-CCA2 game is a negligible function of
the security parameter k.
For the unforgeability, we consider the following game
played between a challenger C and an adversary F.

e Initial: The challenger C runs (mpk,msk)
Setup(1¥) and runs F on input (1%, mpk).

e Attack: The adversary F performs a polynomially
bounded number of queries just like in the confidentiality
game.

o Forgery: F produces a quaternion (m*,¢*, ID% IDZ),
where the private key of I D} was not asked and ¢* was
not returned by the key encapsulation oracle on the input
(m*,ID?%,ID}) during Attack stage. F wins the game
if the result of Verify(y*,m*, Srp-,ID}) is not the L
symbol.

The advantage of F is defined as the probability that it wins.
Definition 5: An ID-based signcryption KEM is considered

to be sUF-CMA secure, if for all PPT adversaries F, the

advantage in the SUF-CMA game is a negligible function of

the security parameter k.

IV. IDENTITY-BASED HYBRID SIGNCRYPTION

We can combine an ID-based signcryption KEM with a
DEM to form an ID-based hybrid signcryption scheme. We
describe it in Figure 1.

We give the security results for ID-based hybrid signcryp-
tion in Theorems [I] and 2]

Theorem 1: Let IDSC be an ID-based hybrid signcryption
scheme constructed from an ID-based signcryption KEM and a
DEM. If the ID-based signcryption KEM is IND-CCA?2 secure
and the DEM is IND-PA secure, then IDSC is IND-CCA2
secure. In particular, we have

Aduipge ©“M(A) < 2Advipge o (Br)+Advpi 7 (B).

Setup : On input 1*:

1. (mpk, msk) « IDSC — KEM.Setup(1*)

2. Output the master public key mpk and the master
secret key msk

Extract : On input the master secret key msk and
an identity ID € {0,1}*:

1. Stp « IDSC — KEM.Extract(msk, I D)

2. Output the private key Syp of the identity ID
Signcrypt : On input the sender’s private key Srp,,
the receiver’s identity ID,, and a message m € {0, 1}*:
1. (K, 1) < IDSC — KEM.Encap(m, Sip.,ID;)

2. ¢ + DEM.Enc(K,m)

3. Output the ciphertext o — (¥, ¢)

Unsigncrypt : On input the sender’s identity [ Dq,
the receiver private key Srp, and the ciphertext o:

1. K « IDSC — KEM.Decap(%), Sip,, I Ds)

2. If K = 1, then output L and stop

3. m <« DEM.Dec(K, c)

4. If T « IDSC — KEM.Verify(¢, m, Sip,, D),

output m. Otherwise output L.

Fig. 1. Identity-based hybrid signcryption

Proof: See the appendix O
Theorem 2: Let IDSC be an ID-based hybrid signcryption
scheme constructed from an ID-based signcryption KEM and a
DEM. If the ID-based signcryption KEM is sUF-CMA secure,
then IDSC is sUF-CMA secure. In particular, we have

AdvSUESOMA(F) < AdysUE-OMA ()

where Adviige A (F) is the advantage of the sUF-CMA
adversary against IDSC, and AdvfgSFgfIl;AEAM(B) is the advan-
tage of the resulting sUF-CMA adversary against ID-based
signcryption KEM.

Proof: See the appendix [B] O

V. AN EXAMPLE OF ID-BASED SIGNCRYPTION KEM

Most of ID-based signcryption schemes [4], [8], [9], [L1],
[20], [21] fit the new generic framework. Here we give an
example of ID-based signcryption KEM based on Barreto et
al.’s scheme [4]. Barreto et al.’s scheme is the fastest ID-
based signcryption scheme so far. If we combine the ID-based
signcryption KEM with a DEM as Figure 1, we can get a
scheme that is very similar to Barreto et al.’s original scheme.



Since Barreto et al.’s scheme uses the bilinear pairings, we
first describe the basic definition and properties of the bilinear
pairings.

A. Bilinear Pairings

Let G'1, G2 and G be three cyclic groups of prime order g.
Let P, () be generators of G; and G2, respectively. A bilinear
pairing is a map é : G; X Gy — Gp with the following
properties:

1) Bilinearity: V(S,T) € G1xGa, Va,b € Z,, é(aS,bT) =

(S, T).

2) Non-degeneracy: VS € Gy, é(S,T) =1 for all T € Gs
iff $=20.

3) Computability: V(S,T) € G1 xGa, é(S,T) is efficiently
computable.

4) There exists an efficient, publicly computable (but not
necessarily invertible) isomorphism ¢ : Go — G such
that p(Q) = P.

The security of Barreto et al.’s scheme relies on the hardness
of the following problems.

Definition 6: Define G1, G2, G and ¢é as in this section.
The [-Strong Diffie-Hellman problem (I-SDHP) in the groups
(G1,Gy) is to find a pair (¢, /= P) with ¢ € Z given a
(I +2)-tuple (P,Q,aQ,a?qQ,...,a'Q).

Definition 7: Define G1, G2, G and € as in this section.
The [-Bilinear Diffie-Hellman Inversion problem ({-BDHIP)
in the groups (G1,Go,G7r) is to compute é(P,Q)"/* € Gr
given (P, Q,aQ,a?qQ,...,a'Q).

B. ID-Based Signcryption KEM

e Setup : Define G1, G2, G and é as in previous subsection.
Let Hi, H2 and Hj3 be three cryptographic hash functions
where H; : {0,1}* — Zy, Ha {0,1}* x Gpr — Zy
and Hs : Gy — {0,1}™. Here n is the key length of a
DEM. Let Q € G2, P = ¢(Q) € Gy be generators of
G2 and G, respectively and g = é(P, Q) € Gr. The PKG
chooses a master secret key s € Z; randomly and computes
Qpuy — 8Q € Gy The PKG publishes system pa-
rameters {G1, G2, Gr, P, Q, g, Qpus, €, p, Hi, Hy, H3} and
keeps the master key s secret.

e Extract : Given an identity /D, the PKG computes the
private key Syp «— m@ € G5. Then PKG sends the
private key to its owner in a secure way.

o Encap : Given a message m, a receiver’s identity /D, and a
sender’s private key S7p,, this algorithm works as follows.

1) Choose x € Z; randomly and compute r < g*.

2) Compute K «— Hs(r).

3) Compute h — Ha(m,r).

4) Compute S «— (z+ h)p(Sip,)-

5) Compute T« x(Hy(ID;)P + ¢(Qpub))-

6) Set ¢ «— (S, T).

7) Output (K, ).

e Decap: Given the sender’s identity ID,, the receiver’s

private key Srp,, and an encapsulation ), this algorithm
works as follows.

1) Compute r < é(T, Sip, ).
2) Compute K «— Hs(r).
3) Output K.

e Verify: Given the sender’s identity ID,, the receiver’s
private key S;p,, a message m, and an encapsulation 1,
this algorithm works as follows.

1) Compute r — é(T, Srp,).

2) Compute h < Ha(m, ).

3) Ifr =¢é(S, Hi(IDs)Q+ Qpup)g~", output symbol T.
Otherwise, output symbol L.

In a real implementation of this algorithm, we can store the
value of r computed by the decapsulation algorithm and use
it again in the verification algorithm. Such an implementation
would be functionally identical to the above algorithm and
would therefore be just as secure. We choose to separate the
decapsulation and verification algorithms so that they can be
studied independently. The security proof is similar to that
of [4]. We omit it.

VI. CONCLUSIONS

In this paper, we extended the concept of signcryption
KEM to the identity-based setting. We showed that an ID-
based signcryption scheme can be constructed by combining
an ID-based signcryption KEM with a DEM. To show that
our framework is reasonable, we also gave an example of ID-
based signcryption KEM based on Barreto et al.’s ID-based
signcryption scheme.
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APPENDIX A
PROOF OF THEOREMII]

Proof: Our proof strategy is as follows. We define a
sequence Game,, Game;, Game, of modified attack games.
The only difference between games is how the environment
responds to A’s oracle queries.

Let o* < (¢*,c¢*) be the challenge ciphertext submitted
to A by its challenge oracle that encrypts either mg or my
according to a bit b. Let K* denote the symmetric key used
by the challenge oracle in the generation of the challenge
ciphertext, or alternatively, the decapsulation of ©* using the
identities I D} and I D} that are chosen by the adversary. For
any ¢ = 0,1,2, we let S; be the event that 6’ = § in game
Game;, where  is the bit chosen by A’s challenge oracle and
' is the bit output by A. This probability is taken over the
random choices of A and those of A’s oracles.

We will use the following useful lemma from [24]].

Lemma 1: Let E, E’, and F' be events defined on a prob-
ability space such that Pr[E A —=F] = Pr[E’ A =F]. Then we

have
|Pr[E] — Pr[E’]| < Pr[F].

Game, : We simulate the view of the adversary in a real
attack by running the key generation algorithm and using the
resulting keys to respond to A’s queries. So the view of A is
the same as it would be in a real attack. Therefore, we have

1 1
[Pr{So] - 51 = 5 AdvNE; “OA2(A).

Game; : In this game, we slightly modify how the un-
signcryption oracle responds to queries from A. When a
sender’ identity ID;, a receiver’s identity ID,, and (¢, ¢) is
presented to the unsigncryption oracle after the invocation of
the challenge signcryption oracle, if ID, = ID?, ID, = ID;
and 1» = ¥, then the unsigncryption oracle does not use
the genuine unsigncryption procedure for the hybrid scheme,
instead it uses the key K™ to decrypt ¢ and returns the result
to the adversary A.

Clearly this change has no impact on the adversary and so

PI‘[S]_] = PI‘[S()]

Game, : In this game, we modify Game, by replacing K*
with a random key K’ from Kpgy. The result then follows
from the following two lemmas. O

Lemma 2: There exists a PPT algorithm 7, whose running
time is essentially the same as that of A, such that

Pr[So] — Pr[S1]| = Advipge S (Br)-

Proof: To prove this we demonstrate how to construct an
adversary B, of the ID-based signcryption KEM to violate the
assumed security against adaptive chosen ciphertext attack.

e Initial: Given (1%, mpk), By sends it to A.

o Phasel: When A make a key extraction query on identity
ID, By makes a key extraction query to its own key
extraction oracle and forwards the answer to .A. When A
make a signcryption query with a sender’s identity I D, a
receiver’s identity /D, and a plaintext m, 3; follows the
steps below.

1) Make a key encapsulation query on (m, ID,,ID,) to

its own key encapsulation oracle to obtain (K, ).

2) Compute ¢ < DEM.Enc(K,m).

3) Return the ciphertext o «— (¢, ¢) to A.

When 4 make a unsigncryption query with a sender’s
identity I D, a receiver’s identity I D, and a ciphertext
o — (1, ¢), By follows the steps below.

1) Make a key decapsulation query on (¢, [Dg, ID,) to

its own key decapsulation oracle to obtain K.

2) If K =1, return L and stop.

3) Compute m < DEM.Dec(K, c).

4) Make a verification query on (¢, m,IDg, ID,) to its

own verification oracle to obtain T or L. If T is
obtained, B; output m. Otherwise output L.

e Challenge: A generates two equal length plaintexts
mg, m1, a sender’s identity 1D}, and a receiver’s identity

EEl



1D} on which it wishes to be challenged. 3; follows the
steps below.

1) Submit ID} and ID] to its challenger to obtain
(Kp,9*), where b € {0,1}.

2) Pick a random bit ¢ from {0, 1}.

3) Compute ¢* <« DEM.Enc(Kp, ms).

4) Return the ciphertext o* < (¢*,c¢*) to A.

o Phase?2 : The adversary A can ask a polynomially bounded
number of queries adaptively again as in Phase 1 with the
restriction that it cannot make a key extraction query on
ID} and it cannot make an unsigncryption query on o* «
(*, c*) to obtain the corresponding plaintext.

o Guess : A outputs §'. If §’ = 4, By outputs b’ = 1 indicating
Ky, is the real key; otherwise it outputs b’ = 0 indicating
K is a random key.

When K is the real key, A is run exactly as it would be
run in Game;. This means that

Pr[S)] = Pr[6' = 6b = 1] = Pr[t/ = 1[b = 1].

When K, is the random key, A is run exactly as it would be
in Games. This means that

Pr[S2] = Pr[¢’ = §|b=0] = Pr[p) = 1|b=0].

From the definition of security for ID-based signcryption
KEM, we have

Advings S (Br)=[2Pr[t’ = b] — 1]
—|Pr[t = 1|b=1] — Pr[t’ = 1|b = 0)|

So the result holds.
1
Lemma 3: There exists a PPT algorithm Bs, whose running
time is essentially the same as that of 4, such that

1 1
[Pr[Sa] = 5| = S AdeDR A (By).

Proof: To construct such a By we simply run A as
it would be run in game Game,. We run the ID-based key
extraction step so we can respond to A’s queries before
it calls its challenge signcryption oracle. When A calls its
challenge signcryption oracle with a sender’s identity 1D, a
receiver’s identity ID?, and messages (mg,m1), we simply
relay (mo,m1) to the challenge encryption oracle of Bs
to obtain c*. We then make a key encapsulation query on
(mo, ID?%, ID?) to obtain (K*,¢*). We discard K* and return
(v*, c*) to A. B continues to answer A’s queries as before.
The only exception is that if A queries the decapsulation oracle
on a ciphertext (¢*, c), we respond with L.

In this simulation A is run by By in exactly the same
manner as the former would be run in game Games; moreover,
Pr[Ss] corresponds exactly to the probability that By correctly
determines the hidden bit of its challenge encryption oracle
since B2 outputs whatever A outputs. The result follows. [J

APPENDIX B
PROOF OF THEOREM [2]

Proof: Suppose that F is an adversary that breaks
the ID-based signcryption scheme with probability
AdviJES “MA(F). We use this to construct an algorithm B
that breaks the SUF-CMA game for the ID-based signcryption
KEM with probability at least Advip&s CMA(F) too. B runs
as follow
o Initial: Given (1% mpk), B sends it to F.

e Attack : When F make a key extraction query on identity
ID, B makes a key extraction query to its own key
extraction oracle and forwards the answer to . When F
make a signcryption query with a sender’s identity I Dy, a
receiver’s identity /D, and a plaintext m, B follows the
steps below.

1) Make a key encapsulation query on (m, D, ID,) to
its own key encapsulation oracle to obtain (K, ).

2) Compute ¢ < DEM.Enc(K,m).

3) Return the ciphertext o «— (¢, ¢) to F.

When F make a unsigncryption query with a sender’s
identity I D, a receiver’s identity /D, and a ciphertext
o — (1, c), B follows the steps below.

1) Make a key decapsulation query on (¢, IDs,ID,.) to
its own key decapsulation oracle to obtain K.

2) If K = 1, return L and stop.

3) Compute m «— DEM.Dec(K, c).

4) Make a verification query on (v, m, D, ID,) to its
own verification oracle to obtain T or L. If T is
obtained, B; output m. Otherwise output L.

e Forgery: F outputs (m*,o* ID: ID}),
(¥*,c*) «— o*. B outputs (m*,¢*, ID* ID}).
Clearly, this algorithm perfectly simulates the environment

in which F should be running. If 7 wins the sSUF-CMA game

for ID-based signcryption, B have the same probability to win

the sUF-CMA game for ID-based signcryption KEM. O

where
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