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Abstract ing assumptions [19]. Unlike clocked systems where the
outputs from all replicas can be sampled at the same time
This paper presents a systematic method for designingand thus easily compared against each other, the local hand-
of a self-healing asynchronous array in the presence of er- shake in asynchronous circuits makes it unclear when the
rors. By adding spare resources in one of three different non-directly related outputs are expected to match. In ad-
ways and forcing the asynchronous circuit to stall in case dition, faults in asynchronous logic may prevent the result
of failure, the specific self-reconfiguration logic is activated from appearing on the output, permanently blocking the
by a deadlock detector and the array circuit can be recon- comparison procedure.
figured around the faulty components and recover from er-  Besides hardwired duplication-and-comparison, another
rors automatically. Experimental evaluations show that this possible fault tolerance approach, which can be conve-
method requires less hardware cost, smaller critical circuit niently formulated as a graph problem [5], is to utilize
size, lower performance overhead and is more scalable thanself-checking and reconfiguration to maintain functional-
traditional NMR-based techniques. ity in the presence of failures. Although this approach in-
curs fault detection and reconfiguration overheads as well
as fault recovery time, smaller hardware redundancy and
less power consumption make it an attractive defect/fault
tolerance method [3]. Moreover, the absence of a compar-

. . ) ison procedure makes this approach better suited for asyn-
The continuous advance of microelectronics has led t0 -nronous circuits.

a substantial reduction in both transistor dimensions and
power supply voltages, helping VLSI circuits operate faster
and consume less active power. However, technology scal
ing causes circuits to be more sensitive to defects in fabri-
cation [3] and threatens the nearly unlimited lifetime relia-

bility standards that we have come to expect [18]. The re-
duced amount of charge stored on circuit nodes also make
circuits more susceptible to transient faults [3]. Thus, fault
tolerant design, which improves both fabrication yield and
chip reliability, is once again becoming an important issue.

While there is a wealth of literature that examines fault

1 Introduction

To reduce design complexity, a systematic way to build
a reconfigurable fault tolerant asynchronous system is to
‘make each of its components fault tolerant. In a digital
VLSI system, many computation modules such as adders,
array multipliers, FIR filters, etc, can be modeled as a lin-
ear array or a collection of linear arrays with external inputs
And outputs, given that communication propagates linearly
through them. Thus, the construction of a self-healing asyn-
chronous array provides the basis for reconfigurable fault
tolerant asynchronous VLSI design at fine-grained level.

tolerance in clocked logic [8], less attention has been paid to The class of asynchronous circuits considered in this pa-

S , per, are quasi-delay-insensitive (QDI). QDI circuits are de-
asynchronous circuits. The absence of clock signals mean Sianed to operate correctly under the assumption that oates
that a faulty clockless circuit might exhibit problems that 9 P y P 9

would not normally arise in a clocked system [9], making and wires have arbitrary finite delay, except for a small num-

L : ber of special wires known as isochronic forks [12]. A QDI
existing fault tolerance techniques for synchronous systems .
) 4 S . . system can be taken as a collection of concurrent hardware
ineffective or inefficient. For instance, the most widely used

approach to achieving fault tolerance in clocked VLSI sys- modules (callecprocessethat communicate atomic data

. . - . items (calledtoken$ with each other through one-to-one
tems is the hardwired duplication-and-comparison method : ;
such as N-modular Redundancy (NMR) [8]. However, it is message-passing channels. The message-passing channels

. L : usually consist of data and acknowledge rails. The notion
non-trivial to apply such duplication-and-comparison tech- : S .
niques to asynchronous logic without significant gate tim- of causality and event-ordering is implemented in terms of
handshake protocols on those channels [12].
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we propose a general framework of reconfigurable fault tol- sign. Moreover, there is no switching activity in the recon-
erant design for asynchronous circuits, as well as the 2- andiguration logic when the target asynchronous circuit op-
3-Dimensional implementation methods (Section 2). Sec- erates correctly, therefore low energy overhead is also an-
ond, we develop three fault tolerant array models for this ticipated. Unlike hardwired NMR method where the la-
framework (Section 3) and present the construction of cor-tency severely increases with lar@é due to the dramati-
responding self-reconfiguration logic (Section 4). Third, cally higher complexity of the voter, performance overhead
we evaluate all the self-healing designs of different array of this fault tolerant design does not increase significantly
models, and show that they result in smaller hardware costwith K because the number of gates being used for each
higher performance and lower energy overheads than tra-configuration remains the same. Thus, this reconfigurable
ditional NMR method, as well as better scalability (Sec- fault tolerant design is expected to scale well in terms of
tion 5). Fourth, we analyze the relationship between recon-performance and energy overhead with respeéf to

figuration complexity and spare resource cost, compare the |n this framework, the reconfiguration logic and dead-
self-healing designs of different array models, and assesgock detection circuits must be fault-free to achieve fault
the advantages of each scheme (Section 5). tolerance. Thus, those circuits are critical (error-sensitive)
and must be made highly reliable. With traditional 2D (2-
2 General Framework of Self-Healing Asyn- ~ Dimensional) integration technology, those circuits could
chronous Circuit Design be |mplem¢nted using conserv.atlvellayout Qe5|gn rqles and
large transistor sizing (even with thicker oxide). With re-
) ) cent 3D integration technology [2] where planar device lay-
In this section, we propose a general framework of self- grs are stacked in a three-dimensional structure and adja-
healing asynchronous circuits wnh respect to an a.rb|trary cent device planes can be connected by short and verti-
number of hard and soft errors, which is shown as Figure 1.4 wires, all the error-sensitive transistors can be placed
onto a separate device layer which is fabricated with a ro-
} bust/conservative (micron or submicron) technology, while
3 the target circuits are placed onto another device layer with

Re"ﬁ”ofg',?é' raten__ B;agc't‘?‘:k | an aggressive (deep-submicron or nanometer) technology.
! on } We choose a half-buffer based circuit template (called
””””””””””””””””” precharge half buffers (PCHBJ10] as the target QDI cir-
cuit. A PCHB circuit can have multiple inputs and outputs,
and it can be used to construct almost any pipelined QDI
Target Circuit logic. For instance, the asynchronous MiniMIPS micropro-
w/ Fault Tolerant cessor [13] uses PCHBs for more than 90% of its circuits.
Graph Topology Thus, implementing self-healing behavior in PCHB circuits
takes an important step toward fault tolerance in general
asynchronous logic. Similar to a precharge domino circuit

in synchronous design, a PCHB circuit performs computa-
tions using pull-down (NMOS) networks, making it fast. In
this circuit, each variable is usually dual-rail encoded with
an explicit acknowledge. Validity and neutrality of the in-
puts and the output(s) are checked and synchronized (by
The target asynchronous circuit is built oiaault tol-  C-€lements), which generates the common acknowledge to

erant graph model with spare resources. Pass gates, whoﬁl inputs and precharge/enable signal for data computation.
control inputs come from the reconfiguration logic, are By adding separate data validity rail to each variable,
added to the wires of graph edges to make the target circuiteplicating all explicit acknowledges and crosschecking be-
reconfigurable. Self-checking logic is added to the target tween duplicated internal control signals, we developed a
circuit to achieve deadlock in the presence of failfesl{ =~ PCHB-based circuit template (calle®-PCHB [15] which
stop). When the target circuit deadlocks, the deadlock de- achieves fail-stop with respect to both hard and soft errors.
tection logic recognizes this and activates the online recon-Figure 2 shows the block diagram of a FS-PCHB circuit.
figuration logic, which reconfigures the target circuitaround  In Figure 2, the data computation is dual-rail encoded
the faulty components. The computation restarts from theand implemented in terms of functiorfé and f*. Output
beginning or the last architectural checkpoint after the cir- data validity R depends on input validity railsL{) and
cuit has been reconfigured. becomes valid only if all those rails are true. For each in-
Since no extra circuitry other than self-checking logic put/output variableX, the explicit validity rail X” cross-
and pass-gates is on the critical path, small performancechecks the data rail&* and X/. There is a counterpart
overhead is expected in this reconfigurable fault tolerant de-for any internal signal of FS-PCHB, and the circuit state

Figure 1. Block diagram of a reconfigurable
self-healing asynchronous circuit.



9 j )o__ — G’ can tolerate both node faults and edge faults. In this
L(} @ =pit— Rk paper, we meanode fault tolerantwherever we sayault
L% o R tolerant To achieve reconfiguration, supporting logic is re-
Ly = (L)1 Rt quired forG’ and its complexity strongly depends on node
Li o @_4 (L), — output degree and the total number of edge&'in Thus,
Lt — eni the hardware overheadf G’ should include both spare re-
Rt ﬁ)‘en (R%), sources and reconfiguration logic.
j b 7 2
R —HC Generally speaking, a VLSI module with inputs/outputs
0 (L%)2 RS can be modeled as a set of internal componéhtshich
7 : Rk R are connected to each other, as well as connections to a set
v Rk of external component®,. The directed graph of interest
RZ G (R%)s when analyzing such module containgernal edges from
2 V x V, andexternaledges from(V x V) U (V. x V). We
say that a graplr, = (V UV,, E) (E is the set of edges) is
[SSdE . closedif E C V x V. Otherwise, the graph spen Asto a
ena en nodeu (u € V(G,)), the number of its incoming/outgoing
R -7 Rt RY internal edges imternal in/out degregand the number of
f R incoming/outgoing external edgesasternal infout degree
il ft — A — Any external edge in a target graphmust be replicated to
L \Tt \ﬁv at leastK other distinct nodes in 6-FT graphG’.
i ens g eﬂ| 4 _
What makes the construction of a fault-tolerant model
e ey for an open graph challenging is the fact that external in-
puts/outputs to the graph are not interchangeable, making
nodes in a open graph ’'heterogeneous’. Although much
_ ) work has been devoted to constructing fault tolerant graph
Figure 2. Fail-Stop Precharge Half Buffer (FS- models for closed linear arrays [1, 4, 5, 20, 21], a direct
PCHB). application of these results requires ensuring that every ex-

ternal vertex of//, has an edge to every internal node, which
results in a large number of external edges and prohibitive

will not change unless both signals match. Any illegally en- reconfiguration cost.

coded (11) dual-rail output will resef?k; and Rk, block- In the following subsections, we provide efficient solu-
ing output acknowledges permanently. It can be proved thattions to this problem that minimizes the amount of replica-
any failure by single stuck-at fault or single event upset in tion required for external edges. We focus on open linear
a FS-PCHB circuit causes the circuit to deadlock. Further arrays, which haveV internal nodes connected in a linear

details of the construction can be found in [15]. fashion, together witlv external nodes where each is con-
nected to one internal node. With minimum external edge
3 Fault Tolerant Array Models replication, a reconfigurable fault tolerant open linear array

with full duplications, a minimum number of spare nodes

) ) ) i or a small internal out degree, is constructed respectively.
In the self-healing design of Figure 1, the target fail-stop

QDI circuit is built on aK-fault tolerant ¢<-FT) array so The target open linear arrayy (IV > 2) is defined as

that faulty components can be replaced by workable sparefollows. Letus, us, ..., uy be the internal nodes in the

resources. This section develops three fault tolerant arraylinear array, and lety, es, ..., ey be the external nodes.

models, each with different spare resource cost, maximumNodeu; is head nodandu v is tail node The edges are of

degrees (node fanouts) and reconfiguration overhead. the form (u;, u;11) and(e;, u;) for 1 <i < N. Let Py
be aK-FT linear array ofPy .

3.1 Preliminaries It should be noted that the constructifi x in this pa-

per can be used for general open linear arrays, where each
Suppose a grapy represents the topology of a multi- node inPy, i represents a subgraph (a VLSI sub-module),
processor system, an interconnection network, or a VLSI and the external edges can correspond to possibly replicated
circuit. We say another gragh! is aK-FT graph of thetar- external inputs and/or outputs. For the following subsec-
get graphG if G is isomorphic to a subgraph of the graph tions, we use the terdinear array to mean aropen linear
derived by deleting ani{ nodes and all their incident edges array, and the ternout/in degreeto meaninternal out/in
from G’. Since every edge fault is a part of some node fault, degree(the external out/in degree is alwais+ 1).



3.2 K-FT linear arrays with full duplications

A straightforward way to construct a reconfigurable
FT linear array is to us& + 1 (instead oK + 1 in hard-
wired NMR) full duplications. We call ifull-duplication

model Although a large amount of spare resources are in-

troduced, this model incurs both the minimum internal out

| N/2] pairs of nodes with the same labels and the corre-
sponding edges between them are coalesced. The bold edge
represents the extra edge added in the node coalescing. Af-
ter node coalescing, @', Py) graph hasV + [N/2] dif-

ferent nodes an&/ + | N/2] distinct edges in total.

degree (the degree of 1 for each node) and simple array- e1 el “ @ “ Q

switching based reconfiguration logic.
3.3 K-FT linear array with minimum spares

For a given linear array’y to be K-FT, there must
be at least’ spare nodes. We name these nodgs 1,

. unt+k. We construct &-FT open linear arrayy x
with minimum spares as follows. () spare nodes .1,

.., un+x are introduced; (ii) External edges are added.
For1 < i < N, we introduce replicage;, u;t+1), - - -,
(e;, uiy ) OF edge(e;, u;); (iii) Internal edges are added.
For each nodes; (i < N), K replicas (u;, uit2), -- -
(u, uirry1) Of edge(u;, u;+1) are introduced. Finally for
each nodey; (N <1i < N + K), N + k — i edges fromu;
to w;y1, ..., un+k are introduced.

The proof thatPy  is a K-FT N-node linear array, can
be foundin [16]. There argV—1)(K+1)+K(K+1)/2in-
ternal edges ity x, andN —1 nodes have internal out(in)-
degree ofK + 1. Since aK-FT linear array with minimum
spares must have at led${ — 1)(K + 1) + Q(K) internal
edges [16],Py, x is a near optimal -FT linear array with
minimum spares and external edges wtiérg N (which
is generally true in practice). We call thidy x min-spare
model A construction example can be found in [17].

3.4 K-FT linear array with small out degree

In this subsection, we develop a fault tolerant graph

model with constant small node out degree and reasonable ¢ M1, Praya)
spare resource cost, through recursive construction. . o
. 6s+1

(2M Py) Graph. A (2M, Py) graph(M > 0) is trans-
formed from2* full replications of N-node linear arrays

through coalescing nodes and adding extra edges. The goaf5+2 ‘ . ‘ eSL?

is to develop a graph that toleratgs — 1) faults without
2M full replications. Specifically, it is constructed recur-
sively in the following way.

M =0. (2° Py) graph is simply a replica aPy .

M =1. If N =1, (2!, P) graph is composed of two
identical linear arrays of;. Otherwise, node coalescing is
applied to those two identical linear arrays: nodesf the
first Py andupy 214 Of the secondPy (1 < i < |N/2])
are merged respectively. An extra edge fropy /-7 of the
secondPy 10 ufy 2141 Of the first Py is added. Figure 3
shows the construction 2!, Py) graph(N > 2). The

6.5+1
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Figure 3. Construction of (2, Py) graph (N >
2, s =|N/2]).

M > 1. If N < 4, (2M Py) graph (4 > 1) is
simply 2V 1 replicas of(2!, Py) graph. Otherwise, the
(2M, Py) graph is constructed frorfe~!, P,y /5) and
(2M=1, Prn/21) graphs, as shown in Figure 4.
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Figure 4. Construction of (2, Py) graph (Odd
N, N >4, s=|N/2|, t=2M"1),

In Figure 4,2M~1 replicas of[ N/2]-node and N/2]-
node linear arrays are added, shown as left-top and right-



bottom respectively. The right-top (8" ~1, Py /21) graph el% @ Q @ °

and the left-bottom ig2¥ =1 P /o)) graph. [N/2] x

2M~1 pairs of nodes with the same label are coalesced re- @
spectively, so are the corresponding edges. In addition,
2M-1 extra edges (bold) are added. T(¥’, Py) graph

with even N is almost the same as Figure 4 except that

(2M=1, P;n/27) subgraph is replaced b%@f(f‘HPLN/z) % 6 Q
and those@ ! grey-colored nodes are removed. 64%

Claim 1 A (2™, Py) graph is(2 — 1)-fault tolerant.

Proof: The proof can be found in [16]. ]

According to Figures 3 and 4, at most(or 2) extra  |5pe| are coalesced, and the dashed lines denote the corre-
edges |s]3dded to each node during the recursive construcsponding merged edges. After node coalescing, there are
tion of (2™, Py) graph. Consequently, the maximum inter- 1 gjstinct internal nodes and 14 internal edges in total, as

. o :

nal inout degree of2™, Py) graph is2 (or 3). _ well as 4 external nodesy(, - - - , e4). Each external connec-
Since there is at least one path staring with nodé = tion js replicated into four connections to the four different

1,2,..-,2%) in Figure 4, a(2", Py) graph has at least ,qes in the same row. For instance, external nqdeon-

2M paths with2M distinct head nodes in total [16]. The
overall number of path®(M, N) in a(2™, Py) graph can

be calculated recursively as follows. L8t (1 < i < 2M) . . .
be the number of paths with, as the head node, we have 4 Deadlock Detection and Reconfiguration

nects the internal nodes of 1, 5, 8 and 10.

2 M

When the fail-stop QDI circuit stalls permanently in the

P(M,N)=>"Y; (1) presence of failure, the deadlock is recognized by deadlock
=1 monitor through watching handshake activity. At any time,

if a transition occurs on the data channel, a timer is started.

where, The deadlock detector waits for the next valid protocol state
M ‘ to occur. If it does not occur for a large amount of time (in

Y, = Z Z(i,2) +1 terms of microseconds or milliseconds), it assumes that the

Jj=R circuit has deadlocked. The timer of deadlock detector is

R = max1,M +1— |log, N|) implemented as delay line [11], which is a current-starved

. . ; i1 inverter chain with an immediate reset (triggered by the fol-

Z(i,27) = { Y. (; ) o< (Zoltrrl]%(ivajs)eg % lowing valid transition). By reducing charge/discharge cur-

rent to enough small amount, the propagation delay of a 6

. ) or 8 cascaded inverter chain, can be increased to the order of
Construction. We show how to construct A-FT linear milliseconds. Note that the circuit can wait for its environ-

array based of2"!, Py) 9raphs. Say &', Py) U(2’, Pv) ment infinitely in the completion state of a handshake cycle.
graph is composed of@’, Pv) graph and 2’, Py) graph - Thys, the delay line should remain reset for this state (i.e.,
disjointly, without any node coalescing between them. It ihe timer is disabled). Compared with target asynchronous

—

should be clear that @', Py) U(zjvpf;{) graph is(2" + circuit and reconfiguration logic, the hardware cost of dead-
2 — 1)fault tolerant. LetK + 1 = 31" ;b; x 2, where  |ock detector is usually negligible.

n = [logy(K +1)] andb; is either0 or 1. Let Syy,—1y = Online reconfiguration logic, which is a key module of
{i[bi = 1}. Therefore, thé ;s , _, (2, Pv) graphG’is  self-healing circuits, is used to change target circuit topol-
K-fault tolerant. We name thi&-FT linear arraysmall- ogy by replacing faulty components with spare workable
degree model The total number of spare nodes in this components when any failure occurs. Generally speaking,
model isO(N x K/2) (which is about half of that in full-  there are two methods to achieve the online reconfiguration.

duplication model), and the maximum internal in/out de- (i) One is to locate faults and use a workable configuration
gree remaing or 3 [16]. The small internal degree reduces directly. Although such a system is fast in terms of fault re-
node output-degree and potentially simplifies reconfigura- covery time, fault location logic can largely increase hard-
tion logic. As an example, Figure 5 shows the construction ware overhead, which not only increases design complexity
of a 3-FT 4-node array using small-degree model. but also hurts the overall reliability by exposing more tran-
SinceK = 3 andK + 1 = 22, the 3-FT 4-node array is ~ sistors to unreliable environment. (ii) The other approach
essentially a%?, 4) graph which is recursively constructed we use in this paper, is to let the reconfiguration logic try
from (2!, 2) graphs. In Figure 5, the nodes with the same all possible configurations until it finds a workable one. Al-



though this will prolong fault recovery time, we save the reconfiguration logic with minimized pass-gate augmenta-
fault location logic, reducing hardware overhead. Also, a tion, for the three’l-FT linear array models of Section 3.
longer fault recovery time has little impact on system per-
formance, as faults are not expected to occur frequently. 4.1 Full-Duplication and Min-Spare Models

The core of the online reconfiguration logic is a cyclic
state machine which searches all target graphsmbed- Full-duplication model is composed @ + 1 replicas
ded in the fault tolerant grapRy, x for a working one. Al of target arrayPy, and no internal edge has to be made
pass-gate control signals are derived from the output of thatreconfigurable with pass-gate. Reconfiguration is realized
state machine. Specifically, the system is reconfigured inpy simply switching to a different replica dfy by setting
the following way. Whenever the target circuit deadlocks, its external connections. Specifically, reconfiguration logic
the deadlock detector activates the state machine and thean be implemented agfé+ 1-bit one-hot counter (a cyclic
latter advances to the next state. All control signals to pass-shift register with unique bit-'1’). At any time, the unique
gates are then updated according to this new state, settingit-'1’ sets up the connections between external nodes and
up new connections which corresponds to anofigerem-  the corresponding replica while the bit-'0's disable the ex-
bedded inPy . A local reset signal, which is used to re- ternal connections of all othét replicas.
initialize the target circuit during reconfiguration, is gen- With the min-spare model, all the remaining nodes after
erated by the deadlock detector. After the reconfiguration 5 nodes removed fron®y x have to be used. Therefore,
is completed, the deadlock detector will be reset, making all internal edges have to be augmented with pass-gates to
the new circuit ready for the restarted computation. The achieve reconfigurability, and the total number of configu-
above procedure repeats if the new configuration is still not ration outputs is the sum of all internal and external edges in
fault-free (system deadlocks again in this case), and anotheanK_ There are(N;gK) configurations forPy ;- of min-
different configuration will be chosen. During each recon- spare model, corresponding to all possible fault locations.
figuration, the propagation delay of local reset and pass-gateThe state machine of reconfiguration logic can be imple-
control signals is assumed to be bounded. In order to pre-mented as dlog,y (N;K)]-bit counter (whenk <« N,
ventany hardware resource permanently disabled by softer/ ~ Klog, N). Each output of the counter represents a
ror, no malfunctional configuration is excluded by the state unique choice of< nodes. Thus, the Boolean equation for
machine during the search. Therefore, an unworkable con-each configuration output can be derived directly from the
figuration due to soft error will become reusable in the fu- remaining graph after removing thosé faulty nodes, and
ture as long as the transient fault source disappears at thagtatic complementary combinational logic is used to imple-
time. ment those Boolean equations (with counter output bits as

Since the primary input to reconfiguration logic is the variables). With Karnaugh map generation for each con-
time-out signal from deadlock detector and its primary out- figuration output, greedy grouping of min/max-terms and
puts are control signals to the pass gates in the target cirsearch for common subexpressions, the boolean equations
cuit, no handshake occurs between reconfiguration logicwith both minimized and simplified logic can be generated
and its environment. Thus, it is efficient to implement the automatically. Further, gate decomposition can be achieved
reconfiguration circuitry in synchronous logic, resulting in through expression tree disintegration so that the resulting
less hardware cost than the asynchronous implementatioPoolean logic can be easily implemented in CMOS.
with fake handshake signals. Note that no global clock dis-
tribution is required for this synchronous implementation 4.2 Small-Degree Model
because the reconfiguration logic is triggered sporadically

by the local time-out signal. Due to the very long inter-  \ve define aasic blockto be a largest sequence of con-
val of deadlock detections, conservative timing can be ap-secutive nodes where all the nodes are on a directed path
plied to reconfiguration logic to guarantee its functionality. \ith no possibility of branching except at the beginning and
Pass gates in the target circuit can be implemented withihe end. For instance, nodeswaf us, - - -, u in Figure 3(a)
single-device (instead of complimentary fashion) without form one basic block. The construction of small-degree
any threshold loss, as long as higher power supply voltagemode| determines that all nodes of a basic block must be
is used for reconfiguration logic. All these help reduce the ;ge( if any one is used in a configuration. Thus, only in-
hardware overhead of our self-healing design. ternal edges between different basic blocks need to be aug-
Since the amount of replication for external edges of all mented with pass-gates for reconfiguration. Those reconfig-
three graph models are minimized, the wires of all external urable internal edges are exactly the ones which are from/to
edges must be augmented with pass-gates to achieve recom node with out/in degree & or 3 [16]. Since less inter-
figuration with respect td faults. However, the amount of nal edges have to be made configurable, the reconfiguration
internal edges which have to be augmented with pass-gatetogic for small-degree model can be simpler.
for reconfiguration, is different for various graph models. All paths in Py i of small-degree model hav& + 1
In the next subsections, we present how to implement thedistinct head nodes in total, and there can be multiple paths



with the same head node. Since there is no back edge in oy T

Py x, all the paths with the same head nadforms a tree Ab A v D O :
structure with node as the root, and the nodes with out- . AR — ; “—/
degree o or 3 provide branches in this tree. Consequently, || ? A & ? -

| eOCLK al ﬁ a0 al

to search all configurations (embedded target paths) with a "g/

given head node is equivalent to a tree walk with roat ‘ O
In order to find a workable configuration, the state machine v— w an — an i
of reconfiguration logic implements the traversal offli- o vou v
1 trees with different roots. Figure 6 shows the top-level
diagram of reconfiguration logic for small-degree model. @) (b) ©
Figure 7. Configuration of internal edges.
0 | e \ | \ 0 o
(shift register)
----- (tree-walk logic) bits of the in-edges. In other words, the out-edge is enabled
Tk T 42

only if one (and only one) in-edge is enabled. (ii) The out-
branched block in Figure 7(b) has one in-edge and two out-
; ; ; PR edges. Neither out-edge is enabled unless the in-edge has
E:g;lrlt_adgég:crggzgﬁratlon logic diagram for been enabled. If the in-edge becomes enalilee-(0 — 1)
during the reconfiguration (time-out sigriddl = 1), it trig-
gers the 2-bit edge-sensitive counter (with cyclic output se-
In Figure 6, there is a -+ 1)-bit one-hot counter, which ~ 9UénceV’W =00 — 01 — 10) and enables one (and only
is triggered by the time-out signal from local deadlock de- ON€) out-edge. If there is any direct out-branched child
tector. This counter is used to initiate a tree walk logic (to Plock of this basic block, the enabling of out-edgevill
look for a workable configuratioy with a given head trigger another 2-bit cyg:llc counter. In this case, out-edge
node) at one time. After one tree walk is completed (i.e., € N@s to keep enabled in order to achieve tree walk. Thus,
all the configurations with a given head node have been@nother enable signdl N is added to freeze current con-
searched but none is workable), the bit-"1" will be shifted figuration outputs (through blocking the clock input) un-
to the neighbor cell, initiating another tree walk. This pro- Ul the cyclic counters for all the direct out-branched child
cedure repeats until a workable configuration is found. Note Plocks have completed their output cycles. (iii) The logic
that gates may be shared between different tree walk logic info" configuration bits of basic block in Figure 7(c) is the

Figure 6, if those trees belong to the saf2¥ , N)-graph. same as that in Figure 7(b), except that a logic-OR output

The internal edges of small-degree model can be recon-riggers the cyclic counter so that an out-edge becomes ac-

figured as follows. For the basic block including the root tive when either in-edge is enabled. Finally, an extra enable

of current tree walk, the one-hot counter output generatesSi9nal should be added to freeze present one-hot counter
output (by blocking the clock input) if current tree walk is

the configuration bit(s) (pass-gate control signal(s)) of out- ) :
edges of this basic block; for the basic block without cur- not completed (i.e., at Iegstone/cycllc counter output for the
rent tree root, the out-edge configuration bit(s) is deduced!OP out-branched blocks is n@I"). .

from the in-edge configuration bit(s). Specifically, it could ~ The configuration bits of external edges are the same if
be one of the three cases of Figure 7 where all the grey-the internal endpoints are in the same basic block. These
colored nodes form a basic block. The reconfigurable inter- bits can be generated from one-hot counter output and in-
nal edges are bold-colored, and the nearby literal representéernal edge configuration bits directly: they are derived as

the configuration bit of that edge. logic-OR of configuration bit(s) of all (internal) in-edges to
A basic block is aout-branched blockf its tail node this basic block in current tree structure. Note that those
has more than one out-edge. A basic block i®p out- logic-OR gates can be re-used from the logic which gener-

branched blockf there is no other out-branched block on ate internal edge configuration bits. In most cases, almost
the path from the root of current tree structure to this ba- N0 extra logic is required in order to generate the configura-
sic block. A basic blockA is adirect out-branched child  tion bits of external edges.

block of basic blockB if there is a path from blocIB to As an example, we show the construction of reconfigu-
block A in current tree structure and blogkis the first out- ration logic for 3-FT 4-node array of Figure 5. Bold lines
branched block on that path. Figure 7 shows how to gener-in Figure 5 denote reconfigurable internal edges. The la-
ate the out-edge configuration bits according to the in-edgebel of Cx beside each bold line denotes the reconfiguration
configuration bits of that basic block. (i) The basic block in bit of that edge. All external edges are reconfigurable, and
Figure 7(a) has two in-edges and one out-edge. The configwe useD; ; represent the configuration bit of the external
uration bit of the out-edge is a logic-OR of the configuration edge between external node and internal nodg. Fig-



ure 8 shows the corresponding reconfiguration logic dia- with traditional NMR-based methéd We say a circuit to
gram. Blocks< 1 >—< 4 > are 2-bit cyclic counters beK-SFTif it achieves self-healing with respect 6 er-
for out-branched blocks. Deadlock detector generates therors. Since full adder is a common datapath operator and a
primary input, time-out signalo, which is delayed byr widely-used array-sized VLSI module, we choose it as the
(signalTd) to trigger the cyclic counters so that the one-hot target circuit for evaluation. For am/-bit full adder, the
counter outputs have been updated before initiating a newnumber of nodes in the linear array6 = M/C if each
tree walk. node is aC-bit adder cell. Although the carry out is propa-
gated linearly through different nodes, e&¢tbit adder cell
‘ , PICystic Shift Regisier - ek (a node) itself doesn't have to be in ripple-carry fashion (if

- —To C > 1). In fact, eachC-bit adder cell can be implemented

C4 C3 c2 - . .
using any structure (e.g., carry-look-ahead for high perfor-

mance), without compromising the fault tolerance property.
Inthe M-bit adder, each 1-bit adder element is implemented
in terms of a FS-PCHB circuit. Thus, the-bit adder can
guarantee fail-stop with respectié errors as long as they
are in distinct FS-PCHB circuits (i.e., different 1-bit ele-
ments). Here we choose the adder size to be 64-bit.

Cc8
bl | Td b0

5.1 Hardware overhead

Cl1 clo 9 Cc8 Cc7

The cost of a circuit in terms of the amount of hard-
ware necessary is estimated by its transistor count. We
Figure 8. Reconfiguration for 3-FT array. define normalized hardware costo be H(Ay;)/H(A,),

whereH (A,) is the hardware cost of the baseline adder, and

The reconfiguration logic works in the following way. H(Ay,) is the hardware cost of fault tolerant adder. We in-
Initially, all configuration bits of internal and external edges vestigate normalized hardware costs of the self-healing de-
are reset t@. When the circuit deadlocks, the upward tran- sign based on three graph models of Section 3 respectively.
sition oftime-outsignal activates the one-hot counter, which |n the remaining of this section, we use the térardware
moves the bit1’ to the neighbor cell (say,). The cyclic costto meamormalized hardware cost
counter< 1 > is triggered afterr, setting configuration Since no extra spare resource is added to baseline adder,
bit CO. OnceCO becomes high, the clock input of the one- jts hardware cost has nothing to do withand K. Because
hot counter is blocked, freezing its current output. Mean- full-duplication model is composed df + 1 full replicas
while, the upward transition o0 further triggers counter  of the baseline adder, the hardware cost is only decided by
< 2 >, setting configuration biC5. After C5 becomes M and K and independent of node siz& For min-spare
'1’, the clock input of countex 1 > is blocked. At this  and small-degree models, larger node sizesults in more
point, a new configuration with nodes 10, 8, 5 and 6 is set spare resource cost (giveii) but simpler reconfiguration
up. If this configuration is not workable, the circuit dead- |ogic due to less number of nodes. Consequently, their hard-
locks again. The second upward transition of time-out sig- ware costs are affected by node size
nal Totriggers Countek: 2 > afterr, which reset<C5and We first investigate the impact of node size on the hard-
setsC6. The upward transition o@6 further triggers the  \are costs of min-spare and small-degree models so that an
counter< 4 > which sets configuration bi€9. At this  appropriate node size can be used to reduce the total hard-
point, another new configuration with nodes 10, 8, 7 and \yare cost, given tha/ and K. Specifically, total hardware
3 is set up. Such procedure repeats until current tree walkcosts of ak-SFT 64-bit adder with various node sizes of
is completed. Meanwhile, the one-hot counter output re- 1. 2. 4- .. 32-bit, are studied. Figure 9 shows the results,
mains the same because its clock input is blocked all theyyhereMIN andSMLrepresent the self-healing adder based
time. For the configuration bits of external edges, they are g min-spare and small-degree model respectively.
derived directly from one-hot counter output and internal  geyeral conclusions can be drawn from Figure 9. First,

edge configuration bits. For example; 1 = D> = C4,  the hardware cost of min-spare model varies dramatically

D33 = C11, Dy g = C11V C10. with respect to different node sizes, while that of small-
degree model changes much less. An appropriate node size

5 Evaluation does reduce the hardware costs of both models. Second,

; ; 1To apply NMR to QDI circuits is non-trivial: timers and non-
We evaluate the deSIQn of self heallng asynchronous ar negligible self-reconfiguration logic have to be added to the voter. We omit

ray in terms of hardware cost, performance, energy con-yose components and only investigate the voter core here, so the reported
sumption and fault recovery time, and compare the resultshardware cost, performance and energy consumption are optimistic.
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As to min-spare model, highéf requires larger number of
configuration bits while leads to more possible gate sharing
of different reconfiguration bits, which may slightly reduce
the overall reconfiguration overhead (for example, the cases
of K =8andK =7).
Generally speaking, min-spare model incurs the mini-
L mum hardware overhead, because an appropriate node size
o B, - g simplifies reconfiguration logic while keeping the mini-
+ » mum spare resource cost; Small-degree model results in
2 ‘ ‘ ‘ ‘ low hardware cost, as it reduces the spare resources through
1 2 r\?odesize(bitg 16 32 node coalescing while maintaining simple reconfiguration;
Full-duplication model incurs reasonable hardware over-
head due to itg¢ + 1 full duplications; NMR-based method
Figure 9. Hardware costs of K-SFT 64-bit causes the highest hardware cost (except the case-)
adder with different node sizes due to both2 K + 1 full replicas and non-negligible voter
logic. Second, the size of error-sensitive circite€fg of
full-duplication model is negligible, while that size remains

. . : small in small-degree model and becomes large (but still
larger node size tends to reduce reconfiguration and pass-

ate augmentation overheads of both models (although itreasonable) In min-spare model. However, NMR incurs the
9 9 igh largest error-sensitive circuit/¢ter) and that cost becomes

rT]rirohibitive whenK increases (because voter has to com-
pare every combination dk + 1 signals out of 2K + 1)
inputs). Thus, it is impractical to apply NMR design at fine
granularity to tolerate a large number of faults. Third, NMR
design is not scalable witk, because of the dramatic in-
crease of voter complexity which not only dreadfully slows
down the system but also consumes a lot more energy.
It is safe to conclude that our self-healing design is less

ostly and more scalable (with) than NMR method. For

e self-healing design of different models: Full-duplication
model becomes the best choice if tiny protected circuit size
is required; Min-spare model can be the appropriate can-
didate if the designers want to reduce the hardware cost as
much as possible; Otherwise, small-degree model is a good
solution due to its small protected circuit size and reason-
Jble hardware overhead.
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Normalized Hardware Cost

plified with fewer nodes. Third, the complexity of the adder
core itself is quickly dwarfed by that of the reconfigura-
tion logic for min-spare model whefvV and K increase.
Consequently, the optimal node size which incurs the min-
imum hardware cost of min-spare model, becomes larger
and closer ta\//2 whenM or K grows. However, the op-
timal node size for small-degree model gradually reduces
with larger K because the reconfiguration cost varies much
less, which makes spare resource cost become the decidin
factor when the node size is large enough.

Table 1 shows the total hardware costs (shown in column
Total) of the K-SFT 64-bit adder based on different graph
models with the optimal node sizes (shown in colu@wll
Sizg, as well as the corresponding hardware cost break-
downs. Meanwhile, we compare those hardware overhead
with traditional NMR-based design which use& + 1
replicas and a majority voter [8]. Because the configura-
tions in Table 1 result in small node numbers in the fault 9-2 Performance overhead
tolerant arrays, the wiring overhead can be neglected com-
pared with the node cost. Thus, the reported numbersinthis We used HSPICE to simulate the self-healing 64-bit
table are good approximations to the real results. adder of three graph models, and compared the through-

In Table 1, MIN, SMLandDUP denote min-spare, small- puts with the baseline adder and NMR adder. We define
degree and full-duplication model respectively. The total normalized throughputo be Thr(Ay)/Thr(A,), where
hardware costs in the table are further decomposed intoT'hr(A,) is the throughput of baseline adder, @i (A ;)
three categories: (i) The hardware cost of reconfigurationis the throughput of fault tolerant adder. Figure 10 shows the
logic with deadlock detectionRecfg ; (i) The hardware  normalized throughputs, wheBJP, MIN andSML repre-
cost of spare resources with fail-stop augmentation logic sent the self-healing adder with full-duplication, min-spare
(Spare; (iii) Other hardware cost including the/ -bit adder and small-degree model, ak& denotes the fail-stop 64-bit
with fail-stop logic and all configuration pass-gates. For adder without any spare resource. All tieSFT adders use
each category, higher hardware cost is generally expectedhe optimal node sizes in Table 1. The HSPICE simulation
with larger K. Regarding small-degree model, however, uses TSMC 0.18um technology2i°C.
the case ofk = 2™ — 1 (e.g., K = 7) usually results Because the reconfiguration logic and spare resources
in smaller spare cost than the casefof= 2M — 2 (e.g., are not on the critical path, the performance of our self-
K = 6) because more nodes are coalesced in the first situ-healing design does not strongly depend Kn(it only
ation, which may further result in less total hardware cost. changes within 10% for differert’s), exhibiting better per-



Table 1. Hardware costs of K-SFT 64-bit asynchronous adder

K Cell Size | Recfg/\Voter \ Spare \ Total
MIN [ SML [ MIN [ SML [ DUP [ NMR [ MIN [ SML [ DUP [ NMR | MIN [ SML [ DUP | NMR
1 4 32 0.14 | 0.03 | 0.01| 0.62 0.12 ] 096 | 1.92 | 2.00 || 2.48| 3.16 | 4.09 3.62
2 8 32 0.21| 0.04 | 0.01 141 048 | 288 | 3.85 | 4.00 || 3.01| 521 | 6.14 6.41
3 16 16 0.14 | 0.08 | 0.02 | 4.43 144 | 288 | 577 | 6.00 || 401 | 538 | 8.19 | 11.43
4 16 16 0.21] 0.09 | 0.02 | 17.34 || 1.92| 481 | 7.69 | 8.00 || 4.68 | 7.44 | 10.23| 26.34
5 16 16 0.31] 011 | 0.03| 73.28 || 240 | 5.77 | 9.62 | 10.00| 5.39 | 8.54 | 12.28| 84.28
6 16 16 054 | 0.12 | 0.03 | 314.06 || 2.88 | 7.69 | 11.54| 12.00|| 6.24 | 10.59| 14.33| 327.06
7 16 8 2.64 | 0.14 | 0.04 | 1342.03|| 3.37 | 6.73 | 13.46| 14.00| 8.95| 9.81 | 16.37| 1357.03
8 16 8 240| 0.16 | 0.04 | 5699.22| 3.85| 8.65 | 15.38| 16.00 || 9.31 | 11.87| 18.42| 5716.22
Sl S— sistor count. It can be concluded from Table 1 that the leak-
08" i age energy overheads of the self-healing designs are much
g 077 less than NMR method.
2 06x
E 05 The same HSPICE simulations are applied for dynamic
8 o4 energy consumptions. We definermalized energy con-
E o3 — sumptionto be E(A,)/E(A,), whereE(A,) and E(Ay,)
g o2 o are the energy consumptions of baseline and fault tolerant
= adders respectively. Figure 11 shows the normalized results,
0.1 — ; .
o ‘ ‘ ‘ ‘ — where the labels are the same as those in Figure 10.
1 2 3 4 5 7 8
K
Figure 10. Normalized throughputs. i 20 E’Aﬁjﬁ‘+
=3 SML --% -
£ FS —&—
- 3 L NMR —— |
formance scalability than NMR. Note that the performance £ 1°
overhead of self-healing design primarily comes from the %
fail-stop augmentation logic (shown BSin Figure 10) and Scj
the graph model themselves only incur small performance g °[ 1
overheads. Given another fail-stop implementation method TE
with higher throughput, our self-healing design can achieve g 1 = = = = = = ]
even better performance.

Among those three graph models, full-duplication model 1 2 3 4 5 6 7 8
always achieves the best performance, because there is no K
pass-gate overhead on the carry propagation. Since there
are onlylog, | N/2] (instead ofN — 1 in min-spare model) Figure 11. Normalized energy consumptions.

pass-gates added to the carry propagation in small-degree
model, small-degree model achieves higher throughput than
min-spare model. With largdl, the pass-gates on external
edges become the majority of pass-gate augmentation over-
head. Thus, the throughputs of full-duplication and small-
degree models become growingly closer to each other.

Because alt K + 1 replicas and the voter are working all
the time, the NMR adder incurs the largest energy overhead
and such overhead increases dramatically wRegrows.
As to our self-healing design, the dynamic energy over-
5.3 Energy overhead head is much less because there is no switching activity in
both reconfiguration logic and spare hardware. Most of the
Generally speaking, energy consumption of a circuit can energy overhead comes from fail-stop augmentation logic
be divided into two parts: leakage energy consumption andbeing used which remains constant (showrF&sin Fig-
dynamic energy consumption. A simple estimate of the ure 11). Hence the total energy overheads do not change
leakage energy consumption can be obtained from the transignificantly (within 22%) with differenf<s.
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5.4 Fault recovery time 6 Related Work

Fault recovery time is decided by the number of configu-  Although a lot of research has been conducted on fault
rations the system has tried before it finds a workable one. Ittolerant synchronous design [8], only a little work has been
takes system, before it decides that current configuration done for asynchronous circuits. Jackson et al. [6] imple-
doesn't work and switches to another, whetedepends ~ mented a biologically embryonic asynchronous array based
on target circuit size and is usually in terms of micro/milli- ©n clocked FPGA to achieve fault tolerance, while with
seconds. The worst fault recovery time, which can be used!arge hardware overhead for redundant copies of configura-
to estimate the expected fault recovery time, is that all pos- tion bits and complex re-placement-and-routing logic. With
sible configurations have been searched and only the lasfull duplication of circuit parts and synchronization of repli-
one is found workable. In our self-healing design, the worst cated results through C-elements, the authors in [9, 14] de-
fault recovery time can be denoted |d&G)| x 74, where veloped several fault detection methods and hardening tech-
|P(G)| is the total number of paths embedded in fhe . niques for QDI circuits. Although their approaches can im-
Sincer, is constant for the given circuit, we can normal- Prove the robustness of QDI circuits, significant timing as-
ize the worst fault recovery time to B&(G)|. Given the ~ Sumptions are required in order to detect errors and those

fault rate of once per hundreds hours andof millisec- methods cannot guarantee fault detection and tolerance all
onds,|P(G)| can be thousands or tens of thousands while the time. By using doubled-up production rules, Jang et
with little impact to overall system performance. al. [7] proposed a SEU-tolerant QDI circuit design without

As to full-duplication model|P(G)| = K +1 because of any requirement of significant timing assumptions. How-
K +1 full replicas; For min-spare modeP(G)| = (N+K) ever, this approach cannot be applied to hard error toler-
L] t - K

as anyK out of N + K nodes can be faulty; When it comes ance, and usually results in large hardware cost and signif-
to small-degree modelP(G)| can be calculélted recursively icant performance overhead (for example, the resulting cir-

with equation (1) in Section 3.4. Figure 12 shows the nor- cuit can be three “’T‘es Iarger and ‘V.Vice slower [7]). More-
malized worst fault recovery times &f-SFT 64-bit adders over, this approach is designed for single error tolerance and

- - - cannot be extended to an arbitrary number of faults. Com-
with the optimal node sizes of Table 1. pared with the aforementioned work, the method proposed
in this paper can be applied to achieving fault tolerance with

500 T

MIN —— respect to any number of hard or soft errors, while with rea-
DUB - sonable hardware cost and acceptable overheads.
100 - 1 There is a wealth of research on graph models of recon-

figurable fault tolerant linear arrays. Hayes [5] introduced
the concept of fault tolerant graphs and proposed optimal
K-FT graphs for linear array and circle. Alon et al. [1] con-

‘Wost—Case Fault Recovery Time

ke T structed fault tolerant graphs for (undirected) linear arrays
*** in a more general way. Haray et al. [4] discussed the design

£ of optimalK-edge fault tolerant graphs of paths, circles and
1 : : : - p : \ n-dimensional hypercube. Zhang [21] proposed a new fault

tolerant linear array to trade off maximum node degree with
more spares, and a better construction was subsequently de-
veloped by Yamada et.al [20]. However, there is no external
input or output with respect to the array, because they treat
the whole topology of parallel systems or interconnection
networks as only one graph.

Figure 12. Normalized worst fault recovery
time.

Because the optimal node size changes at sAmdor )
min-spare and small-degree models, there are significant/ Conclusion
variation of the normalized fault recovery times (the num-
ber of paths) at those points. Generally speaking, full-  For asynchronous circuits, the causality and event-
duplication model incurs the minimum fault recovery time, ordering is realized by handshake and data are usually en-
while min-spare model takes the longest fault recovery coded with redundant rails. Thus, they have the potential
time. Besides, the fault recovery time of min-spare model to achieve self-checking with small hardware overhead [9].
dramatically increases whei grows, noticeably reducing  However, it is non-trivial to apply conventional duplication-
its maintainability. On the other hand, the fault recovery and-comparison method to asynchronous logic to achieve
time of small-degree model is always at the same order offault tolerance due to the lack of a global synchronization.
that of full-duplication model, and thus remains acceptable To efficiently tolerate errors in asynchronous circuits, this
in practice even with respect to a large number of faults.  paper proposed a general framework for constructing a self-
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healing array-sized QDI circuit which achievisfault tol-

erance without comparison procedure while exploiting the
self-checking potential. Three fault tolerant array models
as well as efficient implementations of the corresponding
self-reconfiguration logic were presented for this frame-
work. Furthermore, the relationship between reconfigura-

(5]

(6]

(7]

tion complexity and spare resource cost was analyzed for

all the graph models. By exploiting inherent self-checking
potential of QDI logic, this reconfigurable fault tolerant de-

sign can achieve much lower hardware overhead than tradi-

tional NMR method (especially for largk’). By keeping
most of self-healing related logic off the critical path, this

(8]
9]

reconfigurable design also achieves small and nearly con-
stant performance and energy overheads with respect to dif-

ferent K's, exhibiting much better scalability than NMR.
Regarding the self-healing design based on different

[10]

graph models, the energy overheads are close to each other

because fail-stop logic and pass-gates on external edge
contribute most of the extra energy consumption. The min-

J. P. Hayes. A graph model for fault-tolerant computing sys-
tems.|EEE Trans. on Computer&5(9), 1976.

A. H. Jackson and A. M. Tyrrell. Implementing asyn-
chronous embryonic circuits using AARDVArc. IRroc.
NASA/DoD Conference on Evolvable Hardwe2802.

W. Jang and A. J. Martin. SEU-tolerant QDI circuits. In
Proc. International Symposium on Asynchronous Circuits
and System<005.

B. W. JohnsonDesign and Analysis of Fault Tolerant Digital
SystemsAddison Wesley, 1989.

C. LaFrieda and R. Manohar. Robust fault detection and
tolerance in quasi delay-insensitive circuits. Rroc. Inter-
national Conference on Dependable Systems and Networks
2004.

A. Lines. Pipelined asynchronous circuits. Master’s thesis,
California Institute of Technology, 1995.

] N. R. Mahapatra, A. Tareen, and S. V. Garimella. Compar-

spare model requires the least hardware cost but the largest
error-sensitive circuit size, performance overhead and ex-[12]

pected fault recovery time; the full-duplication model re-
sults in the most hardware cost but the minimum error-

sensitive circuit size, performance overhead and expected13]

fault recovery time; the small-degree model is a compro-
mise between min-spare and full-duplication model: it in-
curs modest hardware overhead, small critical circuit size,
low performance overhead and short fault recovery time.
Therefore, the min-spare model is the most effective for
the fault tolerant designs with smadil or for the minimum
hardware cost, while the full-duplication model can be used
for the cases which require tiny error-sensitive circuit size or
very short fault recovery time. Otherwise, the small-degree
model becomes the appropriate solution.

Finally, this self-healing method can be conveniently ap-
plied to synchronous design. The only significant change is
the implementation of fail-stop behavior in target clocked
circuit. One way to do this is duplicating the target circuit
and comparing the results off the critical path on each clock
cycle. If any mismatch is reported, the clock will be shut
down and online reconfiguration will be activated.
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