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Abstract

This paper addresses the efficiency of Ippo and more
specifically Delta-Ippo testing when using a realistic short
defect model that properly considers the relation between
the resistance of the short and its detectability. The results
clearly show that the Delta-Ippo approach covers a large
number of resistive shorts missed by conventional logic
testing, requiring only a relatively small vector set. In ad-
dition a significant number of defects which are proven to
be undetectable by logic testing but may deteriorate and
result in reliability failures are detected. The Delta-Ippo
threshold and thus the equipment sensitivity is shown to
be critical for the test quality. Furthermore, the validity
of the traditional Ippo fault models when considering re-
sistive short defects is found to be limited. For instance,
the use of the fault-free next-state function for sequen-
tial Ippo fault simulation is shown to result in a wrong
classification of some resistive short defects. This is the
first systematic study of Ippo testing of resistive short de-
fects. The impact of the threshold on the defect cover-
age is quantified for the first time. Although the simula-
tion results are based upon a 0.35um technology, the re-
sults and methodology can be transferred to state-of-the-
art and NanoTechnologies.

Keywords: Ippq testing, Delta-Ippq, Resistive defects,
Early-life failures

1 Introduction

Quiescent current (IDDQ) testing has been argued to be in-
effective for state-of-the-art CMOS circuits due to rela-
tively high and variable leakage currents even in defect-
free ICs. This is only partially correct [1]. Itis true that the
classical assumption that a defect-free CMOS circuit does
not conduct any current when it is not switching (IppQ =
0) does not hold anymore. There is a non-negligible back-
ground Ippgo current Iy, flowing through the circuit ir-
respective of whether it is defective or not. It is composed
of leakage currents I, 7, of the OFF transistors. Although
the contribution of every individual transistor is negligi-
ble, the cumulative effect of millions of the transistors is
significant. Low-V transistors used in high-performance
logic are particularly prominent contributors to Ipqc.
This problem is addressed by design measures as well
as by a number of advanced test methodologies like rel-
ative IppQ, current ratios, current signatures, and Delta-
IppQ [2, 3]. In this work we will consider Delta-IppQ test-
ing. Itis based on detecting the difference in the amount of
current flowing through a defective circuit depending on
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whether the defect is activated or not. Delta-IppQ testing is
supported by measurements at different vector locations.

Assume a short defect between nodes a and b. Suppose
that the test set includes two test vectors ¢1 and 5. t1 sets
the nodes a and b to the same logical value (e.g., a = b =
0), while ¢ sets a and b to opposite values (e.g., a = 1,
b = 0). Under t;, the background current IppQ=I4ck
is measured. Under t5, there is a conducting path from
Vpp through the PMOS network driving the node a, the
short defect and the NMOS network driving the node b
to ground. As a consequence, some current /g fece Will
flow through this conductive path and the total measured
current will be IpDQ= Ipqck + Igefect- If no such elevated
current is measured for ¢, then it is assumed that there is
no short defect between a and b.

There are essentially two criteria for the applicabil-
ity of Delta-Ippq testing to today’s advanced technolo-
gies. The first relates to the current measurement equip-
ment that must be sufficiently fast (to satisfy test time and
cost constraints), and sensitive to enable distinguishing
between Ipcr and Ipger + Igefect, as to be able to iden-
tify small variations on top of large background currents.
Secondly in function of defect detection itself, the vector
set used should contain at least one vector that activates
the defect and at least one vector that does not activate
the defect, as defects that are being activated by all vec-
tors are escaping a Delta-IppQ approach. Preferably, but
not a must, the variation of I,y is small compared with
Lgefect, as this affects the screening efficiency. This might
not be the case for some large high-performance parts
such as the largest microprocessors on the market. For
many other products, however, including low-power de-
signs with high-V7 transistors with well-controlled leak-
age, Delta-Ippq testing is applicable by selecting a value
Aljimie and identifying the parts for which the mea-
sured current under different test vectors differs by at least
Aljimir Ampere. Note that this procedure is still effec-
tive if Ipqer 1S not constant for different circuits, as the
actual decision is die rather than product related. In gen-
eral, the variation of I, of the same die (in absence of
defects) for different vectors tends to decrease for larger
ICs, because this variation occurs if a very large fraction
of transistors are active under one input vector and very
few transistors are active under a different test vector. As
the total number of transistors becomes large, the proba-
bility that very large fraction of them are active (or not)
simultaneously is reduced. This is clearly beneficial for
Delta-Ippq testing.

This paper studies the detection of resistive shorts by
IppQ and more in particular Delta-Ippq testing. In con-
trast to [4, 5], we do not consider resistive intra-gate shorts
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Figure 1: Example circuit
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or shorts between two inputs of the same gate, as our as-
sumptions on the I-V characteristics do not hold for such
shorts. Similar to the approach initially developed for
conventional (voltage) testing [6, 7, 8], we derive a de-
tectability interval for a given short defect (the interval
contains all the defect resistance values for which the de-
fect is detected by IppQ measurements) and several para-
metric fault coverage metrics. The metrics accurately dis-
tinguish between the defects which can change the logical
function of the circuits and defects that are proven to be
redundant from the logical point of view at time zero, but
either heal or deteriorate over time causing early-life fail-
ures and field returns.

It turns out that some of the assumptions traditionally
made for IppQ testing do not hold unconditionally when
resistive shorts are under consideration. One instance is
the fault simulation of sequential circuits. It was claimed
in [9] that it is safe to use the fault-free next-state function
for calculating fault coverage. It has been noted in [10]
that this does not hold for certain resistive shorts which
modify the values stored in the flip-flops. We demon-
strate that our technique will yield the correct detection
conditions even for such non-trivial cases. Moreover, the
correct detection interval will be non-contiguous. This is
unexpected because the only source of such intervals are
reconvergencies of paths starting at the defect site and the
conventional wisdom states that fault effect propagation is
irrelevant in IppQ testing.

The experimental results show that Delta-Ippq testing
is effective in detecting defects not covered by conven-
tional logic testing including both detectable and logic un-
detectable defects. This holds even if a reduced number
of test vectors is employed. However reducing the number
of vectors reduces the chances that the Delta-IppQ criteria
are met, with reduced fault coverage as result. We also ob-
serve a relation between the threshold current Alj;,,:+ and
the test quality. In function of high quality test require-
ments (like Automotive and Medical) the use of a small
delta limit is advantageous as it helps to identify subtle
defects before they affect the operation of the circuit.

The remainder of this paper is organized as follows.
The fault model for resistive shorts with respect to Delta-
IppQ testing is described in the next section. The anoma-
lous behavior of a resistive short is demonstrated in Sec-
tion 3. Experimental results are reported in Section 4.
Section 5 concludes the paper.

2 Resistive Short Detection by Ibpo

This section will introduce the resistive short fault model
used for the analysis in this paper. Fault effects on both the
voltage and the current are modeled and a non-trivial in-
teraction of these effects is demonstrated later on. Conse-
quently, some basic definitions and concepts for the con-
ventional (non-IppQ) case in which the detection is based
on the logic value (voltage) are essential for understanding
the model. Although they have been published elsewhere
[11], we recapitulate them briefly in order to make the
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Figure 2: Voltage and current characteristics

paper self-contained. We use an example circuit for illus-
tration. The same circuit will be used later on to demon-
strate the anomalous behavior in the sequential case. Note
that only voltage effects have been considered in previous
works and all the material regarding the current effects is
new.

2.1 Analogue Detectability Intervals for
voltage and current

A resistive short defect between two lines driven to op-
posite logic values will result in intermediate voltage lev-
els on these lines. The exact value of the voltage is de-
termined by the electrical parameters of the gates which
drive the shorted lines, the logical values applied to the
inputs of these gates (which determine the number of ON
transistors in the gates), and the value of the short resis-
tance 7,5, This voltage will be interpreted as either logic
0 or logic 1 by the succeeding gates, i.e., gates fed by
the shorted lines, depending on the logic threshold T'h of
these gates. The interval of all R, values for which the
faulty logical value is interpreted on a line is called Ana-
logue Detectability Interval or ADI.

Figure 1 shows an example sequential circuit which
consists of two buffers A and C', one NOR gate B, one
NAND gate D and one flip-flop F. The outputs of gates A
and B are shorted by a defect of unknown resistance. As-
sume that F' stores the logical value of 0 and that logic-1 is
applied to the input of the circuit. The voltage potentials
V4 and Vg on the lines driven by gate A and gate B, re-
spectively, as function of the short defect resistance Ry,
are shown in the lower part of Figure 2 as solid lines. The
logic threshold of gate C' is Th¢, and the logic threshold
of the upper input of gate D is Thp. The thresholds are
independent of Rj; they are shown as horizontal lines.
The Ry, value for which a voltage characteristic crosses
a threshold is called critical resistance. The critical resis-
tance is used for determining the ADI. For example, R}Y
for gate D, i.e., gate D interprets the voltage on the line
driven by A as logic-0 if Ry, < RY and logic-1 other-
wise (the superscript ‘10’ refers to the values seen by gate
B). Since the fault-free value is logic-1, the ADI on the
upper input of gate D is [0, R})]. The ADI on the input of
gate C' is [0, RY]. This ADI propagates through gate C
to the lower input of gate D. It is easily checked that the
faulty logical value (0) is assumed at the output of gate D
if R}) < Ry < RY, i.e., the ADIis [RY), RYY].



The solid curve in the upper part of Figure 2 shows
the current flowing through the defect site as a function
of Ry, if the flip-flop stores a logic-0 and a logic-1 is ap-
plied to the input of the circuit. The Delta-Ippq threshold
Alj;mit is shown as a horizontal line. There is also a crit-
ical resistance Rjj,,: for all Ry, values below Rjj; the
defect-induced current will surpass the Delta-IppqQ thresh-
old and will be detected. We refer to the Ry, interval in
which the extra current exceeds Alj;,;¢ as I-ADI (in the
example, I-ADI = [0, R;9,. ).

If the value in the flip-flop is logic-1 instead of logic-
0, two NMOS transistors (instead of one) are ON in gate
B. As a consequence, the voltages on both shorted lines
decrease and the current increases for a given Ry, value.
This is shown in Figure 2 by dashed lines. Note that the
values of the critical resistances change (indicated by su-
perscript “117).

The ADIs for logic (voltage-based) detection are ag-
gregated for all test vectors of a given test set to form C-
ADI (covered ADI). The Ry, range for which the defect
can be detected by at least one test vector is called G-ADIL
Thus, a defect with Ry, € C-ADI has been detected by a
given test set; a defect with Ry, ¢ GG-ADI is undetectable
by voltage testing. C'-ADI is always included in G-ADI.
In contrast, Delta-Ippq testing detects short defects with
R, values in some interval /-ADI which may or may not
be part of G-ADI.

2.2 Electrical model

Similarly, from a current perspective a resistive short de-
fect between two lines driven to opposite logic values will
result in a current flowing through the defect, which is
function of the short resistance R, and in intermediate
voltage levels on these lines, also function of Rgj. The
latter will cause additional current to flow through the
gates driven by the lines affected by the defect. In the re-
mainder of the paper we will take a conservative position
and only consider the current flowing through the defect
itself and not the secondary current increase. As such we
will consider a pessimistic boundary on the fault coverage
figures.

The critical resistance for Delta-IppQ testing is the
highest value of the short resistance R, for which the
current flowing from Vpp to ground through the defect
exceeds the Delta-IppQ threshold Al It is deter-
mined using a procedure similar to the one employed to
calculate the critical resistance for logic testing, i.e., to
determine the highest R, which makes a succeeding gate
interpret a faulty logical value.

Let n1 and n0 denote the shorted lines driven to oppo-
site logic values. Let n1 (n0) be the line driven to logic-1
(logic-0) by the PMOS (NMOS) network. The following
system of equations holds [12, 7, 13]:

Iy I,(Vpp — V1)
Iy
Rsh,

(Vi1 = Vao) /1o
where V/,1 is the voltage potential on n1, V,,q is the volt-
age potential on n0, I,(V) is the I-V characteristic of
the PMOS network, I,, (V) is the I-V characteristic of the
NMOS network and Ry, is the short defect resistance. Es-
sentially, the current flowing through n1, short defect and
n0 must be equal because no current sink or source exists
on the path. The value of the current is called Ij. I is the
defect-induced contribution to the overall quiescent cur-
rent flowing through the circuit. The background current

I-ADI

(2)

Figure 3: Venn diagram for (a) combined fault coverage
FCIoM (Eq. (5)). (b) flaw coverage FC'{ied (Eq. (6)).

comb
Diagonal lines indicate the nominator, vertical lines show

the denominator.

Ipqcr; 1 assumed to be independent of the defect; conse-
quently, it is regarded as a constant offset which does not
influence defect detection. The analysis is hence valid for
Delta-IppQ. _

To calculate the critical resistance R'°%/° for the case
of logic testing, one of the voltages (e.g., V},1) is set to the
logic threshold T'h of the succeeding gate in question and
the equation system is solved to obtain three values Vg,
Iy and R, from three equations. The critical resistance

is determined from R'%° = R,y,. I-V characteristics I,
and [,, are given by the technology in which the driving
gates are implemented and the number of ON transistors
in these gates (see [13] for details and three examples of
technology-specific models).

In case of Delta-IppQ, we use the same three equations
to quantify the extra contribution of the defect to the IppQ
of the affected cells, compared with the current in the de-
fect free case. We set Iy = Al and determine V,1,

Va0 and Rgp, from the equations. The critical resistance
for Delta-Ippq testing is given by R'% — R,. The
equation for the case of a two-inverter short assuming the
validity of Shockley equations is:

2-Aljimit
[Vit,|+4/(Vop—|Vt,])2———F5—
( ! ? BphipCox

Iddg
R 9=
I ALt

—VDD+th+\/(VDD —Vt,)?— m:) (2)

where [ is the width-length ratio, u is the mobility, Vpp
is the power supply voltage, V't is the transistor threshold,
C,, 1s the oxide capacity and Al is the Delta-IppQ
threshold. Indices p and n indicate PMOS and NMOS
parameters, respectively.

Remind that additional current through a succeeding
logic gate will result from a weakened voltage potential
on its input. As stated before we do not account for this
effect, which means that our current estimate is conserva-
tive.

2.3 Fault coverage metrics

The logic fault coverage FC'°9%¢ denotes the detection
probability of a fault f and is defined as

FClosic f)leO%( /C _ADIp(r)dr>/( /G _ADIp(r)dr) 3)

where p(r) is the probability density function of the
short resistance 7 obtained from manufacturing data (i.e.,
p(Rgp) gives the probability that a short has the resistance
Rp). See [14, 15] on the procedures for obtaining p(7).
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Figure 4: Left: Two-frame expansion of circuit from Figure 1; Right: Detection conditions for the second time frame

The Ippo fault coverage FCT499 denotes the detection
probability of a fault f by IppQ testing and is defined as

J; (I-ADING-ADI) p(r)dr

FCTda( £)=100% - “4)
( Je-apr P(r)dr
We define the combined fault coverage as
_ADIUI- _apr) P(r)dr
Fcclgjz% — 100% - f((o ADIUI-ADI)NG-ADI) . 6)

Jeapr p(r)dr

The next metric definition captures the coverage of
flaws, i.e., defects undetectable under nominal conditions
which may cause early-life failures. R, € [082,00] \
G-ADI holds. The condition for a defect to be detected by
Delta-Ippq testing is Ry, € ([0€2, 0o] \ G-ADI) N I-ADL
We define the Ippo flaw coverage as the probability that a
flaw is detected by Delta-IppQ testing:

POl _ 1009 - f(([OQ,oo}\G—ADl)ﬂI—ADI) p(r)dr

flaw

- (6)
f[on,oo]\G-ADl p(r)dr

All the metrics are defined with respect to one fault; for
a fault list average numbers are taken. Figure 3 illustrates

the definitions of F'C gji% and F'C J{fi‘f} in form of Venn
diagrams.

3 Sequential Behavior

Consider again the circuit from Figure 1. Suppose that
two test vectors ‘1’ are applied to the primary input in
consecutive clock cycles (i.e., logic-1 is on the input of
the circuit in time frames 1 and 2) and that the flip-flop
F' is reset to logic-0 in the beginning. Recall that in
this case the voltage and current characteristics are shown
by solid lines in Figure 2 and the critical resistances for
logic detection are R:Y and R}Y and the Delta-Ippq criti-
cal resistance is R}gdq. If logic-1 is in the flip-flop, the
characteristics are shown by dashed lines and the crit-
ical resistances are R¢', Rp, and Rpj,,. We assume
0 < Rp < Rjy4, < RE < Rilg,

Figure 4 (left) shows the two-frame expansion of the
circuit. In the first time frame, Delta-IppQ testing detects
the defect in interval [0, R}, ] (as discussed above). The
value stored in the flip-flop is logic-0 if Ry, € [R)), REY]
and logic-1 otherwise. As a consequence, the charac-
teristics valid for the second time frame correspond to
the solid lines from Figure 2 in the interval [R}), RV]
and to the dashed lines elsewhere, as shown in Figure 4
(right). The regions in which Delta-IppQ testing detects
the fault are shown grey or light grey (light grey indi-
cates logic-0 in F'). It can be seen that the IppQ detec-
tion interval [0, R, ] U [RE?, R1},,] is non-contiguous.
Moreover, it does not correspond to the interval [0, R}L, q]

obtained by assuming the fault-free value (logic-1) in
the flip-flop (as suggested in [9]). Hence, a defect with
R € [Rpg4,, REY| would be incorrectly classified as de-
tected.

As has been noted in [10], this behavior is unique for
shorts with non-zero resistance. The analysis framework
proposed in this paper is essential to identify the exact
conditions under which the standard assumption is in-
valid. It would be impossible to derive this behavior with-
out considering the short resistance explicitly.

4 Experimental Results

We applied 1,000 random test vectors to ISCAS 85 and
combinational parts of ISCAS 89 (denoted as cs) bench-
mark circuits. The fault list consisted of 10,000 randomly
selected non-feedback resistive shorts, where available.
We selected 100 pA as the Delta-IppqQ threshold Alyp¢.
This is a typical resolution of high-current (> 100 pA)
IppQ measurement systems although better-resolving sys-
tems are also available. We did not observe much variabil-
ity in results using Ay, of 50 A and even 10 pA. We
employed the density function p derived from one used
in [16] for all experiments. It is based on experimental
data from [14] and assigns a lower probability to high-
resistance defects, motivated by typical particle size distri-
butions. All electrical parameters of the circuits are based
on the 0.35 pm AMS (austriamicrosystems) technology.
All measurements were performed on a 2GHz Linux ma-
chine with 1 GB RAM using the extended simulator from
[11].

The goal of our experiments was to determine the
detection capabilities of Delta-IppQ testing alone and in
combination with the conventional (voltage) testing. We
reflected the fact that the number of IbbQ measurements
is often lower than the number of voltage measurements,
i.e., not every vector in the test set is used for an IbpQ mea-
surement. For this purpose we performed three sets of ex-
periments assuming that Ippq is measured for 10, 100 or
1,000 out of the 1,000 applied vectors. Of special interest
was the condition that a short defect must not be activated
for at least one vector in order to ensure its detection. If
only 10 IppQ measurements are performed it is realistic
that a short defect is activated (i.e., the involved nodes are
set to the opposite logic values) for every of the measure-
ment. Such a fault is missed by Delta-Ippq testing because
the reference value which consists of the background cur-
rent level without a contribution of the defect to the overall
current is missing. We studied the severity of this issue by
calculating the number of shorts which were activated un-
der all IppQ measurements, called Always-Activated (AA)
shorts, and excluding the detection of such shorts by IppQ
testing from the calculated coverages.

The results are summarized in Table 1. Average num-
bers are given in the bottom row of the table. The name
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of the circuit is followed by the resistive short defect cov-
erage of the voltage testing (without any IppQ measure-
ments), given for reference. Three sections given next
report detailed results for 10, 100 and 1,000 IppQ mea-
surements, respectively. First, the number of Always-
Activated faults (AA) is given. The coverage of Delta-
Ippq alone (F'C!%9) and together with voltage testing

(F Cclgii) follow. The coverage of flaws by IppQ testing
is contained in the next column (voltage testing cannot
detect flaws by definition). Note that 10, 100 or 1,000
vectors are used for Ippq testing while 1,000 vectors are
always used for voltage testing. Any AA shorts detected
by IppQ measurements are not counted as detected for any
resistance value while AA shorts detected by voltage test-
ing are counted as detected because voltage testing is not
invalidated for shorts which are always activated by every
test.

It can be seen that the coverage by IppQ testing alone
is highly correlated with the number of AA shorts which
it cannot detect. For circuits with few AA shorts the IppQ
coverage is very high even without support from voltage
testing. On the other hand, the combination of IppQ and
voltage testing works very well even for very low num-
ber of IppQ measurements. This is partly due to the fact
that AA shorts are covered by voltage testing but not IppQ
testing. Moreover, it appears that IppQ testing and voltage
testing are orthogonal in the sense that Ippq testing detects
some of the defects missed by the voltage testing and vice
versa. The coverage of flaws is also high.

In order to quantify the impact of AA shorts on the
test quality, we generated data assuming that AA shorts
are not eliminated from the list of the covered defects.
The data are contained in the columns labelled “IppQ”
(rather than “Delta-IppQ”). Note that these results are
given mainly for reference and their physical meaning is
limited. The numbers would have been correct if IpbQ
(not Delta-IppQ) had been employed. However, Ipbq test-
ing with limit of only 100 A does not appear realistic,
as opposed to Delta-IppQ. We ran experiments assuming
a much higher threshold (up to 1,500 ;zA) more appro-
priate for regular (not Delta) Ippq testing, and found that
the test quality is reduced dramatically. The coverage ob-
tained without elimination of AA short detections would
also be realistic for Delta-IppqQ testing, if for every such
short a vector which does not activate it were applied to
the circuit. This could have been done by, e.g., using more
random vectors or running a special ATPG. However, this
would increase the test set size.

The additional results show that the coverage deterio-
ration due to the AA vectors is significant. It is most se-
vere if few IDDQ measurements are available (for 10 mea-
surements, F'C!dda changes from 93.68 to 96.48 on aver-
age depending on how the AA shorts are handled). This
means that AA shorts needs to be accounted when esti-
mating the quality of a test set. The results show that a suf-
ficient number of IppQ tests is required to achieve a high
Delta-IppqQ fault coverage and that a limited IppQ vector
set does not meet this requirement. Also, the need for
special test sets optimized to avoid AA shorts and ATPG
tools to produce such test sets is obvious.

5 Conclusions

Delta-Ippq is a technique which ensures meaningful ap-
plication of IppQ testing to large classes of state-of-the-art
ICs. In this paper, we explored its detection capability

for a relevant defect class, resistive shorts, using an ad-
vanced analytical model. In order to preserve realism, we
accounted for specific limitations of Delta-IppqQ: we used
only a subset of available vectors for IbpQ measurement,
and we did not count detections of shorts which are acti-
vated by every test vector (Always-Activated shorts).

We showed that Delta-IppQ provides excellent cover-
age of the considered defects, in particular in combina-
tion with voltage testing, if appropriate equipment sensi-
tivity can be provided. This holds also for the coverage
of flaws which are potential early-life failures. We found
that the impact of the Always-Activated shorts is signif-
icant and that they must be addressed during both test
set preparation and evaluation. Further, we demonstrated
that some of the traditional assumptions for the sequential
simulation of Ippq effects are not valid for non-zero resis-
tance shorts and that the proposed simulation technique
still produces accurate results. Future work includes the
consideration of the impact of process variations on the
detection conditions.
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