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Abstract—Network connectivity plays an important role in the uAv
information exchange between different agents in the multievel newwerk
networks. In this paper, we establish a game-theoretic frarework
to capture the uncoordinated nature of the decision-makingat
different layers of the multi-level networks. Specifically we design
a decentralized algorithm that aims to maximize the algebra
connectivity of the global network iteratively. In addition, we
show that the designed algorithm converges to a Nash equilitim
asymptotically and yields an equilibrium network. To study
the network resiliency, we introduce three adversarial atack
models and characterize their worst-case impacts on the nebrk  Fig. 1. Two-layer mobile robotic networks. One network dstssof 5 UAVS,
performance. Case studies based on a two-layer mobile roliot and the other network consists of 6 UGVs.
network are used to corroborate the effectiveness and reséincy
of the proposed algorithm and show the interdependency beteen and UGV two-layer networks in Fig. 1, though the objectives
different layers of the network during the recovery processgs. for two networks are aligned, UAV is operated by the air
force while UGV is operated by the army, which could lead to
insufficient coordination. To address this problem, weldisth
a game-theoretic model in which two players control robots t

Teams of mobile cooperative robots have a wide rangeaximize the global connectivity independently. This feam
of applications, such as rescue, monitoring, and seardhingwork captures the lack of coordination between players én th
space exploration. One of the challenges in this kind of meobimulti-level networks. Furthermore, it guides the algaritb
robotic network (MRN) is to maintain the connectivity bedesign of decentralized mechanism for achievingegnilib-
tween robots, since a higher connectivity enables fasfer-in rium solution that is close to the team-optimal solution. In
mation spreading and hence a high level of situational awatbis paper, two players update their own robotic configorati
ness. Connectivity control of the MRN has been addressedbased on the current one to maximize the network connegctivit
a number of previous works includingl [1), [2, 3] which hav&his generates an iterative algorithm which converges to a
successfully tackled a single network of cooperative rebofNash equilibrium (NE) point asymptotically and yields an
Recent advances in networked systems have witnessed emeegilibrium MRN.
ing applications involving multi-layer networks aetwork-of- ~ An MRN is prone to adversarial attacks since a robot can
networks[4, |5]. For example, when unmanned aerial vehicldse controlled by an adversary [€, 7], and the communication
(UAVs) and unmanned ground vehicles (UGVs) execute taslsks between robots can be jammed|[8, 8, 10]. Therefore, re-
together, the whole network can be seen as a two-laygient control of the multi-level robotic networks to mzitus
interdependent network as shown in Hi§. 1. Another examp&tacks is critical to enhance its resiliency. To this end, w
is the complex networks including mobile vehicular networknodel the mobility of the robots by taking into account the
and communication networks in public infrastructures. Theommunication links within and across the networks and use
interaction between mobile vehicles needs the support frangame-theoretic approach to develop a resilient and decen-
communication network thus making two networks couplettalized algorithm for the individual networks. To studyeth
Therefore, the current single network control paradigmds nnetwork resiliency, we consider three attack models iriolgid
sufficient yet to address new challenges related to the sisalithe global positioning system (GPS) spoofing attack, tadjet
and design of multi-layer mobile networks. jamming attack and denial-of-service (DoS) attack. Thesiatp

The main objective of this work is to develop a theoretiof each attack can be quantified by measuring the differehce o
framework that can capture the interactions between robdite algebraic connectivity of the network under a certapety
within a network and across networks. In our problem settingf attack and without attacks. In addition, we charactettiee
each layer of the robotic network aims to maximize theorst-case of each attack and identify the interdependsnci
connectivity of the overall network. If the whole networkthat exist in the multi-level networks. Case studies shaat th
is fully cooperative or governed by a single agent, then thiee robot removal resulting from the DoS attack will lead to
designed network is @eam-optimalsolution. However, in the largest decrease in the network connectivity, and th&iMR
practice, different layers of robotic networks are ofteeigped is the most resilient to the GPS spoofing attack which results
by different entities, which makes the coordination betweeén the constrained physical movement of robots by using the
separate entities difficult. For example, in the previousvUAproposed control method. Furthermore, robots in the nd¢wor
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without attacks will respond by moving to the positions thaddition, L;; = —w;; if nodesi and j are connected, for
can set up the most communication links with the robots in# j € V, and O otherwise. Note that;; = w;;, Vi,j € V.
the attacked network during the recovery processes, asd By ordering the eigenvalues bfin an increase way, we obtain
shows the interdependency in the multi-level networks.

The contributions of this paper are summarized as follows:

1) We establish a game-theoretic framework that enablesvhere),(L ) is calledalgebraic connectivitgpf G. In addition,
decentralized control of mobile robots in the multi-levethe Fiedler vector of a network refers to the eigenvector
networks. associated with the eigenvalug(L ) [15].

2) We introduce three attack models to the network andFor a two-layer interdependent network, we define two
characterize their worst-case scenarios. In addition, wetworksG, (V1, E1) and Go(Va, E»), where network 1 and
design a resilient and decentralized algorithm that aims tetwork 2 are represented ldy;, for i = 1,2, respectively.
maximize the algebraic connectivity of the global MRNNetwork i, i € {1,2}, is composed ofn; = |V;| nodes

3) We show the convergence of the designed algorithm taad m; = |F;| links. The global network resulting from
NE asymptotically, and corroborate its effectiveness ande connection of these two networks can be represented by
resiliency by case studies. The existence of interdepef-= (V; U Va, E; U Es U Ejs), where Ep, is a set of
dency in the multi-level MRN is also verified. intra-links betweenG, and G». For convenience, we denote

the network consisting of the intra-links betwegn and G-
A. Related Work asG12. The adjacency matriA of the global networlG has

. . - the entr
In the previous works, robotic network connectivity cohtro y

problem is often addressed either in a totally centralizeg w {wij, nodes ¢ and j are connected;
CLU =

0=M <X <. <A, )

[4, [2,111,112], or completely decentralized way [3, 13, 14].
The centralized framework yields an optimal network butwit
low resiliency, since responses to failures in a global netw LetA; € R™*™ andA, € R™2*"2 pe the adjacency matrices
may not be instantaneous. The network resulting from tlé G; andGs, respectively, an@ = n; +ny. WhenE15 # 0,
decentralized framework is resilient; however, it is diffic the adjacency matriA € R™*" takes the following form

to achieve the team solution with limited coordination. Our A, B

framework stands in between these two frameworks and thus A= [ T’ 12] ,

leads to balanced features in terms of resiliency and ofitima Biz As

0, nodes ¢ and j are not connected.

whereB;, € R™*"2 js a matrix used to capture the effect
B. Organization of the Paper of intra-links between networks. Define two diagonal matsic

niXn naXn
The rest of the paper is organized as follows: Secfiibn lﬂl € R™*™ andD, € R"*" as

presents some basics of graph theory and interdependent (D), = Z (B12)ij, (D2)i; = Z (By)ij-
networks. We formulate a multi-level network formation gam i ;

problem in Sectiori_1ll. System dynamics discretization a
the equilibrium solution concept is presented in SediidnAV
semidefinite programming approach and an iterative alyorit L— Li+D1  —Bag 3)
are proposed in Sectidnl V. Sectibnl VI introduces three types | -BL,  Ly+Dy|’

of attacks to the MRN and characterizes their correspondin . .
- . . . ereL; andL are the Laplacians correspondingAe and
worst-case conditions. Case studies are given in Sectidin respectively

2! .

and SectioL VIl concludes the paper. Remark 1: The above formulated two-layer interdependent
framework can be easily extended to multi-layer cases.

n'Phen, by using. = D — A, we obtain the Laplacian matrix

Il. BACKGROUND AND INTERDEPENDENT
NETWORK MODEL

Let G(V, E) be an undirected graph composed by a se
V of n nodes and a seE of m links with n = |V|, and
m = |E|. For a linke € E connecting nodes and j where
the link weight is equal tav;;, we define two vectora. € R”
andb. € R”, wherea.(i) = 1, a.(j) = —1, b.(i) = w;;, A. Two-level Network Formation Game

be(j) = —wij, and other entries 0. Then, the Laplacian matrix the positionof robots in the network is denoted by a vector

I1l. PROBLEM FORMULATION

t
In this section, we formulate a two-level mobile robotic
network formation problem using a game-theoretic framéwor

L of networkG can be expressed as x(t) = (x1(t), 22(t), ..., za(t)) € R3*", and the dynamic of
m . each robot is given byi;(t) = u;(t), wherew;(t) € R3 is
L=> abl. (1) the control of robot at timet. Besides, robots in the network
e=1

can exchange data via wireless communications. Denote the
Basically, for the weighted Laplacian matrix, its diagonal communication link between robot&nd; as(i, j). Then, the
entries are equal th;; = ZjeNi w;j, Vi € V, whereN; strength of the communication link, j) can be captured by
denotes the set of nodes that are connected to rnode the weight of the link. Thus, we can assign a weight function



w: R3 x R® — R, to each communication linki, j), such be represented by two individuadterdependenoptimization

that problems@?} and Q% as follows:
wij (t) = w(wi(t), 2;(t) = gl 2i;(t) [2), Ql: max h(Lo(x(t+m))
X1 (t+71)

for someg : Ry — Ry, wherex;;(t) := z;(¢t) — x;(¢). The

~wherez , , st. |zt +m)2>d, Vi, jewv,
strength of a communication link decays exponentially with s Dllz 2 da J !

the distance! [16]. Therefore, the entrids; of the adjacency wi(t+m)=w;(t),  VjeVa
matrix A admit Qb - XI(I,}%X) Ao (La(X(t+72))
1, z; (T < p1; s o
—a(llzi;(t)ll2—p1) H J( ) H2 7 s.t. ||xl.7(t + TQ)”% > d?a VZ,] € ‘/27 (6)
Aij=qe o pr<lag(t) o< p; (4) zi(t+m) =x;(t), VjieW,

0, | i (t) [l2> po, where V; and V, denote the sets of nodes @@; and Gs,

for p1, p» € Ry, andp; < p2. When the distance between thées.pec.tively, and, € R, andm, € R, are the time constants

robots is less thap;, the connectivity strength is up to 1; andndicating the update frequency of the players. Note thaind

when the distance is larger thag, robots lose the connection.™2 ¢an be different because of distinct sensing, detectio, an
The model of a two-layer MRN is similar to the one in Figr€Sponse capabilities of two mobile networks. Furthermore

[. Robots in the upper layer belong to netwdtk, and robots smallerr; andr, indicate a higher resilience of the network to

in the bottom layer belong to networ®,. For convenience, attacks, since a higher update frequency leads to fastarsys

we label robots inG; as1,2,...,n; € V;, and robots inG,  "€COVery. . _

asn, +1,n1 +2,....n, +ny € Vo. In addition, robots in  Remark 3: Note that the network formation game is played

the same layer and various layers can communicate with e4gfeatedly over time, and its structure is the same only with

other, and these communication links are cairedr-linksand  different initial conditions in terms of the robots’ positi. In

intra-links, respectively. Note that exchanging data betweéﬁid't'onv at each stage of play, the game capture@pynd

robots in different layers is more difficult than that of théJ2 can be characterized as a constraipeential gamedue

robots in the same layer due to much longer distance. Thisthe identical objective of two players [17].

to enable the information exchange betwe&enand G2, we

assume that the communication strength of intra-links has a V. SYSTEM DYNAMICS DISCRETIZATION AND

larger value ofp; and p, comparing with that of inter-links. EQUILIBRIUM SOLUTION CONCEPT

For simplicity, define—y £ {1,2}\ v, wherey € {1,2}. ~ To address the MRN formation problem formulated in
We consider that two players, player P1§ and player 2 Sectiorll, we first analyze the fundamental network algébr
(P), play a network formation gameP; controls robots connectivity maximization problem (ACMP). For a given

in network G;, and P, controls robots inG. Specifically, network G with n nodes, its algebraic connectivity can be
Py and P, update their own mobile network iteratively byrepresented by

controlling the robots’ positions which are denoted »as

and x., respectively. Note that; := (21, ...,x,,) € R3*™, Ao(La(x)) = Hsz:flzn

Xo = (Tp,41,.., ) € R3*™ andx := (x;,X2). For each _ 7 _

update, P,’s strategy is based on the current configuratig@sed on the Courant-Fischer theorem [18], where ann-

of network G_.. The objectives of players are aligned bylmensmnal vector with all-one entries. In addition, thed-
maximizing the algebraic connectivity of the whole networkOn A2(Lc(x)) is concave inLc(x). Therefore, the ACMP
G, )\Q(Lg(x)), at every step. In addition, the action space€ax X2 (L (X)) gives rise to convex optimization approaches
of P, and P, are denoted by, andX., respectively, which to deal with our MRN control problem. For the unconstrained
include all the possible network configurations. The setwep ACMP, we present the following theorem.

strategy profiles( := X; x X, is the Cartesian product of theTheorem 1 ([18]). The network algebraic connectivity maxi-
individual pure strategy sets. Besides, the utility fumetfor mization problemmaxy A2 (L (x)) is equivalent to the follow-

TLa(x)z (7)

both players is\ (La(X)): X — R ing:
Remark 2: In general, the objectives of two players can
be different rather than maximize the algebraic conndgtivi nax

of the global network. However, in our problem setting, the 1 (8)
; st. La(X) = a- (1, — =117)

two teams of robots execute tasks collaboratively, and thus G\ = »T ’
_they both aim to ppt|m|ze the global network connectivity tQhereq €R, andl,
improve communications.

In the MRN formation game, one essential constraint is the o ]
minimum distance between the robots in the same layer. With- Discretization of the Dynamics
out this constraint, all robots in the same layer will cogeer For each update of the robotic network, it is essentially not
to one point finally which is unreasonable in reality. Thug, wcontinuous in time. Therefore, for simplicity, we disceeti
assign a minimum distance for robotsifh andG, denoted by the formulated problem&? and Q% in the following. First,
dy andds, respectively. Then, the network formation game came deal with the minimum distance constraint. By denoting

is an n-dimensional identity matrix.



Zi;(t) = ||lzij(t)]]3, and then differentiating|z;;(¢)||3 with C. Nash Equilibrium of the Game

respect to the time, we obtail [2] For the formulated discretized MRN formation game, a

2 i (t) — i (0} {ai(t) — 2;(6)} = Zi(0). (9) Natural solution concept is Nash equilibrium (NE). Before
presenting the formal definition of NE, we first analyze the
By using Euler’s first order method(t) — z(k), #(t) — impact of the players’ action on the network at each step.

w, where At is the sample time, we rewritg](9) asSpecifically, after P, takes his action at steg, G; and

T G2 are reconfigured, wheré/, is the network between

Aaik+1) —z;(k+ 1} {zi(k) — 2;(k)} 10) Gi and G,. We denote networky; and G, at stagek as
= Zij(k+1)+2;;(k). G, andG12 1, respectively. For simplicity, we further define
Gi2,x = G1 U Giz, Which is a shorthand notation for

Similarly, differentiating and discretizing weight;; yield the merged network. Then, netwoek, can be expressed as
Of(|zijl|2) (i (k + 1) — ()} G = Gia,x UG2 . Similarly, after P, updates networks at
Nzijll2 |, t t " stepk, the whole networlG,, becomessy = Ga1,, UG,
(11) where G == Gax U Giak. Then, the formal definition
Hence, we can obtain a discrete Laplacian maltrix(x(k))  of Nash equilibrium (NE) which depends on tpesition of
by using [11) which is presented in Sectfon TV-B. robots is as follows.

wij (k +1) = wi; (k) +

Definition 1 (Nash Equilibrium) The Nash equilibrium solu-
B. Problem Reformulation tion to the discretized multi-level robotic networks fotina
Based on[{8) and{10), and for given initial position vectoi@@me is a strategy profile*, wherex* = (xj,x3) € X, that
X2(k) andx, (k) for P, and P,, respectively, we can reformu-satisfy

t t .
late the problemg); and Q% as follows: Mo (L, (X5 X5)) = Aa(La, (x1,X5)),

Q]f : Xl(k-i-g,lao)i(k-ﬁ—l) al(k + 1) A2 (LGk (XT7X3)) > A2 (LGk (XLXQ))?

st Lak+1) = ar(k+1)- (I, %11T),
2fwi(k+ 1) — 2;(k + D)} {zi(k) —2;(k)}  (12)

for ¥x; € Xy andVx, € Xo, wherek denotes the time step,
andx = (X1, Xz) is defined in Section TIHA.

Note that at the NE point, no player can individually

= Zij(k+1) + Zi; (k) increase the global network connectivity by reconfiguring
[|zi; (k + D3 >dy, Vi,jeW, their robotic network, and the two-level MRN possesses an
zj(k+1)=z;(k), VjeV, equilibrium configuration.
2 nax az(k+1) V. SEMIDEFINITE PROGRAMMING AND | TERATIVE
X2 (k+1), as(k-+1) .
ALGORITHM

1
st. Lgk+1)>=as(k+1)- (I, — =117, , . , , o ,
n In this section, we first derive a semidefinite programming

2{wi(k +1) — z;(k + 1)} {wi(k) — z;(k)} (13) (SDP) approach to address the discretized optimizatioh-pro
= Zij(k+1)+ Z;(k), lems Qf and @4, and then design an iterative algorithm to
lzi; (k+ D2 > da, Vi, j € Va, find the NE solution to the formulated MRN formation game.

wj(k+1) = 2;(k), VjeW,

Whereal(k: + 1) andaz(k + 1) are the scalar objectives ofA Semidefinite Programming Formulation

Qk andQ%, respectively. Notice that in@’f and@’g, the minimum distance constraints
In addition, we obtain the discrete Laplacian matrig(k+ |[zij(k + 1[5 > di, Vi,j € Vi, and ||z;;(k + 1)][3 >
1) by using [(I1), and its entridé;‘-(k +1) are da, Vi,j € Vi, are nonconvex To address this issue, one
' method is to regard the distange;; (k+1)||3 = Z;;(k+1) as
lﬁ(k +1)= a new variable, and solve probler and Q% with respect
—wij(k+1), ifi#7 (i,j) € E1U FEy; to unknownsZz;;(k + 1) and x(k + 1) jointly. In this way,

— iy (k + 1), ificVi, jEVa, orj € Vi, i€ Va; Q" and Q% become convex problems. However, due to the
R o coupling between the robots position and the distance &cto
Z wis(k+1) + Z wig(k+1), if i=j€Vi;  solving Q% and Q% via merely adding new variables will

s#1,5€ V1 a#i,q€Va yield inconsistency between the obtained solutig(¥s + 1)
Z wis(k+1) + Z Wig(k+1), if i=j€Ve; andZ(k+1), Vi,j € V. Therefore, further considerations
s#i,s€Va a#i,qEV1 are needed, and we first present the definition of Euclidean

. distance matrix as follows.
where w;;, V(i,j) € Ei U E», represent the weight of

interlinks insideG, and G, andw;;, V(i,j) € E12, denote Definition 2 (Euclidean Distance Matrix)Given the positions
the weight of intra-links connecting; and Gs. of a set ofn points denoted byV := {z1,..,z,}, the



Euclidean distance matrix representing the points spaging ands,, respectively. ThenP; and P, reconfigure their robots
defined as for everys; andss time intervals which can also be interpreted
D = [dii]s dis = ||z — 5|2 as the frequency of solving, and @5, respectively. Since
T Gigligens i AL both players maximize the global network connectivity at
A critical property of the Euclidean distance matrix igvery update step, then one approach to find the equilibrium
summarized in the following theorem. solution is to addres@lf and Q, iteratively by two players
Theorem 2 ([20]). A matrix D = [di;}s;—1...n iS an Eu- ;antll tzttieldmg MRN posshesses thek same tqp_olo?y, r|].e.,
clidean distance matrix if and only if 1 and P, cannot increase the network connectivity further
through relocating their robots.
—CDC*0, and d;; =0, i=1,...,n, (14)
whereC i— I, %11T. C. Feasibility and ConvergenciC .
] o N Before solving the problem&; and @,, we should first
Note that [(1#) is a necessary and sufficient condition thafa|yze their feasibility, and we have the following lemma.
ensuresD an Euclidean distance matrix. In addition, the ) o )
inequality and equality in[{14) are both convex. Thereforé€mma 1. For a given initial multi-level MRN where the

A . k —k
between the robots position and distance vectors when tiféi§tance constraint, then the game proble@s and @, are
are treated as independent variables. In specific, dehete always feasible.

1. — . _ 1117 _ _
[Z”]WGV’NS B I"Nk 117, and we can further reformulate When Q]f anng are feasible at each update step, another
problemsQy and@; as essential property is the convergence of the proposediitera

=k algorithm. Without loss of generality, we assume that two

Q : max : ; .
x1(k+1), Z(k+1), a1 (k+1) players will not update at the same step which can be easily

st. Lg(k+1)=ai(k+1)C, achieved by normalizing the update frequency and choosing

_ o Tro (1Y o the initial update step of two players appropriately. Thibe,
ik 1) =y (k+ D} a(k) —a;(k)} (15) convergence result is summarized in Theofém 3.
=Zij(k+1)+ Z;;(k),

Zij(k+1)>dy, Vi,jeW,
—CZ(k+1)C =0, Z;(k+1)=0, 1€V,
wj(k+1) =;(k), Vi€ Vs

ar(k—+1)

Theorem 3. The iterative algorithm converges to a Nash
equilibrium point asymptotically.

Proof: First, remind that bot@;C and@]; maximize the
algebraic connectivity of the global network, and thus the

@’; : max as(k +1) resultinga; (k+1), i € {1,2}, is no less than the one obtained
x2(k+1), Z(k+1), az(k+1) from the previous update step which yields a non-decreasing
st. Lg(k+1) > az(k+1)C, network connectivity sequence. In addition, for a network
2 wi(k +1) — z;(k + 1)} {xi(k) — z;(k)} with n nodes, its algebraic connectivity is upper bounded

(16) by n — 1, [2]1]. Thus, based on the monotone convergence

= Zij(k +1) + Zi;(k), theorem|[22], we can conclude that the network connectivity

Zij(k+1)>dy,  Vi,j€ Vo, sequence converges asymptotically. Denote the actionsoof t
—CZ(k+1)C>0, Z;(k+1)=0, i€V, players that achieve the network connectivity limitxasand
wj(k+1) = 2;(k), VjeW. X, at some steg, and then, we obtain\; (L, (X1,%X2)) >

. . Ao (LGL (Xl,XQ)), A2 (LGZ (Xl,XQ)) Z )\2_(LGL (XllXQ)), for
Hence, @, and Q, become convex and are semidefinit¢x; € X; and VX € X,. Otherwise,x; and x, do not
programming problems which can be solved efficiently. result in the network connectivity limit. Obviously, theategy
pair (X;,%2) satisfies the NE Definitiof]1 which indicates
that the proposed iterative algorithm converges to a NEtpoin
o . s _ asymptotically. ]
After obtaining the SDP problem@; and ),, we aim  Remark 4: A typical example of the iterative algorithm is
to find the solution that results in an equilibrium networkalled alternating updatén which P, and P, have the same
configuration. In the network formation gam&; controls update frequency and reconfigure the MRN sequentially.
robots in G; and reconfigures the network by solving the
optimization problem@llC to obtain a new position of each VI. ADVERSARIAL ATTACKS IN THE NETWORKS
robot. P, controls robots in networks; in a similar way by ~ Robots in the mobile networks are prone to malicious
soIving@S. Note that the players’ action at the current step cattacks|[8, 9, 23, 24]. Thus, their secure and resilientrcbrs
be seen as a best-response to the network at the previous ssgential. In this section, we first present three main tgbes
Besides, the update frequency of each player in the discratversarial attacks to the mobile network including thébglo
time measure is needed to be determined. For giveand positioning system (GPS) spoofing attack, targeted jamming
79 in the continuous time space, we can obtain their updaadack and denial-of-service (DoS) attack, and then amealyz
frequencies by normalizing them into integers denotedspy their impacts on the network performance.

B. Iterative Algorithm



A. GPS Spoofing Attack into the mobile robotic networks model, we add the following

A GPS spoofing attack aims to deceive a GPS receiver Gnstraint to the Laplacian matrix:
terms of the object’s position, velocity and time by geneigat
counterfeit GPS signals [25]. In![7], the authors have demon wij(k) =0, k=ka....ks+gp— 1, (20)
strated that UAVs can be controlled by the attackers and go ) ) )
to a wrong position through the GPS spoofing attack. In otihere (i, j) denotes the attacked link, arid is the starting
MRN, we consider the scenario that the physical movemdiint of the attack.
of a robot is constrained due to the attacks which can beAttackers are often rational, i.e., they intentionallyaak
realized by adding a disruptive position signal to the rsbotthose communication links that whose removal will lead ® th
real control command. Therefore, through the GPS spoofifPst decrease of the network connectivity. To charactdhiee
attack, the mobile robot cannot move but still maintains iMorst-case of targeted jamming attack, we have the follgwin
communications with other robots in the network. In additio @nalysis. When link(i, j) is attacked, the resulting Laplacian
we assume that the attack cannot last forever but for a pefiods given by [18). Denote the Fiedler vectorlofasu, and thus
g in the discrete time measure which is reasonable, since thelU = A2(L) based on the definition. By usingl (7), we can
resource of an attacker is limited, and the abnormal/unetege Obtain the following:
behavior of the other unattacked robots resulting from the

spoofing attack can be detected by the network administrator )\2(L(iaj)) <u'L(4,4)u
X o ) : 3 o7
In the MRN, if roboti is compromised by the spoofing - uT(L _ (eL _ ej)(em _em) )u 01
attacker at time step;, and the attack lasts fgr, time steps, T (21)
=u Lu— (ui — uj)(wijui — wjiuj)

then this scenario can be captured by adding the following

— — 2
constraint to the problen’@]f and Ql;: A2(L) — wij(ui — uy)”.

zi(k+1)=xi(k), k=ki,....k1 +gs—1. (17) Therefore, by removing the link, j)*, where

The attacked robot is usually randomly chosen. To evaluate ok 2
the impact of the attack, we choose the robot that has the (4,5)" € arg igrer 9 (i = u5)", (22)
maximum degree which is denoted by,... Then, we obtain
the upper bound for\(L(i,4)) is the smallest, and the

1 € arg max Wij . L
max & Z 2 algebraic connectivity ofy decreases the most.

JEN;
where V; is the set of nodes that are connected to node

C. Denial-of-Service Attack
B. Targeted Jamming Attack

. _ In addition to the targeted link removal attack, another
In wireless communication networks, one class of adver-

. . . . . ttack scenario corresponding to the wireless communpitgti
sarial event is the jamming attack which can be launched B P 9 1ot

3 )
the attackers through injecting a huge amount of false da athe DoS attack [26]. The DoS attack can be realized by a

. o2 ] . .number of technical methods including Wormhole, Blackhole
into the communication links [9, 10]. In this attack scepari oo .
. . . : and Grayhole attackd [27]. Specifically, in the MRN, the
we consider the targeted jamming attack which means that . .

. i o malicious attacker generates false message to flood théstobo
the attacker jams a certain wireless communication channe

. . . communication resources which result in th@de removabf
between mobile robots which leads to a consequendmlof ) .
. the network. When a nodec V is removed from the network
removalin the network.

To model this attack, denote the network @i, j) — G, then all links that are connected to nodshould also be
(V.E\ (i, j)) after remo;/in a link(i, j) € E from n’ejtwo:k removed. Denote the Laplacian matrix of the network after th
G 7then \’/\?e havd — L — Agll_ and AI’_]f AD — AA. where attack ad (), and remind thatV; is the set of nodes that are

AD andAA are the decreased degree and adjacency matricceosnrm(:ted to nodé Then, similar to the analysis of the link

respectively. By using equationl (1), we obtdi®D and AA as rerhoval, we have

follows: B Py Loy =L— Y (e—e) (&, - éjJ)T_ (23)
AD = eiei,j + ejej,i, (18) JEN;

AA =gl + e . . .
€€ T €% If robot i is attacked at timés, and the attack lasts fgg. time

wheree; and &, ; are zero vectors except theth element steps, then, the following constraint is added to the Laakac
equaling to 1 andw;;, respectively, and similar foe; and matrix:

e, ;. Denote the Laplacian matrix (@(z‘,j) as[(z’,j), and by
using equations in_(18), we have wij(k) =0, VjeWUVW, k=ks, ...,ks+g.—1. (24)

T ~ ~ T
L) =L~ (e —e) (@ — &) - 19y addition, the worst-case of denial-of-service attaak ba
Similar to the GPS spoofing attack, the targeted jammimgptured as follows. When robétis attacked, the Laplacian
attack lasts fop, time steps. In order to incorporate this attackf G is changed to[{23). Similar to the analysis of the most



severe link removal attack, we obtain the following:
A2 (L(3)) < uTL(i)u

=uT(L - (e—e) (8 &) )u

JEN; s
T .
=u Lu— Z (ui — uj)(wijui — wjiuj) (25) 1
JEN;
9 -
:)\Q(L)— Z wij(ui—uj) . (b)
JEN;
Hence, by attacking robat, where Fig. 2. (a) Configuration of a two-layer MRN without attack) (The
resulting algebraic connectivity of the network formatgemme without attack.
i* € arg max Z wij (u; — uy)?, (26)
' jeN:
JEN;

the algebraic connectivity off encounters the most decrease. |
Remark 5: Depending on the scope of knowledge that the;.
attacker has of the network, our proposed game framework:
can be used for attackers of different knowledge levels. Fot
example, an attacker may know the information of the whole .
multi-level network or merely one sub-network. For the for-
mer case of attack, closed form solutions have already been® * * * & ° ° 7 °
presented above. The analysis for the latter case can be done @ (b)

in a similar way by focusing on a smaller network space.
Fig. 3. (a) The impact of each worst-case attack on the n&tammnectivity.
VIlI. CASE STUDIES (b) The algebraic connectivity of the network formation gamithout attack

. i . . . and under each attack condition. Under the adversariat@mmwient, the worst-
In this section, we validate the obtained results via caggse attack happens at step 10, and it remains the sameaatterw

studies. Specifically, we first show the performance of the
two-level MRN by using the iterative algorithm. Then, we
further quantify the impact of malicious attacks introdddée C. Resiliency of the Network to Attacks

Section[ V], and assess the resiliency and interdependeincy Oafier obtaining the impact of attacks on the network alge-

the network to malicious attacks. braic connectivity, the next step is to quantify the resiig

of the MRN to attacks. In specific, the resiliency metric is

i _ based on the system recovery speed and the recovery ability
In the case studies, both networks and G, include 6 \\hqer the adversarial attacks. The adopted MRN model is

mobile robots, and the minimum distance is se0t6. The 1o same as that in SectiGn VII-A. In addition, we assume

link strength parameters of inter-links in two networks #1@ 14t the attacks are added to the MRN at step 10, and the

same, i.e.p1 = 1, p» = 3 anda = 5, and for intra-links, aackers action remains the same in the following stejgs. F

thg parameters are eql_JaI @ =15 po =5anda = 4. [3(b) shows the corresponding results. Specifically, the GPS

Without loss of generalityP and P, have the same updat€gfing attack does not impact the network performance in

frequency and they reconfigure their robotic networks in gjis case, since the attack is added at the point where MRN is
alternating fashion. In addition, YALMIP is adopted to s®lv ¢ o equilibrium configuration, and the constrained praisic

the corresponding SDP problems [[28]. The obtained resuliz, ement of robots is not sufficient to decrease the network

of the MRN configuration trajectory without attack and it¢qnnectivity. For other cases, we can see that the MRN begins
corresponding network algebraic connectivity are Shown {§ acqver after the attack happens which shows the higé-lev
Fig. [2(a) and Fig[ 2(b), respectively. In specific, the MRNy ational awareness of the MRN. Moreover, besides the GPS
attains an equilibrium state after 10 updates which valatsoofing attack, the MRN is the most resilient to the targeted
the effectiveness of the iterative algorithm. jamming attack by using the designed iterative algorithm in
terms of the agile recovery to a satisfying performance. The

B. Impact of Malicious Attacks . ..
b DoS attack can cause a huge loss of the algebraic conngctivit

In this section, we quantify the impact of each worst-casg, j the MRN cannot fully recover under this attack due to the
attack introduced in Sectidn VI on the network performancgsmoyq) of a robot. However, the rate of the network reaching

For clarity, we assume that each attack is launched at step.., NE is fast in this case.

6 during the network formation game, and without loss of

generality, all attacks last for two steps. The result ofvoek ) _

algebraic connectivity under each attack condition is show?- Interdependency of Multi-level Robotic Networks

in Fig.[3(@). We can see that the denial-of-service attagdde = Comparing with single-level networks, a unique feature of
to the most decrease of the network connectivity comparitige multi-level networks is their inherent interdependesc
with other attacks, while the GPS spoofing attack is the ledsk aim to show the existence of interdependency in the multi-
severe one. level MRN in this section. Figld4 depicts the evolution of

A. Effectiveness of the Algorithm
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