arXiv:2105.00996v2 [cs.LG] 4 May 2021

Robust Learning of Recurrent Neural Networks in Presence of
Exogenous Noise

Arash Amini!

Abstract— Recurrent Neural networks (RNN) have shown
promising potential for learning dynamics of sequential data.
However, artificial neural networks are known to exhibit poor
robustness in presence of input noise, where the sequential
architecture of RNNs exacerbates the problem. In this paper, we
will use ideas from control and estimation theories to propose a
tractable robustness analysis for RNN models that are subject
to input noise. The variance of the output of the noisy system
is adopted as a robustness measure to quantify the impact of
noise on learning. It is shown that the robustness measure can be
estimated efficiently using linearization techniques. Using these
results, we proposed a learning method to enhance robustness of
a RNN with respect to exogenous Gaussian noise with known
statistics. Our extensive simulations on benchmark problems
reveal that our proposed methodology significantly improves
robustness of recurrent neural networks.

I. INTRODUCTION

Recurrent models have shown promising performance in
various applications over the past decades, due to their
special design to handle sequential data, including image
recognition [1], linguistics [2], and robotics [3],[4]. In gen-
eral, Recurrent neural networks (RNN) can be considered
as a complex nonlinear dynamical system [5],[6], where
their properties can be investigated using the existing tools
developed for control and dynamical systems [7]. The key
difference between the two is that with RNNs we are
approximating the trainable parameters using a given set of
sequential inputs to recover (learn) their underlying dynam-
ics. In contrast, in control and dynamical systems, a model
is already given and the objective is to control the dynamic
behavior of the system using a set of sequential inputs [8].
The challenge of training RNN models for achieving an
acceptable accuracy has been studied extensively [7],[9].
There are different architectures proposed to improve the
learning accuracy of RNNs, such as Long Short-term Mem-
ory (LSTM) [10] and Gated recurrent unit (GRU) [11].

The structure of a recurrent neural network is illustrated
in Figure 1| which was first introduced in 1980’s [12], [13].
The main objective for this class of neural networks is
to learn time series and explore the correlation between
different states throughout time. Unrolling a recurrent model,
as shown in Figure [I] yields a nonlinear dynamical system.
As a result, techniques intended for dynamical systems and
control are being used more frequently to analyze this branch
of artificial neural networks. The authors of [14] show that
stable dynamical system is learnable with gradient descents
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Fig. 1: Schematic diagram of a recurrent neural network

methods. In [6], a notion of stability [15] is used to answer
questions regarding stable training of recurrent models and
whether one can approximate a recurrent model with a deep
neural network. The stability of RNN models is further
investigated in [16] by applying the notion of stability in
the sense of Lyapunov.

Despite recent advancements in the area of artificial neural
networks, most of the proposed architectures are fragile in
presence of input noise. Due to the iterative nature of the
recurrent models, the effect of input noise propagates and
magnifies as the input sequence becomes longer. The noise
from prior inputs that are passing through nonlinear functions
make the analysis more challenging. Moreover, if the model
is unstable, there is no guarantee that the model can reach
a reasonable outcome under presence if exogenous noise.
Some notions of robustness in artificial neural networks have
been addressed recently [17] and in more detail for recurrent
models under advisory attack by [18],[19].

In classic control and estimation problems, it is assumed
that for a given unknown model, the input can be controlled
[8], [20]. Therefore, one can stimulate the input signal and
collect measurements from the output to obtain a reasonable
estimation for the system [21],[22]. During the supervised
learning of a RNN model, however, our ability to control
the input sequence is limited. A series of data with their cor-
responding target outputs are usually provided beforehand.
Even though solving the learning problem gives a reasonable
estimation of the model parameters in terms of prediction
accuracy, the question of how well the model will performs
in presence of anonymous data, which is corrupted by noise,
is yet to be explored.

Throughout this paper, we aim to elucidate the problem
of robustness for general recurrent neural networks with
additive input noise. We begin by defining an effective
metric for the RNN model’s robustness that can quantify



the impact of input noise on the output and cost function.
Next, by calculating an upper bound for the robustness
measure, we show that under what condition the robustness
measure is bounded and explore venues related to training
stable RNN models and its effect on the robustness. We
proceed to introduce a novel approach that provides an
estimation for the output statistics inspired by ideas from
the Extended Kalman Filter. Finally, we propose two dif-
ferent algorithms to enhance robustness of recurrent neural
networks. Our extensive simulation results confirm that our
proposed methodology significantly improves robustness of
RNNs in presence of Gaussian input noise.

II. PROBLEM STATEMENT

The state-of-the-art machine learning technique to handle
sequential data is the class of recurrent neural networks
(RNN), which has been successfully employed for com-
mercial applications like Google’s voice [23]. Circulating
the incoming information in a loop provides us a model
that keeps the memory of its past and current inputs. The
dynamics of a general recurrent neural network can be
modeled by

Xt = F(thlvutaaF%
Yyt = G(xf70G)

with initial condition x, where u; € R%, x; € R?,y, € R™
represent the input, hidden state, and the output of the re-
current network at time instant ¢. The vectors of all trainable
parameters are denoted by 6p and fg. Examples include
basic RNN[7], LSTM [10], and GRU [11]. Throughout the
paper, ||x|| stands for the Euclidean norm of vector x.

(D

Assumption 1: The vector-valued function F is Lipschitz
continuous w.r.t the hidden state and input with constants
A > 0 and k, > 0, respectively. Moreover function G
is Lipschitz continuous w.r.t the hidden state with constant
kg > 0.

This assumption implies that

F(x,u,0p) —F&X uwlp)| <A|x—x| 2)

for all x,x € R™ and
IF(x,u,0p) - F(x,0,0F) | <kyllu—1al, Q)
for all wu,u € R?.  The learning pro-
cess in a RNN model involves finding
parameters 0p, 0 using given training datasets

{(uy, yt)}t o by minimizing a loss function that measures
closeness between the target output {y; }f o and the output
of system (I)) w.r.t input {ut}t —o- In this work, we consider
the class of loss functions that can be expressed as

E(0r,0c) ZE Ve, Y1) 4)

where L is Lipschitz continuous with constant xo > 0.
Examples of some commonly used loss functions are the

cross-entropy function for classification purposes, which is
defined by

L(y:,y;) = —y:[i*] +log Zexp (yel3]) |

where i* = arg max; y; [j] is a class label, and mean square
error function to predict time series, which is given by
Liyey;) = llye = vill5-

The problem is to learn trainable parameters of the re-
current neural network (I) such that system (I)) exhibits a
robust behaviour in presence of additive input noise. Suppose
that the given training data u, is corrupted by some additive
Gaussian noise wy ~ N(0,%;), i.e., iy = uy + wy, and fed
to the RNN. The hidden state and output become random
variables whose time evolution are given by

it - F()N(t—17 ﬁt; 9F)7
yt = G(x¢,0c),
The objective of this paper is to train network (I) using

the given datasets {(u;,y; )}t o such that the output of the
perturbed system (3) minimizes the expected loss function

E(Or.0c) = {Zﬁ Vi yi } ©6)

Remark I: Since the sequence of target outputs {yf}z;o
are given, and for simplicity of our notations, we may use
notation L(y;) instead of L(y:,y}).

®)

III. ROBUSTNESS MEASURE FOR LEARNING

We can interpret the disturbed RNN model (3) as a control
system with noisy input and employ ideas from robust
control [20] to analyze this class of neural networks. We
adopt the expected deviation of the output of the noisy
RNN (G) from the output of the undisturbed RNN as
a robustness measure, i.c.,

pu(6r,0c) == E{ |30~ y:l*}. ™

By denoting the expected value of the output by y; =
Ely,] and its covariance by

R, =E{(3:—3)F: —3)"},
one can show that
pi(6r,0c) = Tr (Ry) + Bias (v:) . (®)

where the bias term is given by
- Yt)T(S’t —yit)-

Our objective is to learn parameters 0, 0 using the origi-
nal dataset such that the RNN will have a robust performance
with respect to all noisy inputs {u; + wt}tho with wy ~
N(0,%;). Calculating the expected loss function () is very
challenging in general as one should calculate statistics of

the output of the noisy nonlinear system (3)), which requires
solving the corresponding Fokker—Planck equation [24],[25].

Bias(y:) = (¥



Our following result quantifies a relationship that will help
us solve the robust learning problem efficiently.

Theorem 1: The expected loss function for the noisy
recurrent neural network (B) satisfies

T
E(Or,06) < ke Y \pi(Or,06) +E0r,0c), )
t=1

where k. is the Lipschitz constant of L.
Proof: At any time instance ¢ one can write

L(yt) = L(¥:) — L(ye) + L(y1),
<L(¥e) = L(ye) Il + L(ye),
< ke l|ye = yell + L(ye),

taking expected value with respect to the input noise from
both side implies that

E{L(y¢)} < L(ye) + ccE{]lye — yel}- (10)

For the second term by the Jensen’s inequality and the fact
that square root is a concave function

E{ ||}~’t - Yt|| } = E{\/(S’t - Yt)T(f’t - Yt)}
< E{H}N’t—YtHZ}
=/ p:(Or,0c).

The above inequality combined with inequality (I0) implies
that

E{L(y:)} < L(yt) + ke pi(OF, 0c).

Taking the summation over time from both sides of the
inequality result in

T T T
ZE{E(S/Q} < Zﬁ(}’t) + Z ke pe(0r,0c).

The expected value and summation are exchangeable. There-
fore, from the definition of (6), the inequality (9) follows. m

The right-hand-side of the inequality (I0) provides a
meaningful decomposition that involves the learning accu-
racy, which can be quantified by the loss function (@), and the
impact of noise on learning, which is quantified by the square
root of the robustness measure. This result is important as it
suggests that in order to achieve robust learning with respect
to exogenous noise, one should train the RNN by minimizing
a regularized cost function that represents a term for learning
accuracy and an additional term for robustness. We will
discuss this in detail in Section

Remark 2: The robustness measure has been already
used in evaluating the Ho-norm of linear time-invariant
systems that are subject to Gaussian noise [26], [27], [28],
[29], [301, [31], [32]

IV. CALCULATING UPPER BOUNDS FOR THE
ROBUSTNESS MEASURE

As we discussed earlier, finding explicit forms for the
robustness measure is a tedious task as one needs to
calculate statistics of a stochastic process generated by a
nonlinear dynamical system. In the following, we aim at
formulating some explicit upper bounds under some assump-
tions.

Definition 1: The RNN model (T) is stable if there exists
6 such that the Lipschitz property (2) holds with A < 1.

We refer to [6] for a complete discussion on this class of
networks. Stable recurrent neural networks are more reliable
due to their predictable behavior. In the following theorem,
we show that if an RNN is stable, then the robustness
measure is bounded for every data sequence.

Theorem 2: Let us consider the noiseless RNN (I) with
initial condition x(, and the noisy RNN (3) with additive
Gaussian noise w; ~ N(0,X;) and initial condition that is
drawn from N (xo,T’). Then,

t—1

pi(0F,0c) < K& <(2A2)tTr(r) + Ky Z(ZAz)iTr(E,;)
=0
(11)

Moreover, if A\ < % and the covariance matrix of the input
noise stays constant over time, i.e., X, = X for all t > 0,
then

2(kukg)?Tr(X)
o(0F,0c) < —————————= 12
poollp,06) < =53 (12)
Proof: At each time instant ¢, we have
% = Xef| = [ F (x¢—1, 0 — F(Xg—1, 1) |

= ||F(Xt—1; ut) - F(Xt—h ﬁt)

+ F(thl, flt) - F(itfh ﬁt)”

< IF(x—1,w) — F(xg—1, @)

+ [|F(x¢—1, 1) — F (X1, 1) |
< By [0 —ue || + A% — x|
< Ky Wil + A [Xe—1 — x|

Squaring both sides results in
- ~ 2
% = xel|* < (e [[wel + Al%e—1 =31 ]))
< 2(K2 we]® + A2 &1 — x—1 ), (13)

where inequality (z + y)? < 2(2? + y?), for all z,y > 0,
is utilized in the latter step. The Lipschitz continuity of G
implies that

1ye = yill = 1G(xt) = G| < kg % — %] -
The robustness measure can be bounded by
pul0r.66) =E {50 - yiI*} < nEE{ %0 - x.|*} .

Since w; is Gaussian with zero mean and covariance >,
it can be shown that E{||w||*} = Tr(Z,;). Thus, inequality
(13) can be rewritten as

E{ % - x|} < 262Tr(%0) + 2X°E { %Ki — %01}



By inserting the previous error bounds recursively, one can
obtain an explicit upper bound as follows

E{JI% - x/*} < 23 { % - xoll’}
t—1
+2) (20%) Ky Tr(%). (14)
=0

This  inequality = combined with the fact that

]E{Hio - x0||2} = Ti(T") leads to

pt(0F,06) < K% ((ZAZ)tTr(F) +2 X_:(2/\2)iniTr(Zi)> .
=0

For stable recurrent networks, we have \ < % Thus, A\t —
0 as ¢ — oo and the geometric series converges to

kukg)?Tr(Z
|
Despite our usual expectations, aiming at training stable
RNN models leads to imposing unnecessary constraints on
the trainable parameters (cf. [6]), which may result in poor
robustness properties. Moreover, stability is not a require-
ment when training recurrent neural networks as they usually
operate over a finite time horizon. In Section [VI we discuss
that training without imposing stability conditions will result
in superior robustness properties.
The dynamics of a basic recurrent neural network model

is governed by
x; = 0(Ax;_1 + Bus + b),
t (Ax;—1 ¢t +0) (15)
vyt = Cx¢ + ¢,

where o is Lipschitz continuous with constant x,. The
trainable parameters are components of matrices A, B, b, C,
and c. Some popular examples of o are tanh, and Relu
function, where in both cases x, = 1. The corresponding
Lipschitz constants are

A= ko |All, Ky =k B, ke = [IC],
where the matrix norm is defined by
[|Al| = sup {|[Az[| | z € R" with [|z[| = 1}.
Corollary 1: For the class of basic RNNs, if we assume

that the covariance matrix of the input noise stays constant
over time and equal to ¥ and &, is set to 1 then upper bounds

(TT)-(T2) can be improved by

pulbr66) <O (AP () 6)
t—1
+ > IA B (),
=0
and
2
B||||C
Poo(OF,0c) < W Tr(%). (17)
1- Al

Fig. 2: Robust learning architecture.

Proof: Let us define hy = Axy_1 + Buy + b for ease
of notation, then by Lipschtiz continuity of o

% = x| < o) — o(he)

he = he
= Ko ||A()~Ct_1 — Xt—l) + BWtH .

IN

Ko

By using the above inequality it is clear that

E{0”} <E{x2 A1)+ Bw|}
< kZE{6{  ATAS_1 +w{ B"Bw + 25, | ATBw; },

where d; = x; — x;. Note that the input noise is independent
through time i.e. E {thwS} = 0if ¢ # s. Hence the Z;_ is
independent from w; and E {wfét_l} = 0. Therefore the
above inequality boils down to

E {||5t||2} < k2E {7 |ATAS, 1 + w/ B Bw}
< w2 (JAIPE {01} + IBI Te(=0)). (18)

Replacing the inequality (I3) by (I8) with similar approach
to proof of Theorem [I] the inequalities (I6), (I7) follows.
|

We should point out that the upper bounds obtained in this
section are based on Lipschitz constants. Therefore, they are
not expected to be tight.

V. STATE AND OUTPUT COVARIANCE ESTIMATION

Computing an exact and explicit expression for the ro-
bustness measure requires us to access the exact stochastic
information of the disturbed RNN output, which is tremen-
dously challenging, even for the basic RNN models. The
problem of estimating the statistics of the output of a noisy
nonlinear control system has been studied comprehensively
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Fig. 3: The sequencing of the MNIST dataset for recurrent models,
illustrated with digit 7.

in the context of Kalman filtering [21]-[22],[33]. The Ex-
tended Kalman Filter (EKF) and its variants are powerful
methods that have been successfully applied to various real-
world applications [34]. In this section, we build upon ideas
from the EKF and apply similar linearization techniques
to estimate covariance matrices of the noisy RNN. In the
following, we briefly state some of the known results on the
transformation of uncertainty [35].

Suppose that a function f : R™® — R™ in C! and a random
vector x € R™ with expected value X and covariance matrix
P,, are given. Then, one can expand right-hand-side of
y = f(x) around x = E {x} to obtain

y = f(X) + Vo f(%)(x — %) + o((x — %)?).

Taking the expectation from both sides of the equality results
in

19)

¥ =f(%) + Vo f(RE{x - %} +0(E{(x—%)*})
f&x) +E{o((x—%)%)}
f(%), (20)

Q

where E[y] = y. Furthermore, the covariance matrix of the
random variable y can be approximated by

The Extended Kalman filter utilizes a similar approach to
approximate expected values and covariance matrices. Our
main advantage in this problem is that we have full access
to the exact value of state and output variables with a
predetermined input sequence.

Theorem 3: Let us consider the noisy recurrent neural
network (3) with input noise w; ~ A(0,3;). Then, the
estimation for the expected value and covariance matrix of
the hidden state can be calculated by

x¢ = F(X¢—1,u4,0F),

R R 22
P, = (V.F)P,_ (V.F)T +(V,F)%, (V. F)T, 2

where %; = E[%,] and P, denotes the estimation of the co-
variance matrix P; = E {(fct — %) (X — )Et)T}. Similarly,

the expected value and covariance matrix of the output can
be estimated as

ye = Gk, bc), (23)
R; = (V.G)P,(V,G)7,

where R, is the estimation of covariance of the output. The
gradients V,F, V,F, and V.G are calculated at working
points (X;—1, u¢, 07) and (X;—1, ) respectively. Further-
more, the robustness measure can be approximated by

pi(05,0c) =~ Tr(Ry). (24)

Proof: Based on equation (]II) the linearization around
%x;_1 for the dynamics of the hidden state implies that

x; = F(Xi—1, 1)
=F(X¢—1 + 0x¢—1, 0y + Wy)
=F(%x¢—1,0) + V,Fox,_1 + V, Fw,

+0(§xffl,wt2).

Similar to transformation of uncertainty technique, one can
employ equations (2I) and 20) to estimate the expected
value and covariance of X; by equation (22). Exogenous
noise w; has Gaussian distribution N'(0,X;) with assump-
tion that the additive noise is independent throughout time
ie. E[wy;wg] = d;_s. Likewise, the linearization for the
output is going to be

yt = G(f{t) = G()A(t + 5Xt)
= G(%¢) + V. Gox; + 0(6x7).

Employing transformation of uncertainty, it is straightfor-
ward to compute the output expected value and covariance
by equations (23).

In each training epoch, our access to the y; is limited to
the sampling of y;. If the original data is clean, i.e., there are
no disturbance or corruption applied to the input sequence,
then y; = y;. However, in most cases, the original data is
not clean, and there is some error. There are various methods
to improve this approximation that is out of the scope of this
paper [35],[22]. Therefore, we assume that the bias term in
the robustness measure is zero, i.e., y; ~ y;. Finally, the
robustness measure can be approximated by

pt(0F,0c) = ’IT(Rt) ~ Tr(f{t)

|
The iterative update rules (22)) and (23] along the evolution
of the RNN provide reliable estimates for the statistics of
the desired variables which in turn enable us to estimate
the robustness measure in an efficient manner. Although this
approach is based on approximating a nonlinear system with
its linearized counterpart, it turns out that it provides reliable
and efficient estimates for our learning purposes.
Example 1: Let us consider the basic RNN whose dynam-
ics is governed by (13). For simplicity of our notation, we
use hy = Ax;_1 + Buy + b. The gradient of the recurrent
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Fig. 4: Distorted MNIST dataset with different noise amplitudes.

model with respect to various variables are given by

sz(ht) = O'/(ht> O) A,
VuF(ht) = O'/(ht) O] B,
VIG(.’L't) = C,
where © represents the Hadamard product and ¢’ (h;) stands

for the element-wise derivative of the o function at h;. The
update rules for matrices P, and R, are

P, = (0'(he) © A)P,_1 (o' (he) © A)" + 05
(o' (h) ©B) %, (o' (h) ©B)",

R, ~ CP,C”. (26)

The iterative equations (23)-(26) reveal how the trainable
parameters influence the RNN’s outcomes when they are sub-
ject to exogenous noise. We should highlight that the analysis
in this section shows how we can efficiently approximate

the robustness measure and employ it for training a robust
recurrent neural network.

VI. LEARNING ROBUST RNN

In previous sections, we quantified the effect of noise input
on the output of a RNN network. As we discussed in Section
III, the expected value of the training cost in presence of
noise is bounded by

E{L(y:)} < Hﬁ\/er L(y)-

This inequality reveals that including the robustness measure
pt(0F,0c) as a regularization term to the loss function, i.e.,

& = L(y:) + upe(0r, 0c), 27)

where p > 0 is a design parameter to adjust robustness
level, will significantly improve learning robustness. In view
of and the fact that calculating an explicit closed-form
expression for the robustness measure is very challenging,
we consider two remedies. The first approach is based on
the upper bound in the right hand-side of inequality (TIJ),
which is obtained using Lipschitz properties of the RNN.
The second method is based on approximation formula (24,
which is derived by calculating propagation of noise in the
output of the RNN throughout time.

A. Regularization via Robustness Measure Approximation

The existing methods [7] in the context of recurrent neural
networks only consider the bias term in (B) during the
training and ignore the convariance term. We utilize an
estimation of the output covariance in order to approximate
the robustness measure and regularize the loss function
according to

T
£ =3 (v +umick) ). 28)
t=0

The equations (22)-(23) present a procedure to approxi-
mate the covariance matrices of the hidden states and the
output variables. A schematic diagram of this process is
shown in Figure 2] where the RNN block updates the hidden
state biases and the CV-RNN block updates the covariance
matrix of the hidden state.

One may employ a variety of backpropagation through
time algorithms [36]-[37] to compute the respective gradients
for both the loss function and the surrogate for the robustness
measure to learn a robust RNN.

B. Regularization via Upper Bound for Robustness Measure

In this approach, we aim to minimize the upper bound
obtained in Theorem [2] for the robustness measure. As a
result, the regularized loss function for traininﬂ can be
expressed as to the cost function such that

éfzé(ﬁ(yt)—kﬁeﬂt),

where N. measures the number of epochs, p is a design
parameter, and €2, is the upper bound in inequality (TI) that
is given by

(29)

snng<mvyﬂ@)w%§}n%ﬁn&0.

i=0
For a basic recurrent model (T3)), the upper bound in inequal-
ity (I6) can be used

t—1
QQV@AWTMW+Z]MWWBVﬂQM>

i=0
Imposing the upper bound as a regularizer steers the

training process to learn a more robust system with respect
to the input noise. Under some conditions, the regularizer

IFurther discussions on the decay rate of factor NL can be found in [7].
e



Test Data Set

Accuracy

% —— Regular Training

Stable Training
—— Upper Bound Regularizer
88 —— Robust Estimator

0 25 50 75 100 125 150 175 200
Epochs

Train Data Set

Accuracy

92

—— Regular Training
20 —— Stable Training

—— Upper Bound Regularizer
—— Robust Estimator

0 25 50 75 100 125 150 175 200
Epochs

Fig. 5: Learning curves for both training and testing datasets, with
aforementioned learning methods.

indirectly enforces a basic RNN to be stable, i.e., the A < 1.
In fact, for basic RNN, if after training one can verify that

Q< [[CIP (Tr(T) + ¢[BJ* Tx(¥))

then, the resulting RNN will be asymptotically stable.

Remark 3: The regularized problem in Subsection [VI-A|
results in a comparably more robust RNN model with respect
to what the regularized problem in Subsection [VI-B| can
provide. However, the computational cost of computing co-
variance matrices in Subsection is significantly higher.

Remark 4: The idea of training for a stable RNN may
not necessarily improve robustness of RNN networks. One
can observe from our derivations that the robustness measure
depends on both weight matrices A and B, whereas stability
requirement only depends on A. To enforce stability condi-
tion, the singular values of the weight matrix A are trimmed
down to 1 after each iteration [6]. Enforcing stability con-
ditions can potentially result in gradient vanishing problem,
which will in turn deteriorate the learning accuracy.

VII. EXPERIMENTS

To validate our theoretical results presented in the previous
sections, we consider the benchmark classification problem
of handwritten digits using MNIST dataset [38]. Each sample
in this dataset is a 28 x 28 pixels image of a handwritten digit,
which can be represented by a 28 x 28 matrix, and is labeled
by a target digit between O and 9. As it is shown in Figure
[l each sample is turned into a sequence of 28 row vectors
in order to make the data suitable to be utilized as input for
recurrent neural networks.

All simulations are performed in Pytorch platforrrﬂ For
the MNIST classification problem using a basic recurrent
model, we investigate and compare four scenarios: regular
learning, stable learning, regularized robust learning using

2All codes for the experiments are available on first author’s GitHub at
https://github.com/ara416/Robust-RNN-Learning
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Fig. 6: Misclassification percentage concerning the noise amplitude
for different learning methods.

estimates, and regularized robust learning using an upper
bound.

All hyper-parameters that are common in between these
models are set to be the same. For these experiments, we
choose the Relu as the activation function with 60 hidden
states and a linear output layer. It can be shown that the
Lipschitz constant of Relu is 1. Because the main objective
is to classify the handwritten digits, we employ the cross-
entropy loss function

Ly, y;) = —y[i"] +log Zexp (yeldl) ]

Jj=1

where i* = argmax; y; [j] is a class label. For stable
training, we use the same approach suggested by [6]. Hence,
by performing a singular value decomposition for A and
clipping the singular values down to 1, we can obtain a
guaranteed stable model.

The learning accuracy curves for training and testing
datasets for 200 epochs are depicted in Figure [5] Although
the accuracy of the regular learning outperforms the other
learning methods during the training phase, the proposed
robust learning methods achieve nearly the same level of
classification precision, but they converge at a slower rate
than the regular learning on the test dataset. Based on our
simulations, the accuracy of classification by a basic RNN
is at most 98.03% with regular learning for test dataset in
the absence of noise. As discussed earlier, imposing stability
conditions during training will create gradient vanishing
problems. Thus, as it is seen in Figure [3} the final learning
accuracy is comparably smaller that the other methods.

To analyze robustness properties of our proposed methods,
each input sequence is distorted by a Gaussian noise with
zero mean and constant covariance matrix wl. Figure [
shows four different batches of 64 samples for various noise
intensities. One can observed that when w > 2, recognizing
the true digits without help of a machine becomes chal-
lenging. Figure [f] illustrates the misclassification percentage



Percentage of Stable Regular ~ Upper Bound  Robustness
misclassification | Training  Training Regularizer Estimator
3% 0.09 0.21 0.32 0.81
5% 0.18 0.54 0.72 1.47
10% 0.25 0.62 0.94 1.83
[JA]| | 0.961 3.959 1.033 2.959

TABLE I: The first three rows show that the required noise
amplitude to incur a certain level of misclassification and the last
row gives the norm of the resulting A for each method.

with respect to the noise amplitude for the four different
scenarios. The black dotted line indicates the best achievable
performance by a one-layer basic RNN for the current choice
of parameters. It is clear from Figure [f] that regularization via
robustness estimator outperforms other methods significantly.
One can also observe that the model learned by the robust
architecture provides an almost constant precision for noise
amplitude w < 1.

Table | shows noise amplitudes required to cause a certain
level of misclassification for each method. Both proposed
algorithms enhance robustness significantly. Regularization
via robustness estimation reduces the missclassification in
presence of exogenous noise least three times. Learning using
the upper-bound regularizer improves the overall robustness
by 50% in comparison to the regular learning method.

Based on the discussion in Section and the value of
||A|| displayed in the last row of Table |l regularization via
upper-bound not only improves the overall robustness, but
also steers the trainable parameters to be as close as possible
to the stable region. Our observations reveal that objective
function 29) indirectly encourages stability without sacrific-
ing learning accuracy. Finally, we highlight that none of the
proposed robust learning methods guarantee stability, which
suggest that robust learning may not necessarily operate in
stable regions.

VIII. CONCLUSION

We propose a formal analysis to study robustness proper-
ties of recurrent neural networks in presence of exogenous
noise. Obtaining dynamic equations for noise propagation
throughout time and quantifying the effect of noise on the
output of recurrent networks have allowed us to introduce
and utilize a proper measure of robustness to achieve robust
learning. We have discussed and compared four different
methods and shown that one can achieve significant robust-
ness by regularizing the learning loss function with proper
robustness measures.

REFERENCES

[1] O. Vinyals, A. Toshev, S. Bengio, and D. Erhan, “Show and tell:
A neural image caption generator,” in Proceedings of the IEEE
conference on computer vision and pattern recognition, 2015, pp.
3156-3164.

[2] A. Hannun, C. Case, J. Casper, B. Catanzaro, G. Diamos, E. Elsen,
R. Prenger, S. Satheesh, S. Sengupta, A. Coates et al, “Deep
speech: Scaling up end-to-end speech recognition,” arXiv preprint
arXiv:1412.5567, 2014.

[3]

[5]
[6]
[7]

[8]

[10]

(11]

[12]

[13]
[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

G. Liu, A. Amini, M. Taka¢, H. Munoz-Avila, and N. Motee,
“Reinforcement learning based multi-robot classification via scalable
communication structure,” arXiv preprint arXiv:2012.10480, 2020.

I. Harvey, P. Husbands, and D. Cliff, “Seeing the light: Artificial
evolution, real vision,” From animals to animats, vol. 3, pp. 392-401,
1994.

I. Goodfellow, Y. Bengio, A. Courville, and Y. Bengio, Deep learning.
MIT press Cambridge, 2016, vol. 1, no. 2.

J. Miller and M. Hardt, “Stable recurrent models,” arXiv preprint
arXiv:1805.10369, 2018.

R. Pascanu, T. Mikolov, and Y. Bengio, “On the difficulty of training
recurrent neural networks,” in International conference on machine
learning. PMLR, 2013, pp. 1310-1318.

B. D. Anderson and J. B. Moore, Optimal control: linear quadratic
methods. Courier Corporation, 2007.

S. Hochreiter, Y. Bengio, P. Frasconi, J. Schmidhuber et al., “Gradient
flow in recurrent nets: the difficulty of learning long-term dependen-
cies,” 2001.

S. Hochreiter and J. Schmidhuber, “Long short-term memory,” Neural
computation, vol. 9, no. 8, pp. 1735-1780, 1997.

K. Cho, B. Van Merriénboer, C. Gulcehre, D. Bahdanau, F. Bougares,
H. Schwenk, and Y. Bengio, “Learning phrase representations using
rnn encoder-decoder for statistical machine translation,” arXiv preprint
arXiv:1406.1078, 2014.

D. E. Rumelhart, G. E. Hinton, and R. J. Williams, “Learning repre-
sentations by back-propagating errors,” nature, vol. 323, no. 6088, pp.
533-536, 1986.

J. L. Elman, “Finding structure in time,” Cognitive science, vol. 14,
no. 2, pp. 179-211, 1990.

M. Hardt, T. Ma, and B. Recht, “Gradient descent learns linear
dynamical systems,” arXiv preprint arXiv:1609.05191, 2016.

L. Jin, P. N. Nikiforuk, and M. M. Gupta, “Absolute stability condi-
tions for discrete-time recurrent neural networks,” IEEE Transactions
on Neural Networks, vol. 5, no. 6, pp. 954-964, 1994.

G. Manek and J. Z. Kolter, “Learning stable deep dynamics models,”
arXiv preprint arXiv:2001.06116, 2020.

T.-W. Weng, H. Zhang, P.-Y. Chen, J. Yi, D. Su, Y. Gao, C.-J. Hsieh,
and L. Daniel, “Evaluating the robustness of neural networks: An
extreme value theory approach,” arXiv preprint arXiv:1801.10578,
2018.

C.-Y. Ko, Z. Lyu, L. Weng, L. Daniel, N. Wong, and D. Lin, “Popqorn:
Quantifying robustness of recurrent neural networks,” in International
Conference on Machine Learning. PMLR, 2019, pp. 3468-3477.
N. Papernot, P. McDaniel, A. Swami, and R. Harang, “Crafting ad-
versarial input sequences for recurrent neural networks,” in MILCOM
2016-2016 IEEE Military Communications Conference. 1EEE, 2016,
pp- 49-54.

K. Zhou, J. C. Doyle, K. Glover et al., Robust and optimal control.
Prentice hall New Jersey, 1996, vol. 40.

R. E. Kalman et al., “Contributions to the theory of optimal control,”
Bol. soc. mat. mexicana, vol. 5, no. 2, pp. 102-119, 1960.

S. J. Julier and J. K. Uhlmann, “Unscented filtering and nonlinear
estimation,” Proceedings of the IEEE, vol. 92, no. 3, pp. 401-422,
2004.

T. Hughes and K. Mierle, “Recurrent neural networks for voice activity
detection,” in 2013 IEEE International Conference on Acoustics,
Speech and Signal Processing. 1EEE, 2013, pp. 7378-7382.

G. A. Pavliotis, Stochastic processes and applications: diffusion pro-
cesses, the Fokker-Planck and Langevin equations. Springer, 2014,
vol. 60.

H. Risken, “Fokker-planck equation,” in The Fokker-Planck Equation.
Springer, 1996, pp. 63-95.

J. Doyle, K. Glover, P. Khargonekar, and B. Francis, “State-space
solutions to standard ho and ho control problems,” in 1988 American
Control Conference. 1EEE, 1988, pp. 1691-1696.

B. Bamieh and M. Dahleh, “Exact computation of traces and ho norms
for a class of infinite-dimensional problems,” IEEE transactions on
automatic control, vol. 48, no. 4, pp. 646649, 2003.

M. Siami and N. Motee, “New spectral bounds on h2-norm of linear
dynamical networks,” Automatica, vol. 80, pp. 305-312, 2017.

——, “Growing linear dynamical networks endowed by spectral
systemic performance measures,” IEEE Transactions on Automatic
Control, vol. 63, no. 7, pp. 2091-2106, 2017.

M. Siami, S. Bolouki, B. Bamieh, and N. Motee, “Centrality measures
in linear consensus networks with structured network uncertainties,”



(31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

IEEE Transactions on Control of Network Systems, vol. 5, no. 3, pp.
924-934, 2017.

H. K. Mousavi and N. Motee, “Explicit characterization of per-
formance of a class of networked linear control systems,” IEEE
Transactions on Control of Network Systems, vol. 7, no. 4, pp. 1688—
1699, 2020.

H. K. Mousavi, C. Somarakis, Q. Sun, and N. Motee, “Koopman per-
formance analysis of nonlinear consensus networks,” in The Koopman
Operator in Systems and Control. Springer, 2020, pp. 523-551.

G. L. Smith, S. F. Schmidt, and L. A. McGee, Application of statistical
filter theory to the optimal estimation of position and velocity on
board a circumlunar vehicle. National Aeronautics and Space
Administration, 1962.

E. A. Wan and A. T. Nelson, “Neural dual extended kalman filtering:
applications in speech enhancement and monaural blind signal sepa-
ration,” in Neural Networks for Signal Processing VII. Proceedings of
the 1997 IEEE Signal Processing Society Workshop. 1EEE, 1997, pp.
466-475.

S. J. Julier and J. K. Uhlmann, “New extension of the kalman filter to
nonlinear systems,” in Signal processing, sensor fusion, and target
recognition VI, vol. 3068.  International Society for Optics and
Photonics, 1997, pp. 182-193.

J. Martens and I. Sutskever, “Learning recurrent neural networks with
hessian-free optimization,” in ICML, 2011.

Y. Bengio, N. Boulanger-Lewandowski, and R. Pascanu, “Advances in
optimizing recurrent networks,” in 2013 IEEE International Confer-
ence on Acoustics, Speech and Signal Processing. 1EEE, 2013, pp.
8624-8628.

Y. LeCun, L. Bottou, Y. Bengio, and P. Haffner, “Gradient-based
learning applied to document recognition,” Proceedings of the IEEE,
vol. 86, no. 11, pp. 2278-2324, 1998.



	I INTRODUCTION
	II Problem Statement
	III Robustness Measure for Learning
	IV Calculating Upper Bounds for the Robustness Measure
	V State and Output Covariance Estimation
	VI  Learning Robust RNN
	VI-A Regularization via Robustness Measure Approximation
	VI-B Regularization via Upper Bound for Robustness Measure

	VII Experiments
	VIII Conclusion
	References

