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Abstract—We construct Boolean functions whose non-trivial
restrictions are either highly nonlinear with respect to the Walsh-
Hadamard or the negahadamard transform. We generalise these
properties, identify group actions that preserve them, and obtain
complementary sets from our functions.

I. INTRODUCTION

This paper investigates spectral properties of basic classes
of Boolean function. Typical cryptanalysis considers Walsh-
Hadamard spectra of Boolean functions, and we examine
spectra with respect to more general transform sets. This is
one in a series of papers that tackles such ideas [2], [4],
[8]-[10]. We also propose two new types of multivariate
complementary set to add to the one proposed in [7]. The first
construction generates Boolean functions whose restrictions
remain highly nonlinear with respect to the Walsh-Hadamard
transform (WHT). We then modify the construction so that,
instead, the restrictions remain highly nonlinear with respect
to the negahadamard transform (NHT). Re-expressing these
results in terms of unitary matrices facilitates a significant
generalisation, where each of the two constructions is shown
to retain its spectral properties with respect to an infinite class
of unitary transforms. We highlight unitary group actions that
preserve the spectral properties of the two constructions, and
show that each of the two constructions leads to a new type
of multivariate complementary set.

II. BACKGROUND

Denote the set of Boolean functions in m variables by B,,.
Let S C {0,1,...,m—1} := {sg, $1,-..,S:—1} be an ordered
set of size t < m, and let S := {0,1,...,m — 1} \ S. Let
zg = (Tgy, Tsys...,Ts, ,) € Fb. For f € By, and a € F},
a constant, the restriction of f(x) to g = a is denoted by
fa,5 € Bm—¢, and satisfies f, s(z5) = f(z) if zg = a, and is
undefined otherwise. The Walsh-Hadamard spectrum of f, s
is defined as

t—m

ffs(w) =272

3 (pfas@iew )

m—t
z€F,

_ -1 N
where w € Fy' ', and z - w := Y ", x;w;. Denote F& =

{ffs | Va € FL} as the set of 2 Walsh-Hadamard spectra
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of the restrictions of f(xz) to xg. The nonlinearity of f, g is
given by

nl(f,g) :=2m"t1 — o mst

~! max ) FH (w)].
weFy ™" ’

‘nl’ is not so useful for comparing nonlinearities over all
choices of S, so instead we propose peak-to-average power
ratio, Py (f), where f := (—1),

PH(f’ays) = max
weF !

nl(fus) = 2771 (2 - \/PH@L,s)) .

Define peak-to-average power ratio over all restrictions of f
by

(1F8sw)) |

and

\

Pu(f) =

max
acFfl sc{0,1,...,m—1}

(Pufus)).

\

where 1 < Py (f) < 2™. Construction Il generates functions,
f' € B,, from functions, f € B,,, n > m, that satisfy
ZD;I(f 1y < 2™, irrespective of the size of n relative to m

III. CONSTRUCTIONS
A. Construction 11
Let K := {Ko, K1,..., K1} be an m-wise partition of

{0,1,...,n — 1}, where U;':OlKi = {0,1,...,n — 1}, and
K,OKJ = @, ) %] Let k := (ko,kl, . .7km_1), kj = ‘Kj|,
1

m—

Vi, Ky = Z x;,x; € By, and K = Z K. Let y :=
i€k, i<l j=0
(Y0, Y1, - - s Ym—1), Where y; := ZieKj z;,0 < j < m. For

f € By, define the expansion of f with respect to K by
(k= fy) € By,

and abbreviate to (f) if K is clear from context.
fi(w) = (f) + K. 2

Construction II:

LConstruction ‘T’ is reserved for functions described in [7].



For f’ so constructed, we can show that
P () = Py(f) <2m. 3)

We defer proofs of (3) and (6) until the end of section IV.
For n > m, Construction Il generates functions, f/, whose
nontrivial restrictions are highly nonlinear with respect to the
WHT. Proposition 38 of [1] is a sub-case of Construction II,
where deg(f) < 2, and all k; are equal.

Example: Let f := xox; + z1790 € Bs. Then f_y =
I foqo = miz2, fiqoy = T2 + 21, fouy = 0,
fiq1y = ®o + 22, fo 2y = wor1, fiq2y = Tor1 + 71,
Joo,{0,13 = Jf10,{0,1} = Jfoo,{0,2} = fi1,{0,2} = SJo1,{1,23 = O,
f01,{071} = T2, f11,{0,1} =x2 +1, f10,{072} = f01,{0,2} =1,
J10,{1,2} = Zo, f11,{1,2}y = To+1, fooo,{0,1,2} = Sf100,{0,1,2} =
f010,{0,1,2} = f001,{0,1,2} = f101,{0,1,2} = f111,{0,1,2} =0,
J110,10,1,2) = fo11,{0,1,2) = 1

Computations give, Va, Pp(f_ 0) = Pul fa,{o,u) =
PH(f:a,{O,Q}) = PH(fa 1z2y) = 2 PH(fa,{o}) =
Pu(faq2y) = Pr(fagon21) = 1 Pr(faqy) = 4. So
Pu(f) =4

Let K = {0,3}{1,4}{2,5}. Then, by (2), (f) = (o +
r3) (21 +24) + (21 +24) (T2 +25), K = 2023 + 2124 + 2275,
and f" = zo21 + 2023 + 0Ty + 2172 + 2123 + 2124 + 2125+
Toy + ToZ5 + X324 + T45. One can verify that Py, (f/) =
P1,(f) = 4, in agreement with (3).

B. Construction 11

Define the negahadamard spectrum of f, g as

Z ;2(fa,s(@)+zw)+ Wt(av)7 4)

z€Fy

fgs(w) = 9"

where ¢ := \/T and ‘wt(.)” denotes Hamming weight. De-
note FY = {FN o | Va € Fb} as the set of 2° negahadamard
spectra of the restrictions of f(z) to xg. Define peak-to-
average power ratio of fa,s with respect to the NHT by,

Px(Jas) = max (|7

N 2
Jmax, (1725w ).

and peak-to-average power ratio over all restrictions of f by

Pr(f) = aG]FLS‘,SéIzgﬁ,...,m—l} (PN(fms)) ,
where 1 < Py (f) <21,
Construction III: (fy. (5)
For (f) € B,,, we can show that
PR =PR() <277t ©)

So, for n > m, Construction III generates functions, f’,
whose restrictions are highly nonlinear with respect to the
NHT.

Example (continued): Computations give, Va, Py ( fa,{o}) =
Pn(faq2y) = 2, Pn(f=0) = Pn(fa,13) = Pn(fa013) =

Putiuio) = Patain) = Prliaan) = 1 50
PR () = 2. |
One can verify that Py ((f))
with (6).

= Py(f) = 2, in agreement

In section V we establish peak-to-average properties of
Constructions I and IIT with respect to an infinitely larger set
of transforms than just WHT and NHT. To do so we first recast
FI and FY in terms of unitary 2 matrices. This clarifies
subsequent generalisations.

IV. MATRIX CHARACTERISATION

Interpret f = (—1)/ as an m-variate array, f e (Cc2)om,

with elements indexed by members of F5?, i.e. f] = (-1)f @),
j € FZ'. Define unitary matrices H := %( i 1), and
I := (4 ). Comparing with (1), the WHT of f,, €
(C%)®m—t i5 given by

Fa S = H®m7tf‘a,Sa (7)

where F!lg € (C?)®™~, and H®' = @'_y H is the I-fold
tensor product of H with itself, such that the wth element of
ﬁfs is given by ]-'a S = fs(w) w € FyE,

Let 2™ x 2™ unitary, U;, denote m-fold tensor product
Uiy =11 ...9U0 ®...® I, with 2 x 2 unitary, U,
being in the jth position from the left (numbering from zero).

For S C {0,1,...,m — 1}, let Ug := H]eSU . Then
Fil € (C?)®™, the concatenation of F!'g, Va € F}, is given
by
Fi = Hsf = (FEg Va € FY), (8)
and
Pr(f) = (.7-'H 2) )
i (f) SC{O,l,..?ln?}fl},we]F;" | S’“"

Example (continued): For S = {0, 2},

féﬁ,sZHfoo,s =H(:) (%)
flos—Hflos =H(.1) =(wu)
7:015*Hf01s =H(.) =(w»n)
~7:113*Hf115 :H(i) :(\/2)
Therefore,
Fi = Hg
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Similarly, for S = {1}, we get ]-"é{ =2(1,0,0,0,0,0,0, 1)T.
Computing over all subsets, S, we establish, as before, that
Pi(f) = 4, where the maximum occurs for S = {1}.

2A unitary matrix, U, satisfies UU T =T for I the identity.
3(A® B)(C®D)=AC®BD,so U;U, =I®I®...
U®...I= U,’CU]-, for j # k, and U, U’ 2 X 2 unitaries.

QU®...®
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Define unitary N := 7 ) Comparing with (4),

1 ( 1

2 1 —1
the NHT of f, s € (C*)®™~! is given by
Fag =N s, ©)

The concatenation of F é\' g Va € Fi, is given by

F& = Ngf = (FNs,Va € Fh), (10)

and

fP}Q(f) = max <|.7:§7[w

Sc{0,1,...,m—1},weFy"

2).

Example (continued): For S = {2},

-
+

1 i
N _ 2 ¢ _ 2 1 _ 0
]:O,S_N® f07S —N® 1 - 0

1 1—4
1 0
N __ 2 _ 2 1 _ 1—i
fl,S*N@) fLS = N® -1 - 144
1 0
Therefore,
SN A d
Fs =Nsf
1 i i 10 0 0 0 1
10— i 10 0 0 0 1
1 i —i 10 0 0 0 1
_ 1 1 —i —i 1 0 0 0 0 —1
— 3 0 0 0 0o 1 i i =1 1
0 0 0 [ - i 1 1
0 0 0 0o 1 i —i 1 -1
0 0 0 0o 1 —i —i -1 1
=(1414,0,0,1—4,0,1—1i,144,0)

For W a set of 2™ x 2" unitaries, define peak-to-average
power ratio of f with respect to WV by
Pw(f) = (1w hul?).

max
WeEW,wery

Let D be the set of all 2" x 2™ unitaries where any member
of D only has one non-zero entry per row and column. Let I/
be a set of 2" x 2™ unitaries, and DU be the set of 2™ x 2™
unitaries, {DW, D € D,W € U}. Then, for h € B,

Pu(h) = Pou(h). (11)

We abbreviate, VD € D, this equivalence by

DU ~U, and DUh~Uh.

Proof: (of (3) and (6) - sketch) Let V := | JI"' V;, where
Vi C K. Let Oy :={j | |Vj| odd}. Then we can show that
Hy ' ~ (Ho, f) and Ny (f) ~ (No, f). so over all choices
for V, the spectral elements with respect to the WHT (resp.
NHT) of the restrictions of f’ (resp. (f)), comprise, to within
phase and position, multiplicities of the spectral elements with
respect to the WHT (resp. NHT) of the restrictions of f , where

magnitudes are unchanged *. ]

4In particular, the proof implies that f/ and (f) are bent and negabent,
respectively, for k; even Vj.

V. GENERALISED NONLINEARITIES

For V a set of 2 x 2 unitaries we say that W € V®"
iff W = ®?:_01Uj, and U; € V, Vj. Using this notation,

\ N \

Pirmyen (f) = Pr(f), and Py yyem (f) = Pr(f)-
Let Vip:={( i _in0 ), VOeR}, and

Vi == {( ‘2% ), VO eR}, be infinite sets of 2 x 2

unitaries, called type-II, and type-IIl unitaries, respectively

[2], [8], [9]. We can show that

N

Pyen(f) <27,

cos 6

sin 6 —icos 6

(12)

Pyen((f)) <27

By (11), equations (12) and (13) have (3) and (6), respectively,
as special cases as, for any S € {0,1,...,n — 1}, Hg €
{I,H}®" C {DV{",VD € D} and Ng € {I,N}®" C
{DV§",VD € D}. To sketch proofs for (12) and (13), we
introduce Type-I unitaries, V; = {% (1 %), laj =1}
Let #(h) be the number of non-zero elements of h. The
following results are critical to our proofs.

13)

#(N®" 1) < 2™,

#(HE™(f)) <2m~t.

Remark 1: Every entry of every matrix in VH®” has the same
magnitude.

Proof: (for (12) - sketch) From (14) and Remark 1, it
follows that Pyen (N®n fr)y < 2m_(12) follows by observing
that Vg ~ NV]. |

Proof: (for (13) - sketch) From (15) and Remark 1,
it follows that PVIW(H@"(]E)) < 2m~1 (13) follows by
observing that Vi ~ HW. |

(14)

5)

VI. GROUP ACTIONS PRESERVING NONLINEARITY

Constructions I and III give f’ and (f), for which (12)
and (13) hold, respectively. Furthermore, groups exist under
whose action properties (12) and (13) are preserved. First we
establish matrix representations for these groups.

Vir group
Vit U ZVp is a matrix group as, for U € Vi, UV € ZVip.

Affine group
Two Boolean functions f, g € B, are affine equivalent if

g(z) = f(Az+b)+d- -z +c, (16)

for A a binary invertible n x n matrix, b,d € FJ and
c € Fy. We recast affine equivalence by the affine group
in matrix form. Let X := ( s ), 7 = ( 5 - ), and
Y := XZ = () 5 ), be2x 2 unitary (Pauli) matrices.

1 0
Define XJ’»“ = ( o e

] 0
z = (x,z)7, i.e. elements of X are one at positions (z,uz)
and zero otherwise, Vz € IF% - (one should remember that
matrix X¥ € (C?)®? x (C?)¥? is a 22 x 22 matrix with

oo o ~—
o~oo

=0, uz, Where u = ( o1 )



both rows and columns indexed by elements from F2). Define
matrix group °

ATL = <<_17X]7Z]ank7vjak € {0,1,...,TL— 1}7.] 7& k>>

Then f,g € B, are affine equivalent iff IW € A,,, such that
fF=Wg.

Extended orthogonal group
The functions f,g € B,, are extended orthogonal equivalent
if (16) holds for AAT = I, and b = d of even weight.

Define Vo 12,3 as the 24 x 2% unitary, Vj 123 := § 4., where
0 1 1
u= 1 :

B ) and z = (zg,21,72,73)7. Based on
1

HHO)—‘

-

theorem 19 of [5] the orthogonal group has the following

unitary representation for n > 4,
O” = <<VO,1,2,37 Pj,k’vvj7 ke {Oa 15 ceey N — 1}7.] 7& k>>7

where P; . is the 4 x 4 permutation matrix swapping tensor

1 0 0 0
positions j and k,ie. Pjp:=| o Y o o > =0, uz, Where
0 0 0 1

u = ( F ), and z = (zj,z)7. Repeated action of P, at
various pairs, j,k, generates the symmetric group, S, The
extended orthogonal group, &,, for n > 4, has the following
matrix representation,

En = (-1, V01,23, Yk, Pj s

Vi, ke {0,1,....,n—1},5 #k)),
0 0 0 1
where Y, = | o _! 5 o | takes the role of even-

1 0 0 0
weight vector b = d in (16). Then f,g € B, are extended
orthogonal equivalent iff 3W € &,, such that f = Wyg.
Observe that O,, C &, C A,,.

Type-11 invariance
Vir U ZVpp is a group so

Pyen (W) = Pyon (),

In general there exist W € {I, H}®" and h € B, such that
h=WwW f’ But it is currently unclear to us whether IW €
{DV#" VD € D}, W¢{I, H}*", such that h=Wj.

2y — b
P%]?,L(Wf )= P‘/I?n(f ), VYW €&,
Proof: (of (18), sketch) One can verify that
N®4V071’273 ~ N®4, N®2Y},k ~ N®2, and N®2Pj7k ~ N®2

so, for W € &,, N®"W f/ ~ N®" #/_and the proof follows,
like (12), by Remark 1 and (14). [ |

YW e Ve (17)

(18)

Type-III invariance
Pyan (W(f) = Pyen((f),

Proof: (of (19), sketch) One can verify that H¥? X ~
H®?, HX ~ H, and HZ ~ H so, for W € A,,
HO"W (f) ~ H®"(f), and the proof follows, like (13), by
remark 1 and (15). |

VIV € Ay, (19)

SWe use ‘((x))’ to encompass group generators, as ‘()" is used in this
paper for ‘expansion’.

VII. COMPLEMENTARY SETS
A size 2™ complementary set, C%, := {f/ | j € FJ'},
of arrays, f7 € (C?)®", with respect to a set, W, of 2" x 2"
unitaries is defined by the property,

> E =,

JEFY

Vw e F3, W e W,

where FW:J = W #4. Previous work [7] proposed Construc-
tion 1 for a set of functions, h € F%, where, for n = tm,

t—1

h= Z&(Zi) Oiv1(zig1) + 9i(2),

=0

(20)

where z; = (a?im7.%‘im+1, +... ,Ji(i+1)m,1) eFy, 0, : Fy —
F, are permutations, and g;(z;) € B,,. These functions
satisfy,
n(h) < 2M.
7)VI‘@ ( ) =

Let
Con ={h+j 21 | jEFp}.
Then C"’jm is a type-I complementary set of size 2. Con-

structions IT and IIT similarly lead to complementary sets. For

Y= (yO,ylv s vymfl)’ Yy; = ZZGKj x5, let
Pen={f iy | JEFR)
Then CV®“ is a type-Il complementary set of size 2™.
For some fixed » € {0,1,...,m — 1}, let y"= =
(y()ayh‘ s Yr—1,Yr+1, - - ~1ym71)’ and
von ={(f) 45y | jEFFT)

Then CV®” is a type-IIl complementary set of size 2™ 1,

Observe that the upper bounds of (12) and (13) follow
immediately from the fact that C"®n and C’"@,n are com-

plementary sets of type-II and type- fUIH respectlvely

VIII. FINAL COMMENTS

Construction I may be a step towards the difficult prob-
lem of constructing cryptographically-interesting ‘k-normal’
Boolean functions, £ < n/2, for which infinite construc-
tions do not yet exist [3], [6], where any function affine-
equivalent to such a function remains nonlinear up to kth-
order restrictions. In contrast, Construction II yields a basic
class of functions whose non-trivial restrictions only remain
nonlinear up to extended-orthogonal equivalence, where the
extended-orthogonal group is a subgroup of the affine group.
Construction IIT is a generalisation of the class of affine
functions. The constructions and properties mentioned herein
focus on Boolean functions, but all results carry over, without
modification, to generahsed Boolean functlons, where one
constructs, from f F7* — C, functions Ff) Fy = C,
where J'(z) = (f)(2)K(2).

The set of functions constructed using (20) is much larger
than that constructed using (2) or (5) 6, even if one takes

6Moreover, section 5 of [7] identifies a further generalisation of (20).



into account symmetries (17), (18), and (19), suggesting that
Constructions IT and IIT might be generalised further.
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