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Abstract—In this paper, we propose, design, deploy and demon-
strate a two-tier Low Power Wide Area Network (LP WAN)
system based on Unmanned Aerial Vehicle (UAV) base stations
suitable for dynamic deployment in deep rural environments.
The proposed UAV-based LP WAN network augments the existing
macro-cellular LP WAN network (Tier 1) with an additional layer
of mobile base stations (Tier 2) based also on LP WAN technology.
Mobile Tier 2 LP WAN base stations provide connectivity to static
or mobile LP WAN user equipment deployed in the areas without
direct Tier 1 LP WAN network coverage. The proposed two-tier
LP WAN network scenario is suitable for various agricultural,
forestry and environmental applications such as livestock or wild
animal monitoring. In this experimental work, we report the
prototype that was successfully deployed and used in a real-
world deep rural environment without Tier 1 LP WAN network
coverage.

Index Terms—NB-IoT, LoRa, UAV communications, coverage
extension, Rural IoT.

I. INTRODUCTION

We start this paper with a motivating rural Internet of Things
(IoT) example. Consider a scenario where a drone equipped
with a camera monitors livestock in a remote mountainous
area. Let us assume that a drone needs to periodically observe
a herd (e.g., by taking an image), count the number of animals
in the herd, and report this single number to a remote server.
The main problem is the lack of cellular connectivity in moun-
tainous areas, where many valleys or canyons represent cov-
erage holes for the cellular network. To establish a drone-to-
network connectivity, additional deployment of mobile UAV-
based base stations that serve as relays covering the macro-
cellular coverage holes is needed. We note that, in scenarios
such as counting objects, a small amount of data is transferred
from drones operating in a certain area to the UAV-based base
station, and further to a rural macro-cellular base station. For
this reason, we consider a two-tier LP WAN system, where
a macro-cellular base station is augmented with UAV-based
base stations maintaining their own LP WAN cells. In other
words, data from IoT end devices is transmitted to the UAV-
based Tier 2 LP WAN base station that, in the backhaul, act
as an LP WAN device itself and relays the received data to the
macro-cellular Tier 1 base station. In this paper, 3GPP NB-IoT
is used as the Tier 1 macro-cellular LP WAN, while LoRa is
used as the Tier 2 LP WAN.

Deployment of UAVs as a capacity/coverage extension of
the cellular network infrastructure is gaining traction, not only

in academic research [2]], but also in 3GPP Release 17 stan-
dardization work [3]. Apart from more general investigations
on UAV-assisted IoT networks, covering topics such as UAV
placement [4] and path optimization [5], current work on
UAV-assisted LP WAN networks is limited. For the case of
UAV-based NB-IoT networks, recent work in [6] provides
a simulation-based performance analysis. Similar simulation-
based study is presented in [7]] focusing on a UAV-assisted
agricultural IoT system deployed in a rural area. Finally, the
case where NB-IoT/LoRa user equipment (UE) is mounted on
a UAV and connected to a Tier 1 NB-IoT eNodeB (eNB) or
LoRa gateway, which represents only the Tier 1 network in
our scenario, is recently experimentally explored in [8], [9]].

In this paper, our goal is to present a testbed platform
developed to support UAV-based LP WAN experimentation
in deep rural environments outside of the cellular network
coverageﬂ Our goal is to share insights from our hands-on
experience collected through the design, development, imple-
mentation and testing of a two-tier UAV-based NB-IoT/LoRa
network. We use custom-designed NB-IoT nodes from which
we are able to collect a wealth of data, e.g., radio channel
conditions, fine-grained protocol messages exchanged between
the UE and the eNB, NB-IoT module energy consumption,
etc. The collected data, only a sample of which is presented in
this initial report, will allow optimization of LP WAN network
parameters, such as the size of the Tier 2 cell, position and
altitude of the Tier 2 drone base station, and the required
capacity of the NB-IoT backhaul link.

The paper is organized as follows. In Sec. II, we present the
proposed two-tier LP-WAN system architecture. The experi-
mental system implementation is described in detail in Sec.
III. Real-world experiments and samples of collected data are
illustrated in Sec. IV. Sec. V. concludes the paper.

II. PROPOSAL FOR TWO-TIER LP-WAN SOLUTION
A. System Architecture

Narrowband IoT (NB-IoT) is a new 3GPP Cellular Internet
of Things (CIoT) technology that can be seamlessly integrated
into an existing 3GPP 4G/5G architecture, coexisting with 4G

IThis paper presents an extended version of the solution presented by a joint
University of Novi Sad and Lusofona University team at the IEEE Vehicular
Technology Society UAV Innovation Challenge [1]. The team won the first
prize at both the first and the second (final) competition stage.
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Fig. 1. Two-Tier Rural Cellular IoT Network Architecture.

LTE and 5G NR in the radio access network, while relying on
the same evolved packet core (EPC) network [10]. Relevant
3GPP CIoT architecture elements are illustrated in Fig. [I}
ClIoT user equipment (CloT UE) connects to the network
via a neighbouring base station or eNB, a part of Evolved
Universal Terrestrial Radio Access Network (E-UTRAN). NB-
IoT downlink/uplink resources are allocated either within 4G
LTE band (in-band deployment), at its edge (guard-band de-
ployment), or as a separate channel (out-of-band deployment).
After eNB, both user-plane and control-plane data is processed
at CIoT Serving Gateway Node (C-SGN), which includes both
control-plane Mobility Management Entity (MME) and user-
plane Serving Gateway (SGW). User-plane data further flows
through Packet Gateway (PGW) to the mobile operator [oT
platform, from where the data is forwarded via Internet to
external networks towards final IoT application servers.

In our setup, we consider a mobile operator NB-IoT network
as a Tier 1 network. NB-IoT-capable Tier 1 eNBs provide
coverage to rural areas, however, in a mountainous terrain,
large areas (canyons, valleys) stay out of reach of the Tier 1
NB-IoT network. To fill-up the coverage holes, we introduce
a Tier 2 LP WAN network with UAV-mounted base stations
(BS). For a backhaul link of the Tier 2 network, we use a
Tier 1 NB-IoT link. As an alternative, one could use 4G LTE
link as a backhaul towards the Tier 1 LTE network. However,
NB-IoT backhauling is selected due to 20dB larger maximum
coupling loss as compared to the LTE, which increases the
operational radius of Tier 2 LP WAN network. In this work,
as a solution for the Tier 2 LP WAN network, we use the Tier
2 LoRa network. We also include the demo of Tier 2 NB-IoT
network albeit only in laboratory conditions.

In the scenario considered herein, Tier 2 LP WAN network
user is a mobile device, more precisely, a drone or a group of
drones, operating in the area of UAV-mounted Tier 2 LP WAN
BS coverage. For this purpose, such a drone is equipped with
an LP WAN module that is connected to the Tier 2 LP WAN
network. Motivated by the example of livestock monitoring,
any scenario where a drone operates in a remote area outside of
cellular coverage, and where it generates a low amount of data
(for example, a summary of specific computer vision tasks),

falls into the proposed two-tier NB-IoT/LoRa network domain.
Besides the counting applications, other examples include
tracking (e.g., animal tracking), detection (e.g., smoke/fire
detection, forest disease detection), and many others.

B. Tier 1 NB-IoT Network

Tier 1 NB-IoT eNB/EPC: Our NB-IoT experimentation
relies on an NB-IoT connectivity provided by a nation-wide
mobile network provider Al [11]]. Thus in our demonstration,
Tier 1 NB-IoT UE attached to the Tier 2 UAV BS will connect
to the closest Tier 1 NB-IoT macro-cellular eNB in order to
establish an NB-IoT-based backhaul connection for the UAV-
mounted Tier 2 LP-WAN cell.

Tier 1 NB-IoT UE: We use our own, custom-designed,
NB-IoT UE devices (see Sec. 3 for more details). Tier 1 NB-
IoT UE, mounted to the UAYV, receives data from the Tier
2 LP WAN module, encapsulates it into a UDP packet, and
initiates its transmission via Tier 1 NB-IoT network. More
precisely, the firmware inside the on-board micro-controller
unit (MCU) of the NB-IoT UE initiates network registration
and subsequent communication tasks by issuing AT commands
to the NB-IoT module.

C. Tier 2 LoRa Network

For the Tier 2 network implementation, we consider LoRa
LP WAN technology that operates within unlicensed ISM
bands (as opposed to the NB-IoT technology which utilizes
licensed spectrum) [[12]. LoORaWAN is an open standard, defin-
ing a MAC layer protocol, which utilizes LoRa modulation
at the physical layer. To relieve the drone of carrying a
power-hungry gateway, we use barebone LoRa modules based
on Semtech SX1276/78 [17]. This way we strip down the
wireless networking to the physical layer, using LoRa in the
ad-hoc mode. Therefore, we use inexpensive low-weight low-
power modules on both device and relay drone, at the expense
of having to handle networking issues such as transmission
scheduling, channel utilization, collision avoidance, integrity
checking and message acknowledging through the firmware of
the on-board MCU.



Tier 2 Base Station: In our experiments, as a Tier 2 BS, we
use the DJI Matrice 600 Pro drone which has a total weight
of 9.5kg and may carry an additional load of 6 kg. This drone
it suitable for any load required to implement Tier 2 LoRa or
NB-IoT base station. With a standard 6-pack of batteries and a
maximum load of 6kg, the drone provides a hovering time of
16 mins, which increases by reducing the load to a maximum
of 32 mins for an unloaded drone.

Tier 2 LoRa UE: On the Tier 2 UE drone, we mounted
a LoRa module based on Semtech SX1276/78 which is con-
nected to the sensing platform that contains a set of sensors. As
the Tier 2 UE drone, we use DJI Mavic, which is not designed
to carry any additional load. For this reason, our Tier 2 UE is
a lightweight device whose weight is less than 100g.

III. IMPLEMENTATION OF TWO-TIER LP-WAN SOLUTION

In this section, we describe the solution that has been
implemented and demonstrated. Before describing in detail
the LP WAN scenarios that we have integrated and tested,
we provide details on the equipment attached to each drone.

A. Tier 2 (Small) UE Drone Configuration

Figure [3] illustrates the Tier 2 UE drone configuration
representing a user device used in the experiment. We used
DJI Mavic Pro 2 drone, due to its flat surface area at the
upper side of the drone body, which is suitable to attach both
the NB-IoT and LoRa end-user equipment. The DJI Mavic
drone contains the following elements:

LoRa node: We use commercial off-the-shelf ESP32 plat-
form with LoRa communication module as a LoRa node.

Besides LoRa node, we also use an NB-IoT end-user
equipment. The reason is twofold: i) to design experiments
with Tier 2 NB-IoT network, and ii) to use it as a sensor
platform to collect sensor data and send them via LoRa node
in the experiment with Tier 2 LoRa network.

NB-IoT node: We use custom-designed NB-IoT platform
(Figure [2) developed for experimentation, data collection and
testing. The node integrates BG96 cellular IoT module from
Quectel, which supports both NB-IoT and LTE-M. In addition,
EGPRS is supported to ensure the connectivity in areas where
LTE carrier might not be available. The integrated GNSS
module provides the geo-location information. On-board sen-
sors include the 6-axis Inertial Measurement Unit (IMU) that
provides information about the vibrations and the magnetic
field along X, Y and Z axes relative to the chip position. An
additional set of sensors is used to measure the atmospheric
conditions such as air temperature, pressure and humidity.

B. Tier 2 (Large) BS drone configuration

Figure [] illustrates the large Tier 2 BS drone used in
the experiment. The following elements are integrated on the
custom-designed carriers attached to the DJI Matrice 600 Pro
drone:

o Intel NUC Intel i7 mini PC in combination with a

software-defined radio USRP platform to serve as an

On-board sensors.

+  B-axis IMU (accelerometer + magnetometer)

+ Air temperature, pressure and humidity

+ Ambient light

antenna Crypto chip:

«  SHA-256

« ECC NIST P256/P384 (sign,
verify, key generation, and
ECDH(E))

+  RSA® 1024/2048 (sign, verify,
key generation, encrypt and

Quectel BGY6:
NB-loT + LTE-M +
EGPRS + GNSS gnss
Multi-band GSM A~

decrypt)
+ key derivation (TLS v1.2 PRF)

MCU:

+  ARM Cortex M0+ MCU @16MHz

+  256KB of FLASH program memory
+ 32KB of SRAM
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Fig. 3. Tier 2 device drone with custom designed NB-IoT module, ESP32
platform with LoRa module and additional battery pack.

open-source NB-IoT eNB. Mini PC runs OpenAirlnter-
face NB-IoT software. 4G LTE Evolved Packet Core
(EPC) software is also deployed at the mini PC.

o Custom-designed NB-IoT module which serves as a
backhaul link towards the mobile network infrastructure.

o Commercial off-the-shelf ESP32 platform with LoRa
communication module.

« External battery pack to power up the equipment.

C. Two-Tier LP WAN: Tier 1 NB-IoT + Tier 2 LoRa

In Scenario 1: NB-IoT + LoRa, as shown in Figure El
communication between UAVs is established via LoRa link,
while the backhaul connection from the Tier 2 BS drone to
the Tier 1 eNB is established via the NB-IoT link. On the
Tier 2 UE drone, information from sensors is transferred via
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Fig. 4. Tier 2 base station drone configuration with NB-IoT eNB, NB-IoT
backhaul link, LoRa communication module and external battery pack.

LoRa module on ESP32 platform to the receiving LoRa device
placed on the Tier 2 BS drone (Figure [6). In addition, on the
Tier 2 BS drone, we connected both the ESP32 platform and
NB-IoT backhaul device to the Intel NUC. Using the screen-
sharing app at Intel NUC and via a parallel 4G LTE connection
(established through Intel NUC and USB-attached 4G LTE
dongle), we monitored and logged information from both Tier
2 LoRa communication between the drones and Tier 1 NB-IoT
backhaul communication towards Tier 1 macro-cellular NB-
IoT eNB. In addition, information collected by sensors at Tier
2 UE drone and delivered via the proposed two-tier network
in and presented (visualised) in the cloud-based application.
This scenario is demonstrated in two environments: rural and
urban, as detailed below.

1) NB-IoT+LoRa — Rural Demo: The rural scenario
demonstration took place in a valley of the Fruska Gora
mountain (close to the city of Novi Sad, Serbia), as illustrated
in Figure [/} Due to the terrain configuration, and position of
the closest macro-cellular eNB sites, there was no service from
the network operator at all (see Figure 8). We elevated the Tier
2 BS drone up to 70 meters from the ground, where the drone
established a direct LoS with a nearby base station placed on
the hill. This way, we created a LoRa cell below the Tier 2
BS drone covering the area of interest. Tier 2 UE drone was
operating in the created cell, and it was able to send data
from its on-board sensors to the Tier 2 BS drone and further
via the NB-IoT backhaul link to the remote server application.
Although end-to-end delay measurements are left for the future

Scenario 1: Tier 1 (NB-loT) + Tier 2 (LoRa)
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Fig. 5. Scenario 1: Tier 1 NB-IoT and Tier 2 LoRa System.

Fig. 6. Scenario 1: Custom designed NB-IoT module as backhaul link and
ESP32 platform with LoRa communication module [T8].

work, the data captured by Tier 2 UE drone were visualised
at the server application in a near real-time fashion). Link to
the full demonstration video is given at [20].

2) NB-IoT+LoRa — Urban Demo: To present our solution
in an urban area, we took advantage of our Department
building which has a large atrium in the central area, as shown
in Figure 0] Due to a large reinforced glass facade of the
building, its width and position of atrium, and configurations
of mobile operator Tier 1 eNBs around the building, the
coverage is weak or does not exist in the building’s atrium.
Thus we placed Tier 2 UE drone inside the atrium, while Tier
2 BS drone was hovering above the building and had a LoS
with a Tier 1 eNB. Similarly as before, the sensor data from
the Tier 2 UE drone are transferred via the LoRa link to the
Tier 2 BS drone, and further via the NB-IoT backhaul link
to the remote server. Link to the full demonstration video is

given at [19].
D. Two Tier LP WAN: Tier 1 NB-IoT and Tier 2 NB-IoT

Besides Tier 2 LoRa network, we considered Tier 2 NB-IoT
network based on OAI Tier 2 BS is integrated on the large
drone as an open-source OAI NB-IoT eNB along with a core
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Fig. 8. Coverage hole location — Scenario 1 in rural setting.

network EPC software. Even though a ping request/response
was successfully sent/received from the Tier 2 NB-IoT device,
we were unable to successfully send a UDP packet from the
Tier 2 NB-IoT device to the OAI NB-IoT base station at Tier
2 eNB drone (which is a known issue in OAI NB-IoT software
which is still under development [15])). However, the presented
lab demonstration verified the viability of such a configuration.

Fig. 9. Real-world demonstration of Scenario 1 in urban setting.
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Fig. 10. Rural scenario: a) Experiment I, b) Experiment II

IV. EXPERIMENTATION RESULTS

In this section, we present example results obtained from
the real-world experiments described in Sec. III. In particular,
the results are obtained in NB-IoT+LoRa case in both the rural
and urban demo. We performed two experiments as depicted in
Fig[I0] In Experiment I, the Tier 2 UE drone with LoRa device
was stationary while the Tier 2 LoRa BS drone increased its
altitude. In Experiment II, the Tier 2 LoRa BS drone hovered
at a fixed height of 60m above the ground, while the Tier 2
LoRa UE drone moved close to the ground level in a straight
path up to 800m away from the cell centre. In Experiment
III, Tier 2 LoRa BS drone was changing altitude to record the
quality of the backhaul Tier 1 NB-IoT link.

Tier 2 LoRa Link Measurements (Experiment I): Figure
[T1] shows LoRa RSSI values captured at the Tier 2 LoRa
receiver (on a Tier 2 BS drone) of the signal from a static
Tier 2 LoRa UE drone as a function of the Tier 2 BS UAV
height. The results confirm good radio conditions on a LoRa
link, when the Tier 2 UE drone is almost at the ground level
and exactly below the Tier 2 BS drone.

Tier 2 LoRa Link Measurements (Experiment II): Figure
[[2lillustrates how RSSI values of the Tier 2 LoRa link decrease
with horizontal distance of the Tier 2 UE drone from the centre
of the Tier 2 LoRa cell. The Tier 2 UE drone was able to
reach about 800m of horizontal distance from the cell centre
before LoRa carrier is lost. Note that, in both experiments,
the LoRa spreading factor has been set to the minimum value
(SF7), which provides a smallest LoRa cell with the highest
achievable data rate.

Tier 1 NB-IoT Link Measurements (Experiment III):
Figure [I3] illustrates an example of logs of radio quality
parameters (RSRP, RSRQ, RSSI and SNR) collected from the
Tier 1 UE device placed at the large drone for different drone
heights in urban scenario. These results can be used to evaluate
the quality of the backhaul Tier 1 NB-IoT link.
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V. CONCLUSIONS

In this paper, we proposed, designed, deployed and demon-
strated a two-tier LP WAN architecture for deployment of
IoT services in deep rural environments without a cellular
network coverage. The proposed system is implemented in
two scenarios (Tier 2 LP WAN being either LoRa or NB-
IoT) and demonstrated in two real-world settings (urban and
rural). The testbed and experimentation platform is presented
through samples of radio link condition measurements, how-
ever, further data collection campaign is currently under way.
Such measurement campaign will be used to verify analytical
models for the optimal Tier 2 BS location and height selection.
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