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Abstract—Most of the existing work on key generation from
wireless fading channels requires a direct wireless link between
legitimate users so that they can obtain correlated observations
from the common wireless link. This paper studies the key
generation problem in the two-way relay channel, in which
there is no direct channel between the key generating terminals.
We propose an effective key generation scheme that achieves a
substantially larger key rate than that of a direct channel mimic
approach. Unlike existing schemes, there is no need for the key
generating terminals to obtain correlated observations in our
scheme. We then extend our study to the case of a relay with
multiple antennas. For this scenario, we derive the optimal power
allocation at the relay that maximizes the key rate achieved using
our protocol.

Index Terms—Information-theoretic security, key generation,
two-way relay channel

I. INTRODUCTION

The idea of exploiting wireless fading channels for gener-
ating information theoretically secure secret keys has received
considerable attentions recently [1]-{3]. In this line of work,
two terminals, namely Alice and Bob, first obtain noisy
estimates of the common fading channel gain between them,
and then employ the celebrated key generation via public
discussion approach [4], [S] to generate secret keys from
these correlated estimates. In a nutshell, in all these work,
the common direct channel connecting these two terminals
provides a valuable common random source required for
generating secret keys using the approach proposed in [4],
[5].

In certain applications, however, two terminals might be far
away from each other, and hence there is no direct channel
between them. The two-way relay channel, in which two
terminals are connected through a relay, is a basic setup that
models this scenario. The key generation from two-way relay
channel problem was considered in [6], which proposed sev-
eral interesting schemes to circumvent the issue that there is no
direct channel to provide the necessary common randomness.
The basic idea of these schemes is to create a virtual direct link
from which these two terminals can obtain channel estimates
and then apply the approach in [4], [5]. For example, in the
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amplify forward (AF) scheme discussed in [6], Alice transmits
a training signal to the relay, which then sends a scaled version
of the received noisy signal to Bob. From the received signal,
Bob can obtain an estimate of the product of two channel
gains: the one from Alice to the relay, and the one from
the relay to Bob. Similarly, by asking Bob to send a training
signal and the relay to re-sends its received noisy signal, Alice
can obtain an estimate of the product of these two channel
gains. Hence the product of the two channel gains can serve
as the common randomness for the secret key generation,
since both Alice and Bob successfully obtain estimates of
it. Although these schemes overcome the issue of no direct
channel, there are some potential challenges, especially in
the multiple antennas case. First, when the relay re-sends
the received signal, which contains the information about the
channel gain, Eve can also obtain a noisy copy. Hence Eve
can obtain partial information about the common randomness
used for the key generation, which will potentially reduce the
key rate. Second, it is difficult to evaluate the key rates of
the schemes proposed in [6] since the probability distribution
function (pdf) of the estimate of the virtual channel gain (the
product of two physical channel gains) is complicated and Eve
has partial information about the common randomness used
for the key generation. Third, multiple antennas in the relay
are not efficiently used in [6], in particular only one effective
channel gain of a randomly selected channel is used.

In this paper, we propose a new scheme for the key
generation in the two-way relay channel by adopting a scheme
proposed in our recent work [7]. Instead of trying to mimic a
direct channel as done in [6], in the proposed scheme, the two
terminals involved do not need to obtain correlated estimates.
Instead, the relay first establishes a pairwise key with Alice
using the physical channel linking it and Alice. Similarly, the
relay and Bob can establish a pairwise key using the channel
linking them. Then the relay broadcasts the xor of these two
pairwise keys to both Alice and Bob. Alice and Bob can then
decode both keys and pick the one with a smaller size as the
final key. The advantages of this approach are: 1) Eve does not
obtain any information about the channel gains used for the
key generation, hence our scheme obtains a much higher key
rate; 2) It is very easy to evaluate the key rate of the proposed
scheme; and 3) Our scheme can be easily extended to multiple
antenna case, and the key rate scales linearly with the number
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of antennas. Furthermore, we investigate the optimal power
allocation problem that maximizes the resulting key rate for
the multiple antenna case.

The remainder of the paper is organized as follows. In
Section II, we introduce the model studied in this paper.
In Section III, we discuss the proposed scheme in detail.
Simulation results are presented in Section IV. Concluding
remarks are given in Section V.

1I. MODEL

Relay

Alice hu Bob

Eve

Fig. 1: Model of two-way relaying system.

In this section, we introduce the key generation through
two-way relay model considered in this paper. Fig. 1 shows
the simplest model of two-way relaying system that consists
of Alice, Bob, a single antenna relay (the case of multiple-
antenna relay will be discussed in Section III-B) and Eve.
There exists a wireless channel between every pair of terminals
in the system except between Alice and Bob. Alice and Bob
would like to establish a secret key such that Eve has no
knowledge about the generated key. All legitimate terminals
can transmit over the wireless channel. We assume that Alice,
Bob and the relay are half-duplex nodes.

More specifically, if Alice transmits signal x4 in a given
channel use, the relay and Eve will receive

hAR:cA—&—nR, 1)
hapra+ng, 2)

Yr =
Y =

in which har is the fading coefficient of the channel from
Alice to the relay, nr is zero mean Gaussian noise with
variance o2 at the relay, hag is the channel gain between
Alice and Eve, and ng is the noise at Eve. hagr and ng are
both random variables and independent of each other. No part
in the system knows the value of hagr a priori, but all parts
know its distribution. Noise in all channels is independently
and identically distributed.
Similarly, when Bob sends x g, the relay and Eve receive

yr = hprxp + ng, (3)
ye = hBgTB+ng, 4)

in which hpp is the fading coefficient of the channel from
Bob to the relay, hpp is the channel gain between Bob and

Eve. When the relay broadcasts zr, the received signals are

Yya = hraTr+na, %)
yp = hrpTr+np, (6)
ye = hrezr+nE, @)

in which hra, hgp and hrp are the channel gains from the
relay to Alice, to Bob and to Eve respectively, while n4 and
np are zero mean Gaussian noise with variance o2 at Alice
and Bob respectively.

In this paper, we assume that all the channels are reciprocal,
i.e., har = hra (we denote them collectively as h1), hgr =
hrp (we denote them collectively as hs), etc. But the scheme
developed in this paper still works (with a different key) even
if this assumption does not hold, as long as there is correlation
between the forward and backward channel. Furthermore,
we consider an ergodic block fading model for the wireless
channel, which means that the channel gain remains constant
for a period of T' symbols and changes randomly to another
independent value after the current period [8]. We assume
hy~ N(0,0%) and hy ~ N(0,c3). Similarly, our scheme still
works if the distribution of the random channel gain changes.

Let Xg4 = (Z’A(l),...,lﬁA(l‘J))/, XpB e
(xB(l), ce ,ZL’B(f\CT))/ and XR B (J}R(l), ce ,QZR(J‘LI))I
be the signals transmitted by the terminals in M channel
uses. Similarly, let Y4, Yp and Y be signals received by
the terminals over M channel uses. Since we assume that the
legitimate users are half duplex, ya(i) = ¢ if xa(i) # o,
in which ¢ denotes either no transmission or no signal. The
same thing holds for the relay and Bob. We have a total
power constraint for the legitimate terminals, namely

1
ME{X;‘XA + X%5Xp + XpXg} < Pr. (8)

In addition to the wireless channels, we assume that there
is a public channel in which all legitimate users can ex-
change messages. However, all messages exchanged through
this public channel will be overheard by Eve. We denote
all messages transmitted in the public channel as F. Both
Alice and Bob need to generate a key using the information
transmitted and received from wireless channels and the public
channel. Let f4 and fp be the key generation functions at
Alice and Bob respectively, namely K4 = fa(Xa,Ya,F)
and Kp = fp(Xp, Y5, F). A key rate R is said to be
achievable if, for any € > 0, there exists a scheme such that

HH(Ka) >R~ 9)

P{Ka +#Kp} <e, (10)
LI(Ka;Yp,F) <e, (11)
17 log|Kal < 7 H(Ka) + ¢, (12)

with |KC4| being the size of the key’s alphabet. Here (10)
implies that the keys generated at Alice and Bob are the
same with a high probability (and hence we will use K to
denote the generated key), (11) implies that the eavesdropper
learns limited amount of information about the generated key,
while (12) implies that the key is nearly uniformly generated.



III. KEY GENERATION ALGORITHMS
A. Single Antenna Case

Algorithm 1 shows the proposed key generation scheme,
which is adapted from our recent work [7]. The time frame of
Algorithm 1 is shown in Fig. 2. We divide each fading block
into three slots each with duration Ty = 7'/3. Supposing Alice
sends training sequence with power P4, Bob with power Pp
and the relay with power Pg, then the energy of each training
sequence is [|Sal|> = ToPa = TPa/3,|Sg|* = ToPs =
TPg/3 and ||Sg|* = ToP = TPg/3, and the total power
constraint (8) reduces to

1
g(PA + Pg + Pr) < Pr.

Algorithm 1: Key Generation Algorithm for One Antenna

Step 1: Channel Estimation:

1) Alice sends a known sequence S 4 with power Py
through channel h; to the relay. The relay receives
Y( ) from which it obtains estimate hl, R.

Bob sends a known sequence Sp with power Pp
through channel ho to the relay. The relay receives
Y( ) from which it obtains estimate ha .

2)

3) The relay broadcasts a known sequence Sr with power

Pgr to Alice and Bob. Alice receives Y 4 from which
she obtains estimate 711, 4; Bob receives Y g from
which he obtains estimate l~12, B.
Step 2: Key Agreement:

1) Alice and the relay agree on a pairwise key K using
the correlated estimation pair (hl R, hy A)

2) Bob and the relay agree on a pairwise key K2 using
the correlated estimation pair (712, R, ?7,2’ B)

3) The relay broadcasts K ¢ K. Then Alice and Bob

Eve also receives faded training sequences. But since the
channel fadings to her are independent of h; [8], the received
signals are independent of the above correlated estimates.
Using the result from [4], the relay and Alice can establish
a pairwise key K with a rate:

I(h1,a;hiR) (17)

T
Note that scalar i~7,1 .4 and i~11 .r are two correlated Gaussian

varlables with zero mean, and that variances Var(hy 4) = 01+

o2
2
||S = = 01+TP ,Var(h1 R)—O'1+ HS IE —0'1+T.PA

These facts will be useful for deriving exphclt expressmn of
mutual information in (17) since I(h1 Ashir)=—3 log(l -
,91) where p; is the correlation coefficient between hl, 4 and
hi.R.

Similarly, for channel hs, through sending training se-
quences to each other, the relay and Bob obtain estimates 712, R
and hg p respectively. They can then establish a common key
Ko with rate

%I(hQ,B; ha.r)- (18)
When the relay broadcasts K; @ K in the public channel
to both Alice and Bob, the system can be viewed as a one-
time pad [9] where the longer key is used to perfectly protect
the shorter key. Alice and Bob can know both K| and K2 by
the XOR operation on the received K7 ¢ Ko signal. Eve will
also obtain K @ Ko, but she learns nothing about the shorter
key from K & K> since it is protected by the longer key via
the one-time pad operation. As a result, Alice and Bob both
choose the shorter key as the common secret key. Hence the
key rate is:
I(ho,B;ho,R)}-

1 - ~
R, = Tmin{[(hLA;hl,R)v )

can obtain both K7 and K». They choose the one with Following similar arguments in [3], one can easily show that

a smaller size as the common secret key.

—— 7 —
1) Alice sends S, 2) Bob sends Sp 3) Relay sends Si
l— 773 —— 173 —pe— 713 —>

Fig. 2: Time frame for one antenna.

For channel f 1, at the end of the training phase, the relay
and Alice receive

Y = mS,+NY, (13)
Y, = hlsR+NA, (14)

respectively. From these observations, the relay and Alice
obtain the following estimates

. S’ 1) Sh O

hmr = A YW —h+2AND a5
! 182 Y7 EAE

. s/, St

ha = qgepYa=hitgpNa 06

Eve obtains a limited amount of the key information.

B. Multiple Antennas Case with Optimal Power Allocation

The aforementioned key generation algorithm for one an-
tenna can be easily extended to the multiple antennas case.
Supposing there are N antennas at the relay, similar to the
one antenna case, we assume that the channel gain between
the i-th antenna and Alice conforms to N'(0, Jii) distribution,
the channel gain between the ¢-th antenna and Bob conforms
to N(0,03,) distribution, i = 1,..., N, and the noise in
each channel is Gaussian with zero mean and variance o2.
We summarize our protocol in Algorithm 2.

The time frame of our key generation algorithm for a relay
with multiple antennas is shown in Fig. 3. The length of each
training sequence Ty is now set to be T'/(N + 2). Denoting
the transmission power of training sequence of Alice as Pa,

Bob as Pp, and antenna ¢ in the relay as P;,i = 1,..., N,
the total power constraint (8) is now
1 al

—— | Pa+ P, P, | < Pr. 20

N+2<A+ B—&-;z)T (20)



Algorithm 2: Key Generation for Two-Way Relay with in which I(ha,,4; hai,r) can be expressed explicitly as
Multiple Antennas
Step 1: Channel Estimation:

1) Alice broadcasts a known sequence S 4 with power Py 1 log | 1— 1
to all antennas in the relay, from which each antenna 2 1 o? o?
obtains an estimate h4 4 g, =1,...,N. Here the + U%iPATO 1+ g%iHTO

subscript A represents the estimate regarding channel
gain at Alice’s side, i represents the antenna index and J(hp 1 5;hp,1,r) has a similar expression, which can be
R means that this estimate is obtained by the relay.  obtained by replacing P4 by Pp, and o ; by ag’i.

2) Bob broadcasts a known sequence Sp with power Pp The total power constraint (20) can be rewritten as
to all antennas in thg: relay, from which each antenna

N

obtains an estimate hpg ; r. The notation is defined in

the same way as abO\Z’.Z’R z Fi<(N+2)Pr—Ps—Pp£P. 24)
3) For each ¢t =1,..., N, the relay broadcasts a known ' =t '

sequence Sy ; with power P; from antenna i to Alice Given P4 and Pg, under the above requirement that the sum

: . q . N
and Bob, from which Alice and Bob obtains estimates of (ransmission powers 3" P; of the relay be under a specified
hai,a and hp; g, respectively.

i=1
lue P, the k 21 h fi h
Step 2: Key Agreement: value P, the key rate (21) depends on the power used for eac

antenna. In the following, we will maximize the key rate by
optimizing the power allocated to each antenna. In particular,
we have the following optimization problem:

1) Alice and the relay agree on common keys K4 ;’s
according to the pairs of estimates (ha ;4,44 R),

t=1,..., N, using the same method described in
Algorithm 1. maximize min{ly, >}
2 N )
2) Bob aI.ld the relay agree on f:ommon~keys Kp,'s subject to S P, < P,B >0,i=1,...,N. (25)
according to the pairs of estimates (hp; B, hB,i,R)s =
1=1,...,N.

To simplify the notation, in the following derivation and
results, we will ignore the constant 1/2 before each mutual
information term.

The objective function in (25) contains a min operation,
which makes it challenging. To solve this max-min optimiza-
tion problem, we transform (25) into an equivalent optimiza-
tion problem [10]:

3) The relay concatenates K 4 ;’s into
Ka= (KA,h I{A,Q, 580 7KA,N) and I{B’i’s into
Kp = (KB,17 KB’Q, 5007 I(B,N) and broadcasts
K, @ Kpg to Alice and Bob. From K4 and Kpg, Alice
and Bob choose the one with the smaller size as the
final common secret key.

maximize =z

7 subject to z < I,z < I,
’ — N (26)
Y. P <P
SA S]g SRJ SRJ\/ i=1
z>0,P,>0,i=1,...,N.
T T T T
—pt— —bla— —» - —> ) )
N+2 N+2 N+2 N+2 The Lagrangian of problem (26) is

Fig. 3: Time frame for two-way relay with multiple antennas. A
L=z+ (L —2)+x2—2)+Xs (P=) _P). 27

=1

Accordingly, the key rate for Algorithm 2 is Then the KKT conditions are
oL oL
. % <0, =z>0, za—z =0, (28)
Reon = g minth, Ia}, L 9L o p>o0, BIE_y (29)
aPZ - ) R ) 2 aPL - )
where z2<I, M >0, M(z—11)=0, (30)
z<1Iy, A>0, M(z—13)=0, (31
U . N N
L= I(hasashair), (22) S R<P x>0, &S R-P|=0 (32
iJ:Vl i=1 i=1
I, = Z I(i~z BB i D) (23) Since the objective function is linear and therefore concave,
=1 ” ” 14, I is concave so z — I, z — I is convex, and the constraint



N
> P, < P is also linear, the necessary KKT conditions are
i=1
Zsufﬁcient.
By analyzing these KKT conditions, we know that A\{+\s =
N
1and ) P, = P. In the following, we discuss different cases

of valLZlE; of A1 and As.

1) Case 1: If Ay #% 0 and Ay = 0, then I; < I5, so
min{l;,Io} = I; and therefore the original optimization
problem (25) reduces to

maximize I
N

subject to > P, = P, (33)
i=1

P,>0,i=1,....N.

This is an optimization problem with nonnegativity con-
straints. Again we can employ KKT conditions to solve it.
Similar to (26), I is concave with regard to P;,2 =1,..., N,
and the constraint is linear so here KKT conditions are
sufficient too. It can be verified that its solution satisfies KKT
conditions (28-32) of the problem (26), so it is also the solution
of (26). The optimal solution is

+
—Pa+ \/ Pi + % o?
P = - . (4
i 5 2T (34)
i=1,...,N, where the function (z)* = max{0, z},.

If we know the number N’ of P;’s that are strictly positive,
we have

P o2 N 1 o2
P = — —_— - 35
¢ N’ + N'Ty ]2 U%,j o%yiTo (35)
P o2 N 1 1
= — 4 — —_ — —— 36
N’ * N'Ty ; (Jij aii> (36)

for those ¢ satisfying P; > 0.
2) Case 2: If Ay = 0 and Ay # 0, then it is certain I < I
and the original optimization problem (25) turns to
maximize Iy

N

subject to > P, = P,
i=1
P,>0,i=1,...,N.

(37)

Similar to Case 1, we can solve this optimization problem
under nonnegativity constraints by KKT. Specifically, the
optimal points P;’s are

P PEHTE g 38
2 U%JTO (> )

+

P

or, for those strictly positive P;’s

P 2 X 1 1
Pi=— 4 —+ — — = (39)
' N ' NTy ]; (Jij 0%,1‘)

where N’ is the number of P;’s having positive optimal values.

3) Case 3: If Ay # 0 and Ay # 0 at the same time, it
follows I; = I, and the original optimization problem (25)
becomes

maximize I
bject t I =1
subject to ]if 2, (40)
S P =P
i=1

This is an optimization problem with equality constraints
and we can use Lagrange multiplier method to handle it. But
due to the complexity of formulas involved, there is no closed-
form solution to (40). One needs to resort to a numerical
method to solve it.

Note that these three cases are not mutually exclusive.
Therefore, after obtaining the solutions to these three cases,
we should compare the resulting values of key rate for each
case and pick out the largest one as the final optimal key rate.
In addition, we should check necessary conditions I; < Io
for Case 1 and Is < I; for Case 2. If any one of them does
not hold, the corresponding optimal points obtained are invalid
and should be discarded.

IV. SIMULATION RESULTS

In this section, we present various simulation results to
illustrate the analytical results derived in this paper. In this
example, we assume that there are N = 5 antennas in the
two-way relay. The variances of, and 03, = 1,...,N,
used in the simulation are listed in the TABLE I. Other

Antenna # 1 2 3 4 5
ai i 0.4 03 2 1 05
05, 028 38 3 2 55

TABLE I: Values of O'%’i and agmi =1,..., N used in generating
Fig.4

parameters used in the simulation are: the variance of the
channel noise o2 = 1; the transmission powers of Alice and
Bob are Py = Pp = Pr (therefore, the relay’s total power

N
P = Y P, = NPr); the channel coherence time T = 14.
i=1

Note that in this case, we have Ty = NL+2 = 2. Fig. 4 shows
the key rate R, v defined in (21) for the case of optimal
power allocation described in Section III-B and the case of
equal power allocation. The optimal power distribution when
the relay’s total power P = N Pr = 13.5 is listed in TABLE
IL. For the ease of comparison, simulation results for the equal
power distribution are also included in the table. Since the
results of Case 2 violate I5 < I4, it is discarded; so the optimal
key rate is achieved for Case 1, i.e. 4.9681/(27) = 0.1774
nat.

From Fig. 4, we can see that for a low Pp, the gain
due to the power optimization is considerable. But when
Pr is large, the improvement brought by the power opti-
mization is limited, which is also reflected in TABLE II
This phenomenon can be explained by examining (35). When
Pr is large, the differences of P; due to different values
of 0°/(0f ,To) become insignificant. As a consequence, the



0.16 T T T
—+— equal power allocation
0.14 - —#&— optimal power allocation| ... . Y

0.12

0.1
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Fig. 4: Key rates of our algorithms vs. Pr.

%llli?rlﬂil (gz)ir Case 1 | Case 2 Case 3
P 2.7 2.3833 | 1.3993 | 13.2422
P> 2.7 1.9667 | 3.0534 0
Ps 2.7 3.3833 | 3.0183 0.2578
Py 2.7 3.1333 | 2.9350 0
Ps 2.7 2.6333 | 3.0941 0
I 4.9346 4.9681 | 4.9027 1.6046
Iz 9.5963 9.5598 | 9.6575 1.6046

TABLE II: Simulation results when the total power for relay P =
13.5

resulting mutual information would be close to those produced
with equal power distribution. The same argument applies if 7'
is sufficiently large in which 02/(o¢ /T) becomes very small,
making the differences of F; unnoticeable.

In the following, we compare the key rate of our algorithms
with that of the AF with AN algorithm in [6] that deals with
the multiple antennas case. The key rates of AF with AN algo-
rithm is computed based on the k-nearest neighbor distances
method in [11]. The variances of the fading coefficients of all
channels are listed in TABLE III. Other simulation parameters
are 02 = 0.01,T = 308 (Tp = 44),Psx = Pg = Pr. Fig.

Antenna # 1 2 3 4 5
aii 0.004 0.015 0.02 0.01 0.025
a% i 0.026 0.015 0.01 0.02 0.005

TABLE III: Values O'%’i and Ug’i,i =1,...,N used in generating
Fig. 5

5 illustrates the simulation results. This figure shows that our
algorithm for the two-way relay with multiple antennas greatly
outperforms the AF with AN algorithm, primarily because our
scheme fully exploits the random channels associated with all
antennas while the latter makes use of only one randomly
selected antenna in the relay. In addition, our algorithm
takes advantages of long training sequences which efficiently
suppress the harmful effects of channel noise.

0.14 T T T
—— RCO with equal power allocation

N
|| —e— AF w/ AN upper bound
—— AF w/ AN lower bound

0.1r

0.08f
0.06} -
0.04

002}

-0.02

Fig. 5: Key rates vs. Pr in the sequence version.

V. CONCLUSION

We have considered the key generation problem in the two-
way relay wireless channel in which there is no direct link
between Alice and Bob. We have proposed an effective key
generation scheme that achieves a substantially larger key rate
than that of a direct channel mimic approach. Unlike existing
schemes, there is no need for the key generating terminals to
obtain correlated observations in our scheme. We have also
extended the study to the case in which the relay has multiple
antennas. We have characterized the optimal power allocation
scheme at the relay that maximizes the key rate of the proposed
scheme.
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