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Abstract—The effects of COVID-19 have quickly spread
around the world, testing the limits of the population and the
public health sector. High demand on medical services are
offset by disruptions in daily operations as hospitals struggle
to function in the face of overcapacity, understaffing and
information gaps. Faced with these problems, new
technologies are being deployed to fight this pandemic and
help medical staff governments to reduce its spread. Among
these technologies, we find blockchains and Big Data which
have been used in tracking, prediction applications and
others. However, despite the help that these new technologies
have provided, they remain limited if the data with which
they are fed are not of good quality. In this paper, we
highlight some benefits of using BIG Data and Blockchain to
deal with this pandemic and some data quality issues that still
present challenges to decision making. Finally we present a
general Blockchain-based framework for data governance
that aims to ensure a high level of data trust, security, and
privacy.

Keywords—Covid-19, Blockchain, Big Data, Data Quality,
data governance.

I INTRODUCTION

COVID-19 has shaken the whole world, not only in the
health system, but also in the economy, education, transport,
politics, etc.

Researchers, businesses, and innovators from around the
world have come together to find a way to stop the spread of
this pandemic by using innovative technologies and putting it
at the service of governments and authorities in order to track
and contain the outbreak.

In recent weeks, many initiatives to set up tracking
applications, dashboards on the state of the spread of the virus
worldwide, mobile health self-monitoring application and
others, have been implemented and demonstrated their
effectiveness in this fight. These applications are based on
innovative technologies such as Blockchain, Artificial
Intelligence, Big data and other more.

In fact, Blockchain has been deployed in patient tracking
applications during the confinement, supply and delivery of
drugs, etc. On the other hand, Big Data found the perfect fields
to reveal itself via analytics, the collection of data from
heterogeneous databases and with different formats and even
more to combine this data to have dashboards about the spread
of the virus in different parts of the world.

Many papers have been published online in recent months
speaking about these technologies and their roles in the fight
of COVID-19. But, there is a concern that prevents to declare
the total effectiveness of these applications, it is the Data
Quality. Now with the big data emergence, the volume of data
is increasing, data is being produced at an increasing
velocity,
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data types and formats have more variety, and data veracity is
becoming more uncertain. To tackle these challenges, we
propose a framework based on Blockchains to improve data
quality. This framework will help ensure a high level of data
trust, security, and privacy.

The rest of the paper is organized as follows. In the next
section, we discuss the benefit of using some technologies
such as Big data and Blockchain where they were used to deal
with the COVID 19. Then, in section III, we are going to
discuss some issues with the data quality that researchers may
face in their fight against COVID-19. Then, in section IV, we
present a use case about improving big data quality. In section
V, some related works are presented. After that, we present
our framework in section VI. Finally, we end with a
conclusion and future works.

IL BIG DATA AND BLOCKCHAIN TO DEAL WITH THE
CORONAVIRUS

A. Blockchain achievement in this pandemic

The Blockchain technology is a distributed registry that
acts as a shared database, keeping all of its copies
synchronized and verified. In a recent work [3], the
Blockchain is formally defined as blocks containing
messages, proof of work and a reference of the previous block
and stored in a shared database, which is capable of carrying
out transactions on the P2P network by keeping irreversible
historical records and transparency”.

In the context of health data management, some
researchers have used this technology to reduce the
propagation of the COVID-19 pandemic in the World and to
be aware against a future pandemic.

Blockchain technology has the following advantages: the
ability of a blockchain’s registry to remain unchanged and
indelible, to keep authorized users responsible for any
transaction and to share data with appropriate authentication
without third party intervention. Thus, it was wise to adopt
such technology to keep track of health data related to
COVID-19 and also to search for and contain infected people
while bringing more confidence and integrity to this data that
users use and share [4].

Several applications are using blockchain in these
pandemic times. Here are some examples from around the
world:

e Tracking Infectious Disease Outbreaks :

The blockchain are used to track the surveillance of
public health data, especially for epidemics of
infectious diseases such as COVID-19. With increased
transparency of the blockchain, this translates into
more accurate reporting and effective responses.



Blockchain can help develop treatments therefore
early detection of symptoms before their spread to
epidemics. In addition, it allows government agencies
to keep track of the virus activity, patients, new
suspected cases, etc[30].

e  Donation Tracking :

Blockchain is a solution for Trust in the case of major
donation problems. With the help of blockchain
capabilities, donors can see where the funds are most
urgent and can track their donations until they receive
notification that their contributions have been received
by persons[2].

e Management Crises

Blockchains could instantly alert the public to the
coronavirus by global institutes like the World Health
Organization (WHO) and could help provide
governments with recommendations on how to contain
the virus. It could provide a platform where all
concerned authorities such as governments, health
professionals, the media, health organizations and
others can keep each other informed of the situation
and prevent it from getting worse[2].

e  Securing Medical Supply Chains

Blockchain has proven effective in managing the
supply chain in various industries [8]; similarly, it
could be beneficial for tracking and tracing medical
supply chains. Blockchain-based platforms can be
useful for examining, recording and tracking the
demand, supply and logistics of epidemic prevention
equipment without allowing anyone to follow the
process. This technology could help streamline
medical supply chains, ensuring that doctors and
patients have access to the tools when they need them,
and preventing contaminated items to reach stores[29].

e  Fake news

Blockchains have been used to remedy the problem
linked to fake news that is spreading across the globe
and that constitutes a new challenge for the media
environment, but also for businesses. In fact, quite a
few companies have developed blockchain-based
solutions to allow companies to guarantee the accuracy
of the information they disseminate[2].

B. Big data against COVID-19

Big Data has been hailed by experts as one of the leading
resources in the fight against COVID-19. Commonly, big data
is the information asset characterized by such a high volume,
velocity and variety that require a specific technology and
analytical methods to extract a useful information to serve the
decision making.

In the COVID 19 context, Big data can refer to the patient
data such as medical records, physician notes, X-Ray reports,
case history, list of doctors and nurses, and information of
outbreak areas. Experts have found uses for Big Data and Big
Data analytics platforms for various purposes, such as:

e  Containment control and Social Distancing
Analysis :
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In addition to strict quarantine measures which kept
people in place at the peak of the epidemic, some
countries like China have made widespread use of big
data to contain the virus through applications where
citizen must scan a code on his smartphone and enter
his information to show where he has been for the past
two weeks. The information is added to a database
which can be checked to confirm if he has completed
quarantine or not [31]

Better interconnectivity across national data systems

In the light of the outbreak of the virus, many
countries in the world, tried to track their citizens who
were traveling and came back. So, they tried to link
medical records on the national health insurance
database with customs and immigration records to
identify and test people who had recently travelled
from China, sought medical care, or showed signs of
severe respiratory illness[14]. In these circumstances,
the use of Spatial Data Science and location-based
data streams is more important than ever. Now, we
have the opportunity to put forward this technology to
serve this global quest and flatten the curve.

Data visualization to track COVID 19 outbreak

To track COVID-19’s spread in real time,
governments, scientific institutions and companies
created many “dashboards” for visualization of the
disease by making resources available, including
funds and the opening of large-volume data
repositories,. The most frequently used, is that of the
John’s Hopkins’ Center for System Science and
Engineering  (CSSE)who  provides  real-time
visualization [15]. In these circumstances, the use of
data from heterogeneous sources and location-based
data streams is more important than ever and thanks
to these dashboards, governments can control,
understand and predict the dynamics of distributed
COVID-19 in time and space, moreover, it has given
authorities perspectives to better plan and respond to
the dramatic pressure exerted on health infrastructure,
emergency systems and the global economic system

Big data analytics

A new trend has appeared, where computer scientists,
biologists’ researchers and doctors collaborate and
take advantage of this explosion of data on COVID
19 from hundreds of thousands of medical records
from coronavirus patients into effective treatments
and predictive analytical tools that could help lessen
or end the global pandemic. This analytics can help to
implement large-scale COVID-19 investigations,
develop comprehensive treatment solutions. This
would also help healthcare providers to understand
the virus development to find an effective
vaccine[16].

The next section is about the most encountered data quality
issues in this fight against the COVID-19.

I1I. DATA QUALITY CHALLENGES

Despite the innovation and the advancement of medical
big data, policy makers should approach data with care, as the



data in circulation has questionable quality. Indeed, much data
is still lacking and the available data may not be exact or
reliable and may contain substantial uncertainty, concerning,
for example, the precise timing and natural history of the cases
[8].

Researchers have found that the big data collected and
used in research on COVID 19, presents data quality
problems, such as pravicy, security and trust. We briefly
introduce each of these issues in what follows.

A. Data privacy

There is growing concern about the way governments are
using data to respond to the COVID-19 crisis. While the
government’s efforts are directed to slow coronavirus
outbreaks, there are also concerns that gathering information
about people's geo-location and other personal data to aid
management of the pandemic risks infringing on the person
privacy more than ever before. In fact, some Governments
gave the authorities the right to require telecommunication
companies to use or access mobile phone location information
without user consent to hand over data of people with
confirmed infections to track their location. The data has
enabled the rapid deployment of a notification system alerting
people on the movements of all potentially contagious
persons in their neighborhoods or buildings. [3][7] and [9] .
No one fears "technology for good", nevertheless, we must not
relax the basic privacy requirements : maintaining anonymity,
encrypting data and preventing our information from ending
up in the wrong hands.

B. Data security

At the IT level, data quality and security controls must be
ensured. Weaknesses in data integrity, which are common
when data from personal digital devices is used, can introduce
small errors , which, in turn, can have a disproportionate effect
on large predictive models ladder. In addition, data breaches,
insufficient or ineffective anonymization, and biases in the
data sets can become major causes of distrust of public health
services[ 10][7].

C. Data Trust

The current COVID-19 pandemic raises important
questions about opening, sharing and using data, and
highlights the challenges associated with data trust. Without
data, we cannot understand the pandemic. Only using good
data can we know how the disease is spreading, what impact
the pandemic has on the lives of people around the world, and
whether the counter measures countries are taking are
successful or not.

On the one hand, social media has become a conduit for
spreading rumors, deliberate misinformation, and wrong data.
Many perpetrators are using sites such as Facebook, Twitter,
YouTube, and WhatsApp to create a sense of panic fake news
and confusion in the circumstances of coronavirus. The
pressing issue is fake news that spread more rapidly in social
media than the ones from reliable sources and damages the
authenticity balance of news ecosystem and eliminating trust
in the data and the information [11]. On the other hand, sensor
nodes or agents can produce permantely a large quantity of
data items. These data items describe the properties of certain
entities or events for example check of fever in coronavirus
with thermometer. Due to the possible presence of malicious
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source providers and inaccurate knowledge generated by
intermediate agents, the information provided to the data users
could be wrong or misleading [12]. Relying on trustworthy
sources is always good advice, but now it is an absolute
must[13].

In the next section, we explain how works the technology
of blockchain, and then we present a use case about the use of
blockchain to improve big data quality.

IV.BLOCKCHAIN FOR DATA GOVERNANCE:

A.  The mecanism of Blockchain technology

Blockchain is a technology that redefines trust in the
new generation systems. It doesn’t need mediators like
corporations and governments, since it almost always come as
central entities that receive, process and store the transactions.
There are no mediators that process the transactions using
correct business logic and have full control on data privacy
and security, so the trust is decentralized. Users just need to
trust the system and the smart code that is shared between all
the participants. From technical point of view, Blockchain is
a distributed database that exists on a P2P network where
every node in the network is at the same level as all the other
nodes. Although nodes can come in many forms but there is
no central node that is an authority. Every node stores a local
copy of the Blockchain. If consensus of nodes agrees upon
transaction’s validity, then the transaction is considered valid.
When a transaction is created, it has to go through validation
and confirmation stages before it enters the Blockchain then it
is broadcasted to the network. P2P nodes share the transaction
between themselves almost in a real time. If valid, the node
saves the transaction into its transaction pool. If not, it is
immediately removed. Some of the nodes, called "miners",
take all the available transactions from the pool and include
them in a new candidate block. A proof of work concept
calculates a random hash, which is a generated string, that is
computed using the data as input, of the candidate block. The
correct hash value must satisfy a defined difficulty target. This
number is calculated using all block’s metadata including the
hash of the previous block. This is the key to Blockchain
security. If someone tries to change a transaction from the
past, the hash value of the block that contains the transaction
must be calculated again and all hash values for the blocks that
come afterwards must be calculated again too. This can’t be
done, unless more than half of the nodes in a network are
infected. Once a new block is created, it is broadcasted to the
network. All nodes receive the block, validate it with all the
transactions in it. Transactions that are included in the created
block, are then removed from the pool[21].

B. Fake news use case

The objective of this use case is to have as final result
Blockchains containing hashes of data and pointing to a
database containing this reliable data.

Fig.1 represent a process of detecting fake news. First,
when receiving an information, we begin with the verification
of the reliability of the source of this information. There are
different criteria that can be taken in consideration to evaluate
a data source reliability, such as : reputation, data update, data
type (documents, streaming, images ...etc). If the source is
reliable, then we go to the next step; otherwise, the data is
automatically rejected. The next step will be checking the data



accuracy by using algorithms based on Machine learning in
order to detect the fake news. If it’s not a fake news, this data
will be stored and a Blockchain will be created with a hash of
this data(Fig.2), otherwise, it’s a fake news and it twill be
rejected. As a final result, we will have a trusted Blockchain
that point to the data stored in the database.
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Fig.2: proposed Blockchain structure

C- Data governance for data quality

It is critical to verify the data integrity since the creation. In
fact, the data is exposed to different processes, procedures,
transformations and uses, which impact data quality. This data
must be tracked and supervised to monitor the change of data
across the process, otherwise poor data quality will create
significant problems for companies and negatively impacts on
business decisions. Data governance provides organizational
approach to data and information management that formalizes
a set of policies and procedures to encompass the full life cycle
of data, from acquisition to use and to disposal [22]. It
educates data consumers regarding data usage, meaning and
quality levels, to build trust and encourage data utilization. But
that trust can’t be built without robust data quality controls to
ensure reliable and accurate data and turn data into value.
With increased data utilization among business users, data
governance is even more critical to ensure that information is
easily understood, appropriately accessed and effectively
leveraged. Business users are increasingly using analytics to
explore operational data, generate insights and drive business
decisions. Consequently, companies should implement a data
governance framework. These frameworks eentend
implement traditional checks for data quality to ensure the
completeness, consistency and conformity of data [23]. In
fact, adopting data governance framework, enables data
understanding, which helps users trust their data. The data
must be trustworthy, to generate reliable analytics results that
enable the business to make good decisions. However, the
existing data governance faces challenges in the light of Big
Data cases.

In the next section, we present some related works on big data
governance.
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V. RELATED WORKS

With the emergence of the Big Data, in the last years, ushered
in several new research, challenges and applications as well as
exacerbated data quality problems [24]. Big Data is often
characterized by five Vs [25], especially, variety and veracity
that pose special challenges for data quality management in
Big Data applications. In fact, data trustworthiness, privacy
and security have been very quoted in the last few years [6].
Soares defines big data governance in a clear and
comprehensive manner as follows: Big data governance is part
of a broader information governance program that formulates
policy relating to the optimization, privacy, and monetization
of big data by aligning the objectives of multiple functions
[20].

Usually, implementing data governance means improving
decision making and to protect the needs of stakeholders [28].
in the few researches about big data governance, authors
propose frameworks that consider implementing Strategy,
organizations, policies processes and standard of
organizations [27], [20],[32], others, that establish difference
between traditional data and Big Data governance and the fact
that is possible to use the same components (i.e. data quality,
compliance, data life cycle, master data management, data
privacy)[26],[33][34]and [35]. Big data faces challenges such
as ensuring secure access to data, policies to govern in the light
of fast generation of data, stream data, and making value from
a trustful data. These studies didn’t give importance to deal
with similar issues.

To our knowledge, there are a very few studies on
regulatory issues and big data governance [17]. Therefore, we
think that it is wise to consider it as potential solution in order
to improve Big data quality and specially data trust.

VL

The big data governance framework can present a way to
improve the quality of data. In addition to the quality level of
Big data, data governance will improve the strategy for the
protection the private information like personal data and
disclosure data alongside data security by setting up
mechanisms against attacks.

In this research, and in order to improve the quality of big
data, we opted to set up a Big data governance framework=
(Fig.3) that relies on a database based on Blockchains to
guarantee data trust.

OUR FRAMEWORK FOR BIG DATA QUALITY

Policies and
Processes

Data
standardization

Regularity
compliance

Fig.3: Our proposed Big Data governance framework



The proposed framework consists of the following layers:

o

Big data sources infrastructure: The exponential
growth in the number of data sources will continue
to make it difficult to collect reliable information. It
includes transaction data, data from social networks,
content and machine data. This can lead to
uncertainty, such as the origin, quality, source and
accuracy of the data.

Data standardization: This layer includes :

- Data quality: this component is responsible for
defining, monitoring and improving data
accuracy, completeness and timeliness. It has
the ability to parse, standardize, validate and
match enterprise data.

- Master data management: It refers to all the
methods, tools, concepts and processes to ensure
that the Master data is correctly identified, of
high quality, free of errors and usable without
any risk. Master Data in a central repository
provides a single, authoritative, view of the data
held by the company. It eliminates the costly
inefficiencies of data silos. The MDM solution
supports certain business initiatives with
functions to identify, link and syndicate
information on products, customers, stores
sites..etc. For example, in the CRM system,
customer can be considered as master data.

o Processes and policies: This layer includes:

- Data management: It is an operational concept
focused on the implementation and coordination
of policies and procedures. Data managers
manage essential data resources, including
making data decisions, making
recommendations, and developing policies.

- Metadata, business glossary and policy
management : define both metadata and
governance policies with a common component
used by all integration and governance engines.

o Data lifecycle management: it manages the
existence of the data from its reception or
creation until it makes more sense to keep
these massive volumes and therefore the
deletion and archiving of this data from the
business system.Regularity compliance:
These include privacy and security and
involves hiding data in applications to
protect  sensitive  data, = monitoring
repositories to prevent data breaches,
protecting data from external or internal
attack and take compliance. It must also be
taken into account that appropriate policies
and procedures must be followed (created
and defined in the Processes and policies
component) to prevent the misuse of Big
data, taking into account regulatory and
legal risks when managing social media,
geolocation, biometrics and other forms of
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personally identifiable information. At this
level, we are considering the use of
mechanisms based on artificial intelligence
and machine learning to allow high levels of
cybersecurity and to detect fakes news.

o Trusted Blockchain data: this layer represent a data
lake that contain the Blockchains created from
trusted data collected. In fact, each data has been
checked in all processes and rules established to
realize the big data governance. We have to precise
that if we store all the data in the Blockchain, we will
end up with a problem of storage. The Blockchain
stores only the hash of the data and parts of the data.
If the hash changes that means that our data has been
changed. Since the hash is very small, it takes small
space in storage in the Blockchain, and the cost of
transaction is relatively slow. We assign the id (hash)
of the Blockchain transaction to our raw data. In
addition, depending on the parts of the data stored in
the Blockchain we get some transparency, because
the data will be publicly accessible. In fact, the main
goal is that these Blockchains will serve as a
database, and guarantee the trustworthiness of the
data. All occurring events are registered with
accuracy, so the trustworthiness of the stored data
will be good.

- Data analysis and decision making: Analytical
applications rely on a Big Data platform to process
and analyze information. In turn, the analytics
engines of the Big Data platform rely on a reliable
database in order to return precise and usable results
and to integrate this information into other business
systems. In our case, the database is build up from
Blockchains that contain the data processed with the
different processes developed in the other
components.

The Framework will provide visible benefits such as:

- Reinforced security, obtained by locating critical
data, identifying owners and users of data, assessing
and correcting risks related to critical data

- Better data quality: by defining, monitoring,
maintaining data integrity, the decisions for the
company will be running based on accurate and
complete information, rather than misleading or
outdated data.

- Greater operational efficiency: thanks to processes
and procedures allowing faster and easier data
management

- Reduced data management and storage costs: Instead
of having isolated software platforms, centralized
control mechanisms offer the potential for
optimizing the cost of data management
(increasingly important in the age of data sets
explosion)



- A decrease in the number of security breaches,

thanks to better training on data resource
management
VII.  CONCLUSION AND FUTURE WORKS

As the world increases in its fast adoption of new

technologies in the fight against the COVID-19, the use of Big
Data cannot replace the development of efficient health
infrastructures and the development of strict systems and
protocols for examination and monitoring. However, Al and
Blockchains based applications have been used with success
in some countries. Nevertheless, remains the biggest
challenge of ensuring security, privacy and trust in data. In the
first part of this article we presented a set of different
perspectives on key design elements, challenges,
opportunities, and best practices for big data and Blockchain
technologies.
While the proposed framework is not exhaustive, it does
provide a basis to improve data quality in the field of Big Data
This framework is a starting point. We are working to
implement the Blockchain layer of the solution..

As future work, we seek to set up a method for evaluating
data sources, and we will take stock of MDM policies by
joining them with Blockchains.
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