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Abstract

In this thesis a Proactive Risk-Aware Robotic Sensor Network (RSN) is
proposed for the application of Critical Infrastructure Protection (CIP). Each robotic
member of the RSN is granted a perception of risk by means of a Risk Management
Framework (RMF). A fuzzy-risk model is used to extract distress-based risk features
and potential intrusion-based risk features for CIP. Detected high-risk events invoke
a fuzzy-auction Multi-Robot Task Allocation (MRTA) algorithm to create a response
group for each detected risk. Through Evolutionary Multi-Objective (EMO)
optimization, a Pareto set of optimal robot configurations for a response group will be
generated using the Non-Dominating Sorting Genetic Algorithm Il (NSGA-II). The
optimization objectives are to maximize sensor coverage of essential spatial regions
and minimize the amount of energy exerted by the response group. A set of non-
dominated solutions are produced from EMO optimization for a decision maker to
select a single response. The RSN response group will re-organize based on the

specifications of the selected response.
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Chapter 1. Introduction

Sensor networks have played a large role throughout history as an
innovative means of collecting data in an environment. A lot of time and research
has been allocated into the development of more sophisticated sensor networks.
If we consider the timeline of sensor networks, one of the first major deployments
of a sensor network was the SOund SUrveillance System (SOSUS), a sensor
network of acoustic sensors deployed along the ocean floor for the purpose of
detecting Soviet submarines [1]. As time has passed, robotic sensor networks
have emerged. A Robotic Sensor Network (RSN) is capable of dynamically
monitoring its environment with more sophisticated sensors as well performing
actions with robotic actuators; transducers that traditional sensor networks are not
equipped with. Research is consistently focused on utilizing ever increasing
powerful embedded devices to extend the functionality and intelligence of sensor
networks. Contemporary embedded devices have mitigated much of the memory
and processing power concerns of the past. This no longer inhibits the execution
of complex algorithms, which can allow developers to embed more intelligence into

smaller form factors.

A sensor network is rarely referred to as a “sensor network”, but called by
one of many specific sensor network types: Wireless Sensor Networks (WSNSs),
Mobile Sensor Networks (MSNs), Robotic Sensor Networks (RSNs), Sensor and
Actuator Networks (SANs), Wireless Sensor and Actor Networks (WSANs) and
more. Each type of sensor network represents a certain level of functionality and

sophistication, which must be considered when choosing one for a specific use



case. Typically the most functionality in a sensor network will be found within an
RSN. A network of robotic nodes will represent many onboard sensing
instruments, actuators, and processing capabilities. In order to manage large
sensor data, manage actions performed by actuators, and execute complex
algorithms to enable autonomy, powerful embedded software are required to be
integrated within these sensor nodes. A robotic sensor node can be decomposed
into four primary components: sensing, computation, communication, and

actuation.

The sensing component allows for the perception of data and acquisition
of information about the surrounding environment. Through the use of infrared
technology, measuring magnetic fields, and more, robots can, for example, sense
the presence of possible trespassers on private grounds. The computation
component refers to the set of on-board algorithms and processing elements,
which can be executed on the sensor node itself. Robotic nodes cam thus become
more intelligent and can extract features out of the raw data streams (e.g., detected
vehicle at a specific coordinate) instead of transmitting raw sensor readings to a
base station. The communication component allows the robotic node to
communicate with neighboring nodes and base-stations. Information
communicated can be context for a task requiring collaboration and notifying a
base-station of any intruder detections and system states (e.g., battery levels,
faults, etc). Finally, the actuation component allows the robotic node to interact
with its environment. This could be simply changing its pose in the environment or

manipulating objects with robotic actuators.



Compared to a conventional sensor network, it is expected that an RSN will
be more demanding in terms of computational power, memory, and power
consumption. Despite these draw backs, an RSN can be programmed to process
the data from its sensors for useful raw data features. Such data features could be
used to extract risk features and perceive whether a risky situation is occurring.
More interestingly is that an RSN can be programmed with the ability to react in
the environment when exposed to a risky situation. An RSN could respond using
the actuators available to the robotic sensor nodes, such as differential drive
platforms. This would allow the network topology to change. A change in the
sensor network or the environment may necessitate a change in topology. This
ability in a sensor network has proven to be very useful in many applications,

including those related to Critical Infrastructure Protection (CIP) [2].

The Canadian National Strategy for Critical Infrastructure [2] defines critical
infrastructures as: energy and utilities, finance, food, transportation, government,
information and communication technology, health, water, safety, and
manufacturing. These items are essential for the operations of the country
motivating the investments to safe-guard them. The role of sensor networks in CIP
exists in literature and [3], [4], [5], [6], [7], and [8] are just some examples where
researchers were able to produce promising results. Defending critical
infrastructures can be accomplished in many different ways such as deploying
robotic sensor nodes to monitor the surrounding area perimeter for trespassers

and suspicious vehicles.



The real-world imposes countless risks and the world is inherently full of
threats producing risk. It is possible for robotic nodes to be able to sense the risk
in their environment. An example of this may be a robot that is unable to function
properly or lacks the necessary battery power to remain operational. In the domain
of CIP, this could mean loss of essential coverage of a region of high-interest and
potentially be exploited by trespassers. Robotic nodes are not immune to hardware
glitches, manufacturing mistakes, harsh environmental conditions, or continuous
wear and tear. A collection of robotic nodes working in collaboration to self-

organize, can provide a means to mitigate risky situations.

In the following sections, the motivations for this thesis will be discussed

along with the research objectives.

1.1. Motivations

The involvement of robotics in the 215t Century has been revolutionary.
Starting out as simple machines carrying out intricate programming instructions
and evolving towards autonomous entities capable of interacting with human

beings; the term ‘robotics’ is still evolving.

In the domain of CIP, RSNs can provide an unprecedented advantage
through the creation of autonomous security perimeters able to adapt to the
environment. The major motivator to a risk-aware RSN is that there is a lack of
risk-awareness in current sensing technologies. There is a need to develop risk
models for RSNs in CIP, which can ingest raw data features and produce useful
risk features. This can be used to provide an additional layer of information to the

monitoring and surveillance systems. These risk models can incorporate sensor
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node state statistics based on internal sensor (proprioceptor) readings such as:
sensor instrument failures, battery levels, time since last maintenance, time since
commission, heat sink temperature and much more. External sensor
(exteroceptor) readings can also provide valuable information regarding the
environment such as: detection statistics, terrain assessment, weather patterns,
hostility measures, etc; requiring specific risk models to produce risk features.
Each robotic node can produce valuable risk features without any external

assistance.

With a sophisticated RSN and perhaps a large network (that is difficult to
manage) there is a need for the capability to identify high-risk sources in the
network. Only a perfect system in an ideal environment will be risk-free, so it can
be safely assumed that in actual deployment all nodes in an RSN will be subject
to some degree of risk. The ability to assess risk through risk features can identify
high-risk sources. The advantages of knowing risk-sources in a defence system
provides substantial motivation to pursue this research endeavour. The
deployment and management of a sensor network can become less dependent on
a subject-matter expert (SME). In the event of a sensor failure or an increase in
frequency of intruder activity, an SME must consider communication ranges,
sensor ranges, and expected lifespan of the sensor nodes to deploy a sensor
network in the most efficient manner. The topic of self-organizing sensor networks

is a research topic growing in popularity.



1.2. Contributions

The objectives of this thesis is to extend the work of [9] and [10] in parallel
with [7] and [11] to develop a Risk Management Framework (RMF) for an RSN, in
turn, creates a risk-aware RSN capable of assessing and mitigating risk. A
depiction of the adopted RMF is shown in Figure 1.1 along with a visual mapping

of this thesis’ contributions applied to the framework.

Risk Management Framework

Uzzy-
Auction

Risk
Raw Data 1 Features

Environment Risk Factors

Selected
Response Alternative
N Response |+

selection MNon-Dominaty
Solutions

Response Guidance Objectives

Decision Makers

Figure 1.1: An adopted Risk Management Framework with the contributions of this thesis mapped to the
appropriate framework modules.

Amongst the wide range of applications for a risk-aware RSN, CIP was
chosen as the application. The RMF’s modular components will be extended to
include: (1) a risk awareness modules for RSNs in the domain of CIP, (2) a Fuzzy-
Auction Multi-Robot Task Allocation (MRTA) technique for an RSN in the domain
of CIP, and (3) a response selection technique using Evolutionary Multi-Objective

(EMO) optimization. The contributions of this work are explicitly defined as:



1. A risk feature extraction module is designed and implemented. Its
role is to receive raw data features and extract a set of risk features.
A specialized risk model for an RSN for CIP has been implemented.

2. An innovative Fuzzy-Auction MRTA technique had been
implemented for selecting nodes to participate in a risk mitigation
response. With this scheme, each robotic node will employ an fuzzy-
based bid metric calculation;

3. A response generation process using the popular Non-Dominated
Sorting Genetic Algorithm 11 (NSGA-II) [12] using a unigue genetic
encoding structure to (generate optimized robotic node

configurations.

The combination of these contributions result in a system that is capable of
assessing risk over a large spatial region and respond to concurrent risk events

without the requirement of centralized robot management.

1.3. Thesis Organization

This thesis consists of seven chapters. Chapter 2 is a background and
related work chapter. The following three chapters cover the three main
components of the thesis including: Risk Assessment (Chapter 3), Fuzzy-Auction
MRTA (Chapter 4), and Self-Organization (Chapter 5) describing the different
modules of the proposed risk management framework for RSNs. The sixth chapter
describes the experimentation along with the results. The final chapter concludes

the thesis and discusses future research directions related to this topic. Appendix



A provides additional explanations on the definition of fuzzy membership function,

useful in the following sections of this thesis.



Chapter 2. Background and Related Work

In this chapter, a literature survey is conducted on the primary topics of
interest for this thesis, namely risk modeling and assessment, MRTA, and self-
organizing sensor networks. Initially a state-of-the-art review of risk modeling and
risk assessment for sensor networks in CIP is presented, followed by a literature
survey of various task allocation techniques for RSNs. The objective is to
investigate how researchers have been able to assign a group of robots to conduct
a single multi-robot task. Lastly, a background survey will be conducted on self-

organization techniques.

2.1. Risk Modeling and Risk Assessment

In many problem domains there is a requirement for fault prevention, fault
detection, and fault mitigation [13]. It is a real requirement shared by many
applications, as we can observe the existence of many fault tolerant protocols,
especially in the context of computer networking. In any system lies the possibility
of events producing undesirable faults, such as the ones commonly experienced
in wireless communication. The latter is an excellent example of a system exposed
to a multitude of risk sources. Since wireless communication is an essential

component in RSN, it is discussion-worthy.

A survey of fault management techniques in wireless sensor networks is
conducted in [13]. This paper investigates the challenges of resource-constrained
sensor nodes, which depend on wireless technology for all communication with

neighboring nodes or base stations. An excellent distinction between conventional



wireless devices and wireless sensor nodes highlights four unique challenges

faced by WSNSs:

1. The need to conserve energy as they are not charged regularly;

2. WSNs are more concerned with reliable event detection than point-
to-point reliability;

3. Wireless sensor nodes experience faults at a higher rate; and

4. WSNs using MAC layer protocols must meet the challenges such as
sleep intervals for nodes, and can only try mitigating packet collisions

instead of completely handling them.

Interesting dynamic behaviours and consequences arise when attempting
to meet two very conflicting objectives: maximum operation time on a single battery
charge and maintenance of the wireless communications channel. Developing a
risk model, which is capable of successfully transforming observable states of a
distributed system into a structured unified format is a challenging task. Such a
format can be labelled as “risk features” and can allow for a comparison against
some criteria to identify the risk. Techniques using Hidden Markov Models (HMMs)
approach this challenge [14] and [15], but require a large amount of a priori

information.

Tan et al. in [14] propose a real-time risk management framework, including

a risk assessment module as shown in Figure 2.1.
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Figure 2.1: Real-Time Risk Management Framework. Extracted from [14]

Their framework consists of a collection of modules: data collection, risk
analysis, real-time risk evaluation, real-time risk prediction, and security
countermeasure. In this framework, the authors collect data from the environment
(data collection module) and can monitor the risk of all assets in the network as
well as produce countermeasures to guide system managers to improve the
overall security of the system. Modelling the risk is accomplished by proposing
three risk elements: confidentiality, integrity, and availability for each asset in the
network. Each of these risk elements are then divided into six states to represent

the loss degree of the risk element, as defined by the set:

S1 = {50,51,52,53, 54, S5}

where sp indicates safe status and loss degree of 0%; s1 to S4 represents attack
status and loss degrees of 20%, 40%, 60%, and 80%, respectively; and finally ss
represents compromised status with loss degree of 100%. Effectively, each risk

element assumes one of three states: safe, attacking, or compromised. Work

11



conducted in [15] also uses HMMs as part of the risk assessment process, but

uses a set of states for each asset, S, as defined below:
S, ={Good, Attacking, Compromised}

which can be considered a subset of S;. Tan et al use a fully connected Markov
chain, where an asset in the network can transition from any state in S1 to a

different state. Cheng and Ni [15] use the Markov chain as illustrated in Figure 2.2.

Figure 2.2: Markov Chain showing the possible transition between states: Good, Attacking, and
Compromised. Extracted from [15]

As an example, an asset in the network cannot transition from state good to

compromised without transitioning the intermediate state attacking.

Authors in [9], [10], [16], and [17] all explore fuzzy-based risk modeling
techniques. However, Falcon and Abielmona [9] proposes an evolving human-
centric risk management framework applied to WSNs. The framework has an
architecture consisting of: Risk Visualization, Risk Assessment, Risk
Monitoring, and Risk Forecasting, as shown in Figure 2.3. The framework is
accessed through a User Interface module, is fed data live data through a data

source, and produces risk information for a Security Module.
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Risk
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Figure 2.3: Risk Management Framework Architecture. Extracted from [9]

User Interface

The framework requires the characterization of a set of n risk features defined by

set F in Equation (2.1).

F = {Fll FZI""FTL} (21)
Live data fed into the framework is segmented into discrete snapshots. The
discrete snapshots are then subjected to a fuzzy risk model, which can provide an

overall risk metric for each asset. This is accomplished using Equation (2.2).

T = max {Wi @ (uxﬁ.(xi)» (22)

1<isn
Let w; is the weight for the it" asset, ‘P<”XFi(xi)> is a mapping to a fuzzy
membership function Hxp,- Each wireless sensor node provides two inputs: the

battery level and the intrusion distance. The battery input source is fuzzified using
a triangular membership function defined by A =0, B = 0, and C = 100, whereas
the intrusion distance input is fuzzified using a trapezoidal membership function
defined by A =0, B =0, C = 2, and D = 3. The same researchers extended the
work in [10], applying the framework to the domain of Maritime Search-And-

Rescue.
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2.2. Multi-Robot Task Allocation Techniques

Some of the most innovative techniques to risk modeling and risk
assessment have been reviewed in the previous section. Many of these risk
management framework processes do not stop after risk assessment, but proceed
to produce solutions to the identified risky situations. In the case of an RSN, a risky
sensor node may require replacing, reconfiguration, or maybe assistance from
other nodes. This section reviews existing literature on Multi-Robot Task Allocation

(MRTA) problems.

Gerkey and Matari¢ in [18] perform a formal analysis and taxonomy of
MRTA. These authors explore the various types of MRTA and the research applied

in each group. MRTA problems are typically described by the following criteria:

e Robots
0 Single-Task (ST): robots capable of a single-task at a time;
0 Multi-Task (MT): robots capable of multiple concurrent tasks.
e Tasks
o Single-Robot (SR): A task requiring a single robot to
accomplish;
0 Multi-Robot (MR): A task requiring multiple robots to
accomplish.
e Task Assignment
o0 Instantaneous Assignment (IA): Available information, the

task assignment conducted at a particular time instance;
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o Time-Extended Assignment (TA): Information regarding
robots and tasks can be received at a later point in time,

where they need assignment as they are received.

Given the above criteria, the authors discuss eight types of MRTA
problems: ST-SR-IA, ST-SR-TA, ST-MR-IA, ST-MR-TA, MT-SR-IA, MT-SR-TA,
MT-MR-IA, and MT-MR-TA. This thesis research will consider the case of ST-MR-
IA, which is single-task robots with tasks requiring multiple robots assigned
instantaneously upon a high-risk event in the network. The robotic nodes can only
participate in a single optimization run at any given time, hence the ST; optimizing
the network’s topology will typically require the involvement of more than one robot
(hence the MR); and robot nodes are assigned tasks shortly after the detection of
the high-risk event. According to the analysis of [18], ST-MR-IA MRTA problems
typically become a task of coalition formation. Given a collection of robots in a
family, F, a partitioned set E is acquired through a combinatorial optimization

algorithm, to form a task-specific coalition.

A multi-robot cooperation system is introduced in another paper by the
same authors [19] called MURDOCH. The MURDOCH multi-robot cooperation
system best fits the MT-MR-TA classification of MRTA problems. MURDOCH
pursues intentional and emergent cooperation, such that each robot does not work
explicitly with one another, but cooperate for the purpose of task allocation.
MURDOCH is developed as a general task allocation system based on a
publish/subscribe communication model and is considered a variant of the

Contract Net Protocol (CNP) [20] where simple auctions are used to allocate tasks
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among the family of robots. Main discussion points of MURDOCH are the

publish/subscribe messaging and auction protocol.

The developers of MURDOCH use anonymous messages, which are
addressed by content rather than message destination. The sender publishes a
message with content and the type of content in the subject of the message.
Subject namespaces are also used in MURDOCH, where subjects of messages
can pertain to specific namespaces. Messages can be then directed to a particular

group of robots listening for certain namespaces only.

The primary components of the MURDOCH task allocation system is based
on the underlying distributed negotiation protocol. The tasks are allocated after a
first-price and single-round auction session. When a task becomes available,
MURDOCH will communicate this with the family of robots using a task
announcement message. This is conducted by the auctioneer who then will await
bids from the robot population. Before a robot member of the population can submit
a bid, they must execute a metric evaluation, which is a utility metric quantifying
their fitness of the announced task. Post metric evaluation, a robot member can
execute bid submission — a response (bid) message is sent to the auctioneer.
The auctioneer will wait for a sufficient amount of time to process each received
bid. Once a winner is determined by the auctioneer it will broadcast a close of
auction message to the robot population. In MURDOCH only a single winner is
chosen among the received bids. The selected winner has now acquired a contract
to complete the task initially announced. The auctioneer will monitor the progress

of the winning individual and renew the contract as appropriate. It is through this
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procedure that if the robot carrying out the allocated task is doing so insufficiently,

it can be reassigned through an independent auction session.

Authors Mezei et al. in [21] pursue efforts to improve upon existing MRTA-
auction based techniques such as [22], [19], and [23]. Five new protocols are
introduced: k-SAP, SAAP, k-SAAP, k-AAP, and RFT. Each of these new protocols
introduces a unique characteristic, which can improve upon a Simple Auction
Protocol (SAP). A simple auction protocol resorts to simple flooding of auction
messages throughout the entire network, which can congest the communication
network and increase latency in the task allocation process. The work in [21]
proposes to restrict robot selection to a subset of the total robot population. This
subset would be a collection of robots localized around the task requiring
allocation. This is accomplished through permitting only k hops from the
auctioneer. For large robotic networks, this can greatly increase the response time
of MRTA and reduce the network congestions inflicted by auction sessions.
Another improvement made is the use of auction aggregation protocol (AAP). In
AAP the bidding process spread outwards to k-hop neighboring nodes until no
robots with better fitness can be envisioned. Additional nodes that are assessed
for their fitness potential on the task are “invited” to the auction, otherwise the

process stops.

2.3. Self-Organization of Robotic Sensor Nodes

The development of self-organization techniques for the various types of

sensor networks has been pivotal. The concept of a sensor network self-deploying
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and correcting deployments automatically is a mutual goal among many

researchers. State-of-the-art techniques in this research domain will be discussed.

The authors of [24] propose a new dynamic model for managing the mobility
of a mobile sensor network (MSN). A Parallel and Distributed Network Dynamics
(PDND) algorithm is proposed, which can execute on each robot individually. The
PDND uses a mathematical model to define the laws of motion for each robot
formulated using the steepest descent method in optimization. With a MSN in a
non-optimal configuration, the system is said to have potential energy. The PDND
algorithm executes to reduce this potential energy, allowing the network to “settle”
into an optimized state. The authors propose that an MSN could be attracted to a
region of interest or even a moving target; through the execution of the PDND
algorithm, the robots will establish a new topology based on the defined network
dynamics. Opposite (i.e., repulsive) forces can also exist, repelling a member of
the MSN away from a region or specific object. These attraction and repellent
forces are the result of specific potential functions. A potential function essentially

measures the amount of resistance of a mobile unit move change positions.

Jin et al. in [25] use a Multi-Objective Differential Evolution Algorithm
(MOEA) to satisfy a set of objective functions. These objective functions are

defined as:

1. Area coverage rate;
2. Network redundant coverage area; and

3. Energy consumption of sensing
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The average coverage rate, R,,..,(C) is described by Equation (2.3), which
provides a ratio of the grid points covered by a sensor node € and the total area of

grid points representing a particular region of interest, m x n.

1 2y=1Por(x,y,0)
Rarea(c) =2y 1m;;w (2.3)

The sensor network redundant coverage area, S,.qundant, 1S defined in
Equation (2.4). This function evaluates how many times a specific grid points at
(x,y) is being surveyed by other nodes, measuring the amount of redundant

coverage.

m n N
Sredundant = Z Z (Z Pove‘rlap(xl Y, Ci) - 1) (2.4)

where P,,qr14p is defined in Equation (2.5). This equation returns the value one if

robot node ¢; and any other node both cover the location at x and y, otherwise a

zero is returned.

1 if(x,y) Ecyand (x,y) €Ecj,i,j € [1,N],i #],

0 other (2:5)

Poverlap (x, 4 Ci) = {

The third objective function these authors consider is the amount of energy
being consumed to operate the sensors. The energy demands of the sensor are
proportional to the desired range of the sensor. Equation (2.6) captures the energy

demands of the sensor network.

N
E _ 2
sensor — U T (2.6)
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where u represents the sensor parameters and r; is the sensor radius of node i.
The authors use an overall fitness function based on a weighted-sum approach as

described in Equation (2.7).

forj(x) = winy f1(x) + wyn, fo(x) 2.7)
Let w; and w, be the weight coefficients and n, and n, are used as normalizing
coefficients for the functions f;(x) and f,(x), respectively. The work in [25]
employs a genetic encoding of robot coordinate values (i.e., real numbers), a
coordinate for each sensor node in the network. Sensor nodes can be disabled by
assigning the coordinate (0, 0) for a particular asset in the chromosome. Thus, the
optimization algorithm will search for a solution using a subset of sensor nodes, if
possible. However, the optimization algorithm always considers all sensor nodes

which can become very cumbersome for very large sensor networks.

2.4. Chapter Summary

This chapter provided an overview of the three main topics of this thesis
research: risk modelling, multi-robot task allocation, and self-organizing sensor
networks. The first section of the report discussed previous research in the topic
of risk modelling and risk assessment, while trying to keep as close to the domain
of sensor networks as possible. Much risk assessment work is done in the field of
computer network security and firewalls which is not directly applicable in this
thesis, however, only a few researchers have begun applying a risk management

framework to the domain of robotic sensor networks.

The second section discussed previous research in the topic of multi-robot

task allocation. This topic represents some of the major contributions of this thesis.
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Existing protocols such as MURDOCH [19] have been discussed, which employ a
market-based approach to task allocation. This has inspired the further exploration

of market-based task allocation through the use of simple auctions.

The third section discussed existing techniques in self-organizing sensor
networks. Decentralized techniques are typically more advantageous in self-
organizing sensor networks problems. Much of the research reviewed employs a
distributed algorithm to govern the movement behaviour of the sensor network’s
nodes. Only few researchers have utilized evolutionary multi-objective optimization

techniques for the purposes of self-organization.
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Chapter 3. Assessing the Risk of a Robotic Sensor
Network

This chapter will introduce the techniques used by the risk-aware RSN to
model and assess risk from raw data. A RMF developed in [9] and [10], will be a
foundation for this work The framework is illustrated in Figure 3.1, which clearly

shows each component and the relationships between components.

Risk Management Framework

Risk . Risk
i Features Risk Event .
Raw Data Risk Feature Multi-Robot
) Assessment [ .
Extraction ) Task Allocation
Algorithm
A F
. /
Environment Risk Factors / Criteria
¥
Selected . :
Response Alternative Evolutionary Potential
Response Multi-Objective
Selaction Non-Dominated Optimization Alternatives Responses
Solutions
? b
| Response Guidance Objectives

Decision Makers

Figure 3.1: A block diagram of the Risk Management Framework extended from the work of [9] and [10]

This chapter discusses the various components of the RMF. In the first
section, the data sources (i.e., environment) used and how this data is prepared
for processing is presented. In the next section a set of risk features are defined
and the process of extracting these features out of raw data is discussed. Finally,
we present how a risk assessment module ingests the risk features and assigns a

risk metric to a robotic node.
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3.1. Data Sources / Environment

Let us consider a single robotic node, S:_,., which is the it" robotic node in

the RSN. Thus, an RSN is a family of robotic nodes, F = {S} 40, S2oqes - Sprodes],

’“node

A robotic node is equipped with sensor instruments in other to gather information
regarding the environment. These sensors can be classified as proprioceptors and
exteroceptors measuring sensors. Internal sensors retrieve data regarding the
internal components of the sensor node itself which can be interpreted as
measuring vitals of the sensor node unit. Table 3.1 highlights a few examples of
these types of sensors. External sensors retrieve information external to the sensor
node. In the context of CIP, this involve the detection of objects in close proximity

to an established defence perimeter.

Internal Measurement Sensors External Measurement Sensors
e Voltmeter e Laser Range Finder (LRF)
e  Ammeter e Sonar
e Thermal Sensors e Infrared Proximity
¢ Humidity Sensors ¢ Infrared Motion Detection
e 3-D Accelerometers e Magnetic Field

e Global Position System (GPS)

Vision (optic/infrared)

Module e Microphones
e Wheel Encoders e Gas Detector
e Electronic Compass e Metallic Presence Detector

e Electric Field Measurement

Table 3.1: Possible measurement sensors for a robotic sensor node
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Within the category of internal sensors, let us consider the measurements
of the robot node’s battery management system and sensor node’s wireless
communication device system. A robotic node is in constant need of energy to
function and requires the ability to communicate with surrounding robotic nodes to
establish a communication network. Let x,,.:(t) (units mAh) represent the

remaining energy in the battery. Let x,c,,(t) (units of mAh) represent the total

battery capacity. Finally, let xgyz(t) (unit-less) be the signal to noise ratio
measured at the robotic node. Let t represent the time since the robot’s initial

condition at ¢,. Let t, represent initial time.

Within the category of external sensors, let us consider sensors to aid in
the detection of threatening objects in proximity to the robotic nodes. Let x ;. (t)
(units meters) represent the distance of the closest detected object to the robot
node. Let x,,., (Units meters-squared) represent the cross sectional area of the
object at distance x,;,(t). Lastly, let x,,,.:4;:(t) represent the presence of metal in

proximity of the robot node.

Data for a single robotic node is packed into a data snapshot to be
processed by the risk feature extraction module as was done in [9] and [10] and

as depicted in Figure 3.2.
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Figure 3.2: Data Snapshot Ingress at Risk Feature Extraction

The data snapshot D;[n], uses a discrete time index n. Raw data from
sensor percepts are sampled at a constant period, Ts,mpie. Therefore, the system
can start at time t,, which makes n = 0. With a data snapshot prepared, the data

can now be processed by risk feature extraction.

3.2. Risk Feature Extraction

A data snapshot, D;[n] has been produced by the robot node which is then
passed to the risk feature extraction module (see Figure 3.2). It is not guaranteed
that the contents of the data snapshot reveal the risk in the environment and within
the robot node itself. Through the use of an appropriate risk model, risk features
can be extracted out of the data snapshots. The process of risk feature extraction
represents the transformation into the risk feature space. This is a prerequisite for

the risk assessment algorithm [9] and [10].

The risk feature extraction process (depicted in Figure 3.3) begins by
mapping each element of the ingested data snapshot at discrete time n, D;[n], to
inputs of some transformation system. This thesis uses a fuzzy-based
transformation system, specifically a Mamdani Fuzzy Inference System (FIS), V.

Each data element in D;[n] will be mapped to a fuzzy input variable, ¢(x[n]). A
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fuzzy input variable is represented by a set of membership functions as shown in
Equation (3.1). Itis through these membership functions that the raw data from the

sensor node can be fuzzified.

o (x[n]) = {uy (x[nD), ..., uy (e[} 1)
where N is the number of membership functions used to represent that fuzzy input

variable.

fuzzification

Xpatt —» Phatt
fuzzification
beap e (prap

defuzzification

fuazificati . .
XsNR e Psnr Waistress (‘Pbatb Pbcap: (pSNR) » Caistress

fuzzification

Xgist ——» Pdist defuzzification "7
l'I'[cletection ((Pdtst! Parear ‘Pmem!) » Sdegree

fuzzification
Xarea —— » Parea

fuzzification

Xmetal Pmetal

Crisp Inputs Fuzzy Variables Fuzzy Mamdani System Risk Features

Figure 3.3: The risk feature extraction process

The input fuzzy variables are used in the FIS as well as a set of fuzzy rules
and a fuzzy output variable, ¢, = W (). The defuzzification of this fuzzy output

variable provides the crisp risk metric.

The two risk features chosen for implementation in this thesis are the
distress, (4istress, riSk feature and the detection, {yetection, riSk feature. Although
many more risk features can be considered, in the context of CIP, the distress of

the network and the detection of intruders are most important to capture.
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3.2.1. Detection Risk Feature

The detection risk feature, { .tection 1S @ Metric extracted out of raw data to
indicate the presence of risk as a consequence of detecting the presence of an
object within the sensor coverage of a robotic sensor node. The raw data used is
Xaist» Xarear» aNd Xm0, Which represent the distance to the detected object, cross-
sectional area of the detected object, and the presence of metal in the detected
object. This information is retrieved from a Laser Range Finder (LRF) and a metal

detection sensor.

The motivation behind the aforementioned data inputs is to generate a risk
metric for object detection. This risk metric will be generated considering the
proximity distance of the object, as well as size and composition to help classify
the detection. Additional knowledge regarding the detected object could greatly
impact the risk inferred by the detection. For instance, a small and non-metal object
detected by a sensor node, may need the object to get very close before raising a
high-risk event. However, a large metal object may cause the robotic sensor node

to fire a high-risk event at a distance greater than the small and non-metal object.

A Mamdani FIS, W,.¢ection, IS USed to calculate the detection risk metric from
the aforementioned data inputs. This process begins by defining fuzzy input
variable ¢(x), which will fuzzify crisp value x. The first fuzzy input variable is
@ aist (Xqist), Which uses crisp input x4 . If we let D, be the domain of some variable
x, then D = {x4ist € R|x = 0}, where D =Dy ,..,-

Xdist Pdist
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Figure 3.4: The detection distance fuzzy input variable for detection risk feature

The fuzzy input variable, ¢4 uUsing a set of membership functions:

1" (Xaistance)s :utj;ar(xdistance)' and nuzeryfar(xdismnce); depicted in Figure 3.4 and

described in Table 3.2. The membership functions are defined using A, B, and C
parameters from triangular membership functions. Trapezoidal membership
functions use an additional D parameter (see Appendix A). The values described

within Table 3.2 have been acquired experimentally.

Membership Function, Definition
Hdistance Function Type | Parameters
uf (xq) Trapezoidal A=0.0, B=0.0, C=0.25, D=0.41
uﬂar(xd) Trapezoidal A=0.35, B=0.53, C=0.62, D=0.9
ﬂzerﬂar(xd) Triangular A=0.7, B=1.0, C=1.0

Table 3.2: The membership functions for the detection distance fuzzy input variable

The second fuzzy variable is @,cra1 (Xmetar), Which uses crisp input X,,eta:-

LetD = {Xmetar € R| 0 < Xppetar < 1}. The crisp value is read and normalized

Xmetal

from the metal detection sensor equipped on the robotic node. The fuzzy input

variable, @meq USes two membership functions: oo (Xpmeeq)  and
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ureak (xmetar). These membership functions are depicted in Figure 3.5 and
described in Table 3.3. The membership functions of Table 3.3 were acquired

experimentally.

0.9
0.8
0.7
0.6
05 weak strong
0.4
03
0.2

0.1

Figure 3.5: The detected metal fuzzy input variable for the detection risk feature

Membership Function, Definition
Hmetal Function Type | Parameters
mivens Gtmetat) Trapezoidal | A=0.0, B=0.58, C=1.0, D=1.0
umem,(xmeta,) Trapezoidal A=0.35, B=0.53, C=0.62, D=0.9

Table 3.3: The membership functions for the detected metal fuzzy input variable

The third fuzzy variable is @greq(Xarea), Which represents the cross-
sectional area of the detected object, x,,., (in units meters-squared, m?). Let the

domain be D = {Xgrea € R| Xgreq = 0}. This fuzzy input variable consists of

Xarea
small medium large

three  membership function: uirss' (Xarea): Hares ™ (Xarea), aNd Ugreq Xarea)-

These membership functions are depicted in Figure 3.6 and Table 3.4. These

membership function have been defined experimentally.

29



09
0.8
0.7
0.6
05 small medium large
0.4
0.3
02

0.1

Figure 3.6: The detection cross-sectional area fuzzy input variable for detection risk feature

Membership  Function, Definition

Harea Function Type | Parameters
psmall(x ) Trapezoidal A=0.0, B=0.0, C=0.22, D=0.54
pmedium (5 Triangular A=0.0, B=0.5, C=1.0
”Lm‘ge(xa) Trapezoidal A=0.64, B=0.82, C=1.0, D=1.0

Table 3.4: The membership functions of the detection cross-sectional area fuzzy input variable

The detection risk metric, {getectionrisk 1S the result of the defuzzifcation
process of the output variable. In the case of a Mamdani FIS, this output variable

is a fuzzy variable @getectionrisk- Lt aetectionrisk have the domain, Dy, .. =

{Caetectionrisk € R| 0 < {yetectionrisk < 1}, with no units. A maximum value of 1
indicates the complete presence of detection risk, whereas the minimum value of

0, indicates the complete absence of detection risk. The membership functions of

: . low lowmedium medium high
the OUtPUt fuzzy variable are: :udetection(')’ Haetection ()' :udetection(')’ rudetection(')’

veryhigh
detection

and u (*). These functions are depicted in Figure 3.7 and defined in Table

3.5. The definition of the membership function have been acquired experimentally.
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Figure 3.7: The detection risk fuzzy output variable for the detection risk feature

Membership Function, u Definition

Function Type

plov () Triangular
plowmedium (. Triangular
pmedium, ) Triangular
Mfiif;:l(') Triangular
u:fsrkyhigh(.) Triangular

Parameters

A=0.0, B=0.0, C=0.11
A=0.04, B=0.22, C=0.48
A=0.3, B=0.5, C=0.7
A=0.6, B=0.85, C=1.0

A=0.9, B=1.0,C=1.0

Table 3.5: The membership functions for the detection risk fuzzy output variable

The FIS, Wieiection (depicted in Figure 3.8) is transforming a three-

dimensional input space to a one-dimensional quantity. This quantity is the

introduced detection risk metric, {jetectionrisk- A S€t of fuzzy rules are defined within

W,otection tO Select the output fuzzy variable membership functions. These rules

are defined within Table 3.6.

Fuzzy Rule

Weight

if (Distance is Near) then (Risk is High)

0.2
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if (Distance is Far) then (Risk is LowMedium) 0.2

if (Distance is Near) and (Area is Large) then (Risk is VeryHigh) 0.2

if (Distance is Far) and (Area is Large) then (Risk is High) 0.2

if (Distance is Near) and (Metal is Strong) and (Area is not small) then | 0.2

(Risk is VeryHigh)

if (Distance is Far) and (Metal is Strong) and (Area is not Small) then | 0.2

(Risk is Medium)

if (Distance is VeryFar) then (Risk is Low) 0.7

Table 3.6: The fuzzy logic rule-set for the detection risk feature FIS

The fuzzy system W,.iection US€S the minimum AND method, the
maximum OR method, the minimum IMPLICATION method, and maximum
AGGREGATION method. The centroid defuzzification method is used for the

detection risk feature.

XX

distance

> X

(mamdani)
metallic

\

detectionRiskFeature

Figure 3.8: A block diagram of the detection risk feature FIS
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3.2.2. Degree of Distress Risk Feature

This risk feature utilizes the proprioceptors of the robotic node to assess the
degree of distress of the robotic node. The degree of distress risk feature, {4;stress
is the amount of risk generated within the robotic node itself. This risk feature
begins by mapping the available data sources into normalized metrics. Let us

consider the following data sources: battery level, x,q,,.,, battery health,
Xbattneqn @Nd COMmMunication distance, x.,mm. These three data sources

represent some of the major contributors of risk for a wireless robotic node. Since
the robotic nodes are wireless, they depend on an independent power supply. With
a depleted power supply, the robotic node will not be able to remain a functioning
member of the RSN. Therefore, the remaining electrical energy is inversely
proportional to the distress risk contribution for that node. Battery health is another
great data source for risk assessment of a robotic node. Over time and depending
on how the battery is used, the energy capacity of the battery will decrease. Thus,
a fully-charged battery in poor health is a similar threat to a healthy battery with a
poor charge. Both can result in power failure for the robotic node. The third
contributor to distress risk is the communication distance of the node. This is the
distance to either the closest base station or neighboring robotic node. An increase
iN X.omm IS proportional to an increase in average power usage and proportional

to the contributed amount of risk.

Let us define a Mamdani FIS, W;;4:5s tO €Xtract the degree of distress risk

feature from the selected raw data sources. This FIS uses three fuzzy input

variables: gobatt(xbatt)a gobattHealth(xbattHealth)a and (pcommDist(xcommDist); the FIS
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uses one single fuzzy output variable @g;siressrisk (). The first fuzzy input variable
IS @pate, Which uses crisp input x, ;. This is the normalized battery level on the

robotic node. Let the domain be, D = {Xpart E R0 < xpgee < 1}.

Xbatt
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Figure 3.9: Battery level fuzzy input variable for distress risk feature

poor average

The membership functions (as shown in Figure 3.9) are: w,q¢terys Upattery -

good

and Mbattery'

These functions are defined in Table 3.7 and have been acquired

experimentally.

Membership Function, u Definition
Function Type | Parameters
pEo% (Xpast) Triangular A=0.0, B=0.0, C=0.4
Moot 9 (Xpate) Trapezoidal A=0.1, B=0.35, C=0.65, D=0.9
ﬂ‘Zthd(xbau) Triangular A=0.6, B=1.0, C=1.0

Table 3.7: Battery level fuzzy input variable membership functions

The second fuzzy variable IS @pattpeartn, Which uses crisp input value
Xpattheatth- 1NIS Crisp value is a normalized quantity of the battery’s ability to hold

a charge. Let the domain be Dy, .. .. = {Xpartreain € R| 0 < Xpartmearen < 1},
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where a quantity of 1 represents a new battery capable to charge to its rated

capacity. A value of O represents a battery that can no longer hold a charge. The

replace

fuzzification of this crisp input uses three membership functions: u, i neaitn:

average good . . . . .
Upartrearch: @Nd Uy eemearn- 1NESE Membership functions are depicted in Figure

3.10 and described in Table 3.8. The membership functions for the battery health

fuzzy input variable were defined experimentally.

0.9
0.8
0.7
0.6
0.5
04 replace average good
03

0.2

0.1

Figure 3.10: Battery health fuzzy input variable for distress risk feature

Membership Function, u Definition
Function Type | Parameters
ﬂ;ﬁiﬁiﬁ;uh(xbmp) Triangular A=0.0, B=0.0, C=0.4
Hpoerioeon(Xbcap) Triangular A=0.1, B=0.5, C=0.9
”gZ$fHealth(beaP) Triangular A=0.6,B=1.0,C=1.4

Table 3.8: Battery health fuzzy input variable membership functions

The third and final fuzzy input variable iS ¢ ommpist» Which uses crisp input
Xcommpist- The INPUt X.ommpisc 1S the communication distance to the closet

neighboring robotic node. This value is a significant source of distress for the
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robotic node as the more distance separates a robotic node with its neighbours the
more difficult it is for the node to communicate with others. This can lead to
dropped connections and excess battery usage, compromising the longevity of the

sensor network. The domain of the crisp input value is D, . = {Xcommpist €

R | Xcommpist = 0}. The fuzzy input variable, ¢ ,mmpist US€S three membership

. i t . .
functions: uclose pise, tor™9e and p2*toman9¢ These membership functions are

depicted in Figure 3.11 and described in Table 3.9. The communication distance

membership functions were defined experimentally.
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Figure 3.11: The communication distance with closest neighbor fuzzy input variable for distress risk feature

Membership Function, u Definition

Function Type | Parameters

outofrange , Triangular A=60.0, B=100.0, C=140.0
commDist comm
inrange Triangular A=10.0, B=50.0, C=90.0
commDist comm
Heominist Xcomm) Triangular A=0.0, B=0.0, C=40.0

Table 3.9: The membership functions for the communication distance fuzzy input variable

The FIS, W;.ressrisk USES a single output variable, which provides the

distress risk metric of the robotic node upon defuzzification. As W ;stressrisk 1S @
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Mamdani FIS, the output variable, @ j;sressrisk 1S @ fuzzy variable with a domain

CdistressRisk {{distressRisk ER I 0< {distressRisk < 1}: with no units. A maximum

value of 1 indicates the complete presence of distress risk, whereas a minimum
value of O represents the complete absence of distress risk. The variable,
Qaistressrisk Utilizes five triangular membership functions where are defined in
Table 3.10 and depicted in Figure 3.12. The output distress risk fuzzy variable

membership functions were defined experimentally.
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Figure 3.12: The distress risk fuzzy output variable for the distress risk feature

Membership Function, u Definition
Function Type | Parameters
P oss () Triangular A=0.0, B=0.0, C=0.11
plowmedium .y Triangular A=0.04, B=0.22, C=0.48
piedium, . Triangular A=0.3, B=0.5, C=0.7
phiat () Triangular A=0.6, B=0.85, C=1.0
pieryRigh Triangular A=0.9, B=1.0, C=1.0

Table 3.10: The membership functions for the distress risk fuzzy output variable
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A set of fuzzy rules are defined within Wy;s:ressrisk 10 Select the output fuzzy

variable membership functions. These rules are presented in Table 3.11.

Fuzzy Rule Weight
if (BatteryLevel is Poor) then (Risk is VeryHigh) 1.0
if (BatteryHealth is Replace) then (Risk is VeryHigh) 1.0
if (CommDist is OutOfRange) then (Risk is VeryHigh) 1.0
if (BatteryLevel is Good) then (Risk is Low) 1.0
if (BatteryHealth is Good) then (Risk is Low) 1.0
If (CommDist is Close) then (Risk is Low) 1.0

Table 3.11: The fuzzy logic rule-set for the distress risk feature FIS

This FIS uses a minimum AND method, maximum OR method, minimum
IMPLICATION method, and maximum AGGREGATION method. The centroid

DEFUZZIFICATION method used for the distress risk feature.

3.3. Risk Assessment

The risk assessment module [9] is depicted in Figure 3.13. It evaluates the
risk input features and outputs risk events. This module is capable of generating

the necessary context to begin a network response for a high-risk detection.

Risk Vector: ¥(Cgetections Saistress) Risk Event Context, R

(dis tress

Risk Event ID <integer>
Robot ID <integer>

Risk Type

Spatial Context

Overall Risk Metric <float>

Risk Assessment
Algorithm

=
y

qdetectinn

Figure 3.13: The risk assessment algorithm receiving a risk vector and potentially producing a risk event
context. This module is a component in a Risk Management Framework [9]
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Each risk feature produces a single output value on the interval of [0,1].
Each data snapshot will contain a risk vector v = [{4etection Saistress], Which is
ingested by the risk assessment algorithm. Given a risk vector, ¥ we want to
generate a risk event, R. Each risk feature added should represent an additional
dimension in the risk feature space. In other words, a new risk feature should not
add redundant risk information. A risk event, R, provides: robot id, risk type, spatial

information, and severity, as defined below:

1. Robot Id, ¢;4: The robotic node that detected the risk;

2. Risk  Type,  ¢riskrype:  Obtained by interpreting  v;
{NODE_DISTRESS, POTENTIAL_INTRUSION}

3. Spatial Information, ¢g,qtiqi: Spatial information pertaining to the
risk; and

4. Overall Risk Metric, ¢operanrisk: The overall risk metric at the time of

high-risk event generation.

An overall risk metric, ¢, for a robot node is determined using the

maximum component of v, as shown in Equation (2.2).

¢overallRisk = max((detection' (distress) (3.2)

This is a simple and effective means of getting the overall risk of a robot node. The
risk type is selected based on which risk vector component is largest. Let

Griskrype € (NODE_DISTRESS , POTENTIAL_INTRUSION} and is defined as shown

in Equation (2.3).
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NODE_DISTRESS (distress > {detection

Priskrype = {POTENTIAL_INTRUSION else &2

3.4. Chapter Summary

This chapter provided an overview of the risk modeling and risk assessment
process for the risk-aware RSN. It is very important to discuss the environment of
the robotic nodes in a CIP scenario as well as the available sensor instruments
available. By observing the external and the internal environments of the robotic
nodes, useful sensor percepts are generated. The methods by which the sensor
percepts are transformed into risk features were presented. This was necessary
to explain how an overall risk metric can be assigned to a single robot node,
possibly invoking a high-risk event trigger. It is this trigger that instigates the RSN'’s
unique ability to generate newly optimized node topologies using EMO

optimization.
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Chapter 4. Multi-Robot Task Allocation Auction
Technique

This chapter discusses how to capitalize on the risk detections produced by
the techniques discussed in Chapter 3. With risk sources detected in the sensor
network, the use of actuation can allow the robotic nodes to interact with the
environment and mitigate the detected risks. A network response is formulated
with hopes to mitigate the risk types of Sect. 3.2. Such a response calls upon the
robotic members of the RSN, F, to assume new locations in the environment to

form a more efficient (i.e., less risky) network topology.

The objective of this chapter is to begin the formulation of the network
response by creating autonomous groups of robotic members within the RSN.
These groups of robot nodes are called coalitions, €. These coalitions are
centralized around the detected risks and each coalition executes an optimization
task, T. This problem is typically called Multi-Robot Task Allocation (MRTA), which
involves the allocation of robots to tasks. In Section 2.2 of this report, the taxonomy
of MRTA problems was discussed from the work of [18]. One of the types of MRTA
problems is called a Single-Task, Multi-Robot, and Instantaneous Assignment
(ST-MR-IA) MRTA problem. This best fits the description of the problem at hand

since the following are true:

1. An RSN contains multiple robots,

N

Each robot will able to participate in a single optimization task

w

Each optimization task requires multiple robots

4. Robots are allocated to tasks instantaneously
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A fuzzy-based MRTA technique is introduced in this chapter, which will
effectively take a complete set, F and partition the set into the aforementioned
coalitions. Let C; be the i coalition of robotic nodes, where C; € F\Vi €
{1...Neasis} for Npgecs active optimization tasks. A robotic node can only be
assigned to a single group and as a result can only participate in a single
optimization task, such that C, N ¢, N ...N Cy,, . = @. A coalition is formed at the
time a high-risk event has been detected by a robotic member of F. Robot
members are assigned to a coalition instantaneously by means of fuzzy-auction
MRTA. One condition of the fuzzy-auction MRTA, is that no robot member can be

added to a coalition after the initial robots are assigned.

Message EMO Optimization Task
Optimization (T;) Generation

Finalize Auction
Session
Bid Submission g Manc
Evaluation

Figure 4.1: The Fuzzy-Auction MRTA Process Cycle

Task
Announcement

If we consider the process cycle shown in Figure 4.1, the MRTA process of
the RMF must follow a series of sequential states before the optimization can
begin. The fuzzy-auction MRTA process cycle begins with risk awareness
identifying a high-risk event. This high risk event is translated into an appropriate
optimization task by a self-appointed auctioneer through optimization task
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generation. At this point the auctioneer will notify all robotic members of the RSN
by means of task announcement. RSN robot members are presented a chance to
undergo a bid metric evaluation and then proceed with a bid submission back the
auctioneer. The auctioneer will eventually finalize the auction session and notify

the appropriate winners.

In this implemented auction protocol each robotic member of the RSN is
able to assume one of three possible robot roles: idle, auctioneer, or participant.
In the idle role, the robotic member performs its scheduled tasks (e.g., sensor
scans) while observing for high-risk events or auction sessions. A robot in the
auctioneer role, means that the robotic node has detected a high risk event. As an
auctioneer, the robotic node has the responsibility to generate an optimization task
and host a bidding session to recruit a subset of robots from the total population F

to form a coalition, C;. The auctioneer will then manage the coalition to mitigate
risk, R;. Within the auctioneer role, a robotic member will be in one of four possible

states: ANNOUCE_TASK, AWAIT_BIDS, CLOSE_AUCTION, or OPTIMIZE -

these will be explained further in the sections to follow.

A robot in the participant role is a robot that has participated in coalition
forming and is a member of a response group. A participant can be in one of four
states: EVALUATE_BID, AWAIT_AUCTION_RESULTS,
AWAIT_INSTRUCTIONS, or TIME_OUT. A participant awaits instructions from the
auctioneer in the optimization phase and carries out any necessary commands
(e.g., movement vectors). This entire process begins with the auctioneer

generating an optimization task.
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4.1. Optimization Task Generation

During the process of risk feature extraction and risk assessment
conducted by each robot of the RSN, the auction MRTA role of each robot will
remains set to idle until some risky event is detected. Upon the identification of

some risky event, R;, where j is Ny + 1. Nyios is the number of detected risks
by the risk awareness modules in Figure 3.1 of a single robot, S,,,4.- AS a result of
the detected risk, R;, the robotic node transition from the idle role to the auctioneer
role, to begin the coalition forming process. The initial state for an auctioneer is

ANNOUCE_TASK. The optimization task, T; must be communicated to all other
robots in the RSN, at which point an auction session hosted by S,,4. can be
considered open. The goal of the auction session is to allow robotic members of
the RSN to bid on task, T; in order to reduce the detected risk R;. Optimization
task T; will contain the necessary optimization criteria to compute an optimal
placement of robot members belonging to coalition, C;. The optimal placement of
the coalition members will be guided by the objectives of the optimization task.

4.2. Task Announcement

J

Jode MUSE NOW

A risk, R;, that has been detected by some robotic node §

J
node’

proceed with the announcement of optimization task T;. Auctioneer S is in
state ANNOUCE_TASK. In order to construct a coalition, C;, of robotic nodes, task
T; must be advertised to all members of F. This is accomplished by means of a
message broadcast, involving every robotic node, S, Vi # j. Each member of

the RSN that receives a task announcement, Mimwuce message will broadcast it
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once to be received by all neighbouring nodes. All redundant task announcement

messages are dropped to prevent communication flooding.

The auctioneer is the first robot to broadcast the task announcement
message to other listening robots. The auctioneer is also the robot who will await
bid responses from other RSN members. The task announcement message is
responsible for providing RSN nodes with the required context to evaluate their bid
metric in a given auction session. The task announcement message provides the

following context (Table 4.1):

1. Auctioneer ID;
2. Risk event type;
3. Risk metric; and

4. Spatial Context

Message Component | Example

Task ID Integer
Auctioneer ID Integer

Optimization (Task) | ¢ ReduceMovementEnergy
o e MaximizeCoverageOfRegion
Objectives Flags e MinimizeCoverageOfRegion

Spatial Context, PR]. xX,y,zZ€ER

Table 4.1: Task Announcement Message

Only robotic members in the idle role are able to process task
announcement messages, otherwise a robotic node is already a participant in a
task or an auctioneer hosting an auction session. The handling of a task

announcement message is depicted in the flow diagram of Figure 4.2.
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Task Announcement
Message Idle
State?

YES

Evaluate Bid Submit Bid

Do Not Bid

Ignore Task

Figure 4.2: A flow diagram depicting the process of handling a task announcement message.
If idle, a robotic node may receive a message M., ... ThiS is an
announcement message from node index j corresponding to the " task and

forming robot coalition, C;. The node must process the message and evaluate a
bid metric (bid metric evaluation) based on the node current state and the

information within Mé,mouce. Upon the generation of a bid metric (as described in
the next section) a robot node can decide whether or not to place a bid to the

auctioneer. At this stage, the auctioneer has announced T;, and transitions from

state ANNOUCE_TASK to AWAIT_BIDS.

4.3. Bid Metric Evaluation

In this stage of the process, a robot node undergoing bid metric evaluation
is still considered as idle. A robot member of the RSN can receive multiple task
announcement messages and is required to generate a bid metric for each one.
The bid metric, y,;4 generated by a robotic member, which can be interpreted as
the robots fitness for an optimization task. A submitted bid metric of 1.0, indicates
to the auctioneer that a robotic node is well-fit for the optimization task. The

auctioneer is allowed to rank all bids received based on the total bids received.

A Sugeno FIS is used to by each robotic node to determine its bid metric in

an auction session. Let the FIS be denoted by Equation (4.1).
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Yvia = WPria Kpater Xaist» Xrea) (4.1)

4.3.1. Input Variable: Battery Level

The battery level metric, x,4: iS the crisp input to the fuzzy input variable
Opatt Xpast). The battery level metric is an incentive of the robotic node to bid

based on battery’s energy capacity. The domain of xpu; IS Dy, =

{xXpatt € R| 0 < xpqee < 1}. For example, x4 = 0 would indicate that the robotic
node battery is completely depleted, whereas x,,;; = 1 would represent a fully-

charged battery. The input x,,; IS fuzzified using fuzzy input variable, ¢@;4::, which

consists of a set of membership functions: P2 (xpare), Hover 9 (Xpare), and

u2%°% (x,4:0). These functions are depicted in Figure 4.3 and are described in Table

4.2. The membership function definitions were acquired experimentally.
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Figure 4.3: The battery level fuzzy input variable for the bid metric FIS

4.3.2. Input Variable: Distance

The distance metric, x 4, represents the incentive for the robotic node to bid based

on the i node’s distance to the risky event, dfgj. This metric is inversely
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propositional to the actual distance away from the risky event, such as defined in

Equation (4.2).

Yaist — Anip
—_—  d < ;
Xgise = Y aist NID Yaist 4.2)
0.0 else

Let y4i5: € R represent the upper distance bound considered. Distance values are
mapped to the interval [0, 1], where x,4;;; = 1 implies no distance separation of the
node to the risky event. On the other hand, x;;;; = 0 implies the robotic node is
spatially separated by a distance of at least y4;,:. The input value x ;4 is the crisp

input the fuzzy input variable, @g;s:(x4ist), Which uses membership functions:
e (Xaronia) @nd @2 (xaronia). These membership functions are shown in

Figure 4.4 and are defined in Table 4.2. The membership function definitions were

acquired experimentally.
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Figure 4.4: The distance fuzzy input variable for the bid metric FIS

4.3.3. Input Variable: Redundant Coverage

The final input is the redundancy metric, x‘,; which attempts to capture the

incentive to place a bid based on the amount of spatially redundant sensor
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coverage of member i with all neighboring sensor nodes of F. Each deployed
member of the RSN will attempt to monitor its local region of any intrusions or signs
of trouble. Let the region monitored by robotic node i, be QL,., , which is a two-

dimensional region on the ground surface.

Q= Qi N QL # 0, # i (4.3)

Given Equation (4.3), a region of intersection can be generated given all
members of F, which represents a region of terrain that is redundantly monitored
by multiple sensor nodes. The union of all the intersection regions will produce a
new region of the redundant coverage, QL,,:

fea = Quro | | 2, s
j#i

Therefore, using Equation (4.4) we can define the input xﬁed as shown in Equation
(4.5).

xi — |Qied|
red |'Q.l;‘urv|

(4.5)

From Equation (4.5) we can clearly see that the input x.,, is a simple ratio of the
region redundantly surveyed by F with S%_,. and the region surveyed by S%,..
The input value, x,.4 is the crisp input for fuzzy input variable, @,.q(xeq). This
fuzzy input variable uses membership functions:
U (Xreq)y HIEHY™ (xy0q), and u9"(x,0q). These membership functions are

depicted in Figure 4.5 and are defined in Table 4.2. The membership function

definitions were acquired experimentally.
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Figure 4.5: The redundant sensor coverage fuzzy input variable for the bid metric FIS

Membership Function, u Definition
Function Type | Parameters
phodt (Xpage) Triangular A=0.0, B=0.0, C=0.4
Hpoe 3¢ (Xpatr) Trapezoidal A=0.1, B=0.35, C=0.65, D=0.9
ﬂ‘ZZf{i(xbatt) Triangular A=0.6, B=1.0, C=1.0
Haronia Xaronia) Triangular A=0.0, B=0.0, C=0.5
ﬂﬁ%md(xdromd) Trapezoidal A=0.1, B=0.45, C=1.0, D=1.0
1o (Xyea) Triangular A=0.0, B=0.0, C=0.4
pmedium iy 1) Triangular A=0.1, B=0.5, C=0.9
M,l}izh(xred) Triangular A=0.6, B=1.0, C=1.0
pideal .y Constant 1.0
pgvailable .y Linear Equation | Xpatt | XdaroNid |, Xred
3 3 3
MZ‘;{;C‘(.) Constant 0.0

Table 4.2: The membership functional for all fuzzy input and output variable of the bid metric FIS.

4.3.4. Output Variable: Bid Metric
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The output variable, y.., of system W,;, is the availability of the it robotic

node in the RSN. Given arisky event, R; and the consequent optimization task, T;,

then y/., is a gauge of availability to T;. In other words, St 4. calculates its fitness

to optimization T; based on: available battery power, distance to the event, and the

amount of redundant coverage from surrounding RSN members. Table 4.2

describes the membership functions used in all three fuzzy input variables of ¥,;,4

as well as three output functions to produce a crisp output. The output functions

are labelled as: ideal, available, and reject. Based on a set of fuzzy rules (see

Table 4.3) defined within ¥,;;, the appropriate output function is selected to

produce a crisp output value.

Fuzzy Rule Weight
if (Battery is Poor) and (Distance is Near) and (RedCoverage is Low) then (Bid is Reject) 1.0
if (Battery is Poor) and (Distance is Far) and (RedCoverage is Low) then (Bid is Reject) 1.0
if (Battery is Poor) and (Distance is Near) and (RedCoverage is Medium) then (Bid is Available) | 1.0
if (Battery is Poor) and (Distance is Far) and (RedCoverage is Medium) then (Bid is Reject) 1.0
if (Battery is Poor) and (Distance is Near) and (RedCoverage is High) then (Bid is Available) 1.0
if (Battery is Poor) and (Distance is Far) and (RedCoverage is High) then (Bid is Reject) 1.0
if (Battery is Average) and (Distance is Near) and (RedCoverage is Low) then (Bid is Ideal) 1.0
if (Battery is Average) and (Distance is Far) and (RedCoverage is Low) then (Bid is Reject) 1.0
if (Battery is Average) and (Distance is Near) and (RedCoverage is Medium) then (Bid is Ideal) | 1.0
if (Battery is Average) and (Distance is Far) and (RedCoverage is Medium) then (Bid is Reject) | 1.0
if (Battery is Average) and (Distance is Near) and (RedCoverage is High) then (Bid is Ideal) 1.0
if (Battery is Average) and (Distance is Far) and (RedCoverage is High) then (Bid is Ideal) 1.0
if (Battery is Good) and (Distance is Near) and (RedCoverage is Low) then (Bid is Ideal) 1.0
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if (Battery is Good) and (Distance is Far) and (RedCoverage is Low) then (Bid is Available) 1.0

if (Battery is Good) and (Distance is Near) and (RedCoverage is Medium) then (Bid is Ideal) 1.0

if (Battery is Good) and (Distance is Far) and (RedCoverage is Medium) then (Bid is Available) | 1.0

if (Battery is Good) and (Distance is Near) and (RedCoverage is High) then (Bid is Ideal) 1.0

if (Battery is Good) and (Distance is Far) and (RedCoverage is High) then (Bid is Ideal) 1.0

Table 4.3: The fuzzy logic rule-set for the bid metric FIS

The rules defined in Table 4.3 attempt to capture the expertise of a human
operator in deciding, which robotic nodes to allocate to task T; for coalition C;.
Undesirable conditions, such as a node with a POOR battery, that is FAR away
from the risky EVENT, with LOW redundant coverage will use output function
REJECT (i.e., ypiq = 0.0). There also are more favourable conditions such as
GOOD battery, NEAR the risky event and MEDIUM to HIGH redundant coverage
which use the IDEAL output function (i.e., y ;4 = 1.0). Rules are defined to capture
the in-between conditions, such as what happens when a robotic node has a
POOR battery, but is NEAR the risky event, with HIGH redundant coverage. A
POOR battery is not IDEAL, but the node is considered AVAILABLE. Such nodes

meeting conditions in between REJECT and IDEAL use the AVAILABLE output

function (i.e., ypiq = xb;tt + xdT;)Nid + xr;d)'

Once robotic node, S:, ,, has computed its bid metric, yi,;, then this
information must be sent back to the auctioneer hosting the auction session for T;

so that a coalition C; can be formed and risky event R; can be mitigated.
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4.4. Bid Submission

A robotic member in the idle state will process each task announcement
message received and will determine a bid metric as explained in the previous
section. If a node Si,,, is idle and processes a task announcement message,
Minnouce, will generate a bid metric, y.;;. A bid submission message, M,f;ii is

used as a means of submitting the generated bid metric, y},, to an auctioneer.

This message requires the transmission of:

1. Node ldentifier; and

2. Bid Metric
Table 4.4 shows the contents of the bid submission message.

Bid Message Component | Values

Node ID integer

BID Metric 0.0to 1.0

Table 4.4: The bid submission message used by a robotic node to submit a bid to an auctioneer

If possible, this message would not be transmitted via broadcasting

protocols, but routed directly to auctioneer, S’ . . Section 4.3.4 stated that there
are three possible output functions, which can be selected by the fuzzy inference
system, W,,,: ideal, available, and reject. A robotic node will only submit a bid (i.e.,
transmit a bid submission message) for output function ideal and available. If reject
was selected as the output function in ¥,;,, which implies that y.., = 0, then the

robotic member will remain silent and remain its idle state. A robotic node is not

restricted to bidding in a single auction session. For each task announcement
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message, a bid metric will be produced and sent (if not reject). Upon sending each
bid submission message, each robotic node will await a finalize auction session,

M’

finalize

message from any of the active auctioneers. This message will notify a

robotic node if it has been selected to join a coalition for a risk mitigation task.

45. Finalize Auction Session

This stage of the process concludes the fuzzy-auction MRTA process. Up
to this point, an auction session was initiated due to a risky event. This instantiated
a broadcast announcement of the auction session and then a bid submission
process by each robotic node capable of participating in an auction session. During
all of this, the auctioneer remains in state AWAIT_BIDS, processing each bid
submission it receives. An auctioneer will remain in state AWAIT_BIDS until the
following stop condition is satisfied: the elapsed time in state AWAIT_BIDS

exceeds a timeout threshold (t,;q > Sfimeout

When the stop condition is met, the auctioneer will transition to state
CLOSE_AUCTION or regress to ANNOUNCE_TASK. In the case of the stop

condition, the auctioneer will track the time since M., ... was sent to all robots in

the RSN. If no bids are not received by the time §f¢%% has elapsed, the

auctioneer will regress to the ANNOUCE_TASK state and re-open the auction.
Essentially the robot auctioneers are able to re-open auction if no bids have been
placed. As an auctioneer received bid submission messages, they are handled in

the manner depicted in Figure 4.6.
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5 bBi'd _ Auction
ubmission Open? .
Message Add bid

Ignore bid

Figure 4.6: The process executed by an auctioneer robot to handle bid submission messages.

During the processing of a single bid submission message, the robot must
first check whether it is hosting an open auction session. If no auction session
exists, the received bid will be discarded. Otherwise, the bid will be added to the
collection of received bids. At the moment of a triggered event to stop listening for
bids, the received bids are sorted in descending order based on bid metric value
of each bid. The top N,;4s Will determine the winning robots and must be notified

by the auctioneer. Figure 4.7 illustrates this.

—
Notify
Winners

Wait-for-bids

— »
Timeout .
Bids

Sorted Bids

Figure 4.7: After a timeout period the auctioneer will take the top bids within the entire collection of received
bids.

The auctioneer is aware of the winning robots and must transition from state
AWAIT_BIDS to state CLOSE_AUCTION, where each winning robot will be
notified. Winning robots are notified through a close auction message representing
the final steps of the coalition forming process. Recipients of a close auction

message will undergo a decision process as shown in Figure 4.8.

55



Close Auction
Message Idle

State? IDLE > PARTICIPANT Auctioneer w/
current position

State Transition Acknowledge

Ignore close auction

Figure 4.8: The process of handling a close auction message.

Upon receiving a close auction message, a robot first must verify that it is
current in the idle role. Only a robot in the idle role is able to join a coalition. If the
robot is idle, then the robot will transition its role from idle to participant. An
acknowledgement is sent back to the auctioneer along with the robot’s current
position. The current position is necessary information in order to execute the

optimization task, T;. It is at this point that the coalition forming process concludes

and what is left is an independent robot response group.

4.6. Chapter Summary

In this chapter, a fuzzy auction-based task allocation algorithm is discussed
for multi-robot task allocation. This chapter was segmented into five sections, each
discussing a primary stage of the algorithm as depicted in Figure 4.1. The first
section defined an optimization task in which the MRTA algorithm is selecting
robotic nodes. A task, T is generated as a consequence of a detected risk threat
in the network. This task gets advertised to the robotic population by a self-
assigned auctioneer in a task announcement message. The task announcement

process is the main focus of section two.

The third section described how available robotic nodes interpret the task

announcement message. Robotic nodes will undergo a bid metric evaluation
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process. Nodes take into account their battery level, distance to the risky event,

and current amount of redundant coverage in order to calculate a single bid metric.

The fourth section discussed how these bids are transmitted back to the
auctioneer. Based on the bid metric produced in section three, a node decides
whether or not to place a bid. Nodes which produce a bid metric, y,;q using the

reject output fuzzy membership function will not place a bid.

For nodes placing a bid in an auction session, the bid submission process
was discussed in the fourth section of this chapter. A simple (bid submission)
message is constructed by the robotic node containing the node’s identification
information and its submitted bid value. This message is transmitted and is to be

received by the auctioneer.

The fifth section explains the conclusion of the task allocation process.
Received bid submission messages are processed by the auctioneer and ranked.
The ranking is sorting the bid submissions based on the bid metrics where the
greater the bid metric value the better fitted an asset is to the optimization task.
When more than Ny, are received, the best N,;; are considered. At this point, a

maximum of N,;,, robotic nodes have been allocated to the optimization task, T.
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Chapter 5. Evolutionary Multi-Objective Optimization for
Self-Organization of RSN

In this chapter, the self-organization ability of the RSN will be described in
detail while linking its usability to the techniques described in the two previous
chapters. The ability of an RSN to understand risk and raw data features from
sensor instruments enables an awareness for non-optimal network configurations.
The risk awareness techniques described in Chapter 3 allow the RSN to perceive
the risks of the deployment based on: degree of distress risk and potential intrusion
risk. The fuzzy-auction MRTA technique described in Chapter 4 allocates the
necessary robotic members of the RSN into response groups, called coalitions.

Each coalition, C;, exists for the purpose of a task, denoted T}, which is the result
of a identified risk, R;. Let the objectives of the task, T;, be the set, 0;, where 0;

0, where 0 Equation (5.1) is the set of all considered objectives.

0 = {feoverageyerim () fooverageragion () fenergyeos: ()} 5.

The problem discussed in this chapter involves tasks requiring the
concurrent optimization of multiple objective functions. Unfortunately these
objectives will likely be conflicting ones, such as the case with optimizing coverage
and reducing the energy exerted by the network. The Non-Dominated Sorting
Genetic Algorithm 1l (NSGA-II) [12] — an Evolutionary Multi-Objective (EMO)
Optimization Algorithm — searches the solution space for optimal, non-
dominated solutions for T;. An EMO approach to this problem because it proved
successful in the application discussed in [10]. This approach can also

accommodate additional optimization objectives as required without the need to
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reformulate the entire optimization algorithm. As depicted in Figure 3.1, the MRTA
and potential responses provide the necessary optimization criteria and response

alternatives to the EMO optimization. This chapter is going to discuss the following:

1. The optimization criteria generated from risk assessment;
2. The potential responses feeding into the NSGA-II;

3. The objective functions’ criteria from the decision makers;
4. The chromosome design of the NSGA-II; and

5. The mutation and crossover operators.

5.1. Optimization Criteria

The optimization criteria provide the essential context to the optimization
problem. In Chapter 3, a risk model and risk assessment technique was
introduced. The RSN is in some initial state and is undergoing strenuous risk
evaluations to highlight potential threats in the network. The initial state of the RSN,
refers to the initial topological configuration of the network, which includes the
position of each robotic member. The context included in the optimization criteria

includes:

1. Defensive Region, Q4.fense;
2. Risk Region, Q,;.:;
3. Risk Type, T,;s; and

4. Coalition, C

A defensive region, Q. r.nse is the spatial region that the RSN is deployed

to monitor and defend. In the case of CIP, the defensive region would encapsulate

59



the critical infrastructure. The robotic sensor nodes are equipped with sensor
instruments to observe a subset of the defensive region, as given by ﬂéoverage c
Qe fense for the i robotic node in the RSN. Although the surveillance of as much
of the defensive region as possible is of importance, more care is taken into the
detection of unauthorized personnel and vehicles entering and leaving the
defensive region. That being said, for Q;.s.,s. @ contour can be defined, which can
represent a security perimeter around Q. ense- The risk region, Q4 is a spatial
region representing the risky event detected by a robotic member of the RSN. The
risk type, T, IS a categorization of a detected risk event. In Chapter 3, multiple
risk features were defined to observe different forms of risk in the RSN's
environment. This included internal and external risks, which both affect the

objectives of the network.

5.2. Potential Responses

The NSGA-II will search the solution space for non-dominated Pareto
optimal solutions. This solution space is not infinite, but contains a finite number of
solutions after the potential responses are generated. Given coalition, C the

number of possible locations for all robotic nodes is expressed by Equation (5.2).

tgtPts _ nc
Notutions = (ntgtPtS) (5.2)

The number of possible combinations of selected robots in a coalition is expressed

by Equation (5.3).

enabled _ ALY

Nsolutions

(5.3)
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Thus, there are ngourions: €Xxpressed by Equation (5.4) to be explored by the

optimization algorithm.

_ ,tgtPts enabled
nsolutions - nsolutions solutions (54)

where n; € Z represent the number of robotic nodes in a coalition. The variable

Negepes € Z IS the number of coordinate locations within the response region,

Q,csponser Of €ach robotic node in C.

Robot
Location

Figure 5.1: The response region of a single robot is a circular region (blue circle) and all randomly generated
coordinate locations (grey crosshairs)

The potential response of each robotic member in C are defined by the set

of coordinate points, S;g¢pes = {P,fgtl,Pt"gtz, ...,P,fgtthtPts} (depicted in Figure 5.1),
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which are constrained by the shape of Q,.s,onse- A Circular response region was
considered, centered about the location of each robot with a radius R;'esponse. Each

coordinate location within set S;4.pss is randomly generated using a uniform
distribution. For each single target point Ptgt;(xigtk,y,fgtk) the x- and y-coordinate

values can be described by (5.6) and (5.6):

i I | i

Xtgty = Ttgty Cos(gtgtk) (5.5)
i _ i ain(pi

Yigt, = Tigt, sin(Bige,) (5.6)

where iy, ~U(0, Rlesponse) and 8igq, ~U(0,21).

5.3. Chromosome Design

The design of the chromosome captures one possible response by the RSN
and its robotic members. A network response is a set of coordinate locations
selected for each robotic node that is enabled for action. Each robotic node marked
as inactive in a network response remains at its initial location. Robotic members
marked as selected will assume a new location based on the selected location
index in the chromosome. The selected location index selects a single location

from the set of random target locations, S;4.p¢s. As such, a chromosome is a
collection of genes {al, a,, ...,aNbids}, which contain two pieces of information:

robot selected, 8%, ,,,.4 and coordinate index, ¢k ;,4,. The NSGA-II will seek
solutions which involve the best combination of enabled nodes in the response as
well the target locations for each of the enabled nodes. Let a chromosome be

defined as expressed in Equation (5.7).
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Chromosome = [@y, @y, ..., ay, , | (5.7)

The set of selected coordinate indices for each robotic node enabled in the
response, represents a new network topology for the coalition, C;. By changing the
network topology, the sensor-scanned region of each enabled robotic node will
change, targeting the mitigation of any risks detected within the network. The
NSGA-II will evolve network responses by trying countless variations, as per the
evolutionary process, of coordinate indices for each node in C;, with each
generation of the genetic algorithm producing offspring to converge on Pareto
optimal solutions. The work of [7] only considered a chromosome of coordinate
indices; however this usually produced solutions with unnecessary energy
expenditures. By considering a second layer of information to indicate the
involvement of a robotic node in a response, the GA is able to search for solutions
using subsets of robotic member of C;. The goal is to find the simplest solution to
meet the fitness of the objective functions. For example, if only one robotic node
is required to respond to meet the fitness requirement of the objective functions,

then that should be the most suitable response for the coalition.

5.4. Objective Functions

As discussed in the beginning of this chapter, a set of all possible objective

functions have been defined in Equation (5.1) for any given task T;. A task T; is
generated with the intention to modify a segment, C; topology to mitigate the
detected risk. The objective functions assigned to T;, denoted 0;, will directly affect

how the network topology will be changed. Each objective function will add a very

unique characteristic to the topology changes of €; and usually the set 0; will

63



contain objective functions that conflict with one another, such as the simultaneous

minimization of redundant coverage while minimizing energy expenditures.
5.4.1. Coverage of Perimeter Objective Function

One possible goal of an optimization task, T, is to increase the sensor
coverage over a security perimeter (see Figure 5.2 (a)) or a security perimeter
segment (see Figure 5.2 (b)). The coverage of perimeter objective function
evaluates the amount of the security perimeter or segment of the security
perimeter is actually surveyed by the robotic members of C;. Hence, this objective
function is a crucial performance tracker of an optimization task trying to enhance

the coverage of a security perimeter or a security segment.

(a) (b)

Figure 5.2: lllustration of robots providing sensor coverage of a security perimeter segment (a) and security perimeter

contour (b)

A task using this objective function can focus sensor coverage along a
specific contour or segment to erect a virtual fence around some critical

infrastructure (e.g., embassy, military base, protected zone, etc.). Given a line
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segment over L.ty it can be represented by discrete points along the line, as

described in Equation (5.8).

discretize ; N,
security __ 1 2 points
lsecurity — points {Psecurity' Psecurityr B Psecurity (5.8)

With a set of points, S;',Omts and a sensor coverage region Qicovemge of
i security i security . .
node € F, the S where Sq veyea &S can be determined which

surveyed’ points

represents the set of discrete security points surveyed by S¢ . (see Figure 5.3).

'!security

i
'Q'r;(merage

Figure 5.3: Robot Node Sensor Coverage of Lsecyrir, SEgMENt

The function fi,perage lsecurity,ﬂiovemge) takes in the following

perim(
parameters: security line segment and the coverage region of the robotic node to

produce an output, Yeoverageperim with range of 0.0 to 1.0. A set of discrete points
are generated producing set Sgecyriry CONtaiNing Npgines (User defined) elements.
Given the definition of Qéovemge, a set Ssiurveyed (representing the number of

elements) of Sgcyrity iNtersect with Qéovemge. Effectively this is determining the
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number of discrete points of ls..,i, that are within the sensor coverage region of
robotic node i. If we let ﬂéoverage be a circular region as shown in Figure 5.3, then

the coverage region can be represented by a center coordinate, P, g0 (Xhoger Vioae)

and a radius, Tyensor- L€t Pgpeyriry € Ssiurveyed iff the equality in Equation (5.9) is

valid.

i m
|Pnode - Psecurity' < Tsensor (5.9

Thus, we can define the output of the objective function fco,,emgeperim with Equation

(5.10).

|S .l;‘urveyed |

i — —
Ycoverage = fcoverage (lsecurity; 9'coverage) = (5.10)

perim perim

|Ssecurity|

5.4.2. Coverage of Region Objective Function

This objective function, fcoverageregion(') evaluates the performance of a

robotic node’s coverage of a specific region, Qgecyrity- The region Qg.crir, can be
defined as a spatial region over ground requiring an increased sensor
coverage. This region can be autonomously defined based on custom algorithms
or manually defined by a human operator. As seen in section 5.4.1, where the
coverage over a line was considered, the line segment [, Was discretized
into evenly distributed points. A similar approach is taken here, where the security

region Qq.q.rity IS discretized as described by Equation (5.11).

discreteize

Ssecurity _ {Pl p2 PNpoints} (5.11)

-Qsecurlty points security’ * security’ == Lsecurity
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The desired output of this objective function is Yeoverageregion € [0,1]

representing the intersection region, Qsecyrity N Qéo,,emge as depicted in Figure 5.4.

i -
Qsecurity n -Qcm;erage - qurueyed.

L
S surveyed

i
vaerage

Figure 5.4: A robotic node with circular sensor coverage surveying a subset of a region
This objective function is a function of Q%,yerager Lsecurity, aNd Plyr € Styipes
such that fcoverageregion (ﬂsecurity'Qéoverage'Ptigtk)- Considering Qéoverage as a
circular region as depicted in Figure 5.4 with center P, (x}oqe » Vioae ) @nd radius,
TsensorWe can determine the set Séur,,eyed, which are the discrete points from
Equation (5.11) within sensor range of the robotic node. Therefore, let Pgye, ity €
Séurveyed iff the inequality in Equation (5.9) proves true. The output of this objective

function can now be properly represented in Equation (5.12).

_ |Si‘urveyed|

i i
(-Qsecurity; -Qcoverage; Ptgtk) - (5.12)

i —
ycoverage - fcoverage

region region

|Ssecurity|

5.4.3. Energy Cost (Response) Objective Function

The objective function fe,..4,(-) calculates the approximated energy

expenditure of a robotic node given a new spatial location, Ptigt, and the node’s
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original location, Pl,4.. With Equation (5.13), a distance metric, d, can be

calculated for the it robotic node.

dige = |Proge = Pigt,] (5.13)
In combination with approximate battery consumption rates for that robotic node a
cost metric, yeinergy can be calculated. Let 8}, emen: D€ the battery consumption
rate (in percentage) per meter travelled. The output of this objective function is

expressed in Equation (5.14).

i — i i — i i
Yenergy = f;anergy(Pnode' Ptgtk) - dtgtsmovement (5.14)

5.5. Crossover and Mutation Operators

Genetic algorithms employ crossover and mutation operations in order to
produce new members of the population. In section 5.3, the chromosome design
was introduced as a set of genes, a, each containing an integer-based gene,
©* 4145, and a Boolean-based gene, 8%, ,,,.4. The pairing of these two pieces of
information represents one possible spatial configuration of the robotic nodes in a
coalition, C;. This spatial configuration also happens to represent a network
response or solutions to the optimization task T;. Therefore, the manipulation of
K- arax OF 85.apea Will change the spatial configuration of €;. These two gene

values can be modified by two separate and independent operations: crossover

and mutation.
5.5.1. Crossover Operator

The crossover operation allows multiple chromosomes to combine genetic
information to produce multiple new offspring members. Given objective functions
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0; for task T; the crossover is used to exchange ¢ ,q;qx @and Sepapieq Values aiming
to produce a new chromosome with better fitness of each element in 0;. If we
consider a task with objective function fcoverageregion(') and fenergy (), it may be the

case where two different members best fit one objective function each. For

instance, Chromosome,, maximizes fcoverageregion and Chromosome, (m # n)

MINiMIzes fenergy. Performing a crossover operation of chromosome member

indices m and n will hopefully produce a new chromosome member that can

achieve a high fitness to both objective functions.

A chromosome consists of two layers: robot selected(§) and coordinate
index (¢). This work uses dual crossover operation involving a uniform crossover
on ¢ and a single-point crossover on §. The uniform crossover exchanges gene
information one-by-one randomly from a parent. This is a more exploratory
approach as the structure of the gene information of either parent is not retained.
In other words, the child chromosome contains very small gene segments from all
parent chromosomes. Data in the coordinate index layer of the chromosome is
exchanged in this manner. As described in pseudo code of Figure 5.5, when
initializing the gene values of a new chromosome member (child) while iterating

over each gene value, genes are randomly exchanged from parent A or parent B.

for all coordinatelndex_genes in child
if (randomDouble > 0.5)
set child gene value at i from parent A gene value at i;
else
set child gene value at i from parent B gene value at i;
next i;

Figure 5.5: Pseudo code for uniform cross over
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In the case of the asset enabled layer in each chromosome a single-point

crossover operation is used. A single cross over point, x..,ssp; Must be randomly

chosen, such that x.,ysspr € {1,2, ...,

Nyias}- The gene values from both parents are

split at this point which creates four sets as follows:

left
parentA

rlght
parentA

left
parentB

Sright

parentB ~

{ chrossPt
parentAr **» “parentA

{axcrossPt"'l 6Nbids
parentA "'’ “parentA

{ 6xcrossPt

parentB’ =’ “parentA

— axcrossPt"'1 Sbeids
parentB ’ "’ “parentB

Once these sets are generated, we can produce the gene values for the child

chromosomes A and B:

Sa

§% =

— Sleft 3 U Sright

parent parentB

Sleft U Srlght

parentB parentA

Now two offspring chromosomes have been created based on two parent

chromosomes, which are added to the chromosome population as potential

solutions to optimization task T;.

5.5.2. Mutation Operator

Individuals in the population may be mutated, in each generation, as to help

explore the solution space and generate new unique solutions. Although a

particular individual and genetic information within may represent a solution with
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high fitness to the objective functions of the task, a slight perturbation of some
genetic information may increase the fitness. For this reason, the genetic
information of each individual is subject to a random value test to decide if a piece
of genetic information is to be mutated. One of the optimization algorithm input
parameters is the probability of mutation denoted pucation- A Simple bit flip
operation occurs for gene §* that is randomly selected for mutation. In the case of
@* that is selected for mutation, a new integer value of the set {1,2, ..., Np;zs} iS

assigned.

5.6. Chapter Summary

In this chapter an overview is provided on the topic of the self-organization
behavior using EMO optimization. The NSGA-II is selected for this optimization.
The first section of the chapter described the input criteria for the NSGA-Il. Thus
far, we define a risk event, R, which invokes the creation of optimization task, T. A
robotic coalition, € is formulated around T. The input criteria includes: T, C, and

Qe rense: Which effectively defines the optimization algorithm problem.

The optimization algorithm will not explore an infinite search space, but will
be limited to a set of potential responses. This is discussed in the second section
of the chapter. A circular response region, centralized about the robot node’s
center and radius is a function of maximum mobility range. Random coordinates
are generated within these regions, representing all possible locations an asset

can traverse to.

The genetic encoding structure used in the NSGA-II is discussed in the third

section of this chapter. The NSGA-II initializes a population of individuals encoded
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with a genetic schema to represent a single possible node topology within C.
Random coordinates discussed in section two, can be referenced using an index
value. Chromosomes are coded with integer values representing coordinate
location indices. The integer-based genes within the chromosomes can also be

enabled or disabled using a single bit value.

Section four describes the fitness functions used in producing a comparable
metric for each solution generated within the individual population. The set 0 and
all possible subsets (excluding the empty set) are possible objective functions to
be used in an optimization task. The fifth section described the mutation and

crossover operators performed on the individual population.
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Chapter 6. Experimentation

This chapter will provide an evaluation of the proposed risk-aware RSN
comprised of three major system components: risk assessment, fuzzy-auction
MRTA, and EMO optimization. The entire system can be evaluated by analyzing
the risk mitigation response regarding the coverage recovery and the minimization
of energy. The fuzzy-auction MRTA process can be evaluated by measuring the
reduction of complexity in the optimization problem. MRTA technique will be

compared to against a rule-based selection method.

6.1. Experimental Setup

The RSN used to assess the feasibility of a risk-aware RSN was configured
in a computer simulator, Microsoft Robotics Developer Studio 4® (MRDS) [26]. A
single computer is used to host the simulations, namely a Dell Precision M4700.
This unit is comprised of an Intel® Core™ i7-3840QM and 20 GB of RAM. As all
simulation was conducted in MRDS, the operation system used was Windows 7
64-bit edition. The implementation required the use of various software packages,
the first being General Matrix.NET [27], which is a C# wrapped library of Jama
(Java Matrix package). General Matrix.NET was used to perform linear algebra
operations. Additionally Fuzzy Logic Library for Microsoft.Net was used to provide
Mamdani and Sugeno FIS. The implementation of the NSGA-II is based on work

conducted at Larus Technologies [10].

The virtual robotic node (shown in Figure 6.1) consists of the following

components:

e Simulated Battery
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e Differential Drive Platform
e Simulated LRF sensor

e Simulated GPS Module

The simulated battery uses a simple linear decay model to simulate the
robotic node’s energy demands for regular operations. The usage of sensing
devices such as the GPS module or the LRF module will incur addition battery
energy. The same situation occurs for any actuation performed by the robotic
device, such as enabling the different drive platform required for a robot to self-

relocate.

Figure 6.1: A single robotic node consisting of a differential drive platform, a simulated LRF, and a simulated
GPS module.

In the scenario used to evaluate the risk-aware RSN, a series of structures
will be placed in the simulation environment, representing some form of critical
infrastructure. Encapsulating the structures creates a virtual security perimeter,
which is defined by drawing a closed contour around the critical infrastructure. To

ensure that the initial condition of the risk-aware RSN is ideal, robot nodes are
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placed along the virtual perimeter in a non-uniform manner such that as much as

possible of the security perimeter is surveyed by the RSN.

6.2. Scenario 1: Factory Complex

The first scenario used in the evaluation of the risk-aware RSN is based on

the “Factory” simulation (see Figure 6.2) environments provided with MRDS 4.

Figure 6.2: Scenario 1 “Factory” CIP Scenario

In the proposed scenario a risk-aware RSN comprised of 47 robotic nodes
is used. This scenario allows an efficient testing of the concurrent response

selection ability for a large-scale deployment of the risk-aware RSN.

6.2.1. Scenario Configuration

This scenario uses a collection of robotic nodes to erect a defense
perimeter around the factory complex. Each robotic node uses a simulated
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proximity sensor, which is capable of detecting objects up to a distance of 7.5
meters. Each robotic node is allowed to respond up to a distance of 55 meters.
Both of these values have been selected experimentally. Robotic nodes are placed
non-uniformly along the virtual security perimeter marked in Figure 6.3 by dotted
red line segments connecting the user defined points drawn as large solid red dots.
The values chosen for user defined points, identified as P1-P4, are displayed in
Table 6.1. A linear interpolation provides additional points, 500 in this case,

connecting the user-defined points.

B EEEC———
> X Asset kix - [C] Mouse Postion [ New Nodes
z P1(-67.559, 0, -74.2623) P2(70.663, 0, -73.032)
.. ..................................................................................................................... -'
e e e e o s e e H
P4(-70.663, 0, 74.016) P3(71.857, 0, 72.787)
[] Draw Permeter [7] Respense Regions

Figure 6.3: The definition of the security perimeter encapsulating the facility. Positive x is in the right
direction on the page and positive z is downwards on the page.
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Scenario Parameter

Definition

Unit Value

Security Perimeter Meters, m | P1(-65.560,-74.262), P2(70.663, -
73.033), P3(71.857, 72.787), Pa(-
70.663, 74.016)

Security  Perimeter Interpolated 500

Points

Maximum Robot Response Meters, m | 55

Robot Battery Usage Rate %/s 0.5%

Robot Sensor Field of View Radius | Meters,m | 7.5

Table 6.1: The scenario parameters used for Scenario 1 "Factory”

The risk-aware RSN is depicted in Figure 6.4 showing all 47 robotic nodes

unevenly distributed along the user-defined security perimeter. In the figure, a

robotic node is represented by a small black circle and the blue circular region

surrounding it represents the sensor field of view of the robotic unit. The scenario

is configured such that the initial condition of the risk-aware RSN is surveying the

entire security perimeter. The goal of the experimental run is to maintain the sensor

coverage of the virtual security perimeter.
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The Risk-Aware RSN for Simulation Run 4
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Figure 6.4: The risk-aware RSN robotic nodes as black dots and their respective sensor field of views as
blue circular regions.

The first point of observation is the risk assessment. Here the perceived risk by

select robotic nodes will be discussed.
6.2.2. Risk Assessment

A subset of the robotic nodes was selected to observe sensor readings and
risk assessment metrics. These robots, selected at random for observations, are:
robot 1, robot 9, robot 19, robot 23, robot 27, and robot 32. Robots 1 and 27 are
initialized with weak batteries 15% and 22%, unlike the remaining 45 robots which

are fully charged. Figure 6.5 is a series of plots, which visualize the battery level
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(Figure 6.5a), battery health (Figure 6.5b), and communication distance to the

closest neighbor (Figure 6.5c¢) for the mentioned robots, respectively.

Battery Level for Robots Battery Health for Robots
1 2r
Robat 1
ook 18 Robot 9
Robot 1 Robot 13
nar Robot 8 1Br Rohot 23
= Robat 19 = g4l Robot 27
a07 Robot 23 & Robot 32
z Rahot 27 g2}
S 06 Rohat 32 B
3 El
g 0s H
- T
z - oar
F04 = 06}
03r naf
0z 0z
01 I I T T ) il L L L L |
50 100 150 200 250 0 a0 100 150 200 250
Data snapshot index Data snapshot index
Communication Distance far Robots
4r
135 Robot 1
E Robat 8
g 3 Rebot 19
kol Robot 23
=125 Robot 27
o Robot 32
£ 12¢
=
“
[m)
< 1.5
=
S 1t
5
E 10.8
=]
&
10k
95 . . L L )
a0 100 150 200 250
Data snapshot index

(€)

Figure 6.5: Robot sensor readings from randomly selected robots in the RSN, showing (a) the battery level of the
selected robots; (b) the battery health of the selected robots; and (c) the communication distance for the selected
robots.

As mentioned, robots 1 and 27 begin the scenario with very low battery
levels. This can be seen in Figure 6.5 (a), where the battery level of robot 1 is in
pink and the orange for robot 27. The battery level is very low for both robots and
is the primary risk contribution factor for each robot. In Figure 6.6, a plot of the

overall risk is shown for the same selected robots. The overall risk values are
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produced by the risk assessment techniques in Chapter 3. The overall risk metrics

of robots 1 and 27 have been highlighted as well as the risk threshold set to 0.75.

LB Robot 1

/ Risk Threshold at 0.75

g

| 4 Robot 27

Drata snapshal index

Figure 6.6: Risk assessment plot for select robotic members of the risk-aware RSN

Robot 1 identifies a high-risk event at t = 8.0 seconds. The event type is
distress risk event as a result of its low battery. The high-risk event was triggered
with an overall risk of 0.756, exceeding the allowable risk threshold by 0.006. The
spatial context for this risk is a collection of virtual perimeter points that robot 1 is
providing sensor coverage for. If robot 1 becomes offline, then these points —
belonging to the virtual security perimeter — will be unmonitored. This results in a
gap in the defence perimeter around the critical infrastructure. The details of the

risk event can be found in Table 6.2.

Risk Event Value

Robot ID 1
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Risk Type NODE_DISTRESS

Spatial  Information | {P(13.070, -73.545), P(14.222, -73.534), P(15.374, -73.524),

(units in meters) P(16.525, -73.514), P(17.677, -73.504), P(18.829, -73.493),
P(19.981, -73.483), P(21.133, -73.473), P(22.285, -73.463),
P(23.437, -73.452), P(24.588, -73.442), P(25.740, -73.432),
P(26.892, -73.422)}

Overall Risk Metric | 0.756

(normalized value)

Table 6.2: Risk event details for robot 1 at t = 8.

A similar event is triggered by robot 27 on account of its low battery at t =
27 seconds. The high-risk distress event was raised with an overall risk of 0.758,
exceeding the allowable risk threshold by 0.008. The coverage provided of the
virtual perimeter becomes the spatial context for this risk event, given that if this
robot goes offline, those perimeter points may be completely un-surveyed by any

other robot.

Risk Event Value
Robot ID 27
Risk Type NODE_DISTRESS

Spatial Information @ {P(-52.124, 73.856), P(-53.282, 73.866), P(-54.441, 73.876),
(units in meters) P(-55.600, 73.886), P(-56.759, 73.896), P(-57.917, 73.906), P(-
59.076, 73.916), P(-60.234, 73.926), P(-61.393, 73.936), P(-
62.552, 73.946), P(-63.711, 73.956), P(-64.869, 73.966), P(-

66.028, 73.976)}
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Overall Risk Metric | 0.758

(normalized value)

Table 6.3: Risk event details for robot 1 at t = 27.

Two robotic nodes in the risk-aware RSN know of the existence of one risk-
event each, which pertains to their own distress. These are two independent risk-
event requiring two independent responses. The selection of robotic members to

participate in a risk mitigation response is discussed next.

6.2.3. Robot Selection using Fuzzy-Auction MRTA

In this section, the use of the fuzzy-auction MRTA technique is considered
for the selection of robotic members to construct coalitions. In this current instance,
robot 1 and robot 27 have identified themselves as high-risk in the category of
distress. As per the fuzzy-auction MRTA technique, each robot in distress will be
promoted to the state of auctioneer. In this state, a robotic node is capable of
initiating the formation of a coalition in order to mitigate the risk detected. In this
scenario, robot 1 creates an optimization task (as shown in Table 6.4) based on

the information received in the risk event (the information in Table 6.2).

Optimization Task Value
Auctioneer ID 1
Obijective NODE_DISTRESS

Spatial  Information | {P(13.070, -73.545), P(14.222, -73.534), P(15.374, -73.524),
(units in meters) P(16.525, -73.514), P(17.677, -73.504), P(18.829, -73.493),

P(19.981, -73.483), P(21.133, -73.473), P(22.285, -73.463),
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P(23.437, -73.452), P(24.588, -73.442), P(25.740, -73.432),
P(26.892, -73.422)}
Overall Risk Metric | 0.756

(normalized value)

Table 6.4: The optimization task generated by robot 1 based on a high-risk event

The optimization task created by robot 1 (Table 6.4) is transmitted over the
RSN in a task announcement message. Each robotic member of the risk-aware
RSN receives the task announcement message (if the robot is idle) and must
calculate its bid value. Table 6.5 shows the battery level (normalized), the
redundant coverage (normalized) and the distance to the risk all at the time of
receiving the task announcement message. Using the Sugeno FIS described in
Chapter 4, the bid metric shown in the last column of Table 6.5 and is crisp output
value of the FIS. This metric is sent back to the auctioneer using the bid submission
message. In this simulation, the following robots (in order) have placed bids: robot

3, robot 44, robot 46, robot 2, robot 4, and robot 45.

Auction 1 Bid | Battery Redundant @ Distance to Bid Value
Submissions Coverage Risk

Robot 2 0.968 0.384 20.595 1.000
Robot 46 0.633 0.583 29.632 0.828
Robot 3 0.980 0.385 31.582 0.801
Robot 45 0.967 0.461 40.047 0.569
Robot 4 0.971 0.154 45.181 0.415
Robot 44 0.969 0.538 51.961 0.121
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Table 6.5: The bid submissions for the auction robot 1; ranked in order of bid value

Similarly to 1, robot 27 will undergo the same process. The details of the

bid submission for robot 27 are shown in Table 6.6.

Auction 27 Bid  Battery Redundant @ Distance to Bid Value
Submissions Coverage Risk

28 0.924 0.400 17.370 1.000
29 0.913 0.462 23.779 1.000
26 0.861 0.461 19.486 0.993
25 0.893 0.538 29.991 0.856
30 0.906 0.538 31.673 0.835
31 0.893 0.417 40.399 0.542
24 0.893 0.462 41.921 0.490
32 0.893 0.250 50.347 0.323
23 0.893 0.308 53.144 0.171

Table 6.6: The bid submission details for auctioneer robot 27; ranked in order of bid value.

With all of the bids submitted to the respective auctioneers, each auctioneer
can close the auction session by sending the close auction message. A robotic
member will transition from role idle to participant, upon receiving the first close
auction message from an auctioneer. At this point, all other task announcement
messages received by the robotic node will be ignored. This process is illustrated
in the log message in Figure 6.7, where robot 2 handles a task announcement
message from robot 1 and responds with a bid. Shortly after (about a second),

robot 2 transitions from idle to participant indicating that it received a close auction
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message. As robot 27 raising its high-risk event after robot 1 does, it announces a

task which is ignored by robot 2.

63519204095 Initializing Multi Robot Task Allocation...Robot ID is 2
63519204095 Parameters:
MAX_FUZZY_DISTANCE_INPUT =55
AWAIT BIDS TIMEOUT = 1500
BID QUOTA = 10
63519204103 Handling Task Announcement Message from robot 1
63519204103 Calculate BID metric...
Batt:0.968298614025116
RedCov:0.384615361690521
Distance:20.595308303833

Bid:1
63519204103 Submitted bid to auctioneer
63519204104 Changing role from IDLE to PARTICIPANT
63519204104 Responding to Close Auction Message with position and identifier
63519204121 Ignoring task announcement, since the robot has the role of PARTICIPANT

Figure 6.7: Log excerpt from robot 2 where the handling of multiple task announcement message at different
times is shown

At this point, two independent coalitions have been established: one by

robot 1 and the other by robot 27, as shown in Figure 6.8.

Risk-Aware RSN for Simulation Run 4

100

80

60

40

Z (in meters)
L]

L L 1 1 1 ]
-100 -80 -60 -40 -20 0 20 40 60 80
X (in meters)

Figure 6.8: Two coalitions formed by robot 1 (group at bottom-right) and by robot 27 (group at top-left).
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Figure 6.8 illustrates both coalitions. The coalition formed by robot 1 is
located at the bottom right of the figure and the coalition formed by robot 26 is at
the top-left of the figure. All other robotic nodes have been hidden for the sake of
clarity. The security perimeter, visualized as a series of small red dots forming a
polygon in Figure 6.8 is marked in green for robot 1’s coalition and in blue for robot
27’s coalition. Each coalition is responsible for providing sensor coverage to all of

these marked virtual perimeter points.

The next stage of the response is executing the optimization task generated

at the fuzzy-auction MRTA state (see Table 6.3 and Table 6.4).

6.2.4. Self-Organization using the NSGA-II

In this section, the performance of the NSGA-II will be evaluated for the
search of non-dominated solutions, which ensure a maximum coverage of the
virtual perimeter and minimize the energy cost in relocating each robot. Table 6.7

describes the parameters used for the NSGA-II.

Optimization Parameters Value
Number of Target Points 250
Population Size 50
Crossover Probability 0.85
Mutation Probability 0.1

Maximum Pareto Archive Set Size | 50
Stop Criterion Stop after 200 generation of the

population
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Maximum Robot Response 55 m

Table 6.7: The optimization parameters used to obtain the results in this section.

As illustrated in Figure 3.1, the EMO Optimization block in the diagram
requires optimization criteria and alternatives before optimization can begin. The
criteria are fed from the fuzzy-auction MRTA algorithm by generating the
optimization task (seen in the previous section). The alternatives represent all
possible solutions considered in the scope of this optimization. Thus, the
alternatives form the solution space, which the NSGA-II will explore for Pareto

optimal solutions.

Coalition 1 run 4 response regions for robot 4

50

Z (in meters)

-50

-80 -0 -40 -20 0 20 40 60 80 100 120
X (in meters)

Figure 6.9: lllustration of a single robot's response region. Acceptable positions are represented by crosshair
markers

To best illustrate the alternatives for the optimization problem, Figure 6.9

depicts a response region for a single robot within the coalition managed by robot
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1. The response region (as per Table 6.7) will use a maximum radius of 55.0
meters. The origin of the response region is fixated to the robot’s position. Each
coalition is led by the auctioneer robot, which in this case is robot 1 and robot 27
for their respective coalitions. Robot 1 and robot 27 will generate response regions

for their coalitions and then execute the optimization algorithm.

The NSGA-II is executed for 200 generations and produces a Pareto

Archive Set (PAS) as shown in Table 6.8.

Solution Robot Configuration Coverage @ Cost (%) ACoverage ACoverage
Cost
ID (%) (%)

1 -1,-1,-1,-1,-1,-1,-1 88.24 0.00 0.000

2 200,-1,-1,175,-1,-1,-1 95.29 4.24 +7.05 1.663

3 200,-1,-1,-1,-1,-1,-1 90.59 0.75 +2.35 3.133

4 131,-1,-1,-1,-1,-1,-1 92.94 3.09 +4.70 1.521

5 119,-1,-1,-1,-1,-1,-1 89.41 0.42 +1.17 2.785

6 200,-1,-1,175,-1,236,-1 | 96.47 5.45 +8.23 1.510

7 3,-1,-1,-1,-1,-1,-1 91.76 2.35 +3.52 1.498

8 3,-1,-1,175,-1,236,-1 97.65 7.05 +9.41 1.334

Table 6.8: The PAS for robot 1 listing the solutions by ID. The robot configuration indicates the activated
target point, except when -1 which implies the robot is not considered in the response. The coverage and
the cost are normalized scalar quantities and cost is a normalized scalar quantity.

Figure 6.10 (a) through (h) illustrate the solutions listed in Table 6.8 with
solution identifiers 1 through 8, respectively. Each optimization objective is taken
with equal consideration. This explains why solution 1 has been added to the PAS,

since it completely minimizes the coverage objective, even though it is very unlikely

88



this would be the selected response. Desirable solutions provide maximum
coverage gain but with minimum energy expenditure. Since these are conflicting
objectives, the selected response will likely be a compromise between the
desirable coverage recovery and minimizing energy usage. For instance, solution
8 provides the maximum coverage recovery, but the coverage-cost ratio raises
concerns as the solution is very inefficient. Compared to other solutions the energy
used per unit coverage recovered is the highest. Solution 6 provides a more
efficient response from the coalition, while sacrificing 1.18% coverage recovery.

However, the sensor network’s longevity was better preserved.

Response 1 Cov 08824 Cost: 0

Response 2 Cov 09529 Cost: 0.044
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Response 5 Cov: 00841 Cost: 0.0042 Response 6 Cov 09547 Cast 00545

Facility

Figure 6.10: PAS Solutions for robot 1 coalition

The decision to choose solution 6 over solution 8 can also be justified by

observing the response in Figure 6.10 (f) versus Figure 6.10 (h).

6.3. Chapter Summary

This chapter has evaluated the risk-aware RSN and its major components
including: fuzzy risk assessment for RSN in CIP, fuzzy-auction based MRTA, and
a self-organization technique using the NSGA-II. This evaluation was conducted
using the factory scenario, which allows a large-scale deployment of robotic
sensors. This was beneficial to permit multiple risk events varying in space and
time and letting the risk-aware RSN handle this high-risk events concurrently. As

a robotic member detected a high-risk event, immediately the fuzzy-auction MRTA
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technique was able to allocate robotic members of the RSN to form a coalition. As
shown in the results, these coalitions are capable of finding feasible solutions to
respond to high-risk events. Thus, the risk-aware RSN is capable of perceiving
risky situations and evolving its physical topology to safe-guard critical

infrastructure.
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Chapter 7. Conclusion
7.1. Summary

In this thesis many different technologies in the domain of risk assessment,
MRTA, and self-organization have been discussed. Risk assessment conducted
by robotic nodes have not been pursued by very many researchers, however a few
examples do exist: [9], [10], [13], [14], [16], and [17]. The research conducted by
[13] and [14] use a HMM to approach the challenge of effective risk assessment.
For a real-time RSN, the requirement of a priori information in the context of the
problem may be troublesome. A fuzzy-based approach to risk assessment can
allow the system to begin sampling sensor data and extracting risk features based
on the fuzzy model. This approach has been explored in this thesis as well as [9],

[10], [16], and [17].

The MRTA problem was thoroughly surveyed in [18], where the MRTA
problem can be classified into eight separate types. Based on this taxonomy, the
work of this thesis falls under the category of ST-MR-IA. This problem is addressed
by a multi-robot coordination technique called MURDOCH [19]. This thesis built
upon the foundations of MURDOCH focusing attention to the bid evaluation
process, named a fuzzy-auction MRTA. This technique effectively forms a coalition
of robots, to mitigate a high-risk event. This technique permits the robots in the
RSN to operate in a decentralized manner. This alone brings many benefits to the
RSN, the most prominent being that the risk-aware RSN is capable of managing

itself in the environment. No centralized server is required to delegate operations
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and perform computations. During times of crisis in the RSN (i.e., high-risk events)
the robotic nodes in the risk-aware RSN can take charge and manage smaller
group of robots. These smaller groups are referred to coalitions, which are able to

effectively mitigate detected risks in the network.

The self-organization process of the risk-aware RSN uses the NSGA-II to
converge on a set of non-dominated solutions. This was an interesting and creative
approach to obtaining optimal locations for robotic nodes while meeting the
optimization criteria of maximum coverage of coordinates of interest and minimal
moving energy expenditure. In Chapter 6, this behaviour of the RSN in the factory
scenario met the design objectives, where a set of feasible of solutions were
provided by the NSGA-Il to maximum coverage of regions of interest while

reducing the moving cost of the robots.

7.2. Contributions

This thesis proposed a risk-aware RSN to be used in a CIP scenario. This
RSN uses a fuzzy-based risk assessment technique and employs a completely
decentralized implementation. Once deployed the risk-aware RSN does not
require any external management to assist in the coordination of the robots during
a high-risk event. The individual risk-aware RSN members are capable of
communicating with one another using a fuzzy-auction MRTA process used to join
self-managed robot coalitions. Finally using the NSGA-II and specialized genetic
encoding scheme, the robot coalition can seek new robot configuration to mitigate
the detected risk. This work has been published in the form of two IEEE conference

proceedings [7] and [11] and presented at a poster session [28].
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7.3. Future Research

The various components presented in this thesis have currently only been
tested in a virtual environment. The system has not yet been subjected to the risks
and threats of a real environment. In the simulated world of MRDS, the individual
robot sensor require more advanced communication models to better assess the
energy cost of transmitting data from one robot to another. In addition, more
advanced sensor models would produce more realistic detection. The current
implementation utilizes a circular field of view where most real devices would be
directional. The response regions of the robotic members, required for the self-
organization process were also circular regions. Future work will investigate to
define potential responses for robotic assets. Finally, it would be beneficial to begin
implementing the described techniques of this thesis on real robots to create a real

risk-aware RSN.
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Appendix A. Fuzzy Membership Declarations

Fuzzy membership functions can be easily defined using a set of simple
parameters to represent the characteristic of the function. For membership
function, f(x), let the domain of the function be the interval [—o, o] and the range
of the function be the interval [0,1]. For a trapezoidal function f;,..,, (x) (see Figure
A.1), a set of parameters A, B, C, and D can be used to define the shape of the

function. The parameters and the function f;,,,(x) are related as follows:

r 0 <

x—A 2 <

B—a =%
ftrap(x) = < 1 x <

D—-X

p—c ~~F%

\ 0 <

1.25
ftrap(x)

0.75

0.5

0.25

0
0 1 2 3 4 5 6 7 8 9 10 11

Figure A.1: An example of a trapezoidal membership function declarations with parameters A=1, B=2, C=5,
and D=10.
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For a triangular function f;,.;(x) (see Figure A.2), a set of parameters A, B,
and C can be used to define the shape of the function. The parameters and the

function f;,;(x) relate as follows:

( 0 x <
|x—A
B_4 A<x<B
ftri(x): C—-X
k 0 C<x
1.25
feri ()
1
0.75
05
0.25
0
0 1 2 3 4 5 6 7 8

Figure A.2: An example of a triangular membership function declaration with parameters A=2, B=5, and
C=7.
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