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Abstract—Searching of the appropriate cloud services accord-
ing to consumers’ requirements is becoming a complex task, as
the number of cloud service providers (CSPs) that offer similar
kind of cloud services increases. Service level agreements (SLAs)
are commitments of CSPs to their cloud users, but there are only
a few simplistic verification mechanisms which ensure that CSPs
are delivering cloud services according to service committed.
We propose a CSP ranking model based on service delivery
measurements and user experience. To rank and select the
appropriate CSPs, an intuitionistic fuzzy group decision making
is used, as it can include both measurable and non-measurable
factors. It also provides the position of each CSP on the basis of
particular SLA parameter which helps cloud users to select the
CSP according to their specific requirements.

Index Terms—CSP Ranking; Service Measurement; Consumer
Experience; Group Decision

I. INTRODUCTION

With the increasing number of cloud service providers
(CSPs), selecting the appropriate cloud services according to
requirements of users is a complex and tedious job. CSPs
commit their service offer to the customers through Service
Level Agreement (SLA). SLA is composed of different Quality
of Service (QoS) rules, which are obligations that have to
be followed by CSPs [1]. In many cases, CSPs offer similar
or identical characteristics of services which makes more
complex for cloud users to choose services according to their
exact requirements. Major challenge of cloud users nowadays
is the practical difficulty in trusted and objective assessment
of the fulfillment of SLA terms offered by CSPs.

The current techniques and tools are more suitable to quantify
functional properties than non-functional properties of the
SLA attributes for measurement. Practically, non-functional
SLA attributes depend mainly on the user’s perceptions which
are not easy to assess due to their complexities, vagueness, and
the involvement of ill-structured information [2]. We propose
an integration of an auditor module (two cloud auditors of
different nature: internal auditor (auditor;,;) and external
auditor (auditor.,;)) that measures the services delivered by
CSPs. Cloud users provide their assessment according to their
user experience. The opinions of cloud auditors measurement
and users are expressed in linguistic terms for the performance
rating of each criteria. Our proposed model ranks the cloud
providers in terms of all the SLA attributes in cloud com-
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puting as well as in terms of particular SLA attributes (like
in terms of Availability, Reliability, Performance, Cost and
Security) which will be very helpful to the users to choose the
appropriate CSP according to their requirements. The paper is
organized as follows: Section II describes the related works
in CSP ranking and service selection. Section III provides the
proposed framework for CSP ranking in the basis of selected
SLA attributes. The ranking algorithm used and calculation of
CSP ranking for CSP recommendation are presented in Section
IV. Conclusion with planned future works are described in
Section V.

II. RELATED WORKS

The problem of selection of the best cloud services is a part
of cloud brokering process [3], which includes also decision
how to compose the services to optimise certain objectives.
This section does not consider the whole brokering process,
but only selection and ranking of the CSPs. The optimisation
of resource allocation in clouds can directly tackle multiple
objectives [4], however such approaches require a recommen-
dation system to select one of the Pareto-optimal solutions.

The selection of the best web services based on consumer’s
vague perception is introduced by Wang [2]. However, web
or cloud services cannot be practically evaluated only on the
basis of consumers’ perception, because user may not receive
actual service delivered by CSP due to its local problems with
network connection or client device. The authors of SMICloud
[5] proposed a framework for comparing and ranking cloud
services based on AHP [6]. SMICloud considers only quan-
tifiable SLA attributes defined by CSMIC (https://csmic.org).
It does not consider the qualitative attributes and consumer’s
perception, as cloud users are not involved in decision making.
CloudCmp [7] is a framework for comparison of the perfor-
mance of different cloud services but it takes into account
only low-level performance metrics of Cloud services such as
CPU utilization and network throughput etc. To the best of our
knowledge, there is no framework which selects and ranks the
CSP based on both service delivered by CSPs and experiences
of cloud users.



TABLE I
THE IMPORTANCE RATING WEIGHT OF EACH SUB-CRITERIA PROVIDED BY DECISION MAKERS

Decision Makers
Criteria Sub-criteria Aint Acxt U, Ua w(cy) Wi(c;)
P Downtime(c11 VI(0.0 VI(0.0) 1(0.1) M(0.1 [0.5, 0.4 [0.5, 0.6]
Availability (C1) Loadbalan(cing2012) VI(0.0; VIE0.0) 120.0) 1((5.2)) [07. 03]
N MTTB(c21 VI(0.0 VI0.0 1(0.0) 1(0.0)] [0.7, 0.3] [0.5, 0.6]
Reliability (C2) Recove(rablzz(czz) VIE0.0; VIEOAO; 120.0) 1\51(0.)1) [0.5, 0.4]
Latency(c31) VI(0.0) | VI(0.0) | 10.0) | M(@©0.0) | [05,05] | [05,06]
Performance (C3) Response time(c32) VI(0.0) VI(0.0) 1(0.1) 1(0.0) [0.7, 0.3]
Throughput (c33) VI(0.0) VI(0.0) VI(0.0) VI(0.0) [0.9, 0.1]
Cost (C4) Installation cost(c41) U(0.1) U(0.1) VI(0.0) VI(0.0) [0.3, 0.6] [0.3, 0.6]
Running cost (c42) U(0.1) U(.1) VI(0.0) VI(0.0) [0.3, 0.6]
Authentication(51) VI(0.0) VI(0.0) M(0.1) M(0.1) [0.5, 0.4] [0.3, 0.7]
Security (C5) Encryption(c52) 1(0.0) U(©.1) U(.1) U(0.0) [0.3, 0.7]
Auditability(c53) VI(0.0) VI(0.0) M(0.2) U(0.1) [0.3, 0.6]
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Fig. 1. Proposed Framework for CSP Ranking

III. PROPOSED FRAMEWORK

The proposed decision making process combines the opin-
ions of cloud users and auditors, as presented in Fig. 1.
Here, the feedback of 2 cloud users is used, but in general
experiences of multiple users can be involved in to improve the
quality of the sample. Similarly, there could be multiple cloud
auditors for the redundancy and for extracting exact CSP status
by independent actors. An internal auditor, (Auditor;,;) mon-
itors CSPs’ performance data which could be used in together
with an application performance model [8] to estimate its QoS.
Auditor.,: is a commercially available service like Cloud-
Harmony (https://cloudharmony.com). A practical challenge in
service measurement from CSP premises is that some CSPs
may not allow to measure their service status on their premises.
In that scenario, we lower the confidence level (i.e. high hesi-
tation degree [9]) of that particular CSP which affects the CSP
ranking. In our performance monitoring both measurable and

non-measurable attributes are taken in to consideration (Table
I). Non-measurable parameters are covered in group decision
through cloud user service experience. Cloud service metrics
play an important role in deciding how cloud services are
selected and ranked. Despite that there are no standard defined
SLA metrics in cloud computing, some initial works have

been conducted to define the SLA metrics in cloud computing.
Taking as a reference CSMIC and QoS properties for web
services proposed by Maximilien et al. [10], we list some of
the important SLA attributes with corresponding sub-attributes
to be considered in cloud computing service monitoring (Table
I). Performance, Availability, Reliability, Cost and Security
are chosen as the important SLA attributes; they include
measurable and non-measurable characteristics of the cloud
services. Auditor;,; can map low level measurable value to
SLA parameter using mapping rules (for instance availability,
A, W#M) if low level measured values are
available. Mapping to SLA parameters from measured value
depends on nature of services and types of service used.
Definitions and mathematical formula proposed by Gurout et
al. [1] and Padhye et al. [11] are used in parameter mapping.

IV. CLOUD SERVICE RANKING

In this section, we introduce the basic of Instuitionistic
Fuzzy sets (IFS) introduced by Atanassov et al. [9], [12], an
algorithm introduced by Wang [2] to select web services based
on consumer’s perception and its implementaion in group
decision based on auditors’ service measurement and cloud
users experience.

A. Cloud Service Ranking Algorithm

Let a set X = x1,23,...,x, be a finite universal set.
An IFS A on X is an object with the form A =
(x,ua(x),va(z))|r € X where the functions p4 : X — [0,1]
and v4 : X — [0, 1] assign the degree of membership and the
degree of non-membership to the element x€ X [9]. Functions
ta(z)and vy (z) are constrained by:

)

A third parameter of IFS 74 () which is known as the Intu-
itionistic Fuzzy Index (IFI) or Hesitation Degree of whether
x belongs to A or not:

0<pa(z)+rvalz)<1

ma=1—palx) —va(x) )
It is seen that for every z € X :
0<ma(z) <1 3)



If 74 (x) has small value, knowledge about x is more certain
and vice-versa. We apply the following algorithm to rank the
CSP based on complete SLA criteria and individual criteria.
We first select the evaluation criteria with different sub-criteria
under each criteria. Decision makers involved in decision
making use the linguistic terms [2] defined in Table II to define
the importance of criteria in linguistic term. The aggregated
group importance of the criterion w(c;) is defined as:

w(cj) = (), vu(c;)] )

where w(c;) is calculated using intersection operator of IFN
defined by Atanassov[12] with all the IFN value provided by
decision makers.

To compare each SLA attributes from alternative CSP, we
aggregate the weights of subcriteria under the same criteria to
calculate W(c;):

Wi(ej) = w(cin) Nw(cz) N ... Nw(cin) (5)

where i belongs to the same SLA criteria. W(c;) is the
aggregated weight of the importance of all sub-critera to
criteria.

Decision makers evaluate each of the alternatives and
gives the corresponding score for each alternatives. Let the
Dy(k = 1,...,q) decision makers employ the symbolic lin-
guistic terms defined in second column of Table II to eval-
uate the performance of cloud provider under each criterion
(¢;)(7 = 1;2;..;n) which is expressed in the form of the

matrix:
k k

k
T11 T2 Tin
k k k
X — [k TS5,  Te ... Ty
_[xij}
k k Kk
L1 T2 Tmn

where k is number of decision makers, n is the number of
selection criteria and m is the number of alternative CSPs.

Using Max-Min-Max composition (T) defined by Biswas
[13] and De et. al [14], Z*(CSP;) is calculated from zf;
and w(c;) [2]:

ZM(CSP;) = T(a);, w(cy)) (6)

The average of Z*(CSP;) is as denoted as Z(CSP;), to
aggregate the score of the decision makers. To evaluate the
performance and rank the order of alternatives, the score
functions [2]; S,,(C;) and S(C'SF;) is calculated as follows:

Suw(Cj) = pw(Cj) — mu(Cy) * v (Cy) (7
Scsp(CSP;) = u,(CSP;) —n,(CSP;) xv,(CSP;) (8)

The Highest value of Scsp(CSP;) gives the highest rank
and lowest value gives lowest rank for that particular SLA
parameter. Finally, external auditors measurements needs
to be mapped to IFS input. According to service com-
mitment by cloud provider, we define multiple breaking
points considering service credit offered by cloud provider in
case of service violation (e.g. see Amazon-EC2 SLA tem-
plate(http://aws.amazon.com/ec2/sla). We set minimum value

TABLE 11
LINGUISTIC TERMS FOR THE IMPORTANCE OF A CRITERIA AND
PERFROMANCE RATING

Importance of Criteria Performance Rat- IFNs Measured

ing Value
Very unimportant (VU) Very Poor (VP) [0.10.9 — =] <MiNyalue
Unimportant (U) Poor (P) 0.30.7—m MINyalue
Medium (M) Fair (F) 0.50.5 —7 thyalue
Important (I) Good(G) 0.70.2 —7 MATyalue
Very Important (VI) Very Good (VG) 0.90.1—m7 >MaTyalue
I do not know (N) 1 do not know (N) [0.0 0.0] Data not re-

ceived

(Minyaiue), Mmaximum value (Mmaz,que) and threshold value
(thyalue) to compare SLA offer of cloud providers. If a
measured value is greater than max,qye, it is interpreted as
Very Good (VG). If measured value is less than min, gy it is
interpreted as very poor (VP). If cloud provider does not allow
to collect the service status or some parameters are missing
from cloud provider, it is interpreted as I do not know (N)
(Table 1I).

B. Cloud Service Provider(CSP) Ranking

We select the best cloud provider from three alternative
cloud providers; C'SP4, CSPp and CSPc (Fig.1). They are
assessed by a group of 4 decision makers (2 cloud auditors
and 2 cloud users), based on defined SLA criteria (Table I).
According to the importance of each criteria, cloud auditors
and cloud users assigns the importance of weight of each
parameter. All of the weight ratings provided by decision
makers are aggregated to common weight using Eq.4. For the
calculation, we have randomly selected certain weight for each
decision makers based on their nature. For example most of the
SLA parameters are very important for cloud auditors except
Cost whereas Cost is the most important for the cloud users. In
a deployed framework, a real weight for each attribute should
be defined by decision makers and obtained by means of
user surveys or based on service status measured by auditors.
According to the service status of the CSP, and according
to the service experienced by cloud user, they assign the
performance rating for each alternative CSP (See Table III).
The performance matrix X;; is created using decision makers
input presented in Table III and weight rating of each criteria
W (c;) are presented in Table I, Z(C'SP;) is calculated to
assign the scoring value for each criteria using Eq.6 in Table
IV. The corresponding values of Z(C'SP;) with each SLA
criteria C; signifies the group decision provided by 4 decision
makers for 3 alternative CSPs. To rank the CSP, average value
of all the criteria is calculated for each CSP. Scoring value of
each SLA criteria is calculated in Table V which provides the
scoring for each SLA parameter under different CSPs. On the
basis of scoring value, cloud user selects the appropriate CSP
according to his/her requirement in each SLA parameter.

C. Result Discussion

The final calculated result is presented in Table IV. C'SPy4
is the highest ranked and the ranking of the cloud providers is



TABLE V
SCORING VALUE FOR CSP BASED ON SLA PARAMTERS SW(cj)

CSPx CSPp CSPc
Cl C2 C3 C4 C5 Cl C2 C4 C5 Cl C2 C3 C4 C5
0.207 | 0.146 | 0.208 | 0.207 | 0.146 | 0.208 | 0.260 | 0.146 | 0.208 | 0.209 | 0.146 | 0.208 | 0.138 | 0.130 | 0.202
TABLE III on the particular SLA parameters required by the cloud users.

PERFORMANCE MATRIX

Performance measured by Auditor;n

CSP4- F(0.0), N, VP(0.1), VG(0.0), VG(0.0), VG(0.0), VP(0.0), G(0.0), F(0.0),
VP(0.1), G(0.1), VP(0.1)

C'S Pg- G(0.0), F(0.0), P(0.1), F(0.0), G(0.0), G(0.0), G(0.0), G(0.0), G(0.0), G(0.1),
F(0.1), F(0.0)

C'S Pc- F(0.0), G(0.0), F(0.1), G(0.0), VG(0.0), G(0.0), VG(0.0), VG(0.0), VG(0.0),
P(0.1), G(0.0), G(0.1)

Performance measured by Auditoreq

CSP4- F0.0), G(0.0), F(0.1), F(0.1), G(0.0), G(0.0), VG(0.0), F(0.0), G(0.0),
VG(0.0), F(0.1), VG(0.1)

CSPg-P(0.0), G(0.1), G(0.1), VG(0.0), VG(0.0), F(0.0), VG(0.0), VG(0.0), G(0.0),
VP(0.1), VG(0.1), G(0.1)

CSPc- G(0.0), F(0.0), G(0.1), G(0.0), G(0.0), G(0.0), VG(0.0), P(0.0), G(0.0),
VG(0.0), P(0.1), P(0.1)

Performance experienced by User

CSP4-P(0.1), F(0.2), VP(0.1), VG(0.0), G(0.1), VP(0.0), VG(0.0), VP(0.0), G(0.1),
F(0.0), G(0.0), G(0.0)

CSPg- G(0.0), VG(0.0), P(0.1), G(0.1), F(0.1), G(0.0), VG(0.0), F(0.0), F(0.2),
G(0.1), VG(0.0), F(0.0)

CSPc- F(0.0), G(0.0), VG(0.1), G(0.1), G(0.0), VG(0.0), VG(0.0), G(0.0), G(0.0),
F(0.1), VP(0.1), VP(0.1)

Performance experienced by Usera

CSPa- VG(0.0), VG(0.0), P(0.1), G(0.1), G(0.0), VG(0.0), VG(0.0), VG(0.0),
G(0.0), G(0.1), F(0.1), F(0.0)

CSPg- G(0.1), F(0.0), VP(0.1), F(0.0), VG(0.0), P(0.1), VG(0.0), P(0.0), F(0.0),
VG(0.0), G(0.0), G(0.1)

CSPc- G(0.1), G(0.0), F(0.1), G(0.0), VG(0.0), F(0.2), VG(0.0), G(0.0), P(0.0),
VG(0.0), VG(0.0), G(0.0)

TABLE IV
DECISION MATRIX Z(CSF;)

CSPy CSPp CSPc
Cl [0.249, 0.06] | [0.20, 0.07] | [0.25, 0.05]
C2 [0.249, 0.06] | [0.21, 0.07] | [0.25, 0.05]
Cc3 [0.299, 0.06] | [0.20, 0.07] | [0.25, 0.05]
C4 [0.249, 0.05] | [0.21, 0.07] | [0.25, 0.05]
C5 [0.20, 0.08] [0.20, 0.09] | [0.25, 0.06]
Avg [0.25, 0] [0.16, 0] [0.24, 0]

CSP4 > CSPgc > CSPg. Table V presents the final score
of the each SLA parameter based on the group decision of
three alternative CSPs. Cloud user can further choose the cloud
service according to his/her requirements. For example, if
cloud user is more interested in Availability, his/her preference
will be towards C'SPp rather than other cloud providers.
Similarly, if a cloud user wants cheaper services, his/her pref-
erence will be C'SP. The proposed model is simplifying the
the complexity and reducing doubts associated with selecting
commercial CSPs with respect to users’ requirements.

V. CONCLUSION AND FUTURE WORKS

The proposed framework is a recommendation system that
facilitates selection of the appropriate cloud service provider.
It supports both measurable and non-measurable attributes
of cloud services of CSPs. The recommendation of cloud
provider is based on the entire SLA requirements as well as

Real performance monitoring of CSPs’ by auditors process
creates additional degree of trust and reliability for the cloud
users. Future works involve testing of the proposed framework
with real performance monitoring and users experience. This
work is also a part of a larger framework for SLA-assured
brokering and CSP certification [15].
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