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Abstract—A model is presented that characterizes security critical, with an assumption that the other behaviors, kmown
logs as a collection of norms that reflect patterns of emergén  unknown, are not significant. Often, it is these side behavio

behavior. An analysis technique for detecting behavioral nrms that can lead to a security compromise of the system.
based on these logs is described and evaluated. The applicat

of behavioral norms is considered, including its use in sysm Behavior mining technigques can be used on system logs
security evaluation and anomaly detection. to automate the discovery of models that represent these
potentially known and unknown normal behaviors [8], [11],
. INTRODUCTION [23]. However, the level of abstraction in these models isdix

, ) i .. and must be a priori specified, with the result that some side

Log data is a useful source of information when monitoringpenhaviors may not be adequately captured in the discovered
security violations and identifying incidents [14], [1T15]. A model of acceptable behavior. Deciding one particularllefre
security log records a sequence of relevant system andfor agpsiraction of the log data may conceal behavioral patiafns
plication events in chronological order. Conventionalls#¢  jnterest that emerge at other levels of abstraction. Faneie,
(log) analytics systems tend to take avent-centriocview of  cqnsidering transaction-id, in addition to the operatiame, in
these logs whereby potential threats and security anosw@i@  oyents may help to reveal other repeating patterns of betsavi
defined, and searched for, in terms of relatively straigtéod  5ch as transactions, in the log. Furthermore, the contplexi
event interactions. For example, rudimentary tools sefoch ¢ 5 large-scale system may be such that a full understanding

an occurrence of a particular event, an event with a specifigf the event attributes and behaviors exhibited in a systegm |
property, or some collection of events over a given period OFnay not be known.

time [6]. More advanced tools search for simple patterns or

correlations of events that may represent potential thrjd&. This paper proposes an &}pproaCh to analyzing system logs
Log analysis, in these cases, characterizes anomaliesmis te for the purposes of discovering models that represent riorma
of prescribed events and their properties. behavior. The primary contribution of the proposed appnoac

. L . . is that it can be used to identify suitable behavior abstast

This event-centric view of log analysis can require thej, yhe system log. Thedeehavioral normsepresent repeating
sp§C|flcat|on of a large number of ad-hoc rules tha’g may bTJatterns of behavior at different levels of abstraction deur
difficult to comprehend and manage. Rather than thinking o, the system logs. In following prescribed behavior/sitgur
anomalies in terms of low-level log-events, we are int@®Sst .,nirols, some norms may already be known, for example, a
their characterization in terms of more abstract systeifaets.  secyre workflow of transactions implemented by the system.
For example, characterizing a separation of duty anomaly ifyher norms, for example, representing side-behaviorg,iea
terms of transactions of log events. While transactions @8nknown, in that that they have not been explicitly formesht
effectively sequences of events, we argue that using bef@vi 1, emerge as a consequence of normal system operation. Two

abstractions such as transactions, workflows, and so fort'%xperiments described in this paper, were carried out lwhic
can facilitate comprehension of the information in a seyguri demonstrate’ the emergence of such ’norms.

log. This leads to a morbehavior-centricview of security

logs whereby anomaly analysis is characterized in terms of The paper is structured as follows. Section 2 describes the
behavioral abstractions. For example, checking log data foproposed model of behavioral norms. Section 3 outlines how
conformance with business process workflows [23] or work-system logs can be searched for norms. Experiments that were
flow security requirements [2], or matching a security logused to evaluate the approach using simulated and real log
against an automaton [20], temporal logic specificationdf7] sources are described in Section 4. The contribution of the
n-gram profile [11] that represents acceptable behavioh®f t work and related research is discussed in Section 5 and8ecti
system. 6 concludes the paper.

A challenge to taking this behavior-centric approach is-find
ing the right level of abstraction of log events and devaigpi II. A MODEL OF BEHAVIORAL NORMS
specifications that adequately represent anomaly-freei®@h A Eyents and traces
Existing approaches require an a priori user prescription o
event abstraction, for instance, ignoring all event aitels The following is specified using Z notation [21] and
other than operation name [11]. Given an event abstractions syntax and type checked using Fuzz checker. évent
a specification of acceptable behavior may be user-definegpresents an observation of some interaction with a system
[71, [9], [18]. However, the scale of the system may be suchThis paper focusses on events drawn from system logs, e.g.,
that it is difficult for a user to formulate a complete and [Feb 24 08:15:04 wlanO: authenticated] denotes an event from
efficacious specification of normal behavior. As a consegeen a Linux kernel log. LetEventdenote the set of all possible
security specifications focus on those behaviors percéivbd  events. While an event may be regarded as defined in terms of
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1 Feb 24 08:15:04 wi an0: authenticate with 38:60: 77: 7d: 6¢: 4f Given event projection operation@_ then trace pro-

§ EEE 33 ggf 12 gj nggf zﬁpgeﬁffzai gd381 60: 77: 7d: 6c: 4f jection t@A is defined as the projection (based on at-

4 Feb 24 08:15:04 w an0: associate with 38:60:77:7d: 6¢: 4f t_rIbUteS 'DA) of events int. EOI’ example’<kl’ k2>@{aCt!on}

5 Feb 24 08 15:04 w an0: RX AssocResp from 38: 60: 77 7d 6c: 4f  =(authenticate, send auth). This can be further generalized to

6 Feb 24 08:15:04 w an0: associ at ed projection over sets of traces, where given a set of trdces

7 Feb 25 14:12:18 w an0: authenticate with 38:60: 77: 7d: 6¢: 4f then T @Areturns the set of tracea@A wheret € T.

8 Feb 25 14:12:18 wi an0: send auth to 38:60: 77: 7d: 6¢c: 4f

9 Feb 25 14:12:18 wi an0: authenti cated

10 Feb 25 14:12:18 w an0: associate with 38:60: 77: 7d: 6¢: 4f B. Strands and Partitions

11 Feb 25 14:12:18 wi an0: RX As_socResp from 38: 60: 77: 7d: 6¢: 4f

12 Feb 25 14:12:18 wl an0: associ at ed A strandis a trace of events that share a common charac-
teristic. LetEqgE be the set of all possible equivalence relations

Fig. 1. Linux kernel event logki, kz . . ., ki2) over Event Given an equivalence relation defined over

events then definBtrand ~) to be the set of all possible traces
of equivalent events. Not& denotes a power set amén(f)
a collection of attributes, we do not prescribe any paréicul denotes range of the functidn

attributes or structure on an event.
Strand: Eq€ — P Trace

An event equivalenceelation_ ~ _ : Event«+ Event
defines classes of events that are considered to have |V-~-:EGEe
common characteristics. LeEgE define the set of all Strand_ ~ _) = {t: Trace| (Ve f : ran(t) e €~ f)}

event equivalence relations. For example, kernel events,, example, if~gae denotes date-equivalence of kernel log

[FEb 24 08:15:04 wlan0: send auth to 3860777d604f] events then traceé(l, kg, k3> and <k2, k4, k6> from Figure 1

and [Feb 24 08:15:04 wlan0: authenticated)] ; ;
X . are members ofStrand ~gae), While trace (k;,k;) is not
defined as (date) equivalent as they both occur A~ date) (ke ke)

. a member.
on the same date. Alternatively, the events
[Feb 25 14:12:18 wlan0: associate with 38:60:77:7d:6c:4f] Any trace can beartitionedinto a set of strands that pre-
and [Feb 24 08:15:04 wlanO: send auth to 38:60:77:7d:6c:4f] serve the event ordering in the original trace. Define fumcti
are defined as mac-equivalent as they refer to the sam@tn(~,t) to be the partitioning of the traceinto a set of
hardware device. strands according to the event equivalence relatianFor
example, partitioning the kernel log in Figure 1 according

The different characteristics of an event can be det, gate-equivalence generates exactly two straks ., ko)
scribed in terms of itsattributes For example, a ker- and (ky, . ., kia).

nel log event could be described in terms of attributes
date, iface, action and device. Let Attribute define the set
of all attributes. Given evene : Event and set of at- C. Norms

tributes A : PAttribute then the event projection e@A Sets of event traces can be used to model system behavior
gives the evene with attributes not inA removed. For ex- 4], Wwe are interested in inferring behavioral models oteyss
ample, Feb 24 08:15:04 wlan0: authenticated] @fiface,action}  from their logs. These models may contain repeating pattern
gives eventylan0: authenticated]. Intuitively, event projection ¢ pehavior. A behaviorahorm is a set of traces that is
can be used to define event equivalence. Given set of agieibut considered to define a comparable behavioral pattern. For
Aand event, f : Eventthen definee ~a f < (€@A=T@A).  example, tracegk;, ky) and (kr, ks) from the kernel log in

A traceis a sequence of events. LBtace define the set Figure 1 represent comparable authentication-relatedvieh
of all traces. and are (behaviorally) different tko, ks).

A trace equivalence relation ~ _ : Trace « Trace
defines classes of traces that have a comparable behavioral
For example, Figure 1 depicts a trace of kernel log evemghargctenst_lc. LeEqT deflng the set of aI_I trace equivalence
(ki Ks . .., ko). relations. Given a trace equivalence relatienthenNorm(~)

defines the set of all possible norms basedkon

For the purposes of this paper, system logs are used to

Trace== seq Event

build approximations of system behavior, in particulats s Norm: EqZ” — P(P' Trace)
n-grams [11] are used to model acceptable system traces. Thi V_~_:EqT e
construction is represented as an equivalence relatiogrelly Norm(_ ~ _) = {c: PTrace| Vt;,t; : Co t; ~ t5}

t = sis interpreted to mean that the underlying approximate

model considers tradeo besimilar to traces (n-gram match). For example, the set of tracésk;, ks, ks), (k7, ks, ko) } could

If n-grams are the same length as the trace then similarity ibe regarded as an authentication norm drawn from Figure 1 and
defined by trace equality. If n-grams are of length one then, f characterizing a fragment of authentication behavior rdyri
the kernel log example, we have, for examplle,, ks, k3) = a wireless network connection. Trace projection can used to
(ko, ks, k). N-gram based trace similarity is typically defined construct a definition for trace equivalence whereby, given
with respect to some threshold [11]. For the purposes of thitracest, s, a set of attributeé\ and a trace projection function
paper the reader may take= sto mean that tracetsandsare @, thent ~5 s & t@A = s@A Note that trace equivalence
similar to an acceptable predefined degree, without anydbss (~) is different to trace similarity £), the latter defining
generality. an approximate test for trace equality. In the kernel log
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example and with trace equality as similarity, the authenti

cation norm is based on the trace equivalergg..io,; and

{(frank PUT /order/4c4712,
(frank PUT /order/ 6lecOc,
al i ce PUT /order/1d261e,

frank GET /invoi ce/ 4c4712),
frank CET /i nvoi ce/ 6lecOc),
al i ce CET /invoi ce/ 1d261e),

(K1, K2, K3) ~factiony (Kr, ks, Ko). Under this same interpreta- lucy GET /order/ 44712

(

\ / L (

tion, {(ki, ko, ks), (K¢, ks, ks)} is not an authentication norm. (lucy GET /order/ 1d261e,
(lucy CET /order/ 61ecOc,

lucy PUT /invoi cel 4c4712),
lucy PUT /invoi ce/ 1d261e),
lucy PUT /invoi ce/ 6lecOc)}

A set of traces is partitioned by trace equivalence into
a set of norms. Defin@rtn(~, T) to be the partitioning of Fg. 4. Strands prin(~ {yser, iten} - NPLOY)
the set of traced into a set of norms based on the trace {usr,method, action, item} ’
equivalence relatior. In this paper norms are defined in
terms of the application of a trace-equivalence relatiorato
(projected) strand partition of a log. Formally, given a lpgn 2) Norms for HTTP traces:The three strands depicted
event equivalence relatior and a strand equivalence relation jn Figure 3 give a projection OPrtn(~ (11en}, httpLog) that
~ then the set of norms is defined pen(~, prtn(~,1)). reflect anitem-centric view of the HTTP log. Within each
item strand there is a common pattern of behavior, spedifjcal
item ordering actions followed by item invoicing action$id
repeating pattern in order processing can be characteiized

Figure 2 depicts an HTTP log of event$,..., hs) terms of the norm:
generated, for example, by a web-based order processing (ourorders4ca712 GET Jorder/ 4c4712,
system. Each line defines an HTTP request event described ~ PUT /i nvoi cel 44712, GET /i nvoi cel 4c4712),
using the Common Log Format [16] with attributes: remote <P‘P’LT/?:?]SL/I t‘;zgégel@ C;:_Orf 7.6:1/\/ J(;?igllidztile)
host, RFC931 authenticate¢er, [datg], "request”, status an _ (PUT / or der/ 61ecOc, fH /o der/ 616c0C, '
bytes. For ease of presentation in this example, trace similarity PUT /i nvoi cef 6lecOc, GET /invoi cef 6lecOc)}
(=) is defined by equality and we omit some attributes that are
not relevant to the discussion.

projected through

D. Modeling HTTP logs

based on the trace-equivalence ~ (netnod,action}

1) Strands for HTTP eventsThe behavioral patterns in over the projected strands defined bprtn(~y;gen)
the HTTP request log can be modeled in many different ways, httpLog) @{method,action,item}. Intuitively, the above
By eventdate-equivalence, the log is partitioned into the two horm represents a transaction-style behavior pattern in
strands(hy,..,h7) and (hs,.., hy2), reflecting the common the events of the HTTP log. The norm is a collection of
practice of “rolling” logs on a daily basis. An alternativeew  strands that have an equivalent behavior pattern (acaptdin
might consider requests from the same user to be equivalert{nethoa,action}), €ach carried out on an identified target (in
partitioning the log into three strands involvifrgnk, alice and  this casejtem).

lucy.
Intuitively, strands define sequences of equivalent eyents

Suppose that the path portion of an HTTP request evenwhile the strands that make up a norm define a (repeated)
is defined in terms of the attributesethod, action anditem.  equivalent behavior pattern. Different event and tracevegu
For example, in Figure 2 the evehi is anorder (=hy@ lences result in different norms, reflecting different ldnoff
{action}) for item 4c4712 (=h, @{item}). In this case an event patterns of behavior within the system. For example, Fig-
equivalence relation ..}, defined in terms otem-equality,  ure 4 depicts a partition of the log into strands that define
groups events together as actions carried out on an order; ththe actions of a given user on an given item. The strand
partitions the HTTP log into the three distinct strands digal ~ (frank PUT/order/4c4712, frank GET/invoice/4c4712) from this
in Figure 3. Note that for ease of presentation and when neartition representgank ordering and invoice-processing item
ambiguity can arise attributes may be omitted from a log; in4c4712. Across these strands is a repeating user-order-invoice
this case Figure 3 is based on the equivalence relatiQpe,; behavior norm that can be identified in terms of strands that
defined ovehttpLog@{user,date,method,action,item}. An al-  have equivalentethod and action attributes, that is, by the
(strand) trace equivalence relati®fyetnoq,action} - IN this case,
the strand partition of the log (given in Figure 4) is pastited
into a customer norm and a merchant norm, as depicted in
Figure 5. A customer (norm) puts orders and gets invoices
while the merchant (norm) gets orders and puts invoicessd he
norms also suggest user-roles whereby Frank and Alice are
customers and Lucy has a merchant role.

{(frank [ 05/ Nov/ 2012: 09: 11: 26] PUT /or der/ 4c4712
lucy [05/Nov/2012: 16: 30: 16] GET /order/ 4c4712,
lucy [05/Nov/2012: 16: 32: 32] PUT /i nvoi ce/ 4c4712,
frank [ 05/ Nov/ 2012: 17: 47: 33] GET /i nvoi ce/ 4c4712),

(al i ce [05/Nov/ 2012: 13: 18: 46] PUT /order/ 1d261e,
lucy [05/Nov/ 2012: 17: 46: 06] GET /order/ 1d261e,
lucy [05/Nov/ 2012: 17: 48: 35] PUT /i nvoi ce/ 1d261e,
al i ce [ 06/ Nov/ 2012: 09: 58: 48] GET /i nvoi ce/ 1d261e),

(frank [ 06/Nov/ 2012: 09: 10: 07] PUT /order/ 61lecOc,
lucy [06/Nov/ 2012: 14: 34: 31] GET /order/ 61ecOc,
lucy [06/Nov/ 2012: 14: 47: 20] PUT /i nvoi ce/ 61ecOc,
frank [ 06/ Nov/ 2012: 16: 01: 45] GET /i nvoi ce/ 61ecOc) }

{{({frank PUT /order/4c4712 frank GET /i nvoi ce/ 4c4712),
(frank PUT /order/ 6lecOc, frank GET /invoi ce/ 6lecOc),
(alice PUT /order/ 1d261e, alice CET /invoi ce/ 1d261e)},

{(lucy GET /order/4c4712, lucy PUT /invoicel 4c4712),

: " ; ; (lucy CET /order/1d261e, lucy PUT /invoi cel 1d261e),
Fig. 3. Strands fronhttpLog partitioned by attributétem Il ucy GET /order/ 6lecOc. |ucy PUT /invoi cel 61ecOc)}}
ternative view that partitions the log into strands of ofieres
carried out by a given user on a given item is depicted
Figure 4.

i Fig. 5. prtn(x{method,action} ’ prtn(N{user,item} ) httpLOg) projected
r}hrough {usr,method, action, item}
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1 10.20.3.11 - frank [ 05/ Nov/ 2012: 09: 11: 26] "PUT /order/ 4c4712 HITR 1. 1" 200 1724

2 10.43.9.1 - alice [05/Nov/2012: 13: 18: 46] "PUT /order/ 1d261e HTTR 1. 1" 200 4354

3 10.1.12.1 - lucy [O05/Nov/2012:16:30: 16] "GCET /order/4c4712 HTTR 1. 1" 200 6356

4 10.1.12.1 - lucy [05/Nov/2012:16:32:32] "PUT /invoicel 4c4712 HTTH 1. 1" 200 2326
5 10.1.12.1 - lucy [05/Nov/2012:17:46:06] "CGET /order/ 1d261le HTTH 1. 1" 200 8320

6 10.20.3.11 - frank [05/Nov/ 2012: 17: 47: 33] "CET /i nvoi ce/ 4c4712 HTTH 1. 1" 200 2925
7 10.1.12.1 - lucy [05/Nov/2012:17:48:35] "PUT /invoi ce/ 1d261e HITH 1. 1" 200 221
8 10.20.3.11 - frank [06/Nov/ 2012: 09: 10: 07] "PUT /order/ 6lecOc HTTR 1.1" 200 3327

9 10.76.13.8 - alice [06/Nov/ 2012: 09: 58: 48] "CET /i nvoi ce/ 1d261e HITP 1. 1" 200 6366
10 10.1.12.2 - lucy [06/Nov/2012: 14:34:31] "GET /order/ 6lecOc HTTR 1.1" 200 2727
11 10.1.12.2 - lucy [06/Nov/2012: 14:47:20] "PUT /i nvoi ce/ 6lecOc HITH 1. 1" 200 9326
12 10.20.3.11 - frank [06/Nov/ 2012: 16: 01: 45] "CET /i nvoi ce/ 6lecOc HTTH 1. 1" 200 332

Fig. 2. httpLog trace of HTTP requestéhy, ..., hi2)

I1l. I N SEARCH OFNORM n-gram size such that this set of n-grams can be used todest, t
some degree of accuracy, the validity of any execution trace

o tArer;gtr-mel?gr;'QresetcoLrgtmglﬁﬁgruﬁgﬁ%?ﬁg'g?ﬁ;ﬁe?es of the system. Forrest [11] describes a strategy for buildin
" v g iou this set from a log trace and uses system test and control logs

intende_d to represent t_he operatipn_ and_ the target of EVeNtS) indicate accuracy. The simplicity of this approach makes
respectively. Event equivaleneer distinguishes targets while - 55 ctive for initial implementation, where we focus oatbeg
strand equivalencerg distinguishes operations. For example,]cor norms existence '

in Figure 5, order-invoice operations are carried out ietat

to user-item targets. We are interested in identifying ljike This n-gram model provides (approximate) trace matching
target and operation attributes (event and strand equivale and can be used to implement the trace similarity relatie)n (
relations) that generate norms that provide meaningfulatha This is generalized to norms, whereby a set of strands (a)norm
terizations of a system’s behavior. Considering a norm dedfin is encoded as a set of n-grams that provide an (approximate)
as adate operation on amethod target, that isprtn(~4ae} method to test a strand for membership of a norm. A variation
, PriN(~ (netnoa}, NttpLOQ)), does not reveal anything interest- of the Jaccard coefficient [5] is used to provide a measure of
ing about thehttpLog. However, the norms in Figure 5 do the similarity between two sets (norms) of n-grams. Thiggiv
reveal potentially interesting customer and merchanttedla the size of the intersection of the sets divided by the sizb®f
norms. union of the sets. Let/(n,m) denote this measure between

. . . normsn andm.
Given operation and target attribute s€sandT, respec-

tively, thenl@(O U T) gives the view of interest of the lolg Given a logl and a test tracethen the average of the best
In this case, the norms of log defined as of the Jaccard coefficients from the log norms\i?(1) to the
o test norms iNV2(t) defines a similarity measure between the
NP (1) = prin(=o, prtn(~1,1)) @0 sets of norms. Thus, given operator and target attribDtead
are intended to represent patterns of operations on target;%éggdzgg;_eﬁ tracekandt, and an underlying n-gram model

Note that events not i@UT are considered superfluous while

targets are not explicitly included in the final set of norings o MaXme A0 (1) J(n,m)
their existence is implicit in the strands they relate toe3é Mz(1,1) = Z A2 |
normsAP(I) are computed on the basis of a singgarning neNP () T

he same calculation is used to define the similafitf (1, c)

log I. The effectiveness of using/®(l) as a representative
%etween the log traceand the control trace.

model of the given system’s behavioral norms is determine
by comparison with the norms generated by a furtestlog

t of valid interactions of the system. B. Implementation

Let MR(1,1) dgflne an operation that compares the norms  Gjyen traced (log), t (test) andc (control), then a norm
of NP(I) and NP(t) and returns a measure i0..1] that  gearch finds operation attribut@ target attributed and an
|r!d|cates the.|r (jegree of similarity to each qthgr, y\{hereby n-gram model£) resulting in the best values fO’Vl?(ht) and
hlggervalye indicates a greater degree of s_|m|Iar|ty.|t|me, MO(I,c). A prototype of this search has been implemented.
MJ (I,t) gives a measure of the false negatives when one treatghe gbjective of this paper is to demonstrate the existende a
N7(I) as a model of the behavioral Jiorms in the systemyotential utility of norms. While the current implementatiis
A measure of the false posm\ées fa'P(l) as a model of quite effective for demonstrating this for the moderatsized
behavioral norms is given by7(l,c), wherec is a control logs and attribute sets described in the next section, we hav
log of the system, that is a log with sequence perturbatioats t ot focussed on search efficiency. In principle, the seasch i
are known not to occur |r(1) the system. Section IlI-A OU“'neSexponentiaI in its parameters. However, many techniquiss ex
our current encoding oM (1, t) based on n-grams. for dealing with these kinds of problems and developing a

scalable norm search is a topic for future research.

A. N-gram based Norm Similarity

N-grams are used to provide approximate models of system IV. EvaLUATION

behavior [11]. An observed trace of the system is encoded as Two experiments were carried out in order to evaluate
a set of n-grams of size. The objective is to find a suitable whether norms emerge from system logs. Section IV-A de-
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scribes the emergence of norms from the logs of a simulatedonstructed to provide a unique transaction identifier Far t
system. Section IV-B documents norms that emerged in owser-scenario, it is interesting to note that the search als
study of a complex enterprise-grade application system. suggests the paiuser,item as a reasonable set of target
attributes. On further investigation it turned out that et
simulation logs, it was more likely that the execution sc@m®a
of different users involved different items, that is, thevere

A system that simulated the execution of the HTTP examvelatively few instances of order-invoice transactionslwing
ple in Section II-D was developed. It was extended to includemultiple users. This could be regarded as an unexpected norm
additional actions likeart, payment, dispatch, return, etc. The that emerged as a consequence of the simulation design. Note
objective of this experiment was to demonstrate that normghat presented similarities are mertics that are relevant t
could be discovered in logs of systems that were fabricatedstablishing best attrbiutes for norm model and they have no
deliberately to have repeating patterns within their apptly ~ relation with similarity levels in possible application nérms
random-looking behavior. In particular, that the norm skar in anomaly detection.
would find the sets of operatio® and targefT attributes as
expected.

A. Norms in a simulated system

Recall that a norm (set of strands) is implemented as a set
of n-grams which, by its nature, provides an approximatan f

The system was built as a collection of concurrent userghe behavior pattern. It is instructive to consider the ciftaat
engaging HTTP events. A simple control-flow model wasthe n-gram approximation model (encoding trace similarity
used to specify user behavior scenarios in terms of regeatirhas on the number of norms identified &P(l), for the
sequences of events to be carried out across (random) itengiven O and T. Figure 6 compares the numbers of norms
During simulation, a user repeatedly selects, at random, exliscovered for different degrees of trace similarity. Wih
ecution sequences from the choice defined by the scenaridegree of similarity of 1 traces must exactly match and as
This control-flow model was used to generate system tracegonsequence, there are a large number of distinct norms,
by (randomly) interleaving the user behavior scenarios. many with very similar but strictly different behavior. it

. . . i a degree of similarity of O then traces of the same events,
The simulation comprised of 500 executions by 25 usersy; gitferently ordered, are considered matched and asut res

each selecting executions at random from the choice of 3ghere js effectively one norm, matching all possible bebyi
sequences defined by the user-scenario. Running the simu-

lation twice generated different learnirigand testt traces, L
each containing approximately 50,000 events. A similagciz 400
control logc was generated by re-running the simulation, but

making random perturbations to the sequences to genera , %0
invalid scenario behaviors. The search considered n-goims £ 200
3, 5 and 7 in length. 00 e

While the event attributes includeder,method,action and ol =
item, it should be noted that in this experiment no information 1 09 08 07 06 05 04 03 02 01 0
was provided to the search algorithm that might a priori Similarity

suggest candidate operation and target attributes. Eaamtt ev
also included a transaction identifierags) that tied the event Fig. 6.  Number of norms for different n-gram approximatigisémulated
to a unique execution sequence within a user behavior soenar system)

_ Table | provides a selection of operation and target at- Our goal is to find a similarity level that results in n-gram
tributes, along withM®(l,t) (false positive) andMSP(l,c)  approximation that is useful to build norms. Such level ai-si
(false negative) measures computed for given n-gram sizesjlarity should allow some scope of difference between tsace

and based on the simulated log tra¢gsandc. while still consider them as being behavioraly equivalent.

operation0 fargetT n T AT | AC0,0 ~Inspecting Figure 6 reveals that 30 distinct norms are
frans user 3 0.14 0.45 identified for a substantial range, between 0.5 and 0.05, of
item method, user | 7 0.18 0.47 the degree of trace similarity. Recall that in configuring th

I tFLaért]%oEl Gt _ﬁ_‘;g_‘r _____ _2_ - _g-;_g_ 1= _8-%2_ ] control-flow model, logs were generated by users repeatedly
method. user | trans 3 0.32 0.01 selecting, at random, from a choice of 30 different executio

" method, action |Titem. user ~ |37 075" |~ 0.02 | scenarios. On inspection, each norm corresponds to one of th

| method, action | trans™ ~ 777 078" ] 003 ] execution scenarios, confirming that the proposed operétio
method, action | trans 5 081 0.00 and targef attributes reflect the patterns of behavior that were
method, action | trans 3 0.85 0.02 intended

TABLE T. OME NORMS IN THE SIMULATED SYSTEM '

This experiment demonstrated that analyzing norms in a
lag trace can be used to test for existence of behaviorapatt
N a simulated system. The search discovers the attribbiégs t
characterize the sequences of operations carried out getsar
along with the best n-gram profiles for matching the iderdifie
norms.

These results suggest, as expected, that the repeating p
tern of method—action operations carried out on transactions
(trans) is a good norm; providing a high-degree of similarity
between the learning and test logs (few false positives)aand
low-degree of similarity between the learning and contogs|
(few false negatives). While attributeans was intentionally The problem of finding optimal attributes is exponential
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with respect to number of attributes in the event. For fiveexecuting the same same 30 scenarios, they produce traces
attributes, an exhaustive search over space of all possibthat are behaviorally different according to identified mor
combinations of attribute for targe¥), operation (als®°) attributes. In the system with enabled access controkreifft
and n-gram sizes (3) would require 3072 algorithm iteration executions of the same scenario produced traces differgyt o
Thanks to some basic optimizations (like not consideringoecause of the control flow. For n-gram similarity betweéen O.
operation attributes in targets) in the experiment we reduc and 0.05 they were considered equivalent. In the system with
that number to 510 which took about 30 minutes on a laptoforoken access control, executions of the same scenario, but
with 1.6GHz four core CPU. with different roles, produced traces in whioperationswere

also different. Even at low similarity levels such tracesildo

1) Simulating anomalyin the following side experiment, ot he considered equivalent as they represented completel
the system simulating HTTP application was extended tQjifferent behaviors.

model an access control mechanism. The access control Is

implemented by assigning each of the scenarios and each of This experiment demonstrates that a change in system’s
the users one of five roles. The simulation has been modifieddehavior may be identified by observing amount of norms that
so that scenarios are only executed by users with a matchirgmerge from that system. This is possible even without hisig
role. For illustration, the scenario related to making adeor in what individual norms actually represent.

may be only executed by a users with the rolestomer while

scenario related to issuing an invoice by users with the rol®. Norms in an Enterprise system

Merchant. Information about user role was included as an event

attribute and new events contained 6 attributestifod, action,
user, item, role, trans).

The second experiment was based around an enterprise
Java-based social software application. This application
vides its users with social communication and content man-

The norm search was performed for the modified systemagement. The objective of this experiment was to investigat
Optimal values identified by the search aske, method, action ~ the emergence of norms in an existing large-scale apmitati
for the operation andrans for the target. It should be noted system.
that, compared with the system without the access control
capability, the operation includesle in addition to method
and action. Inclusion of role attribute makes the operation
more precisely defined (e.g. "GET invoice as Customer
compared to just "GET invoice”) and produces more accurat
norm model. The search for similarity level, as presented o
Figure 7 (normal) shows the result similar to the original
system (without access control) and reflects 30 scenarios f
a large similarity range.

The application server running the application was con-
figured to include a custom Java Security Manager [12] that
Jsecorded every permission check as an event. Six attributes
of the events logged by the manager were considered: type
of permission (attributeperm, with values FilePermission,
réocketPermission, etc.);action (with values,open, read, etc.);
name of application serventhread used to perform the opera-
?ion; application’suser on behalf of which the thread executes,
and name of thelass that invoked the code requiring the

In the second part of this experiment, the simulation wagermission. Time was recorded using reduced precision.

modified to model a security flaw. The access control was —pe anpjication was invoked 1,500 times via its REST API
dlsabled SO any user could fun any scenario re_gardless f order to execute 11 different high-level actions (sucfiilas
their role. The intention of this change was to simulate an, 544, download, adding file to folder, etc.) concurreioly
accidental misconfiguration that breaks security contrd a g ifferent application users. This was done twice in otder
check how such change will reflect on system’s norms. Theenerate the learing and test traces, each containingt abou

search for similarity level was performed on the trace from30 000 events. The control trace was created by randomly
modified system. Figure 7 shows number of norms in relat'or?eordering events from the test trace. N-gram sizes of 3, 5

to similarity for both executions (normal and abnormal) e t and 7 were used in the search for norms. Table Il provides a

system with the access control capability. selection of operation and target attributes, along witR(l, 1)
(false positive) andM(l,c) (false negative) measures that

500 | were computed during the search. The results in Table Il are
400 . :”Erma' | for an n-gram size of 3, which, when analyzing this system,
L300 ehrioma produced better results than for other sizes.
g 200 operationO targetT MR 1) | MR, 0
00 T e . perm action, thread, user 0.38 0.49
s - | class, user ~ ~ | action, prtm, time ~ |~ 0.15 |~ ~0.01" |
0 name, perm thread, trace 0.51 0.37
1 09 08 07 06 05 04 03 02 01 0 Tperm - -7 fime user ~~ " T 7009 |” 011
Similarity class, perm time, user 0.97 0.07
class, perm thread,time,user 0.99 0.08
Fig. 7. Number of norms for different n-gram approximatiofes two action, class thread time,user 0.92 0.00
configurations of simulated system with access control action,class,perm | thread,time,user 0.92 0.00
TABLE IT. OME NORMS IN THE ENTERPRISE SYSTEM

This experiment shows that system with broken access
control produces much more norms than the one with the ac- The results show that the best candidates for operation
cess control functioning properly. Although both systenesev  attributes are combinations aétion, perm andclass attributes.
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It is interesting to note that the operation with attributesthe experiment, many simplifications had to be made, such as
{action,class} has results comparable faction,class,perm}.  ignoring client-side caching and calling only the REST API
Intuitively, the latter seems to be a better choice as it derather then accessing application resources as the user.

fines actual operation more precisely ([SomeClass, opef, fil
compared to just [SomeClass, open]). This is not surprisin%or

since Java tends to define different permission classesdicco . .
of abnormal behaviour were available we generated such

ing to different kinds of actions and targets. For ex"’lmple’trace by randomly reordering events in one of existing sace
FilePermission is defined in terms of read/write/execute/delete Oy T y : 9 ’ 9 .
Investigation on effectiveness of this approach and ptessib

actions (on file targets), whil&ocketPermission is defined it t i a topic for fut h

in terms of accept, connect, listen and resolve actions (oﬁl ernatives 1S a topic for future research.

socket targets). Thus, for this system, permission name doe While the strategy of exhaustive norm search is effective
not provide any additional information regarding the targe  for moderately sized logs, further research is required to
the norm. develop a scheme to search much larger logs of a scale that is
ypical of complex enterprise systems.

The false positive measure should compare generated
ms with norms of abnormal behaviour. Because no traces

Studying the effect that the n-gram approximation modelt
(encoding trace similarity) has on the number of norms ident
fied in NP (1), for the bestO and T, provides some interesting

insights. In Figure 8, when the degree of trace similarity ~The previous section demonstrates that it is possible to
varies between, 0.34 and 0.17, then 11 norms are |dent|f|egearch for norms that characterize under|ying patterns of

This is as expected, as these 11 norms effectively correspomehavior without any prior knowledge about the system.
to the underlying behavior patterns resulting from repdigite i .
invoking the 11 different REST API calls in order to populate ~ Norms may provide an efficient way to compare and

V. DISCUSSION AND RELATED RESEARCH

the log. evaluate system behavior during its lifecycle. If the numiife
norms increase after system change, such as reconfiguoaition
700 patching, it may indicate that some of the security contfiols
600 seeeee. or outside of the system) are no longer effective. Such dehav
500 - was seen in Section IV-Al. Monitoring changes in the number
o 400 of norms may be useful in detecting potential problems.
5 300 =
b

e, The norm model relates to anomaly detection based on
R trace analysis. One of the problems recognized in this area
"""""""" is finding an anomalous sequence with regards to a sequence
1 09 08 07 06 05 04 03 02 01 O database [8], also known as a ‘sense of self’ [11]. It can be
considered to be a part of norms model to a limited extent, as
it effectively treats the system as a single homogenous norm
Fig. 8. Number of norms for different n-gram approximaticsimulated N Which one looses many of the subtleties of interaction.
system) Norms, when used for anomaly detection, are similar to
another problem — detecting anomalous sub-sequenceswithi
However, Figure 8 also points to the presence of othea longer log, calleddiscords They are, however, richer and
potential norms in the system. There are three other regions more accurate then currently used techniques [8]. Ratlzer th
the graph that suggest different numbers of norms. For ésgreusing fixed size windows, norm model provides much more
of similarities: between 0.66 and 0.55 there are 140 norms, b adaptive variable length sequences that base on event-equiv
tween 0.49 and 0.45 there are 68 norms, and there are 7 norakence. Another advantage of norms is an automatic atribut
between 0.17 and 0.05. We conjecture that these additiongdiscovery. Study of anomaly detection recognizes n-grasns a
norms are a consequence of the application, or its undegrlyinone of the techniques for modeling behavior, referred to as
infrastructure, performing different kinds of internalesptions ~ window-based [8]. Applicability of other techniques, suah
for the the same REST API calls. For example, in the samé&ernel and Hidden Markov Models, to norm model is a subject
API call we may, at one time, retrieve an object from remotefor future research.
storage while retrieving it from local cache another time; a
application may once have established a connection, while W
another time uses a previously established connection #om
connection pool. Traces generated by different executathgp
may be sufficiently different to be considered distinct nerm
where a high degree of trace similarity is required. This msea
that it may be possible to generate multiple nhorm model
differing only by degree of trace similarity to have larger
number of more precise norms or smaller number of more Behavioral norms are related to process mining techniques
general ones. While we believe that the 11 norms identified3], [22] whereby process models, such as Petri-nets, are
between 0.34 and 0.17 correspond to the events resulting frogenerated from low level audit logs. These techniques have
the REST calls, investigating the cause of the other, emérge been used for security conformance [1]. These models tend to
norms is a topic for future research. This experiment was aise coarse-grained event abstractions, such as openatina-
preliminary attempt to validate that meaningful norms can b and date. Future research will investigate how the resultsis
identified in a real and complex enterprise system. In bogdi paper might be used as pre-processing step in order tofigenti

200
100
0

Similarity

Intrusion detection systems may benefit from using norms
multiple precision levels. As it was demonstrated by ex-
periment in Section IV-B, using different trace similarlgrel
may result in different distinct levels of norms precisidn.
hybrid IDS employing this technique may match at multiple
recision levels and, depending on configuration, adjuest al
evels or automatically learn new rules.
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additional attributes that that could be used in subsequent7]

process mining.
Research in the area of activity recognition shows that

patterns of behavior may be identified by observation [18] an [8]

that n-grams may be used to build an underlying model [10].
Investigating the relationship between behavioral normd a
activity recognition techniques is a topic for future resha

VI. CONCLUSION [10]

Behavioral norms are emergent repetitive patterns that pro

vide a behavior-centric view of a security log. These pater [11]

can emerge at different levels of abstraction. At the highes
level of abstraction, a single norm may be identified, corre-

sponding to the conventional [11] ‘sense of self’. Howewar, [12]

demonstrated by the experiments described in Section &, thi
normal behavior pattern may actually contain further pate

of behavior. These other norms are determined by choosin[gl?’]

the right operation and target event abstractions. Sontaldei

abstractions may be a priori known, such as an event method

(operation) carried out on a transaction-id (target), asdeed

in the example in Section IV-A. However, other and/or better14]

abstractions may emerge from analysis of the log; for exampl
it was demonstrated that the attribute faser,item) provides
a good alternative to the transaction-id target. In therpniee

system example, analysis points to previously unknown BOIMy1 g
in the system. The existence of these emergent norms is not
surprising given that the complexity of modern systems éhsu [17)

that a full understanding event attributes/behaviors naybe

a priori known. [18]

This paper proposes a model and approach to analyzing

system logs and identifying behavioral norms at different
levels of abstraction. In identifying these repeating qrats

of behavior, norms can be used to help determine the rigH#®l

level of abstraction at which to monitor security violatsoon
and incidents in a security log. The contribution in this @ap
is a behavior-centric approach to security log modeling and

demonstration that emergent norms can be searched for, and
exist, at different levels of abstraction. A rudimentaryme 27
search based on an n-gram model of behavior was used in this
paper. The model is not limited to these and future researciz2]

will investigate alternative behavior models and more fit
search/data mining techniques.

[23]
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