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Abstract—We explore the Bloch-Messiah decomposition of
Gaussian unitary to analyze the Entangling Cloner Attack per-
formed by an eavesdropper on a discrete modulated continuous
variable QKD scenario. Such a decomposition allows to replace
the nonlinear unitary resulting from eavesdropping and tracing
out Bob’s mode into an architecture of single-mode operations
(squeezers, phase shifters and displacements) and a two-mode
beam splitter. Based on such architecture we were able to get
tighter upper bounds to the eavesdropper entropy for a discrete
modulated CVQKD scheme. The new bounds are justified from
the Gaussian extremality property valid for entangled-based
equivalent protocols.

Index Terms—Bloch-Messiah decomposition, CVQKD, Discrete
Modulation.

I. INTRODUCTION

In a Quantum Key Distribution (QKD) protocol, two le-

gitimate parties (Alice and Bob) use a quantum channel to

transmit random classical information and perform the task

of distilling a completely random and secure bit string to be

used as a secret key in symmetric cryptography setups under

the eminence of a powerful eavesdropper (Eve) controlling the

quantum channel and trying to retrieve information from the

key [13]. The security of such protocols relies mainly on two

fundamental concepts of quantum mechanics, the no-cloning

theorem and the uncertainty principle [12], being the only

constrains to which the eavesdropper is submitted to and one

must assume that she is able to perform any physically limited

attack strategy.

In general, Alice and Bob exchange quantum states to

generate correlated random sequences and will continue to post

processing it by using a classical authenticated communication

channel. On the other hand, the eavesdropper will deploy some

attack strategy during quantum state distribution as an attempt

to retrieve information by coupling ancillas to the states sent

by Alice and measuring them. Each QKD protocol will then

have different security degrees depending on assumptions on

the eavesdropper attack capabilities [4], [15].

Most CVQKD protocols security analysis assume a collective

Gaussian attack [9], which is not the most powerful attack

possibly performed but it is quite strong: Eve couples an ancilla

with each state sent by Alice by using an entangling cloner

and performs a collective delayed measurement. The entangling

cloner provides the Gaussian character to the coupling model

(and hence, a Gaussian channel [14]), which ensures maximum

information to the eavesdropper as a result of the gaussian

extremality theorem (GET) [5], [16]. This is then a suitable

scenario for Gaussian Modulated Coherent State (GMCS) pro-

tocols security analysis: Gaussian modulation in the Prepare

and Measure (P&M) protocol resulting on a Gaussian ensemble

can be replaced by EPR states in the Entangled Based (EB)

equivalent protocol and is reasonable to assume the channel

output to be also Gaussian. This allows to compute the entropic

quantities from the bipartite state covariance matrix.

However, protocols with non-Gaussian modulation brings

new cards to the table. Some security proofs for these protocols

remain relying on the GET, meaning that even when Alice

and Bob certainly know that they do not used a Gaussian

ensemble, they assume it is Gaussian as it gives an upper bound

on Eve’s knowledge [10], [17]. Of course it is a conservative

option but a valid question one may rise is how much the

eavesdropper information is being overestimated when non-

Gaussian ensembles are treated as Gaussian. Providing more

accurate methods for bounding this quantity has a direct relation

to the expected performance of discrete modulated CVQKD

protocols.

In order to approach this question, one can not call on the

protocol’s EB version as it can not be completely described by

the first and second moments of a purified bipartite state. The

analysis should follow the P&M protocol and computing the

eavesdropper entropic quantities depends on knowing how her

state looks like after the entangling cloner, which, by tracing

out Bob’s mode, may be seen as an EPR state |ν〉 undergoing

some unitary Ûi conditioned to the state ρ̂i sent by Alice.

Then, the ensemble of coherent states sent by Alice results

on a non-Gaussian average state ρ̂Eve =
∑

i piÛi |ν〉〈ν| Û †
i on

Eve’s modes with pi being the probability that ρ̂i was sent.

In this paper we attend to propose a method for com-

puting the post entangling cloner eavesdropper ensemble en-

tropy by applying the Bloch-Messiah (BM) decomposition

on Ûi |ν〉〈ν| Û †
i . This BM decomposition allows to express

complex non linear evolutions as combinations of fundamental

unitary and, combined with thermal decomposition, we find that

ρ̂Eve has the same entropy of an ensemble of displaced thermal

states whose entropy can be computed using either the GET or

the ensemble’s Gramm matrix.
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The paper is structured as follows. In Section II we review

some concepts of Gaussian systems, as the unitary general

description and the so-called fundamental unitary, and defines

the BM recomposition. Section III explain the entangling

clonner and in Section IV we apply the BM decomposition

on the eavesdropper state. Section V shows how to compute

the entropy from the decomposed states and in Section VI we

give our considerations and perspectives.

A. Notation

In the following, we denote linear operators with upper

case letters, D̂, and density operators with Greek low case

letters, ρ̂. Matrices and vectors comes as bold upper and lower

case, M and x, respectively, and we reserve I, X , Y and

Z to be the Pauli matrices. The Hermitian conjugate of M

is given by M † = (M∗)T , the transpose conjugate. The

canonical bosonic operator for the i-th mode comes as âi
and, in the vectorial form, â = (â1, · · · , ân)T for a n-mode

system. We take the quadrature operators to be in SI units,

q̂i = âi+ â†i and p̂i = −i(âi− â†i ), and the vector of operators

r̂ = (q̂1, p̂1, · · · , q̂n, p̂n)T .

II. PRELIMINARY

A. Gaussian Unitary

Quantum operations model the quantum state evolution as a

linear map E : ρ̂ → E(ρ̂), which is completely positive and in

the case of trace preserving (tr(E(ρ̂)) = 1) it is also called

a quantum channel. When a quantum channel is reversible,

it is represented by a unitary transformation Û , Û−1 = ÛT .

Then, within this scope, we say that a completely positive trace

preserving reversible quantum operation is Gaussian when it

transforms Gaussian states into Gaussian states. Such unitary

are generated via a Hamiltonian Ĥ which are second order

polynomials on the canonical operators, Û = exp
{

−iĤ/2
}

and have the general form

Ĥ = i(â†α+ â†TAâ+ â†TBâ†) + H. c., (1)

where α ∈ CN , â = (â1, · · · , âN )T is the vector of anihilation

operators, A and B are N × N complex symmetric matrices

and H.c. stands for the Hermitian conjugate. Such a unitary

corresponds to the following Bogoliubov transformation in the

Heisenberg picture

â → b̂ = Û †âÛ = Eâ+ F â† +α, (2)

being E and F complex matrices satisfying the constrains

EF T = FET and EE† = FF † + I, called the Bogoliubov

matrices, and b̂ the vector of anihilation operators on the output

field. The unitary evolution of both creation and anihliation

operators in the Heisenberg pucture may be arranged in the

following block matrix form
(

â

â†

)

→
(

b̂

b̂†

)

=

(

E F

F ∗ E∗

)(

â

â†

)

+

(

α

α∗

)

. (3)

Analougsly to the Bogouliubov transformation, which relates

the input and output canonical field operators, we may define

a more simple description of Gaussian unitary through the

evolution of quadrature operators by an affine map

r̂ → Sr̂ + d, (4)

where r̂ = (q̂1, p̂1, · · · , q̂N , p̂N )T , being q̂i = âi + â†i and

p̂i = −i(âi− â†i ) the corresponding position and momenta field

operators for the i-th mode, S is a 2N × 2N real symplectic

matrix and d ∈ R2N . Given the direct relation between

canonical bosonic operators and the position and momentum

operators, it is possible to retrieve S if E and F are given,

and vise versa.

B. Fundamental Unitary

We highlight three specific Gaussian unitary operations,

namely, the Displacement, Squeezing and Rotation operators,

which factorize any arbitrary Gaussian unitary.

i) The N -mode displacement is given by the following

operator

D̂α = exp
(

αT â† −α†â
)

, (5)

where α = (α1, · · · , αN )T ∈ CN and αi = qi + ipi. The

respective Bogoliubov matrices are E = I and F = 0

with displacement vector α for a complete transformation

expression. Moreover, the symplectic resulting on the

quadrature operators is given by

r̂ → r̂ + dα, dα = (q1, p1, · · · , qN , pN)T . (6)

ii) The N -mode rotation operator is specified by the N ×N
hermitian matrix φ,

R̂φ = exp
(

iâ†Tφâ
)

, (7)

corresponding to the Bogoliubov matrices E = eiφ and

F = 0, with null displacement vector.

iii) The general N -mode squeezing operator is defined by the

N ×N symmetric matrix Z

ŜZ = exp

(

1

2
(â†TZâ†

− âTZ†â)

)

. (8)

The squeezing matrix Z may be polar decomposed as Z =
reiθ. Then, the Bogoliubov matrices E = cosh(r) and

F = sinh(r)eiθ and null displacement vector.

C. Switching Rules

The fundamental unitary operators do not possess the con-

venience of commuting with each other, but, according to

[11] they can be properly switched with proper parameter

adjustments, called the switching rules:

D̂αŜZ = ŜZD̂β, β = cosh(r)α− sinh(r)eiθα∗, (9)

ŜZR̂φ = R̂φŜZ′ , Z′ = e−iφZe−iφT

, (10)

D̂αR̂φ = R̂φD̂γ , γ = e−iφα. (11)



D. Bloch-Messiah Decomposition

The Bloch-Messiah (BM) decomposition uses a specific

simultaneous and “conditioned” solution for a singular value

decomposition (SVD) of Bogoliubov matrices E and F in

order to split complicated non-linear Gaussian unitary into a

sequence of rotation, squeezing and displacement operations

[1], [2], [3]. In the following, we revisit the main point of the

BM decomposition.

Theorem 1 (Bloch-messiah Decomposition [1]). For arbitrary

Bogoliubov matrices E and F it is possible to find a specific

decomposition assuming the form

E = UΛEW
†
E, F = UΛFW

†
F , (12)

where U , WE and WF are unitary matrices satisfying

WF = W ∗
E , (13)

which is commonly called the rotation condition, and ΛE and

ΛF are diagonal with nonnegative entries that satisfy

ΛE = I +ΛF . (14)

As stated before, the BM decomposition requires a very

specific SVD on both Bogoliubov matrices representing the

arbitrary Gaussian operation. First, the SVD must have the

same unitary left matrix, which is possible once E and F are

diagonal on the same basis. Second, and more subtle, Equa-

tion (13) establishes that the SVD unitary matrices on the right

are not arbitrary. In fact, this condition is not always satisfied

for an arbitrary SVD solution and one must perform a two-step

procedure: (i) perform the SVD that satisfies Equation (12),

which most of times does not satisfy the rotation condition,

and (ii) from the matrices WE and WF obtained, evaluate the

balancing matrix D from the Takagi factorization as defined

bellow [2].

Theorem 2 (Takagi Factorization [6, Corollary 4.4.4]). A

complex symmetric N × N matrix A can be decomposed in

the form

A = UAΛAU
T
A , (15)

where UA is a unitary matrix and ΛA is diagonal with non-

negative entries, the singular values of A. Particularly, if A is

symmetric and unitary,

A = UAU
T
A −→ UA = A1/2. (16)

Then, from the matrices WE and WF we compute the matrix

G = W
†
EW

∗
F which is block diagonal, unitary and symmetric

and, according to the Takagi factorization, G = DDT . Then,

we can conclude the Bloch-Messiah decomposition by intro-

ducing the balancing matrix D in the previous unitary matrices

as U = UD, WE = W ∗
FD

∗ and WF = WFD, which

results in

E = UλEW
†
E , F = UλFW

†
F . (17)

III. DISCRETE MODULATED CVQKD AND THE

ENTANGLING CLONER ATTACK

We begin by providing a quick overview of a Prepare & Mea-

sure Continuous-Variable QKD Protocol (PMP) with discrete

(non-Gaussian) modulation of coherent states. Define a set of

complex amplitudes A = {α1, · · · , αK}, for K positive inte-

ger, and a discrete probability distribution P = {p0, · · · , pK},

which specifies the ensemble S = {|αi〉 , pi}. Alice, then,

prepares randomly states from S and send them to Bob through

a quantum Gaussian channel. Bob performs either homodyne

or heterodyne detection and, from his detection results, him

and Alice will start the protocol’s classical stage, performing

parameter estimation, information reconciliation, and privacy

amplification.

The eavesdropper, on the other hand, will perform a physical

attack simulating a non-eavesdropped thermal loss channel with

transmittance τ and thermal noise ε = 2n̄ + 1, where n̄ is

the mean number of thermal photons excited. In this physical

attack, named the entangling cloner, she replaces the thermal

loss channel by a controlled beam splitter (BS) of transmittance

τE and couples each state sent by Alice with one half of a

TMSV state

|ν〉CE =
√

1− λ2
∞
∑

n=0

(−λ)n |n〉C |n〉E , (18)

where λ = tanh
(

1

2
cosh−1(ν)

)

. Then, she sets τE = τ and

ν = ε = 2n̄+ 1 to match the thermal loss channel parameters

without the presence of an eavesdropper. The BS output modes

are Bob’s (B) to measure as it is received and Eve’s (D) to store

in a quantum memory jointly with the second TMSV mode E
to perform a delayed collective measurement (collective attack

strategy). The whole scheme is exemplified in Figure 1.

We can represent these states and the beam spliter action

in the symplectic phase space through its displacement vector

and the covariance matrix as the states and operations are all

Gaussian. Alice’s and Eve’s initial states are represented by the

following covariance matrix

Σ =





I 0 0

0 (2n̄+ 1)I 2
√
n̄2 + n̄I

0 2
√
n̄2 + n̄I (2n̄+ 1)I



 , (19)

Alice: S |αi〉
τ

Bob

Ŝ2(ν)

A B

C

D

E

Eva

Fig. 1: General scheme of an Entangling Cloner Attack (ECA).



and the beam-splitting operation by the symplectic map

BT =





tI2 rI2 0
−rI2 tI2 0
0 0 I2



 , (20)

with t =
√
τ and r =

√
1− τ . The final state after BS map is

given by

BTΣBT
T =





(2r2n̄+ 1)I 2trn̄I2 2r
√
n̄2 + n̄Z

2trn̄I2 (2t2n̄+ 1)I 2t
√
n̄2 + n̄Z

2r
√
n̄2 + n̄Z 2t

√
n̄2 + n̄Z (2n̄+ 1)I



 ,

(21)

and, tracing out Bob’s mode, one gets

ΣEve =

(

(2t2n̄+ 1)I 2t
√
n̄2 + n̄Z

2t
√
n̄2 + n̄Z (2n̄+ 1)I

)

=

(

aI cZ
cZ bI

)

.

(22)

For the displacement vector, we have that Alice’s coherent

state and Eve TMSV state reads 〈r̂i〉 = (qi, pi, 0, 0, 0, 0)
T and,

BStot 〈r̂i〉 = (tqi, tpi,−rqi,−rpi, 0, 0)T . Tracing out Bob’s

mode, 〈r̂〉eve|i = (−rqi,−rpi, 0, 0)T .

IV. DECOMPOSING THE EAVESDROPPER’S STATE

Given the previous description of Eve’s entangling cloner and

how it changes her state after the coupling, we develop how

the BM decomposition can be applied to her physical attack.

Beginning with the covariance matrix of Eq. (22), we have

that it presents a standard matrix [15] for which the symplectic

eigenvalues are given by ν1,2 = [
√

(a+ b)2 − 4c2± (b−a)]/2
and the symplectic matrix for the thermal decomposition1

ΣEve = SΣ⊕
EveS

T is given by

S =

(

w1I w2Z

w2Z w1I,

)

, w1,2 =

√

a+ b

2
√

(a+ b)2 − 4c2
± 1

2
.

(23)

From the symplectic matrix in Eq. (23) we can compute the

Bogoliubov matrices using the relations between bosonic and

quadrature operators. Then,
(

b̂

b̂†

)

=

(

w1I w2X

w2X w1I

)(

â

â†

)

, (24)

where the matrices E = w1I and F = w2X are the

corresponding Bogoliubov matrices.

Then, from the Bogoliubov matrices obtained in Equa-

tion (24), we apply the decomposition described in the previous

section in order to obtain the eavesdropper’s Bloch-Messiah

architecture:

1) Singular values of E and F :

EE† = w2
1I, FF † = w2

2I, (25)

once w1, w2 ∈ R.

1The thermal decomposition follows from the Williamson’s theorem for real
positive semi-definite even dimensional matrices which states that any matrix
satisfying these previous conditions can be put in diagonal form by a sympletic
transformation. That is, for arbitrary symplectic 2N × 2N matrix V , one gets
that V = SV ⊕ST , where V ⊕ = diag(ν1, ν1, · · · , νN , νN ) and S is a
symplectic map.

2) Singular value decomposition of E and F

E = IΛEI = UΛEW
†
E , (26)

F = IΛFX = UΛFW
†
F , (27)

where ΛE = diag(w1, w1) and ΛF = diag(w2, w2) the

diagonal matrices referencing the squeezing operation and

finally, W
†
E = I and W

†
F = X are the right rotation

matrices which does not match the rotation condition.

3) Compute G = W
†
EW

∗
F

W
†
EW

∗
F = X. (28)

4) Compute the balancing matrix using Theorem 2 (Takagi

factorization),

G = DDT → D = G
1

2 = X
1

2 (29)

D =
1√
2

(

eiπ/4 e−iπ/4

e−iπ/4 eiπ/4.

)

(30)

5) Compute the left and right rotation matrices using the

balancing matrix D,

W
†
E = DTW T

F =
1√
2

(

e−iπ/4 eπ/4

eiπ/4 e−iπ/4

)

, (31)

U = UD =
1√
2

(

eiπ/4 e−iπ/4

e−iπ/4 eiπ/4

)

. (32)

and WF = W
∗
E .

With the appropriated matrices, we conclude the BM de-

composition of Eve’s unitary transformation Û represented by

the Bogoliubov matrices E = UΛEW
†
E and F = UΛFW

†
F

corresponds to a rotation operation R̂φ1
, with eiφ1 = W

†
E , a

parallel set of one mode squeezers Ŝr where cosh(r) = ΛE

and sinh(r)eiθ = ΛF , and a second rotation operator R̂φ2
with

eiφ2 = U , that is,

Û = R̂φ2
ŜrR̂φ1

. (33)

Then, by including the displacement, the TMSV state may

be seen as undergoing the following transformation:

|ν〉〈ν|CE −→ D̂βi
Û
[

ρ̂thν′

1

⊗ ρ̂thν′

2

]

Û †D̂†
βi

= ρ̂Eve|i, (34)

where we call ρ̂thν′

i

the thermal state with photon number ν′i with

ν′1 = (ν1 − 1)/2 and ν′2 = (ν2 − 1)/2 and βi = 〈r̂〉eve. As the

unitary Û does not depend on the state sent by Alice but only

on the parameters τ and ν, one has that Eve gains information

by the displacement on one mode of her TMSV state while add

some thermal noise on Bob’s mode.

V. THE EAVESDROPPER ENTROPY

In Section III we described the general structure for the

entangling cloner pervormed by Eve and provided the sym-

plectic picture for her state with Bob’s mode traced out. In

Section IV the BM decomposition was used together with

thermal decomposition to conclude that the ECA results on

an unitary that does not depends on the coherent state sent by

Alice, acting on a two-mode thermal state, and the classical

information of interest lies on the displacement. In this section



we look forward to compute Eve’s entropy using the results of

the previous sections and compare it with the bounds given by

an EB framework.

Once Alice prepares states from the ensemble S, Eve’s

average state after the channel is

ρ̂Eve =
∑

i

piρ̂Eve|i, (35)

where ρ̂Eve|i is given by Equation (34). Within the context

of quantum key distribution, the eavesdropper information is

given by Holevo bound which gives the maximum mutual

information between Eve and Alice (or Bob) resulting from an

optimal measurement performed by Eve. This bound, in reverse

reconciliation, relate to Bob’s outcomes and is given by

χ(B;E) = S(ρ̂Eve)−
∫

p(b)S(ρ̂Eve|b) db , (36)

where S(σ) = − tr(σ log σ) is the von Neumann entropy, the

integration may be on the real line, if Bob homodynes, or on

the complex plane if he heterodynes, ρ̂Eve|b is Eve’s average

state given Bob’s outcome b.
We turn our attention to the first therm on the left side

of Equation (36), the entropy of Eve’s average state. The

expression can be simplified by using the switching rules on

the operators D̂ and Û :

D̂βi
R̂φ2

ŜrR̂φ1
= R̂φ2

ŜrR̂φ1
D̂β′

i
, (37)

where

β′
i = e−iφ1 cosh(r)e−iφ2βi − e−iφ1 sinh(r)eiφ2β∗

i (38)

= W
T
EΛEU

∗βi −W
T
EΛFUβ∗

i (39)

= w+βi − w−σXβ∗
i (40)

= (−w1rαi, w2rα
∗
i )

T , (41)

and the corresponding phase space displacement vector be-

comes

d = (−w1rqi,−w1rpi, w2rqi,−w2rpi)
T . (42)

Then, Eve’s state after the ECA given by Equation (34) can

also be expressed as

ρ̂Eve|i = ÛD̂β′

i

(

ρ̂thc (ν′1)⊗ ρ̂the (ν′2)
)

D̂†
β′

i

Û †, (43)

which is a displaced two-mode thermal state under the action

of the operation Û and the average state state entropy reads

S(ρ̂Eve) = S

(

∑

i

piρ̂Eve|i

)

(44)

= S

(

Û

[

∑

i

piD̂β′

i
ρ̂thν′

1

⊗ ρ̂thν′

2

D̂†
β′

i

]

Û†
)

(45)

= S

(

∑

i

piD̂β′

i
ρ̂thν′

1

⊗ ρ̂thν′

2

D̂†
β′

i

Û †

)

(46)

= S(ρ̂). (47)

as the von Neumann is invariant under unitary operations. One

conclusion is that Eve’s average state has the same entropy of

a set of two-mode thermal states with suitable displacements,

ρ̂.

Even with a simpler expression after taking the unitary Û out,

it remains a non-trivial problem as ρ̂ is not Gaussian. Yet, we

highlight two ways of computing it. The first one is to treat ρ̂ as

Gaussian and use the GET to upper bound its entropy, obtained

by the symplectic eigenvalues of its covariance matrix Σ. It

will be then an upper bound on her entropy. The second way

to obtain S(ρ̂) is to compute the Gramm matrix M for the set

of displaced thermal states and then compute the entropy of M .

We recall that, for an ensemble E = {|ψ〉k , pk} of pure states

on finite dimensional systems, the normalized Gramm matrix

M with elements [M ]m,n =
√
pmpn 〈ψm|ψn〉 has the property

of having the same entropy of E , that is, S(E) = S(M) [8],

[7]. In the case of multimode Gaussian states, one oly needs to

replace the overlap 〈ψm|ψn〉 by the Hilbert-Schmidt product of

Gaussian states. Although, this solution is still a conjecture as

it is not proved that this Gramm matrix property on the entropy

is still valid when the states are on infinite dimensional Hilbert

spaces.

Now, we shall exemplify how the above results provide a

tighter bound (or an exact measure with the Gramm matrix

conjecture) on Eve’s entropy then the ones obtained by using

an EB version of a discrete modulated CVQKD protocol.

Lets take as an example a QPSK constellation based CVQKD

protocol [10]. In such a protocol, the P&M version consists

on Alice preparing coherent states equiprobably from the set

{|α1〉 , |α2〉 , |α3〉 , |α4〉} where αk = αeiθk , θk = (2k−1)π/4,

and sending them through a thermal-loss quantum channel with

transmittance τ and thermal noise n̄ and Bob will perform

heterodyne detection at the reception. This P&M protocol has

an Entangled Based equivalent which is obtained by a proper

purification of Alice’s average state (a pure bipartite state |Ψ4〉)
and, by applying the GET, one can assume that Eve’s entropy

equals the bipartite state entropy. This entropy is obtained by

the covariance matrix simplectic eigenvalues.

We compare the three ways of computing Eve entropy:

from the EB protocol and from our BM decomposition using

either the GET and the GM. In the Appendix A we show the

covariance matrix for ρ̂ when Alice apply a QPSK modulation,

from which we can evaluate its entropy. In the Figure 2 we

plotted the bounds on Eve’s entropy with α = 1 and for

n̄ = {0.01, 0.02} as a function of the channel transmittance

τ . We can see that the entropy values obtained by the EB

protocol is a conservative measure and our bound lies bellow

on the entire transmittance range. The entropy value computed

from the Gramm matrix is even lower, as expected (GET always

upper bounds it). Afterwards, one can assume that the expected

performance of a discrete modulated CVQKD protocol is more

accurate when the eavesdropper entropy is estimated using our

model based on the BM decomposition of the after entangling

cloner state.

VI. CONCLUSIONS

We presented a method for computing the eavesdropper

entropy in the context of discrete modulated CVQKD (Pre-
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Fig. 2: . Eve’s entropy in a QPSK discrete modulation CVQKD

scenario evaluated from the equivalent Entangled Based pro-

tocol (EB-QPSK) and the BM decomposition using either

the Gaussian extremality theorem (BM-GET) and the Gramm

matrix entropy (BM-GME).

pare and Measure) protocol with coherent states under the

Entangling Cloner Attack. Our method uses the Block-Messiah

decomposition to describe the eavesdropper TMSV evolution

and we found that her average state, induced by Alice’s

ensemble, has the same entropy of a set of displaced two-

mode thermal states whose displacements are a function of

the complex amplitudes of Alice’s states. We compared our

method with the entropy obtained by using the entangled based

version and resulted that our bound on the entropy is lower. In

order to compute the Holevo bound on Eve’s information, one

must compute Eve’s entropy conditioned to Bob’s outcomes

(for reverse reconciliation) and then the covariance matrix

conditioned for the set of displaced two-mode thermal states.

Future work could also investigate if a set of multimode

Gaussian states could have its entropy evaluated by its Gramm

Matrix.

APPENDIX A

THE COVARIANCE MATRIX OF ρ̂

Let AB be a two-mode composite system and ρ̂k = D̂dk
ρ̂n̄⊗

ρ̂m̄D̂
†
dk

a bipartite displaced thermal state on it with mean

photon numbers n̄ and m̄, where D̂dk
= D̂xk

⊗ D̂yk
is a

two mode displacement operator on AB with xk = −xeiθk ,

yk = ye−iθk where θk = {π/4, 3π/4,−π/4,−3π/4}. If

pk = 1/4 is the probability assigned to each state ρk, the

average state ρ = 1

4

∑

k ρk has the same characteristics of

the state in Equation (46), whose entropy is the same of the

eavesdropper state Equation (34). Then, we are interested in

developing the expressions for the second statistical moment

of ρ.

The covariance matrix for a two mode state is a 4 × 4 real

symmetric and has the following standard block form

Σ =

(

ΣA ΣC

Σ
T
C ΣB

)

, (48)

where ΣA, ΣB , ΣC are 2 × 2 matrices corresponding to

modes A, B and the correlations between their quadratures,

respectively. Its elements are Σjk = 1

2
〈{∆r̂j}, {∆r̂k}〉, where

∆r̂i = r̂i − 〈r̂i〉 and {, } is the anticomutator.

Firstly, let us call â1 and â2 the anihilators for modes A and

B, respectively. Then, we have the following properties,

〈âi〉 = 〈â†i 〉 = 0, 〈â†1â1〉 = n̄+ x2, (49)

〈â2i 〉 = 〈â†2i 〉 = 0, 〈â†2â2〉 = m̄+ y2, (50)

〈â1â†2〉 = 〈â†1â2〉 = 0, 〈â1â2〉 = 〈â†1â†2〉 = −xy, (51)

from which follows that the covariance matrix is

Σ =

((

2(n̄+ x2) + 1
)

I −2xyZ
−2xyZ

(

2(m̄+ y2) + 1
)

I

)

. (52)
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